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• 15 years of applied research and teaching, at university and RTOs
• telecommunication systems, computer networks, mobile networks, signal 

processing, software-defined radio, radio localisation, …

• First encounter with Mobile Network monitoring back in 2004
•  METAWIN project in collaboration with A1 Mobilkom in Austria 
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About myself Traffic monitoring and analysis in 3G networks:
lessons learned from the METAWIN project
F. Ricciato, P. Svoboda, J. Motz, W. Fleischer, M. Sedlak, M. Karner, R. Pilz, P. Romirer-Maierhofer,
E. Hasenleithner, W. Jäger, P. Krüger, F. Vacirca, M. Rupp

A 3G network is a magnificently complex object embedded in a highly heterogeneous and ever-changing usage environment. It combines
the functional complexity of the wireless cellular paradigm with the protocol dynamics of TCP=IP networks. Understanding such
an environment is more urgent and at the same time more difficult than for legacy 2G networks. Continuous traffic monitoring by means
of an advanced system, coupled with routine expert-driven traffic analysis, provides an in-depth understanding of the status and
performances of the network as well as of the statistical behaviour of the user population. Such knowledge allows for a better engineering
and operation practice of the whole network, and specifically the early detection of hidden risks and emerging troubles. Furthermore,
the exploitation of certain TCP=IP dynamic behaviour, particularly the TCP control-loop, coupled with information extracted from
the 3GPP layers, provides a cost-effective means to monitor the status of the whole network without requiring access to all network
elements. In this article the main lessons are summarized learned from a two-year research activity on traffic monitoring and analysis on
top of an operational 3G network.
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Analyse und Monitoring von Datenverkehr in 3G Netzwerken: ein Erfahrungsbericht aus dem METAWIN-Projekt.

Ein 3G-Mobilfunknetz stellt ein extrem komplexes Gebilde dar, das in ein stark heterogenes und ständig wechselndes Umfeld eingebettet
ist. In ihm werden komplexe Funktionen der Mobilfunkübertragung mit TCP=IP-Protokollen verbunden. Ein tiefes Verständnis dieses
Systems ist dringend erforderlich, aber sehr schwierig im Vergleich zu vorhandenen 2G-Netzen. Nur die kontinuierliche Beobachtung
dieses modernen Übertragungssystems erlaubt es, sowohl die Leistungsfähigkeit des Netzes zu verstehen als auch das statistische
Benutzerverhalten zu interpretieren. Die daraus gewonnenen Erkenntnisse begünstigen sowohl eine verbesserte Netzplanung als auch
einen optimalen Betrieb und gestatten es darüber hinaus, verborgene Risiken und vorhandene Schwierigkeiten sehr früh zu erkennen.
Insbesondere erlaubt die Beobachtung bestimmter TCP=IP-Dynamik gemeinsam mit der Information, die aus den 3GPP-Schichten
gewonnen wird, eine kostengünstige Möglichkeit, den Zustand des Gesamtnetzes zu erfassen ohne jedes Einzelelement des Netzes zu
erfassen. In diesem Artikel sind die wesentlichen Erkenntnisse zusammengefasst, die in Folge eines zweijährigen Forschungsprojektes zur
Beobachtung und Analyse eines 3G-Mobilfunknetzes gewonnen wurden.

Schlüsselwörter: Monitoring von Datenverkehr; Analyse von Datenverkehr; 3G; Mobilfunknetze; GPRS; UMTS
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1. Introduction
Public wide-area wireless networks are now migrating towards

third-generation systems (3G), designed to support packet-switched
data services. Europe has adopted the Universal Mobile Telecom-

munication System (UMTS) developed by 3GPP as an evolution of

GSM, the worldwide widespread second-generation mobile technol-

ogy (2G). A 3G network includes two main sections: a Core Network

(CN) and one or more Radio Access Network(s) (RAN). The Core

Network consists of two distinct domains: Circuit-Switched (CS) for

voice telephony and Packet-Switched (PS) for packet data applica-

tions. Along with the UMTS RAN (UTRAN) based on W-CDMA,

several operators maintain a parallel GPRS RAN evolved from the

legacy GSM radio. This structure is sketched in Fig. 1 and explained

in Sect. 2. Several UMTS networks became operational since 2003
while first deployments of GPRS date back to 2000. Since then the

growing popularity of 3G terminals and services has extended the

coverage of Internet access to the geographic area, and 3G networks

are becoming key components of the global Internet in Europe.

(Keshav, 2005) foresees that cell phones will become the dominant

component of future Internet population, while Kleinrock expects

this role to be played by ‘‘small pervasive devices ubiquitously

embedded in the physical world’’ (quoted from (Kleinrock, 2005:
112)). Both scenarios underlay that the main access mode in the

future Internet will be wide-area wireless. Such access demand will
be provided to a large extent by the currently deployed 3G networks

and their future evolutions, alongside with other emerging technol-

ogies (e.g. WIMAX).

Today the 3G environment is still under evolution, at least along

the following dimensions:

" subscriber population and traffic volumes;
" terminal capabilities and relative penetration of the various term-

inal types (handsets, laptops with 3G card, etc.);
" service portfolio and tariffs offered by the operators.
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The availability of
high-quality traces
can greatly empower
the measurement-
based optimization
cycle, with human
experts in the loop,
thus driving an
already operational
3G network toward
improved 
performance. The
authors discuss the 
contribution that
TMA can provide to
the optimization of
an operational 
3G network.

3G/4G/WLAN/WMAN PL A N N I N G A N D OP T I M I Z AT I O N

INTRODUCTION

In this work we discuss the potential role of traf-
fic monitoring and analysis (TMA) for the engi-
neering and optimization of a 3G cellular
network. Research initiatives based on the pas-
sive monitoring of Internet traffic have surged in
recent years. Enabling factors are the availability
of high-performance acquisition hardware (e.g.,
DAG cards, wiretaps) and large-capacity storage
systems (e.g., RAID) at accessible cost. Several
methodologies for the analysis of the collected
data are being developed by importing concepts
and tools from different areas (e.g., signal-pro-
cessing, data-mining). Some of these techniques
can find very concrete applications and provide
powerful support for the operation and engi-
neering of real networks, with recognizable ben-
efits in terms of revenue protection and/or cost
saving.

Since 2004 we have been involved in a
research project aimed at exploiting traffic moni-
toring and analysis for the engineering of a
GPRS/UMTS network [1]. The initial idea was
to capture packet-level traces from the live net-
work and use them to distill synthetic user mod-
els fitted to the observed data. The models were
meant to feed network simulations and/or math-
ematical analysis in order to derive dimensioning
guidelines for the real network. The conceptual
trajectory is represented by the simulation path
shown in Fig. 1. As a side value, it was expected
to extract fine-grain indicators about the current
performances and quality of the underlying net-
work (e.g., packet delay, completion time of sig-
naling procedures, etc.). During the investigation
we soon recognized that the availability of high-
quality traces (to be exactly defined below)
yields a much higher potential for improving the
engineering practice of the real network, far
beyond the mere opportunity to fit abstract
models to observed patterns. More generally,
TMA can play a major role in several technical
areas within the running of a real 3G network:
operation and maintenance, troubleshooting,
planning and optimization, design and engineer-
ing, security monitoring and fraud detection, and
so forth. Its reach can be easily extended to less
technical areas like for example marketing, ser-
vice engineering, billing, and tariff design. How-
ever, in the spirit of the current Special Issue we
focus here only on the aspects related to the net-
work engineering and optimization.

In this contribution we present a few exem-
plary applications of TMA to the operation and
engineering of 3G network. The goal is to pro-
vide an overview of the recent and ongoing
work, and to promote further research on TMA
in 3G. The referenced works1 come from a few
research groups active in this area and primarily
from the METAWIN project [1].

The rest of this article is organized as follows.
We define the scope of TMA, and then we dis-
cuss the evolution from the classical approach
for network monitoring toward large-scale TMA.
We introduce the requirements for an advanced
traffic monitoring system for 3G networks. We
provide examples of the potential role of TMA
in the optimization of an operational 3G net-
work. Finally, we draw a summary of the conclu-
sions.

FABIO RICCIATO, FORSCHUNGSZENTRUM TELEKOMMUNIKATION WIEN

ABSTRACT

Recent years have recorded a surge of
research activities on IP traffic monitoring,
enabled by the availability of monitoring hard-
ware and large-scale storage at accessible costs.
More recently, passive monitoring has been
applied to operational 3G networks. The passive
observation of network traffic, coupled with
advanced traffic-analysis methods, can be a pow-
erful and cost-effective means to infer the net-
work status and localize points of performance
degradation without requiring complete access
to all network elements. Furthermore, the avail-
ability of high-quality traces can be exploited to
predict the load of the network under hypotheti-
cal conditions, variations of the actual network
configuration at the capturing time. Both
approaches can be useful for some engineering
and reoptimization tasks that are commonly
encountered in the lifetime of an operational 3G
network. In abstract terms, the availability of
high-quality traces can greatly empower the
measurement-based optimization cycle, with
human experts in the loop, thus driving an
already operational 3G network toward
improved performances. In this article we dis-
cuss the contribution that traffic monitoring and
analysis (TMA) can provide to the optimization
of an operational 3G network.

TRAFFIC MONITORING AND ANALYSIS FOR THE
OPTIMIZATION OF A 3G NETWORK

RTO: Research and Technology Organisation



• The European Statistical System (ESS) is the partnership between 
• Eurostat + National Statistical Institutes (NSIs) + Other National Authorities (ONAs) 

in each EU country

• Eurostat is …
• the statistical office of the EU

• a DG of the European Commission

• the coordinator of the ESS

• Eurostat does … 
• produces European statistics
• contributes to harmonise methodologies, definitions, criteria, etc. 

within the ESS

Eurostat & the European Statistical System



[...] our mission is to provide independent high quality statistical information […]. 

Our principles of quality are: relevance, accuracy, timeliness and punctuality, 
accessibility and clarity, as well as comparability and coherence(*). 

ESS mission and principles

(*) Quality Declaration of the European Statistical System September 2016, 
https://ec.europa.eu/eurostat/documents/4031688/8188985/KS-02-17-428-EN-
N.pdf/116f7c85-cd3e-4bff-b695-4a8e71385fd4

https://ec.europa.eu/eurostat/documents/4031688/8188985/KS-02-17-428-EN-N.pdf/116f7c85-cd3e-4bff-b695-4a8e71385fd4
https://ec.europa.eu/eurostat/documents/4031688/8188985/KS-02-17-428-EN-N.pdf/116f7c85-cd3e-4bff-b695-4a8e71385fd4


If we were running a long-distance “express” 
parcel delivery service …

Mission 

Expectation
by users

… deliver reliably and quickly…

Operation
model

weeks days hours
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Official Statistics 
“augmented” by privately held data
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• Official statistics are based on ”traditional” data sources
• Survey data – collected by NSI primarily for statistical purposes

• Administrative data – collected by public administrations, (re)used for statistical purposes

• Future perspective: (re)using also Privately Held Data (PHD)
• MNO data as one of most interesting types of PHD

• Some NSIs produced “experimental statistics” based on MNO data based on different 
arrangements with local MNOs,  but no “official statistics” yet

• NB: “official statistics” is much more than “experimental statistics”

Official Statistics 
“augmented” by privately held data



Quality in Official Statistics (OS) 
• OS influence opinions/decisions/actions by policymakers, citizens, 

businesses, researchers …

• Quality as differentiator of Official Statistics vs. other statistics 

• OS ≠ commercial statistics, other public statistics

• OS ≠ “experimental statistics”
• One-off case study or short series vs.

no commitment to continued regular production

• Partial fulfillment vs. full compliance to Quality criteria

• Official Statistics = Quality Statistics

• Quality has a cost!

Commercial
Statistics



• B2G4S Expert Group on facilitating the use of new data 
sources for official statistics (2021-2022)

• Final report with several recommendations, central concept of
“fair and effective” partnerships
 between NSI and data holders

• Revision of Regulation (EC) 223/2009
 on European Statistics 

• Text approved by European Parliament in March 2024 (link)

• Introduces legal enablers for the sustainable reuse of privately 
held data for official statistics – Art. 17b, 17c 
à balanced mix of obligations and safeguards for data holders 

Recent milestones 

S TAT I S T I C A L R E P O R T S

S TAT I S T I C A L R E P O R T S

Title

2020 edition

Empowering society by  
reusing privately held data  

for o!cial statistics  —  
A European  approach FINAL REPORT PREPARED BY  THE  

HIGH-LEVEL EXPERT GROUP ON FACILITATING THE  

USE OF NEW DATA SOURCES FOR OFFICIAL STATISTICS 2022 edition

European Parliament
2019-2024

TEXTS ADOPTED

P9_TA(2024)0152
Amending Regulation (EC) No 223/2009 on European statistics
European Parliament legislative resolution of 13 March 2024 on the proposal for a 
regulation of the European Parliament and of the Council amending Regulation (EC) 
No 223/2009 on European statistics (COM(2023)0402 – C9-0246/2023 – 
2023/0237(COD))
(Ordinary legislative procedure: first reading)

The European Parliament,

– having regard to the Commission proposal to Parliament and the Council 
(COM(2023)0402),

– having regard to Article 294(2) and Article 338(1) of the Treaty on the Functioning of 
the European Union, pursuant to which the Commission submitted the proposal to 
Parliament (C9-0246/2023),

– having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

– having regard to the opinion of the European Central Bank of 28 September 20231,

– having regard to the provisional agreement approved by the responsible committee 
under Rule 74(4) of its Rules of Procedure and the undertaking given by the Council 
representative by letter of 21 February 2024 to approve Parliament’s position, in 
accordance with Article 294(4) of the Treaty on the Functioning of the European Union,

– having regard to Rule 59 of its Rules of Procedure,

– having regard to the report of the Committee on Economic and Monetary Affairs (A9-
0386/2023),

1. Adopts its position at first reading hereinafter set out;

2. Calls on the Commission to refer the matter to Parliament again if it replaces, 
substantially amends or intends to substantially amend its proposal;

3. Instructs its President to forward its position to the Council, the Commission and the 

1 OJ C, C/2023/1032, 20.11.2023, ELI:  http://data.europa.eu/eli/C/2023/1032/oj.

https://ec.europa.eu/eurostat/documents/7870049/14803739/KS-FT-22-004-EN-N.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0152_EN.pdf


Composing a partnership is like 
composing a (big) puzzle 

European Parliament
2019-2024

TEXTS ADOPTED

P9_TA(2024)0152
Amending Regulation (EC) No 223/2009 on European statistics
European Parliament legislative resolution of 13 March 2024 on the proposal for a 
regulation of the European Parliament and of the Council amending Regulation (EC) 
No 223/2009 on European statistics (COM(2023)0402 – C9-0246/2023 – 
2023/0237(COD))
(Ordinary legislative procedure: first reading)

The European Parliament,

– having regard to the Commission proposal to Parliament and the Council 
(COM(2023)0402),

– having regard to Article 294(2) and Article 338(1) of the Treaty on the Functioning of 
the European Union, pursuant to which the Commission submitted the proposal to 
Parliament (C9-0246/2023),

– having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

– having regard to the opinion of the European Central Bank of 28 September 20231,

– having regard to the provisional agreement approved by the responsible committee 
under Rule 74(4) of its Rules of Procedure and the undertaking given by the Council 
representative by letter of 21 February 2024 to approve Parliament’s position, in 
accordance with Article 294(4) of the Treaty on the Functioning of the European Union,

– having regard to Rule 59 of its Rules of Procedure,

– having regard to the report of the Committee on Economic and Monetary Affairs (A9-
0386/2023),

1. Adopts its position at first reading hereinafter set out;

2. Calls on the Commission to refer the matter to Parliament again if it replaces, 
substantially amends or intends to substantially amend its proposal;

3. Instructs its President to forward its position to the Council, the Commission and the 

1 OJ C, C/2023/1032, 20.11.2023, ELI:  http://data.europa.eu/eli/C/2023/1032/oj.
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• Established in 2021, representatives from 19 countries, focus on methodological aspects
• sharing of experiences from national projects; networking of the relevant experts across ESS members 
• identify key methodological directions to be prioritized for further development
• proposing activities to further develop methods and tools for the (re)use of MNO data in the ESS. 

• Milestones
• Position paper (link)
• Multi-MNO project 
• Research grant (ESSnet)

MNO-MINDS

ESS Task Force on MNO data (TF-MNO)

Regular production of 
Official Statistics 
based on MNO data

Data 
Protection
Measures

Enabling 
Legislation

& 
Sustainable

Business Model

Standard 
Methodology

& Quality
Framework

Data Access

MNONSI

https://ec.europa.eu/eurostat/documents/7870049/17468840/KS-FT-23-001-EN-N.pdf


TF-MNO position paper

Focus of 
Multi-MNO project Focus of 

MNO-MINDS 
research grant



• Reference methodological pipeline: 
complete, detailed, non-ambiguous definition 
of whole end-to-end data processing workflow

• All operations and data structures described in 
formal language à softwarisation of statistical 
methodology

• Reference open-source implementation 
& reference test data

• enable development and deployment of 
alternative, possibly proprietary 
implementations compliant to the open 
methodological standard

• Developed by the ESS for OS, could be 
reused by industry also for commercial 
statistics (more on that later)

Methodological standardisation
Intra-MNO processing



• Common/standard methodologies and definitions necessary to achieve 
comparable and combinable results across different MNOs

Methodological standardisation

Final
Statistics

NSI

Mobile
Network

MNO #1

Mobile
Network

MNO #2

Mobile
Network

MNO #3

Final
Statistics

NSI

Mobile
Network

MNO #1

Mobile
Network

MNO #2

Mobile
Network

MNO #3



• Integration of data from multiple MNOs improves quality
• Better representativeness of the total population, 

mitigation of selectivity and coverage bias in the final statistics

• Improved temporal stability, mitigation of customer churning
• Mitigate sensitivity to operator-specific aspects (technical or 

business) of data generation 

• Improved robustness to anomalies, outages, disruptions of data 
provision, enables cross-operator plausibility and consistency 
checks 

• Equal treatment of all MNOs in the country (“level playing field”)

• Easier protection of business-sensitive information from each 
operator in the final statistics

Integration of data from multiple MNOs
Inter-MNO processing



Cross-MNO consistency 
checks

Private
Data holder

Statistical
 Institute

Private
Data holder

Private
Data holder

Final 
statistics

time
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Reporting back may be 
beneficial for the affected MNO  
(more on that later)



• Combining MNO data with statistical data to get the best of both
• From MNO data: timeliness (near real-time), spatio/temporal 

detail, temporal continuity and spatial coverage, variables 
derived from “objective” observations

• From statistical data: correct projection to target population 
(mitigation of bias, multiple counting, coverage gaps), 
additional variables of interest not observed by MNO data

• Improved quality of final statistics

Integration of MNO data and statistical data

Big Data

Statistical data



• Reassert the role of NSIs and statistical data in the new data-rich 
ecosystem 
• Survey still needed, but smaller and less burdensome if combined with 

MNO data, for better/richer/timelier final statistics

• More balanced NSI-MNO relationship:  not provider-consumer but 
win-win partnerhship 

• Final statistics integrating data from multiple providers and 
statistical data produces an authoritative final statistics that may 
serve as “calibration reference” also for individual providers
• Intermediate aggregate non-personal data may be shareable back with 

individual providers (no derogations to statistical confidentiality 
principle prohibiting to use statistical data for non-statistical purposes)

• Privacy-Enhancing Technologies (PET) may help protecting data  
confidentiality (more on that later)

Integration of MNO data and statistical data: 
strategic considerations



• Multi-MNO project
• Focus on data processing pipeline:

intra-MNO processing plus initial steps 
towards inter-MNO integration

• Development of open-source 
implementation, testing on real data from 5 
MNO in 4 different countries

• NSI + Industry experts
• ESSnet MNO-MINDS

• Research project, focus on integration of 
MNO and statistical data sources

• experts from 10 NSI 

Ongoing projects
In scope of Multi-MNO project

In scope of MNO-MINDS



Series of challenges …
Regular production of 

Official Statistics 
based on MNO data

Data 
Protection
Measures

Enabling 
Legislation

& 
Sustainable
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Standard 
Methodology

& Quality
Framework

Data Access

MNONSI



… with interdepencies
Regular production of 

Official Statistics 
based on MNO data

Data 
Protection
Measures

Enabling 
Legislation

& 
Sustainable

Business Model

Standard 
Methodology

& Quality
Framework

Data Access

MNONSI

But there are inter-depencies, e.g. between methodological choices and data protection 
aspects, and between methodological choices and data access modalities  …

… so we need to 
(1) take plausible assumptions about the future state (“reference scenario”;  
(2) develop a solution based on those assumptions and reference scenario; 
(3) interact with the relevant stakeholders to discuss the proposed solution and viability of reference scenario
(4) If needed, go back, correct assumptions and adjust methodological choices accordingly 
 



• First co-development partnership between NSI experts +  industry experts 
• Service contract ESTAT 2021.0400 based on open call for tenders, budget 1.2 Mio
• Started in January 2023 for 2.5 years until mid 2025

• Project Objectives
• Develop a first proposal for an open end-to-end methodological framework (including 

quality aspects) with focus on an initial selection of use-cases
• Develop and release open-source reference software pipeline implementing the proposed 

methodological framework
• Practical demonstration of processing pipeline on real data from 5 MNOs in 4 countries

• Consortium: GOPA (DE); NOMMON (ES), POSITIUM (EE), ISTAT (IT), CBS (NL) + 5 MNOs
(Orange Spain, Vodafone Spain, Vodafone Italy, A1 Slovenia, POST Luxembourg).

• Advisory Board of 14 external experts

Multi-MNO project
Overview



• Legal framework: fragmented (across MS) and evolving (223/2009 revision)
• Implications for data protection, data availability, access conditions
• Decoupling “what is aimed for” tomorrow from “what is possible” today
• Reference scenario: plausibly optimistic assumptions about future state
• Testing scenario: current limitations and constraints

Multi-MNO
Reference scenario vs. testing scenario

Regular production of 
Official Statistics 
based on MNO data

Data 
Protection
Measures

Enabling 
Legislation

& 
Sustainable

Business Model

Standard 
Methodology

& Quality
Framework

Data Access

MNONSI

Statistical legislation
(Reg. 223/2009)

Telecom legislation
(ePrivacy directive) 

Data Protection 
legislation(GDPR)European legislation

National legislation



Reference methodological pipeline: 
Architecture

Modularity, flexibility,
and evolvability
• Data (sub)objects
• Processing (sub)modules



Reference methodological pipeline: 
Highlights

Advanced geolocation 
Based on past work by ESSnet 
Big Data II – WP I

Longitudinal analysis of individual data

Aggregation,estimation
Designed to embed methods 
from ongoing ESSnet 
MNO-MINDs

Modularity, flexibility,
and evolvability
• Data (sub)objects
• Processing (sub)modules



29

Data minimisation & Storage minimisation
by [methodological] design 

Longitudinal analysis
of individual data

Temporal scope of personal information 

Level of personal information detail

days months years

High

Very low

Medium

minutes

Low

Raw granular data

Daily summaries

Mid-term summaries

Long-term labelsIn
fo
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n
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Data protection
• Current practice very heterogeneous across MNOs

• Persistence of individual pseudonyms: 24 hours, 1 day, 3 months, several years …

• Suppression of small aggregate values based on k-anonymity: different values of k, 
different points of application along the workflow, …

• Establishing a common methodology enables establishing a common set 
of data protection measures, consistent with the proposed methodology.

• Distinguish measures at processing stage (data protection engineering) 
and Statistical Disclosure Control (SDC) before dissemination

MNO

MNO

MNO
NSI

In-processing
measures 

SDC Public release

Scientific-use filesSDC

processed
data



31

Data protection

• SDC methods for dissemination of final indicators: not in the scope of current project

• In-processing data protection measures based on onion-layered approach: natural 
mapping  of GDPR principles to each layer

• Organisational environment

• Computation environment

• Methodology 

• Methodology layer is in the scope 
of the current project

In-processing
measures 

Organisational 
Processes

Computation 
Environment

Methodology
Data minimisation
Storage limitation

Integrity and confidentiality 

Lawfulness, fairness, transparency 
Purpose limitation
Accuracy
Accountability



Organisational 
Processes

Computation 
Environment

Data protection: privacy-by-[methodological]-design
• Data minimisation and Storage minimisation

by methodological design within longitudinal analysis module
• Individual data never exported outside the safe computation 

environment at MNO premises
• Further supplementary Technical and Organisational Measures 

(TOM) may be added(*) preferably defined at EU level – definition 
of methodological workflow enables discussion with EDPS/EDPB

Temporal scope of personal information 

Level of personal information detail

days months years

High

Very low

Medium

minutes

Low

Raw granular data

Daily summaries

Mid-term summaries

Long-term labelsIn
fo
rm
at
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n
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Methodology
Data minimisation
Storage limitation

Integrity and confidentiality 
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Data protection: supplementary measures
• Data minimisation and Storage minimisation by-[methodological]-design 

within longitudinal analysis module
• Individual data remain inside safe computation environment at MNO premise

• If micro-data linkage will be needed for some use-cases, it may be implemented with support 
of advanced Privacy Enhancing Technologies (PET), see e.g. the parallel Eurostat project 
JOCONDE https://cros.ec.europa.eu/joconde 

• Further supplementary Technical and Organisational Measures (TOM) may be added, 
preferably defined at EU level: the specification of (proposed) methodological 
workflow  enables discussion with EU data protection authorities, going beyond current 
heterogeneous practices, with a view to increase both usability and protection of data

• Potential synergies with the industry if the “package” of reference methodological 
pipeline and associated PET/TOM is reused by industry for commercial statistics

https://cros.ec.europa.eu/joconde


• Methodological standardisation implies also a 
clear specification of the statistical indicators to 
be eventually released by NSI

• Official Statistics released for-free by NSIs can 
coexist with (and even boost the appetite by 
potential customers for) commercial statistics 
offered for-a-fee by industry players

• Analogy with the “Freemium” model (*) 

• Differentiation is possible along multiple dimensions

Official Statistics and Commercial Statistics: 
friends, not foes 

(*)  see: DGINS 2018 paper Processing of Mobile Network Operator data for 
Official Statistics: the case for public-private partnerships
https://zenodo.org/records/10246468

https://zenodo.org/records/10246468


• The data generation process is “dynamic”: factors that induce a “change in the data”

• Changes in business and/or technology, change in customer behaviour

• Planned changes, e.g. system upgrade, new devices, new capabilities, new tariffs

• Unplanned changes, e.g., system outage, network problems, errors, anomalies … 

• All these “facts” and “events” affect input data and their quality, therefore must be identified 
and reported proactively (when possible) or at least detected and reported reactively

• This requires a continus and bidirectional exchange of information (operational metadata, or 
paradata) between NSI and MNOs

Quality assurance requires communication 
between NSI and MNO

Source:  ESS Handbook for quality and metadata reports 
https://europa.eu/!3cWkFk 

https://europa.eu/!3cWkFk


Communication between NSI and MNOs

Private
Data holder

Data 
generation 

process

Statistical
 Institute

Statistical 
production 

process

Operational 
meta-data about 
the gen. process

Data from 
the gen. process

Forwardreporting



Technical interface
machine2machine, API

Organisational interface – bidirectional (!)
Human2human: forms – policies

Reporting back quality  meta-
data? e.g. warnings about 
anomalies? 

??

Communication between NSI and MNOs



• Communicate in both directions !!
• MNO-to-NSI: “Next week we plan a large system upgrade, will cause outages or generation of 

spurious data from time X to Y in region Z”

• NSI-to-MNO “We detected an anomalous data pattern starting around time X that apparently 
affects region Z, can you please help us determine what is happening”?

• Benefits for both NSI and MNO 

• Attention to confidentiality of business-sensitive information (only reported to the affected 
MNOs – neither to its competitor nor to the public.

• All these organisational processed need to be defined in the partnership agreement, and 
require resoures (IT, human) on both NSI and MNO sides

• Balance between under-reporting (lower quality) and over-reporting (higher burden)

Communication between NSI and MNOs



• Legislative obligations 

• Cost compensation 

• Non-financial incentives 

According to the B2G4S 
Expert Group 
https://europa.eu/!JGR3Gx

Pillars of NSI-MNO partnership

S TAT I S T I C A L R E P O R T S

S TAT I S T I C A L R E P O R T S

Title

2020 edition

Empowering society by  
reusing privately held data  

for o!cial statistics  —  
A European  approach FINAL REPORT PREPARED BY  THE  

HIGH-LEVEL EXPERT GROUP ON FACILITATING THE  

USE OF NEW DATA SOURCES FOR OFFICIAL STATISTICS 2022 edition

https://europa.eu/!JGR3Gx


• Obligation already included in the revised text of the amended Regulation (EC) 223/2009 
on European Statistics, Article 17b

• Balanced by a set of conditions (for requesting authority) and safeguards (for data holders)

Legislative obligations 



• Purchase of data is excluded: NSI don’t pay for the data as such
• Official Statistics do not create any new “data monetisation” opportunity. 

• However, the revised text of the amended Regulation (EC) 223/2009 on European Statistics, 
Article 17b, point 5, foresees the possibility (for Member States or the Commission) to 
provide financial compensation to data holders for “specific [data] processing services”

Financial Compensation?



• In what form? 
• Tax deductions or cash? 

• Who should provide it? NSIs or other public bodies? Public programs?

• How much? On the basis of what “cost model”?  
• Are new investment needed to comply with NSI requests? 

• How to incentivise continuous improvements? 
• What financial terms are “fair” given heterogeneity of technical capabilities and past 

investments across MNOs?
• The reference methodology (and quality) framework specifies what exactly is 

requested/expected by MNOs and therefore enables this discussion

Financial Compensation? – open issues

S TAT I S T I C A L R E P O R T S

S TAT I S T I C A L R E P O R T S

Title

2020 edition

Empowering society by  
reusing privately held data  

for o!cial statistics  —  
A European  approach FINAL REPORT PREPARED BY  THE  

HIGH-LEVEL EXPERT GROUP ON FACILITATING THE  

USE OF NEW DATA SOURCES FOR OFFICIAL STATISTICS 2022 edition
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Reference methodology and quality framework 
enable addressing business-related aspects

Scope of Multi-MNO project

Methodology for intra-MNO 
processing

Methodology for inter-MNO 
processingUse-cases

Quality framework

ESSnet MNO-minds

Estimation based on 
integration of MNO and 

statistical data

Data protection 
compliance

Partnership model and  
business aspects

Implications
Assumptions
Dependencies

Potential future project



• Reputation and Corporate Social Responsibility: Official Stat. as public good
• Benefit on Commercial Statistics

• Final statistical indicators (integrating data from all MNOs and adjusted with statistical 
data) serving as “calibration reference” for commercial statistics

• Quality monitoring for Official Statistics “feedback” and improves commercial statistics 

• Increase appeal among potential customers – as in freemium model
• Additional benefits if the Reference Methodological Framework defined by the 

ESS for Official Statistics is taken as base for Commercial Statistics
• Sound definitions and concepts, increase transparency and credibiity of commercial 

statistics without jeopardizing competition across MNOs

• Clear and homogeneous Data Protection measures 

Non-financial incentives



• Multi-MNO project ends in June 2025. MNO-MIND ends in October 2025.
• Project deliverables will be made public and serve as basis for next step

• Adoption of amended Regulation (EC) 223/2009 expected in early 2025 

• Next step: Eurostat dialogue with EU Data Protection Supervisor (EDPS)

• Future actions (to be planned)
• Follow-up projects on methodological specifications, piloting, testing, …?

• Dialogue with industry representatives?
• Dialogue with civil society?

Outlook



• Official Statistics based on MNO must be based on 
fair and sustainbale partnership between NSI and MNOs 

• Developing a partnership model is possible if based on an holistic view combining legal 
obligations, financial compensation and a set of non-financial incentives

• The clear specification of open reference methodological framework is a precondition for 
designing such a partnership model

• Multi-MNO and MNO-MINDS to provide a sound methodological basis, to be furhter 
consolidated in future projects and methodological actions

• No compromise on protection of personal data and business confidentiality. 
• Advanced Protection measures, possibly based on state-of-the-art Privacy-Enhancing Technologies (PET), see 

e.g. the project JOCONDE (Joint On-demand COmputation with No Data Exchange) 
https://cros.ec.europa.eu/joconde 

 

Final words

https://cros.ec.europa.eu/joconde


• Email to

• MNOdata4OS page on CROS portal https://cros.ec.europa.eu/MNOdata4OS

• With links to relevant resources: Position Paper by TF MNO, B2G4S final report, 
approved text of amended regulation etc. 223, project pages, etc.

For follow-up

https://cros.ec.europa.eu/MNOdata4OS
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