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Motivations 
• Growing need to produce statistics based on integration of confidential microdata

held by different organisations 
• Data held by different NSIs on cross-border phenomena (e.g., migration, trade) 

• Statistics based on data held by other public bodies (e.g., administrative records)

• New statistics based on privately held data (enabled by revised Regulation (EC) 223/2009, Art. 
17b) requiring integration across different providers and/or with statistical data

• Traditional approach: plain data sharing = passing the microdata to another institution
• May not be feasible in all cases due to any combination of

• Lack of sufficient trust basis between organisations

• Legal compliance barriers (e.g., data protection legislation)

• Lack of public acceptance, reputational risks 

• Alternative approach: Secure Private Computation (SPC)
• Compute the desired statistics without passing the microdata to any other institution

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02009R0223-20241226&qid=1734684433512
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Secure Multi-Party Computation (MPC)
as a means to avoiding Single Point of Trust

=

MPC 
cryptographic 

computation protocol
Computing Nodes operated 
by different and mutually independent organisations  



9

Secure Multiparty Computation (MPC)
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MPSPC-as-a-Service

• Problem: developing and operating a strong Multi-Party Secure 
Private Computing (MPSPC) solution requires highly specialised 
skills and resources 

• Costs may not be sustainable by single NSI or justified for a single use-case

• Solution: developed a shared MPSPC solution serving the whole 
ESS (members and partners) across different use-cases and 
statistical domains

• Owned by the ESS, serving the ESS

• Built primarily for European statistics, may be used also for national statistics



MPSPC-as-a-Service 
system

MPSPC-as-a-Service system for the ESS: 
JOCONDE project

Organi
-sation 

B

Organi
-sation 

C

Organi-
sation A

Computation 
Task for ABC

Organi
-sation 

X
Organi
-sation 

Y

Computation 
task for XYZ

Organi-
sation Z



12

JOCONDE project

• Joint On-demand COmputation with No Data Exchange
• Started in April 2024, duration 24 months – just ended!
• In collaboration with Cybernetica – Estonian company specialised in security and 

privacy technologies 

• Project goals
• Define MPSPCaaS system specifications– technology, organisational, legal
• Demonstrate based on prototype implementation feasibility, usability, scalability

The results from JOCONDE will enable procurement and deployment of production 
system in follow-up projects

https://cyber.ee/
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Technological approach

• Full overlay MPC over TEE
• “Security in depth” principle

• TEE layer allows to use more scalable MPC 
protocol (honest-majority) while retaining active 
security features 

• VM-based TEE (e.g., Intel TDX, AMD SEV-SNP) 
preferred over process-based TEE (e.g. Intel SGX) 
due to better programmability(*)

(*) Refer to D2.1 for an overview of current TEE platforms
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Technological approach

• Production system envisioned to support multiple TEE tecnologies
• Allows configurations where the three Computing Nodes adopt diverse TEE platforms 

within the same Computing Task  => security against exploits on a particular platform

• Prevents TEE vendor lock-in, guarantee evolvability  

• Production system envisioned to support multiple MPC engines
• Configurable at Computing Task (CT) establishment  => best trade-off in the MPC 

design space for the CT at hand
• Prevents MPC vendor lock-in, guarantee evolvability

(*) Refer to D2.1 for an overview of current MPC tools
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Technological approach

• Architecture based on 3 logical “planes”: 
Management-plane, Control-plane and 
Data-plane
• Inspired by telecom/computer network 

architectures, “Computation Task” (CT) 
analogous to “circuit/connection” 
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Technological approach

• Management-plane and Control-plane
• To be developed ad-hoc for the JOCONDE 

production system

• Fully open-source, licensed under EUPL 1.2

• Data-plane
• Reusing existing components, 

proprietary or open-source
• Supporting multiple TEE platforms

• Supporting multiple MPC engines
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Technological approach

• Standard programming language with open-source compiler 
• To abstract cryptographic complexity from users

• Secure deletion of all data upon Computation Task (CT) termination
• Only Logs (C-plane) are retained to enable auditing

• No Single Point of Trust 
• Otherwise it would be “just” a very complicated Trusted Third Party

• Not a mission-critical system
• Availability not a primary design requirement
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Overview of final deliverables
publicly available from https://cros.ec.europa.eu/joconde

Tasks Final Reports
1 Usage scenarios and system 

requirements
• D1.2 – Usage scenarios and system requirements 

(final version)
2 Technology analysis • D2.1 – Technology survey and analysis (v2)
3 Legal aspects • D3.1 – Legal analysis

• D3.2 part I – Governance Templates
• D3.2 part II – DPIA template

4 System Specifications and 
Architecture

• D4.3 System Specifications and Architecture 
(final version)

5 Demonstrator prototype and 
functional testing

• D5.1 – Demonstration Prototype, Test Cases and Test 
Results 

6 Trust building plan • D6.1 – Trust building plan

https://cros.ec.europa.eu/joconde
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D1.2 Usage Scenarios and System 
Requirements

• Establish the scope of the proposed solution and links it to statistical 
business processes 

• Establishs terminology
• Defines roles and responsabilities in

collaborative computation scenarios
• Defines system processes

• E.g. System Member onboarding,
CT Consortium creation

• Define business requirements
• Defines security goals and requirements
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D2.1 Technology Survey and Analysis 

• Extensive overview of Secure Multiparty Computation methods, protocols 
and available tools

• Overview of Trusted Execution Environment technologies 

• Analysis of MPC-TEE combination models

• Applicability to JOCONDE 
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D3.x set of deliverables on legal aspects

DPIA – Data Protection Impact Assessment 

• D3.1 – Legal analysis
• Analyses the most relevant legislative areas – official 

statistics, data protection and cybersecurity – and 
defines legal requirements

• D3.2 Part I – Governance templates
• Defines the “contractual architecture” 

• Provides draft versions of terms of use (Solution Policy)
and contracts (Agreements) between the parties

• D3.2 Part II – DPIA template
• Based on CNIL methodology

• Could be adapted to EDPB methodology in future work

https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2026/edpb-dpia-template_en
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D4.3 System Specification and Architecture 

• Defines architectural principles, goals and constraints
• Establishes the foundational architecture of the system 

• “system” = technological part of the “solution”

• Specifies components and functional elements
• Level of detail should be sufficient to allow development

• Includes a Technical Risk Analysis based on NIST SP 800-30 approach 
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D5.1 Demonstration Prototype, Test Cases 
and Test Results 

• Goal of Task 5: demonstrate the technical feasibility of proposed concept 
• Prototype implementation of the minimum subset of functionalities to enable 

testing and demonstration
• Focus on C-plane (functionality, usability) and D-plane (scalability). 

No M-plane function implemented in the prototype 

• Different components implemented at different levels of maturity – details in D5.1

• All newly developed code (foreground IPR) to be released as open-source and licensed 
under EUPL 1.2 => may be reused in development of future production system
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D5.1 Demonstration Prototype, Test Cases 
and Test Results 

• Testing scalability on 2 test use-cases already documented in D1.1, Section 5

• UC1: intersection of country population registers – relevant for the new Regulation (EU) 
2025/2458 on European Statistics on Population (ESOP)
• UC1a: exact matching

• UC1b: fuzzy matching based on string similarity 

• UC2: joining of roaming data from multiple Mobile Network Operators and calculation of 
different conditional counts – inspired by the Multi-MNO project results

• 2 MPC engines tested
• Sharemind MPC shared3p (honest-majority) and shared3a (dishonest-majority)

• Test executed on emulated network, with and without TEE 

https://cros.ec.europa.eu/group/31/files/2977/download/2195
Regulation%20(EU)%202025/2458
Regulation%20(EU)%202025/2458
https://cros.ec.europa.eu/landing-page/multi-mno-project
https://cros.ec.europa.eu/landing-page/multi-mno-project
https://cros.ec.europa.eu/landing-page/multi-mno-project
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D5.1 Demonstration Prototype, Test Cases 
and Test Results 

Test executed on emulated network (LAB1) 
• Bandwidth 1 and 10 Gbps / Delay 2 and 20 ms / No TEE

Assessing TEE overhead (LAB2)
• Bandwidth 1 Gbps / Delay 2 ms / with and without TEE
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Wrap-up of results from scalability tests

• Set intersection with exact matching and honest-majority MPC (baseline)
• 100 M records in c.ca 1 hour

• Set intersection with fuzzy matching and honest-majority MPC
• 20 M in c.ca 2 hours 

• NB: considerable efforts by programmers to implement the specific fuzzy matching logic efficiently 
=> trade-off between execution resources and optimisation efforts 
=> motivates standardisation of methods and shared implementations

• Set intersection with exact matching and dishonest-majority MPC
• 2 M in c.ca 10 hours (by extrapolation: 20 M in 100 hours) 

• Dishonest-majority introduces very large overhead

• VM-based TEE introduces very small overhead
Justifies role of TEE to provide active security 
with honest-majority MPC
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D6.1 Trust Building Plan 

• Building a trustworthy system is not sufficient for bulding trust into the system. 
• D6.1 identifies “trust concerns” and defines “trust measures” to address them 

• Action measures and perception measures 

• Trust assurance framework must accompany the whole system lifecycle
• periodic (re)validation and (re)assessment to prevent drift 



Limitations of MPC (hence of JOCONDE)

• MPC is more computationally intensive than traditional computing
• Feasible for relatively simple operations, e.g., record matching, counting, descriptive 

statistics, basic statistical inference, etc.

• May not be practical for high-dimensional complex operations, e.g., Machine Learning

• MPC requires the data processing to be entirely automated
• The processing method is coded in a formal language (e.g., python or R) 

• No manual inspection of input / intermediate data – only the output result(s) 
of a pre-defined method will be visible to humans  

• à requires novel approaches to Quality Assurance 
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Stronger TOM safeguards, Higher 
Level of Protection, 
Higher costs
Advanced cryptography
New procedures, organisational burden 
due to multi-party agreements

Lower costs, simpler 

Standard encryption technologies
Standard procedures

May suffice in several use-cases Alternative solution if plain 
micro-data sharing not viable

TOM : Technical and Organisational Measures
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Conceptualisation
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Next steps

• Dissemination of JOCONDE results: workshops, papers, webinars etc. 

• Additional testing involving volunteering organisations based on JOCONDE 
prototype – during 2026 (after summer)

• Follow-up project (development of operational system) planned in 2027
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