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Disclaimer

This document was prepared by Cybernetica AS as part of a procured project under Service Con-
tract No ESTAT 2023.0400.

The opinions expressed in this document are those of the authors. They do not purport to reflect
the opinions, views or official positions of the European Commission.

@‘ We encourage readers to provide feedback. If you would like to suggest corrections or im-
provements, or simply ask for clarifications, we are happy to hear from you. Please contact

us via email at joconde@cyber.ee.
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1 Introduction

This deliverable constitutes the first output under Task 6, which focuses on the development of
a Trust Building Plan (Plan) for the privacy-preserving computation infrastructure envisioned in
the JOCONDE Project (Project), the JOCONDE System (System). The System is based on Secure
Private Computing (SPC) and is operated under shared institutional and governance arrange-
ments within the European Statistical System (ESS). This document is conceived as a governance
reference that can be maintained, reviewed, and refined over time, in alignment with established
governance, assurance, and oversight practices within the ESS. Its purpose is not to prescribe a
fixed trust configuration, but to provide a structured basis for sustained trust as the System, its
operational environment, and its regulatory context evolve.

The System introduces a novel computation paradigm for official statistics based on SPC, combin-
ing cryptographic techniques, distributed trust assumptions, and shared operational responsi-
bilities across organisational boundaries. This paradigm departs fundamentally from traditional
trust models based on centralised data access and institutional control. Consequently, trust in
the System cannot be treated as a static design property or a one-time compliance outcome. In-
stead, it must be articulated through explicit principles, operationalised through concrete mea-
sures, and reassessed over time in light of experience, technological change, and emerging risks.

This deliverable establishes a structured trust framework that is both normative and adaptive.
The Plan consolidates trust-relevant considerations arising from the usage scenarios (Task 1),
technology choices (Task 2), legal and ethical analysis (Task 3), and system architecture (Task 4),
and translates them into a coherent set of trust concerns, trust principles, and corresponding
measures. These elements are intended to support not only initial system deployment, but also
ongoing governance, assurance activities, and the informed evolution of trust arrangements
within the ESS.

1.1 Document objectives

The objective of this document is to define a coherent and evolvable trust building framework
for the System, grounded in the technical, organisational, and legal foundations established by
the Project and compatible with ESS governance practices.

Specifically, this document aims to:

+ identify and structure the principal trust concerns that may arise for stakeholders when
adopting, operating, and overseeing the System;

+ define a set of trust principles that express enduring expectations regarding trustworthy
operation, independence, accountability, and resilience;

+ specify organisational, technical, and procedural measures that operationalise these princi-
ples and can be assessed, adjusted, or extended over time;

+ provide a stable reference framework to support governance decisions, assurance activities,
and institutional oversight.

Rather than attempting to anticipate all future risks or developments, the document establishes
a baseline against which trust can be systematically evaluated and deliberately evolved.
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1.2 Document audiences

This document is primarily addressed to stakeholders involved in the governance, deployment,
operation, and oversight of the System within the ESS and its partner organisations. Itis intended
to provide a shared reference for how trust in the System is articulated, assessed, and sustained
over time.

While the primary institutional context of this document is the ESS, the trust building approach
it develops is not specific to official statistics. The underlying challenges of SPC arise similarly in
other domains such as healthcare, finance, scientific research, and public-private data sharing.
As a result, although domain-specific adaptations may be required, the framework presented
here is intended to be intelligible and applicable beyond the official statistics context.

Its primary audiences include:

+ decision-makers and governance bodies within Eurostat and national statistical authorities;

+ legal, data protection, cybersecurity, and risk management professionals responsible for
evaluating compliance, accountability, and institutional trust;

+ system architects, engineers, and operators implementing and maintaining trust-relevant
controls;

+ auditors, supervisors, and external reviewers requiring a principled basis for assessing trust-
worthiness.

In addition, the document is relevant to a broader set of external stakeholders who are affected
by, or have a legitimate interest in, the operation of the System. This includes civil society organ-
isations, data subjects’ representatives, academic researchers, and other public-interest actors
concerned with transparency, fundamental rights, and the societal implications of large-scale
statistical computation.

For these stakeholders, the document serves as a transparency and accountability artefact. While
it is not intended as an operational manual, it provides an intelligible account of the trust as-
sumptions, principles, and safeguards underpinning the System, thereby supporting informed
scrutiny, public confidence, and constructive dialogue between institutions and society.

1.3 Document scope and structure

This document focuses on trust-related considerations that are directly relevant to the System
as defined within the Project, with particular emphasis on long-term sustainability, institutional
oversight, and confidence within the ESS. It is designed to function as a stable yet adaptable gov-
ernance reference that complements technical and legal deliverables without duplicating their
content. The trust building plan is structured around three core elements:

*+ a set of trust concerns that articulate stakeholder-facing risks, uncertainties, and potential
points of fragility associated with the System;

+ a corresponding set of trust principles that define enduring expectations regarding trust-
worthy operation, including independence, integrity, accountability, transparency, resilience,
and continuity;

+ a collection of measures that operationalise these principles through organisational, techni-
cal, and procedural intents.

Measures are defined at a level of abstraction that supports consistent interpretation across
diverse ESS contexts without prescribing specific implementations, focusing on objectives and
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governance expectations while recognising evolving operational, threat, and technology land-
scapes. The document therefore presents indicative, non-normative implementation pathways
to inform decision-making, with responsibility for selecting and adapting concrete implementa-
tions remaining with the relevant institutional actors under applicable legal, risk, and assurance
frameworks.

The structure of the document is as follows. Chapter 2 outlines the methodological approach
of this report, conceptualizing trust as a design objective that guides the establishment of the
analytical framework in which Trust Principles, Trust Concerns, and mitigating measures are de-
fined. Chapter 3 translates these conceptual foundations into a set of trust-building measures
that guide design choices, governance arrangements, and assurance activities across different
deployment contexts. Building on the abstractions and technological neutrality of these mea-
sures, Chapter 4 provides recommended implementation and assurance pathways that make
those measures actionable in accordance with current common practices, standards and certifi-
cations, and legal and policy anchors. Chapter 5 then introduces a temporal operationalization
layer that structures how trust is periodically consolidated, committed, and rendered measur-
able over time, transforming static safequards into a cumulatively traceable institutional disci-
pline. Finally, Chapter 6 concludes the report with remarks on governance positioning and trust
as a sustained institutional practice.
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2 Methodology and Principles

2.1 Trust as a Design Objective

The System envisioned in this Project introduces new opportunities and new uncertainties. It
enables confidential statistical processing across organisational boundaries without data ex-
change, based on decentralised architectures and cryptographic guarantees. But these very fea-
tures that underpin its technical complexity, limited visibility, and shared governance, challenge
the conditions under which trust in official systems is normally established.

In such a setting, trust cannot be assumed. It cannot rest solely on institutional authority, regu-
latory compliance, or conventional communication. Instead, it must be actively and deliberately
built into the design, operation and oversight of the system itself. It must be robust in substance
and intelligible in form, capable of withstanding scrutiny and fostering public confidence even
in the absence of direct control.

This Plan therefore treats trust as a property of the System that must be intentionally constructed
and sustained. It extends beyond technical soundness to include the institutional arrangements,
procedural safeguards and transparency conditions under which the system operates. Trust
must apply not only to what the system does, but also to how it is governed, constrained, and
made accountable.

To support this, the Plan adopts a dual understanding of trust:

+ an internal understanding, referring to the confidentiality, integrity and reliability of the
system’s design and implementation; and

+ an external understanding, referring to the ability of the public and other stakeholders to
understand, verify and reasonably rely on the system’s behaviour.

This dual perspective forms the conceptual foundation for this Plan. It reflects the reality that
trust arises not only from the internal soundness of a system, but also from the ability of exter-
nal actors to recognise and evaluate that soundness through credible signals, safeguards and
institutional guarantees. Trust, in this context, requires both effective design and demonstrable
assurance.

To make this perspective operational, the Plan introduces a structured set of Trust Principles in
Section 2.2. These principles translate the abstract dimensions of trust into actionable categories
that can guide system design, governance, and public communication. They guide the identifica-
tion of trust concerns (Section 2.2.1), the formulation of targeted action and perception measures
(Section 2.2.2), and the framework for prioritising interventions (Section 2.2.3). The concepts and
frameworks introduced in this chapter are intended to provide a stable analytical foundation for
subsequent sections of this document. They are deliberately defined at a level of abstraction that
allows the concrete trust-building measures proposed later to evolve in line with the technical,
organisational and governance design of the System as it matures.
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2.2 Guiding Principles of Trust Building

To make the Plan operational and reusable, this document adopts a structured framework of
guiding principles with two dimensions. The first dimension captures the domains in which trust
must be ensured, drawing on the three broad areas of the European Statistics Code of Practice
(ESCoP): the institutional environment, the statistical production processes and the statistical out-
put.” The second dimension captures the drivers of trust identified in the OECD framework, which
distinguishes competence-related factors (responsiveness and reliability) and value-related fac-
tors (integrity, openness and fairness) as the main governance drivers of trust in public institu-
tions.?

Applied to the envisaged System, the trust domains (TD-*) are defined as:

+ TD-IGE - Institutional and governance environment (mandate, independence, ethical stan-
dards, allocation of responsibilities);

+ TD-AOP - System architecture and operational processes (technical design, implementa-
tion, security operations and risk management);

+ TD-SOU - Statistical output and user-facing value (quality, relevance, accessibility and clar-
ity of the statistical results enabled).

Across these domains, the following trust drivers (TR-*) are considered:

* TR-RTC - Reliability and technical competence, understood as the ability to deliver services
consistently, safely and in line with professional standards;

+ TR-IIN - Integrity and independence, referring to acting in the public interest, free from
undue influence, and respecting ethical and legal constraints;

+ TR-OTR - Openness and transparency, covering the provision of clear, accessible informa-
tion on purposes, processes and safeguards, and opportunities for informed scrutiny;

* TR-FRR - Fairness and respect for rights, including confidentiality, purpose limitation and
non-discrimination in the treatment of data and stakeholders;

* TR-REN - Responsiveness and engagement, i.e. the capacity to listen to, and meaningfully
engage with, users and civil-society actors, and to adjust in light of justified concerns;

+ TR-SAD - Sustainability and adaptability, namely the ability to maintain and improve the
System over time in response to evolving risks, technologies and user needs.

The guiding principles of this Plan are defined at the intersection of these domains and drivers.
Each principle therefore states where in the System it applies and which drivers of trust it primar-
ily supports. For the purposes of this document, the following six Trust Principles are adopted,
without implying any ordering or hierarchy among them:

* TP-IEG - Independent and ethical governance (Domains: TD-IGE; Drivers: TR-IIN, TR-
FRR). Governance of the System, including the designation, composition and oversight of
Computing Parties (CPs), must be demonstrably independent from undue political or com-
mercial influence and must operate under clear ethical standards. This principle translates
the ESCoP requirements on professional independence, impartiality and objectivity to the

"Eurostat. ESCoP for the ESS. - Internet: https://ec.europa.eu/eurostat/web/products-catalogues/-/KS
-02-18-142(21.11.2025).

2QECD. An updated OECD framework on drivers of trust in public institutions to meet current and future challenges. -
Internet: https://www.oecd-ilibrary.org/governance/an-updated-oecd-framework-on-drivers-of-t
rust-in-public-institutions-to-meet-current-and-future-challenges_b6c5478c-en (21.11.2025).
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specific governance arrangements of the System, and aligns with the OECD drivers of in-
tegrity and fairness.>*

+ TP-CRP - Confidential and rights-respecting processing (Domains: TD-IGE, TD-AOP; Drivers:
TR-FRR, TR-IIN, TR-RTC). Institutional arrangements and operational practices for the Sys-
tem must jointly ensure statistical confidentiality, robust data protection and strict respect
for the statistical purpose of all computations. At the governance level, this requires clear le-
gal bases, purpose limitation and oversight structures that anchor confidentiality and rights
protection in the institutional framework. At the level of service architecture and operational
processes, it requires concrete technical and procedural safeguards across the full process-
ing chain to enforce confidentiality, purpose limitation and rights guarantees, with demon-
strable assurance that these constraints cannot be bypassed. Taken together, this principle
extends the ESCoP requirements on statistical confidentiality and appropriate statistical pro-
cedures to a distributed cryptographic setting, and supports perceptions of fairness, integrity
and reliability in line with the OECD framework.”

+ TP-MTR - Methodological and technical robustness (Domains: TD-AOP; Drivers: TR-RTC).
The System must rely on sound statistical methodology, secure protocols and well-engineered
information and communication technology (ICT) infrastructure, subject to systematic qual-
ity assurance and risk management. In the context of the System, this includes robustness
of cryptographic protocols, correctness of distributed execution, and integrity of task spec-
ification and result reconstruction, independently of the policy or legal purpose they serve.
This principle corresponds to the ESCoP requirements on sound methodology, appropriate
statistical procedures and quality assurance, and to the OECD driver of reliability as a core
component of competence.®’

+ TP-RRO - Reliable, proportionate and resilient operations (Domains: TD-AOP; Drivers:
TR-RTC, TR-SAD, TR-REN). Operations of the System must be stable over time, proportion-
ate in terms of burden on participating organisations, and supported by adequate resources,
incident management and business continuity arrangements. It also requires the capacity to
respond in a timely and accountable manner to operational incidents, emerging risks, and
justified concerns raised by participating organisations or oversight bodies. This follows ES-
CoP principles on adequacy of resources, cost-effectiveness and non-excessive burden, and
contributes to the OECD drivers of reliability and responsiveness by ensuring that services
are available when needed and resilient to disruption.®

+ TP-OTV - Openness, transparency and user-centred value (Domains: TD-SOU; Drivers:
TR-OTR, TR-REN). The System should enable the production of outputs that are relevant,
accurate, coherent and accessible to users of official statistics, including public authorities,
researchers, and the general public, while the System itself must be accompanied by clear, in-

3Eurostat. ESCoP for the ESS. - Internet: https://ec.europa.eu/eurostat/web/products-catalogues/-/
KS-02-18-142(21.11.2025).

4OECD. Building Trust to Reinforce Democracy: Main Findings from the 2021 OECD Survey on Drivers of Trust in Public
Institutions. - Internet: https://www.oecd.org/en/publications/2022/07/building-trust-to-reinforce
—-democracy_la87cc66.html (21.11.2025).

SEurostat. ESCoP for the ESS. - Internet: https://ec.europa.eu/eurostat/web/products-catalogues/-/
KS-02-18-142(21.11.2025).

8Eurostat. Quality Assurance Framework of the ESS. - Internet: https://ec.europa.eu/eurostat/documents/
3859598/5923349/QAF_2012-EN.PDF (21.11.2025).

7OECD. Trust and Public Policy: How Better Governance Can Help Rebuild Public Trust. - Internet: https://www.oecd
.org/content/dam/oecd/en/publications/reports/2017/03/trust-and-public-policy_glg74ea6/978
9264268920-en.pdf (21.11.2025).

8UNECE. Guidelines on Risk Management in Statistical Organisations. - Internet: https://unece.org/sites/defa
ult/files/2025-01/Risk%20Management%20Guidelines%20for%20NSOs.pdf (21.11.2025).
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telligible information on its purpose, legal basis, methods and safeguards. In this context, re-
sponsiveness is expressed through structured opportunities for informed scrutiny and feed-
back by users of official statistics and other stakeholders. This principle reflects the ESCoP
emphasis on relevance, accuracy, coherence, accessibility and clarity of statistical output, and
corresponds to the OECD driver of openness, which stresses transparency and engagement
as channels for building institutional trust.®-'°

+ TP-LSA - Lifecycle sustainability and adaptability (Domains: TD-IGE, TD-AOP; Drivers: TR-
SAD, TR-REN, TR-RTC). Trust-building measures must be designed and implemented with a
long-term perspective, including mechanisms for continuous monitoring, periodic review,
recertification and adaptation to new threats, technologies and societal expectations, al-
lowing for incorporating feedback and stakeholder scrutiny into the periodic adjustment of
trust-building measures. Guidance on risk management in statistical organisations stresses
that risk treatment is an iterative process requiring regular reassessment and improvement,
rather than a one-off exercise."! This principle also reflects the OECD finding that citizens’
trust is influenced by perceptions of whether institutions are able to anticipate and respond
to long-term challenges.’?

Together, these six Trust Principles (TP-*) define the conceptual space in which trust-building
measures for the System will be formulated. In the subsequent chapters, each proposed mea-
sure will be explicitly linked to one or more TP, and consequently mapped both to (i) the domain
in which it primarily operates and to (ii) the trust driver(s) it strengthens, thereby enabling a sys-
tematic categorisation and prioritisation of actions. Nevertheless, the TPs defined in this section
are notintended as prescriptive requirements or binding commitments. Rather, they serve as an-
alytical lenses that structure the identification of trust concerns, the formulation of trust-building
measures, and the prioritisation framework adopted in this Plan.

2.2.1 Identifying Trust Concerns

A central premise of this Plan is that public confidence cannot be achieved through technical
excellence alone. Trust depends on whether the concerns of citizens, civil-society organisations
and other external observers are recognised, understood and addressed through credible insti-
tutional, procedural and technical arrangements. For this reason, the identification of trust con-
cerns must follow a structured, evidence-based method rather than rely on assumptions about
what stakeholders might consider.

The purpose of this subsection is therefore to define the methodological approach through which
the relevant trust concerns are derived. The aim is to ensure that the subsequent trust-building
measures are grounded in traceable evidence, aligned with documented drivers of trust in offi-
cial statistics, and directly connected to the specific characteristics of the envisaged System. This
approach enables transparent justification of the concerns addressed in later chapters, strength-

°Eurostat. ESCoP for the ESS. - Internet: https://ec.europa.eu/eurostat/web/products-catalogues/-/
KS-02-18-142(21.11.2025).

'°OECD. What Drives Trust in Government? Results and Learnings from the First OECD Trust Survey. - Internet: https:
//oecdstatistics.blog/2022/12/09/what-drives—trust-in-public-institutions-results—-and-Tlea
rnings-from-the-first-oecd-trust-survey/ (21.11.2025).

"UNECE. Guidelines on Risk Management in Statistical Organisations. - Internet: https://unece.org/sites/defa
ult/files/2025-01/Risk%20Management%20Guidelines%20for%20NS0Os.pdf (21.11.2025).

"20ECD. OECD Survey on Drivers of Trust in Public Institutions - 2024 Results. - Internet: https://www.oecd.org/e
n/publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a205
54b-en.html(21.11.2025).
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ens the analytical foundation of the Plan, and provides a reusable method for future trust-related
work within Eurostat and the ESS.

2.2.1.1 Evidence Sources

To ensure that trust concerns addressed by this Plan are empirically grounded and externally
recognisable, this subsection draws upon a structured review of documented exemplary evi-
dence. Sources have been organised into three categories: (A) historical stress events affecting
public-sector data systems; (B) contemporary public discourse and institutional responses; and
(C) forward-looking risk assessments issued by official bodies and expert organisations. Together,
these layers provide a triangulated basis for identifying concerns that are both plausible and pub-
licly intelligible in the context of the System. Importantly, the cases reviewed are approached not
as failures to be avoided, but as institutional learning moments from which durable trust prac-
tices can be derived.

A. Historical Evidence. Past incidents illustrate how moments of technical, governance or legal
stress can place public trust under pressure, while also demonstrating the importance of insti-
tutional resilience and corrective action:

+ The 2017 Estonian e-ID crisis, in which cryptographic flaws required the mass revocation of
national ID certificates, underscored how the integrity of technical foundations is essential
for systemic trust.'> The swift revocation, remediation and transparent communication ef-
forts demonstrated how prompt institutional response can stabilise and restore confidence
in digital infrastructures.

* The Dutch childcare benefits scandal illustrated how opaque risk-scoring systems and in-
sufficient safeguards in administrative decision-making can undermine public confidence.
The subsequent institutional reforms and policy reviews underscore the necessity of trans-
parency, accountability and human oversight in algorithmic systems.'#

+ The French Health Data Hub controversy demonstrated the salience of data sovereignty and
jurisdictional clarity in public perception when sensitive datasets are hosted with extra-EU
cloud providers. The public discussion reinforced the importance of clearly articulated legal
and technical safeguards to sustain trust in digital health infrastructures.’>

These examples demonstrate that trust in public data infrastructures is not static but subject
to stress and recalibration. Where deficiencies are acknowledged and addressed through trans-
parent and documented corrective measures, confidence can be restored and, in some cases,
strengthened.

B. Contemporary Public Discourse. Recent civil society campaigns, media reporting and judicial
interventions provide insight into the expectations currently expressed regarding automated
decision-making and large-scale data processing in the public sector:

3Republic of Estonia, Government. Estonia blocks certificates on 760,000 ID cards due to identity theft risk. - Internet
https://www.valitsus.ee/en/news/estonia-will-block-certificates-760-000-id-cards—-evening
-3-november (03.12.2025).

"“Wikipedia. Dutch childcare benefits scandal. - Internet: https://en.wikipedia.org/wiki/Dutch_childcare_
benefits_scandal (04.12.2025).

*Marie-Claude Benoit. Sensitive Data and CLOUD Act: Microsoft France Admits It Cannot Oppose an American Injunction.
- Internet: https://www.actuia.com/actualite/donnees-sensibles-et-cloud-act-microsoft-franc
e-admet-ne-pas-pouvoir-sopposer-a-une-injonction-americaine/ (03.12.2025).
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+ The 2020 ruling by a Dutch court to ban the “SyRI"” welfare fraud algorithm on human-rights
grounds reflected heightened sensitivity to opaque risk-based scoring systems affecting vul-
nerable populations.’® The judgment reinforced the importance of legal clarity, proportion-
ality and explainability in public-sector algorithmic deployments.

+ Reports by Amnesty International and others on discriminatory effects of algorithmic decision-
making have amplified public demands for fairness, transparency and redress mechanisms
in digital administration."’

+ The public discussion in Spain concerning the use of anonymised mobile phone data by the
National Statistics Institute (INE) during 2019-2020 illustrates how media-driven concern can
arise around new data practices.'® INE clarified that the statistical processing was conducted
in full respect of privacy protection, explaining the legal basis and safeguards in place. This
helped resolve public concerns and demonstrated the importance of transparent commu-
nication when trust is questioned. Since then, INE has continued producing statistics based
on mobile network operator data in full transparency and without further sustained public
controversy.'?

+ Broader European discussions, including legal reforms and civil society advocacy, have fo-
cused increasingly on algorithmic accountability and digital transparency in public infras-
tructure, as illustrated by campaigns led by organisations such as AlgorithmWatch.?°

These public-facing narratives both reflect and shape citizens’ expectations regarding digital in-
frastructures. They provide actionable insight into where clearer safeguards, structured account-
ability and transparent communication mechanisms are required to prevent misunderstanding
and sustain legitimacy.

C. Predictive and Structural Assessments. To complement retrospective and contemporary
observations, authoritative reports offer anticipatory analyses of structural risks relevant to fu-
ture public-sector data infrastructures:

+ The French Court of Auditors has emphasised digital sovereignty and supply-chain indepen-
dence as core dimensions of trust in national infrastructures, urging a shift away from extra-
EU cloud dependencies for sensitive data.?’

'®The Guardian. Welfare surveillance system violates human rights, Dutch court rules. - Internet: https: //www. theg
uardian.com/technology/2020/feb/05/welfare-surveillance-system-violates—-human-rights-dut
ch-court-rules (04.12.2025).

7 Amnesty International. Xenophobic Machines: Discrimination through unregulated use of algorithms in the Dutch child-
care benefits scandal. - Internet: https://www.amnesty.org/en/documents/eur35/4686/2021/en/ (04.12.2025).

'"8pablo Jiménez Arandia. Spain gathers anonymised phone tracking data to shape public services. - Internet: https:
//www.globalgovernmentforum.com/spain-gathers-anonymised-phone-tracking-data-to-shape-pub
lic-services/ (04.12.2025).

YInstituto Nacional de Estadistica (INE). Statistics based on mobile network operator data. - Internet: https: //www.
ine.es/dynt3/inebase/en/index.htm?padre=8578&capsel1=8581 (03.12.2025).

2 AlgorithmWatch. Automating Society Reports 2019-2022. - Internet: https://algorithmwatch.org/en/automa
ting-society/ (03.12.2025).

21Cour des Comptes. Les enjeux de souveraineté des systémes d'information civils de I'Etat. - Internet: https: //www.
ccomptes.fr/fr/publications/les-enjeux-de-souverainete-des-systemes-dinformation-civils-d
e-letat (03.12.2025).
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» European Union Agency for Cybersecurity (ENISA) and the European Data Protection Supervi-
sor (EDPS) have highlighted supply-chain cybersecurity, privacy-by-design and demonstrable
data minimisation as foundational elements of trustworthy digital services.??:?3

+ OECD trust surveys and governance frameworks have quantified citizen scepticism around
the use of personal data by governments and have identified transparency, responsiveness
and ethical safeguards as key to closing the trust gap.*

+ The UN Statistical Network’'s 2023 PETs Guide calls for technical measures such as Secure
Multiparty Computation (MIPC), federated analysis and formal confidentiality guarantees as
structural components of trustworthy statistical systems.?>

These expert sources articulate systemic expectations and standards that will shape public per-
ceptions of trustworthiness even before deployment, and they provide operational guidance for
building trust-enhancing features into the design and governance of the System.

2.2.1.2 Resulting Set of Trust Concerns

Based on the evidence sources described above, five principal Trust Concerns (TC-*) were de-
rived through a structured synthesis process that extracted recurring themes, translated them
into system-specific concerns, and aligned them with the TPs defined. These concerns represent
plausible and externally recognisable challenges to trust, grounded in documented incidents,
public narratives and expert risk frameworks. Each concern reflects specific tensions between
system properties and societal expectations, and is aligned with one or more of the TPs. An-
nex A documents the underlying evidence and intermediate analytical steps that informed their
formulation.

+ TC-ICC - Independence and potential collusion of CPs (Trust Principles: TP-IEG, TP-CRP).
Stakeholders may fear that the entities operating the cryptographic infrastructure are not
sufficiently independent or that they may collude in ways that undermine confidentiality
guarantees or introduce bias in statistical treatment.

* TC-HSC - Hardware and software supply-chain compromise (Trust Principles: TP-CRP, TP-
MTR, TP-RRO). Complex ICT infrastructures introduce risks that malicious or vulnerable com-
ponents could be inserted at any layer, beyond the direct visibility or control of the System
Operator (SO), undermining the trustworthiness of the system.

+ TC-OVA - Opacity and verifiability of algorithms and procedures (Trust Principles: TP-
OTV, TP-MTR, TP-IEG). Members of the public or civil-society watchdogs may view the techni-
cal and operational components of the system as too opaque for meaningful scrutiny, raising
concerns about undetected flaws, hidden biases, or unaccountable processing.

+ TC-MEP - Mis-application and expansion beyond the statistical purpose (Trust Princi-
ples: TP-IEG, TP-CRP). Even where a system is introduced with a defined statistical mission,
concerns may arise that the same infrastructure could be progressively repurposed for law
enforcement, surveillance or other forms of intrusive data processing.

22ENISA. Good Practices for Supply Chain Cybersecurity. - Internet: https://www.enisa.europa.eu/publicatio
ns/good-practices-for-supply-chain-cybersecurity (03.12.2025).

ZBEDPS. Opinion 3/2020 on the European strategy for data. - Internet: https: //www.edps.europa.eu/sites/def
ault/files/publication/20-06-16_opinion_data_strategy_en.pdf (03.12.2025).

240OECD. Drivers of Trust in Public Institutions - 2023 Survey Results. - Internet: https: / /www.oecd.org/en/publicat
ions/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.html
(03.12.2025).

Z5UNSD / UN Statistical Network. Privacy-Enhancing Technologies (PETs) for Official Statistics. - Internet: https://un
stats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf (03.12.2025).
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* TC-LDO - Long-term degradation of assurance and lack of visible oversight (Trust Prin-
ciples: TP-LSA, TP-RRO). Observers may question whether initial safeguards and assurances
will be sustained over time, particularly in the face of evolving threats, institutional change
or declining investment in governance and maintenance.

The five TCs identified in this section provide the foundation for the Plan. Each is grounded in ex-
ternal evidence and linked to one or more TPs, ensuring that proposed measures respond to spe-
cific, recognisable issues rather than abstract notions of trust. This alignment enables focused
action, structured prioritisation, and coherent decision-making across the lifecycle of the future
System. Nonetheless, the set of trust concerns identified above is not intended to be exhaustive.
It reflects those concerns that are most salient and externally recognisable at the current stage,
based on documented evidence and foreseeable risk patterns. Additional concerns may emerge
during deployment, operation or future extensions of the System, and can be addressed using
the same methodological approach outlined in this chapter.

2.2.2 Action Measures vs. Perception Measures

A central methodological choice in this Plan is to distinguish clearly between measures that ad-
dress risks at the level of the System, and measures that demonstrate to external stakeholders that
such risks have been credibly addressed. This distinction builds directly on the concern-driven
framework established in Section 2.2.1. For the purposes of this document, we refer to the former
as action measures and to the latter as perception measures. The distinction between action mea-
sures and perception measures introduced below should therefore be read as a methodological
tool for structuring recommendations, rather than as a fixed allocation of responsibilities or a
predefined implementation model.

Action measures comprise the technical, organisational and procedural controls that directly
contribute to the confidentiality, integrity and availability of the System. Examples include se-
cure software development practices, independent review and testing, formal security certifi-
cation, rigorous change-management procedures, and governance arrangements for selecting
and overseeing Computing Parties (CPs).?® These measures operate primarily within the internal
risk-management and assurance processes of the System, even if their results may subsequently
be communicated.

Perception measures are those steps that make the existence and the effectiveness of action
measures visible, intelligible and verifiable to the outside world. They include, for example, the
publication of high-level security documentation, summaries of independent audit and certifica-
tion reports, transparent criteria for the selection of CPs, and mechanisms for external experts
or civil-society representatives to scrutinise aspects of the System.?’ While perception measures
do not, by themselves, fix vulnerabilities, they play the role in enabling informed public judgment
and in supporting accountability.

Both dimensions are necessary for sustainable trust. A system with strong action measures but
weak perception measures may be objectively robust yet still fail to convince external observers,
leading to persistent scepticism or resistance. Conversely, a system with attractive communica-

Z8ENISA. Cybersecurity for SMEs - Challenges and Recommendations. - Internet: https: //www.enisa.europa.eu/
publications/enisa-report-cybersecurity-for-smes(21.11.2025).

270ECD. Recommendation of the Council on Enhancing Trust in Government through Improved Access to and Use of Data.
- Internet: https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0463 (21.11.2025).
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tion and transparency artefacts but insufficient underlying controls risks rapid loss of trust once
shortcomings are exposed. This Plan therefore formulates, for each TC, a set of paired recom-
mendations: action measures that mitigate the underlying risk, and perception measures that
make that mitigation visible, comprehensible and credible to the public. The layered structure
in Figure 1 illustrates and summarizes how trust concerns trigger action measures, how action
measures produce evidence and review, and how evidence and review inform perception mea-
sures. Together, these elements form the assurance pathway through which trust claims become
visible and assessable, while also shaping future concerns and reinforcing public trust in the Sys-
tem.

’

Trust
Concerns

A
. S

Action
Measures
(internal controls) |
Perception
Measures

(external signaling)

Assurance
Pathway

Evidence
and
Review

Figure 1. Relation between trust concerns, action measures, evidence and review, perception mea-
sures, and the assurance pathway through which trust claims become assessable.

2.2.3 Prioritisation Framework

Building on the concern-based methodology and the dual structure of action and perception
measures, this Plan adopts an explicit prioritisation framework for the proposed trust-building
actions. The goal is to help Eurostat and its partners distinguish between measures that are
essential for baseline trustworthiness and those that, while beneficial, may be sequenced or tai-
lored according to institutional context, maturity or resource availability. This approach follows
risk-based methodologies widely used in information security and statistical governance, where
controls are selected and prioritised based on risk levels, impact on quality dimensions, and or-
ganisational risk appetite.?® In parallel, ISO 31000 states that risk treatment should support both

ZInternational Organization for Standardization. ISO/IEC 27005:2022. - Internet: https://www.iso.org/standa
rd/80585.html (21.11.2025).
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the protection and the creation of value, and that risk decisions must be integrated into gover-
nance and decision-making processes.”’

Risk management guidance for statistical organisations further recommends structured identi-
fication, assessment and prioritisation of risks across all phases of the statistical process, includ-
ing governance, methodology, data collection, processing and dissemination.° In the ESS, the
Quality Assurance Framework (ESS QAF) and related quality standards emphasise that managing
risks to quality dimensions such as relevance, accuracy, timeliness, coherence and accessibility is
a precondition for retaining public confidence.?' Prioritisation is not only about avoiding failure,
but also about enabling informed and sustainable investment decisions, including the allocation
of financial, human and organisational resources required to maintain quality, assurance and
trust over time.??

Based on these principles, this Plan distinguishes three categories of measures: Must-Have, Rec-
ommended and Suggested. These categories reflect both (i) the level of risk reduction required to
meet an acceptable baseline, and (ii) the contribution of each measure to positive trust dimensions
such as transparency, institutional credibility and perceived responsiveness.

1. Must-Have measures are those without which the System would not meet a basic thresh-
old of trustworthiness for deployment and operation. Their absence would imply that certain
high or intolerable risks remain untreated, or that legal, ethical or professional requirements
cannot be satisfied. These measures typically correspond to mandatory risk treatments and,
in many cases, are required by regulation or binding quality frameworks.>* Examples include
minimum security baselines for the System infrastructure and protocols, clear governance
and independence criteria for CPs, mandatory logging, incident response and business con-
tinuity arrangements, and compliance with data protection and official statistics legislation.
On the transparency side, clear public statements of purpose and legal basis are also con-
sidered essential.

2. Recommended measures make a substantial contribution to trust, but allow for some flex-
ibility in timing or implementation depending on available resources and institutional ma-
turity. These measures typically address medium-level risks or reinforce defence-in-depth
strategies, and may enhance transparency and accountability beyond the minimum. Exam-
ples include periodic third-party security assessments, extended documentation of algo-
rithms and procedures, structured engagement with civil-society stakeholders, or the publi-
cation of non-sensitive technical information that enhances public intelligibility.

3. Suggested measures are context-dependent or emerging practices that can deliver added
value but are not necessary across all deployments. These may include experimental mech-
anisms, additional layers of assurance, or enhanced public-facing transparency. From a gov-
ernance perspective, they offer opportunities for continuous improvement and innovation.

PInternational Organization for Standardization. ISO 371000:2018 - Risk management — Guidelines. - Internet: http
s://www.iso.org/standard/65694.html (21.11.2025).

30UNECE. Guidelines on Risk Management in Statistical Organisations. - Internet: https://unece.org/sites/defa
ult/files/2025-01/Risk%20Management%20Guidelines%20for%20NS0Os.pdf (21.11.2025).

3Eurostat. Quality Assurance Framework of the ESS. - Internet: https://ec.europa.eu/eurostat/documents/
3859598/5923349/QAF_2012-EN.PDF (21.11.2025).

#Nolan, F. Using Quality and Risk to Determine Investment in Official Statistics. Statistics Canada International Sympo-
sium Series, 2003. - Internet: https://wwwl50.statcan.gc.ca/nl/en/pub/11-522-x/2003001/sessionl4/7
716-eng.pdf (21.11.2025).

$3European Union Agency for Cybersecurity (ENISA). Risk Management Standards - Analysis of ISO 27005 and related
frameworks. - Internet: https://www.enisa.europa.eu/sites/default/files/publications/0.7.2-T2-R
isk_Management_standards.pdf (21.11.2025).
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Examples include publication of selected technical content, citizen or expert review panels,
or participation in broader trust-building initiatives within the statistical community.

Each measure presented in the following chapters will be assigned to one of these categories,
based on its contribution to mitigating Trust Concerns and reinforcing the Trust Principles. This
enables phased, risk-informed planning while maintaining a clear view of which actions are foun-
dational, which are strategic enhancers, and which offer optional pathways for further strength-
ening public trust. In this sense, prioritisation also functions as a governance instrument for
aligning trust ambitions with long-term funding, capacity planning and institutional commit-
ments.

2.2.4 Summary of the Trust-Building Framework

This chapter has defined the conceptual and methodological foundation of the Plan by framing
trust as a deliberate design and governance objective in the context of a distributed, crypto-
graphic system. It introduced a set of Trust Principles (TP-*) that articulate the key dimensions
along which the trustworthiness of the System can be assessed, and an evidence-based method
for identifying Trust Concerns (TC-*) that reflect plausible, externally recognisable challenges
grounded in historical experience, public discourse and authoritative risk assessments. Together,
these elements establish a coherent analytical space in which trust-related risks and expectations
can be interpreted consistently.

Building on this foundation, the chapter clarified how trust is operationalised through measures,
distinguishing between those that address underlying risks within the System and those that
make such safeguards visible and intelligible to external stakeholders, and introduced a pri-
oritisation framework to support risk-informed planning and sequencing. Taken together, this
structure defines a flow of reasoning in which principles frame interpretation, concerns justify
intervention, measures implement trust, and prioritisation guides governance and investment
decisions.

This framework is designed to be reusable, adaptable and resilient to future changes in the Sys-
tem’s technical or organisational design, and provides the basis for the trust-building recommen-
dations developed in the remainder of this document. In later chapters, this structural framework
is extended through implementation pathways and, subsequently, through a temporal opera-
tionalization layer that structures how measures are periodically consolidated, committed, and
rendered measurable over time.
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3 Trust Building Measures

3.1 Purpose and structure of this chapter

The purpose of this chapter is to translate the analytical framework established in Chapter 2 into
a coherent set of trust-building measures that can be considered for adoption as part of the Sys-
tem design, operation, and governance. Whereas Chapter 2 provided a conceptual foundation
by defining Trust Principles (TP-*), deriving Trust Concerns (TC-*) from external evidence, and
framing the relationship between concerns, measures, and prioritisation, this chapter focuses
on specific measures that respond to the trust gaps identified. These gaps reflect technical, legal,
institutional, and governance concerns observable from the perspective of external stakehold-
ers. Baseline ICT security, availability, and incident response obligations are addressed through
the System'’s security architecture and applicable regulatory frameworks; this chapter therefore
focuses on additional trust risks arising from the System'’s cryptographic, federated, and gover-
nance characteristics.

This chapter is organised by TC rather than by control categories or implementation domains.
This concern-centric arrangement aligns with the methodological principle articulated in Chap-
ter 2: each measure is justified by a clearly articulated trust gap, rather than presented as a
standalone control or catalogue item.

The measures presented in this chapter define trust-building expectations that can guide de-
sign choices, governance arrangements, and assurance activities across different deployment
contexts. They are not intended to constitute a complete technical specification, operational se-
curity policy, or contractual framework.

Standard format for specifying measures

To ensure clarity and consistency throughout this chapter, each measure is specified using a uni-
form presentation format. This format is designed to make the following attributes immediately
available to readers:

+ the type of measure (action or perception),
+ the priority category,
+ the specific Trust Concern(s) addressed and Trust Principle(s) supported,

+ the owner(s) responsible for implementation and oversight, the target responsible party or
parties, and the domain of implementation,

*+ a concise description and rationale,
+ practical implementation notes,

* indicative evidence that can be used to substantiate the implementation and ongoing effec-
tiveness of the measure,

+ and an indicative implementation overhead estimate.

The measures defined in this chapter are intentionally expressed at a level that supports gover-
nance, assurance planning, and cross-stakeholder review, rather than prescribing a fixed certi-
fication scheme, control framework, or technology stack. The concrete form of certification ac-
tivities, assurance processes, and governance controls is expected to depend on the specific de-
ployment environment, regulatory context, and operational requirements applicable to a given
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instance of the System. Chapter 4 elaborates on how these measures may be instantiated and
operationalised in practice.

Where measures may implicate sensitive or security-critical aspects of the System, they are de-
scribed at a level sufficient to enable informed oversight and planning, while avoiding the dis-
closure of details that could meaningfully increase operational risk.
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3.2 TC-ICC: Independence and potential collusion of CPs

TC-ICC. Stakeholders may fear that the entities operating the cryptographic infrastructure are not
sufficiently independent, or that they may collude in ways that undermine confidentiality guarantees
or introduce bias in statistical treatment.

Trust Objective. The objective in addressing TC-ICC is to ensure that independence and non-
collusion assumptions are made explicit, enforceable, and sustainable throughout the System
lifecycle. This includes translating cryptographic non-collusion assumptions into concrete gov-
ernance rules, operational controls, and oversight mechanisms, and ensuring that these safe-
guards remain credible over time and intelligible to external stakeholders.

Mapping to Trust Principles. TC-ICC primarily implicates the following Trust Principles:

+ TP-IEG — Independent and ethical governance: ensuring that roles, decision rights, and over-
sight arrangements minimise undue influence and reduce incentives for collusion among
CPs.

+ TP-CRP — Confidential and rights-respecting processing: ensuring that the non-collusion as-
sumptions underpinning confidentiality mechanisms (e.g., cryptographic corruption thresh-
olds) are explicit, governed, and not silently weakened in operation.

Measure ID Measure title Type Priority

M-ICC-A1 Governance charter and independence requirements Action Must-Have
for CPs

M-ICC-A2 Explicit non-collusion assumptions and cryptographic Action Must-Have
corruption thresholds

M-ICC-A3 Separation of duties and dual control for privileged op- Action Must-Have
erations

M-ICC-A4 Independent audit and continuous oversight of CP  Action Must-Have
compliance

M-ICC-A5 Controlled assignment and rotation of CPs Action Recom-

mended
M-ICC-A6 Collusion suspicion handling and escalation protocol Action Recom-
mended

M-ICC-P1 Publish governance model, CPs identities, and selec- Perception Must-Have
tion principles

M-ICC-P2 Publishable audit summaries and third-party attesta- Perception Recom-
tions of independence, non-collusion, and governance mended
compliance

M-ICC-P3 Plain-language explanation of the non-collusion trust Perception Recom-
model mended

M-ICC-P4 Voluntary expert or academic peer review of gover- Perception Suggested

nance model

Table 1. Summary of measures addressing TC-ICC

The measures defined for TC-ICC operationalise independence and non-collusion as enforce-
able properties of the System rather than implicit assumptions. Action measures establish bind-
ing governance and independence requirements for CPs (M-ICC-A1), make cryptographic non-
collusion assumptions and corruption thresholds explicit and governed (M-ICC-A2), protect those
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assumptions through separation of duties and dual control for privileged operations (M-ICC-
A3), and sustain credibility over time through independent audit and continuous oversight of
CP compliance (M-ICC-A4). Additional action measures reduce long-term collusion plausibility
through controlled assignment and rotation of CPs (M-ICC-A5) and ensure predictable, propor-
tionate handling of suspected collusion via structured escalation protocols (M-ICC-A6). Comple-
mentary perception measures provide calibrated transparency and external assurance by pub-
lishing the governance model, CP identities, and selection principles (M-ICC-P1), offering publish-
able audit summaries and third-party attestations of independence and governance compliance
(M-ICC-P2), explaining the non-collusion trust model in plain language (M-ICC-P3), and support-
ing optional expert or academic peer review of the governance framework (M-ICC-P4). Together,
these measures anchor cryptographic trust assumptions in lasting institutional, operational, and
oversight mechanisms, consistent with the system roles in D1.1, the architectural and threat as-
sumptions in D4.1, and the legal and accountability analysis in D3.1.
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M-ICC-A1: Governance charter and independence requirements for

CPs

Type

Priority
Addresses
Supports
Primary owner

Primary target

Action
Must-Have
TC-ICC

TP-IEG, TP-CRP
SO

CP

Applies to All CPs participating in production operations

Summary. Adopt and maintain a binding governance charter defining roles, decision rights,
oversight mechanisms, eligibility conditions, and escalation or suspension paths for CPs, en-
suring thatindependence and freedom from conflicts of interest are institutionally enforceable
rather than implicitly assumed.

Rationale. JOCONDE D1.1 defines the functional roles of CPs and system actors but does not,
by itself, make independence enforceable.” A formal governance charter translates these roles
into binding institutional rules, consistent with the ESCoP principles of professional indepen-
dence and accountability.” D3.1 further highlights the need for clear responsibility allocation,
conflict-of-interest management, and escalation mechanisms to ensure proportional and lawful
intervention in case of governance concerns.’

Implementation notes. Maintain a signed and version-controlled governance charter speci-
fying: (i) role separation (system operator, technical authority, auditor), (ii) decisions requiring
multi-party approval (e.g., onboarding/offboarding of CPs, security-critical configuration changes),
(iii) escalation and suspension procedures, and (iv) eligibility, independence, and conflict-of-interest
requirements for CPs, including disclosure obligations and reassessment triggers (e.g., owner-
ship changes, mergers, major subcontracting changes). The charter should be reviewed on a
fixed schedule (e.g., annually) and upon material organisational or technical change. Where fea-
sible, structured or machine-readable representations of governance rules may be maintained
to support future automation and verification.

Verification evidence. Signed governance charter with version history; RACI or role-responsibility
matrix; governance decision records; records demonstrating periodic review and updates; conflict-
of-interest declarations and reassessment records; documentation of the host organisation legal
control chain (e.g., ownership, supervisory authority, contractual accountability links) for each CP.

Overhead. 2-4 pages: a concise governance charter covering roles, decision rights, escalation
and suspension paths, plus short annexed listings per CP (identity and independence disclo-
sures). Typically maintained as a version-controlled document or internal documentation page.

'JOCONDE Consortium, D1.7 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (17.01.2026).

2Eurostat, ESCoP - Internet; https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-18-1
42-EN-N.pdf (17.01.2026).

JOCONDE Consortium, D3.7 - Initial Legal and Ethical Analysis - Internet: https://cros.ec.europa.eu/joconde
(17.01.2026).
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M-ICC-A2: Explicit non-collusion assumptions and cryptographic cor-
ruption thresholds

Type Action

Priority Must-Have

Addresses TC-ICC

Supports TP-CRP

Primary owner SO

Primary target Ccp

Applies to Security-critical configuration and deployment baselines

Summary. Make cryptographic non-collusion assumptions explicit (e.g., corruption thresh-
olds, minimum party counts, and independence assumptions) and enforce them as security-
critical configuration and governance parameters that cannot be altered without formal ap-
proval and revalidation.

Rationale. Confidentiality guarantees described in D2.1 and D4.1 rely on explicit assumptions
regarding the number and independence of CPs that may be corrupted or colluding.*> If these
assumptions are not documented and governed, the resulting trust claims become opaque and
potentially misleading to stakeholders.®

Implementation notes. Document minimum party counts, corruption thresholds, independence
assumptions, and threat model boundaries underpinning the cryptographic design. Treat any
change to these parameters, or to assumptions regarding administrative or organisational sep-
aration between CPs, as security-critical, requiring formal approval, risk reassessment, and reval-
idation before deployment.

Verification evidence. Security architecture and threat model documentation; explicit non-collusion
and independence assumption statements; threshold parameter specifications; configuration
baselines; approval records for security-critical changes.

Overhead. 1-2 pages explicitly listing non-collusion assumptions, corruption thresholds, and
threat-model boundaries. Maintained as a versioned text.

4]JOCONDE Consortium, D2.1 - Security and Privacy Architecture - Internet: https://cros.ec.europa.eu/joco
nde (17.01.2026).

>JOCONDE Consortium, D4.1 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (17.01.2026).

®United Nations Statistics Division, UN Guide on Privacy-Enhancing Technologies for Official Statistics - Internet: http
s://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf (17.01.2026).
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M-ICC-A3: Separation of duties and dual control for privileged opera-
tions

Type Action

Priority Must-Have

Addresses TC-ICC

Supports TP-IEG, TP-CRP

Primary owner SO

Primary target CcpP

Applies to Key management, security-critical configuration, release approval, privileged

access, incident actions

Summary. Enforce separation of duties and dual control for privileged actions (e.g., key cer-
emonies, security-critical configuration changes, release approvals, and access-control mod-
ifications) so that no single actor can unilaterally weaken confidentiality or governance con-
straints.

Rationale. Even with multiple CPs, collusion and abuse become feasible if privileged operations
are concentrated or weakly controlled. Separation of duties reduces the feasibility of covert ma-
nipulation and increases detectability.”

Implementation notes. Apply least privilege and multi-person approval for high-impact actions;
ensure privileged access is time-bounded and subject to post-action review; require tamper-
evident logging and independent review for privileged operations affecting non-collusion as-
sumptions or security baselines.

Verification evidence. Role/permission model; dual-approval workflow records; privileged ac-
cess logs; periodic access review reports; key ceremony records; break-glass access records and
reviews.

Overhead. No standalone document beyond existing access-control definitions and workflow
configuration; evidence consists primarily of configuration records and logs generated by nor-
mal operations.

"National Institute of Standards and Technology (NIST). Security and Privacy Controls for Information Systems and
Organizations (SP 800-53 Rev. 5). - Internet: https://nvilpubs.nist.gov/nistpubs/SpecialPublications/NI
ST.SP.800-53r5.pdf (17.01.2026).
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M-ICC-A4: Independent audit and continuous oversight of CPs com-
pliance

Type Action

Priority Must-Have

Addresses TC-ICC

Supports TP-IEG, TP-CRP

Primary owner SO

Primary target Ccp

Applies to Governance compliance and operational enforcement

Summary. Operate continuous oversight and independent audits to verify sustained compli-
ance with independence, non-collusion, and governance safeguards.

Rationale. Trust in distributed public-sector infrastructures is sustained through ongoing over-
sight rather than one-off certification. Both D1.1 and D3.1 assume continuous governance en-
gagement to maintain credibility over time.?° This aligns with established public-sector audit
principles emphasising independence, regularity, and proportionality of oversight.'®

Implementation notes. Adopt a risk-based oversight model combining (i) lightweight continu-
ous controls (automated log collection, periodic access reviews, and exception monitoring) with
(ii) periodic independent audits scoped by risk, material changes, or incident triggers rather than
fixed high-frequency cycles. Reuse existing audits, certifications, or supervisory reviews of CPs
where applicable, and apply sampling-based reviews to reduce recurring operational cost.

Verification evidence. Audit plans and schedules; independent audit reports; remediation and
closure records; non-conformance logs.

Overhead. Periodic external audit reports (size depends on scope; typically tens of pages), pro-
duced at defined intervals or upon material change. Continuous oversight relies mainly on lightweight
logs and review records rather than new narrative documentation.

8OCONDE Consortium, D1.7 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (17.01.2026).
°JOCONDE Consortium, D3.7 - Initial Legal and Ethical Analysis - Internet: https: //cros.ec.europa.eu/joconde
(17.01.2026).
"°INTOSAI, Fundamental Principles of Public-Sector Auditing (ISSAI 100) - Internet: https://www.issai.org/prof
essional-pronouncements/issai-100/ (17.01.2026).
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M-ICC-A5: Controlled assignment and rotation of CPs

Type Action

Priority Recommended

Addresses TC-ICC

Supports TP-IEG

Primary owner SO

Primary target CP

Applies to Computation scheduling and task assignment

Summary. Apply controlled assignment and rotation policies to limit repeated co-assignment
of the same CPs, reduce long-term collusion plausibility, and support fair sharing of opera-
tional resource costs across participants.

Rationale. Although D4.1 treats CPs as functionally interchangeable, persistent co-assignment
can increase coordination and collusion incentives over time.""

Implementation notes. Define assignment constraints (e.g., limits on repeated co-assignment
within a defined period) and rotation rules in the task scheduler. Document and justify any oper-
ational exceptions.

Verification evidence. Scheduling and rotation policy documents; task assignment logs; peri-
odic co-assignment analysis reports.

Overhead. 1-2 pages describing assignment and rotation rules, plus automatically generated
scheduling and co-assignment logs reused for verification.

"JOCONDE Consortium, D4.1 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (17.01.2026).
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M-ICC-AG6: Collusion suspicion handling and escalation protocol

Type Action

Priority Recommended

Addresses TC-ICC

Supports TP-IEG, TP-CRP

Primary owner SO

Primary target CP

Applies to Incident handling and governance escalation

Summary. Define a structured protocol for handling suspected collusion or coordinated be-
haviour, enabling early mitigation while preserving proportionality and due process.

Rationale. D3.1 highlights the need for predictable, proportionate, and legally grounded re-
sponses when governance concerns arise under uncertainty.'” Protected reporting mechanisms
further reduce barriers to early detection of wrongdoing and coordinated misconduct.”

Implementation notes. Specify suspicion indicators, escalation thresholds, temporary mitiga-
tion measures (e.qg., task suspension, provisional exclusion), and review procedures aligned with
incident and risk management processes. Provide a confidential reporting channel, including the
possibility of anonymous submissions where appropriate, define intake and triage responsibili-
ties, and ensure protections against retaliation and misuse through documented safeguards.

Verification evidence. Documented escalation protocol; incident or near-incident records; re-
view outcomes and corrective action records.

Overhead. 2-4 pages defining indicators, escalation thresholds, mitigation options, and review
procedures; incident records generated only if and when suspicions arise.

'2JOCONDE Consortium, D3.1 - Initial Legal and Ethical Analysis - Internet: https://cros.ec.europa.eu/joconde
(17.01.2026).

'*Directive (European Union (EU)) 2019/1937 of the European Parliament and of the Council on the protection of

persons who report breaches of Union law. - Internet: https://eur-lex.europa.eu/eli/dir/2019/1937 /0]
(17.01.2026).
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M-ICC-P1: Publish governance model, CPs identities, and selection prin-
ciples

Type Perception

Priority Must-Have

Addresses TC-ICC

Supports TP-IEG

Primary owner SO

Primary target Clients; External stakeholders
Applies to Public-facing transparency artefacts

Summary. Publish a high-level description of governance structures, CPs identities, and se-
lection principles to make independence and non-collusion safeguards intelligible to external
stakeholders.

Rationale. Trust in public data infrastructures depends on visible and understandable signals of
independence and oversight.'

Implementation notes. Publish non-sensitive descriptions of governance roles, explicit identi-
fication of active CPs, selection principles, and oversight mechanisms; maintain a public change
log reflecting onboarding, offboarding, or material role changes.

Verification evidence. Public governance statement; published selection principles; versioned
change log.

Overhead. 2-3 pages of public-facing content: a high-level governance description and CP list-
ing, typically published as a web page or public document with a short versioned change log.

"4OECD, OECD Survey on Drivers of Trust in Public Institutions - 2024 Results - Internet: https: //www.oecd.org/en/
publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554
b-en.html(17.01.2026).
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M-ICC-P2: Publishable audit summaries and third-party attestations
of independence, non-collusion, and governance compliance

Type Perception

Priority Recommended

Addresses TC-ICC

Supports TP-IEG, TP-CRP

Primary owner SO

Primary target Clients; External stakeholders; regulators

Applies to Public-facing transparency artefacts; Sanitised assurance outputs

Summary. Provide independent attestations or high-level audit summaries confirming com-
pliance with CP independence, non-collusion assumptions, and associated governance safe-
guards.

Rationale. Third-party assurance reduces reliance on self-attestation and strengthens credibility
for high-salience concerns such as collusion and undue influence.’®

Implementation notes. Publish sanitised summaries describing audit scope, assessment pe-
riod, and high-level findings; define and apply a disclosure and sanitisation policy.

Verification evidence. Attestation statements covering independence, non-collusion assump-
tions, and governance controls; published audit summaries; disclosure and sanitisation policy.

Overhead. 1-2 pages per publication cycle summarising audit scope and high-level findings,
derived from existing audit reports through sanitisation rather than new analysis.

"®*International Organization for Standardization (ISO). ISO/IEC 27001:2022 Information security management systems
— Requirements. - Internet: https://www.iso.org/standard/27001 (17.01.2026).
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M-ICC-P3: Plain-language explanation of the non-collusion trust model

Type Perception

Priority Recommended

Addresses TC-ICC

Supports TP-IEG

Primary owner SO

Primary target Clients; external stakeholders
Applies to Public-facing transparency artefacts

Summary. Provide a plain-language explanation of why multiple CPs are used, how collusion
is limited, and how oversight operates.

Rationale. Intelligibility is a prerequisite for trust in complex technical systems, particularly for
non-expert stakeholders.'®

Implementation notes. Publish explanatory material describing the rationale for multi-party
processing, non-collusion assumptions, and governance safeguards.

Verification evidence. Published explanatory content; update history; stakeholder feedback
records (where available).

Overhead. 1 page plain-language explanation (web page or factsheet) describing the rationale
for multi-party processing, non-collusion assumptions, and oversight mechanisms.

16European Commission, Ethics Guidelines for Trustworthy AI - Internet: https://digital-strategy.ec.europ
a.eu/en/library/ethics-guidelines-trustworthy-ai (17.01.2026).
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M-ICC-P4: Voluntary expert or academic peer review of governance

model

Type

Priority
Addresses
Supports
Primary owner
Primary target

Applies to

Perception

Suggested

TC-ICC

TP-IEG

SO

External expert community

Advisory review of governance documentation

Summary. Invite limited expert or academic review of public-facing governance documenta-
tion to enhance clarity and credibility.

Rationale. Non-binding peer review is a well-established mechanism for strengthening institu-
tional legitimacy without altering formal governance responsibilities.

Implementation notes. Define advisory scope, conflict-of-interest rules, and publication policy

for review summaries.

Verification evidence. Terms of reference; reviewer list; published summary outputs.

Overhead. 1-2 pages defining review scope and conflict-of-interest rules, plus short summary
notes from reviewers where conducted; optional and non-recurring.
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3.3 TC-HSC: Hardware and software supply-chain
compromise

TC-HSC. Stakeholders may fear that the System could be undermined by compromised, vulnerable, or
malicious hardware/software components introduced through suppliers, third-party services, depen-
dencies, or build and deployment pipelines, beyond the direct visibility or control of the SO, undermin-
ing the trustworthiness of the system.

Trust Objective. The objective in addressing TC-HSC is to reduce the likelihood and impact of
hardware and software supply-chain compromise throughout the System lifecycle. This includes
making supply-chain dependencies and trust assumptions explicit, assigning accountability for
dependency-related risks, detecting and controlling changes or drift in critical components, en-
suring the integrity of build and release processes, and enabling timely detection and response to
vulnerabilities or upstream failures. The measures aim to ensure that supply-chain compromise
risks are foreseeable, governed, and operationally manageable rather than implicit or unman-
aged.

Mapping to Trust Principles. TC-HSC primarily implicates the following Trust Principles:
+ TP-CRP — Confidential and rights-respecting processing: preventing supply-chain compro-
mise from undermining confidentiality guarantees and privacy protections.

+ TP-MTR — Methodological and technical robustness: ensuring the technical stack and its
dependencies are trustworthy, controlled, and verifiable.

+ TP-RRO — Reliable, proportionate and resilient operations: sustaining secure operations
through lifecycle maintenance, monitoring, and response.

Measure ID Measure title Type Priority

M-HSC-A1 Dependency inventory and criticality classification Action Must-Have

M-HSC-A2 Trust assumptions, dependency risk assessment, and Action Must-Have
risk acceptance

M-HSC-A3 Dependency monitoring and change control Action Must-Have

M-HSC-A4 Automated or semi-automated integrity and prove- Action Must-Have
nance controls for build and release artifacts

M-HSC-A5 Integrated vulnerability disclosure and incident re- Action Must-Have
sponse for dependency failures

M-HSC-A6 Resilience and fallback planning for critical compo- Action Recom-
nents mended

M-HSC-P1 Publish high-level dependency and risk management Perception Must-Have
approach

M-HSC-P2 High-level disclosure of reliance on external infrastruc- Perception Must-Have
ture

M-HSC-P3 Independent review or assessment of infrastructure Perception Suggested
controls

Table 2. Summary of measures addressing TC-HSC

The measures defined for TC-HSC address hardware and software supply-chain compromise as
a lifecycle risk that must be governed end-to-end, from dependency identification and trust as-
sumptions through build integrity, vulnerability handling, and operational resilience. Action mea-
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sures establish visibility and criticality classification of dependencies (M-HSC-A1), consolidate in-
frastructure trust assumptions with dependency risk assessment and formal risk acceptance (M-
HSC-A2), and ensure ongoing monitoring and governed change control to prevent silent erosion
of security guarantees (M-HSC-A3). Additional action measures protect the integrity of the Sys-
tem by enforcing automated or semi-automated integrity and provenance controls for build and
release artifacts (M-HSC-A4) and by integrating dependency-related vulnerability disclosure and
incident response into standard operational processes (M-HSC-A5). Recommended measures
further strengthen availability and robustness through resilience and fallback planning for criti-
cal components in a distributed setting (M-HSC-A6). Complementary perception measures pro-
vide calibrated transparency and external signalling by publishing the System’s high-level depen-
dency and risk management approach (M-HSC-P1), disclosing reliance on external infrastructure
and hosting environments (M-HSC-P2), and enabling optional independent review or assessment
of infrastructure and supply-chain controls (M-HSC-P3).
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M-HSC-A1: Dependency inventory and criticality classification

Type Action

Priority Must-Have

Addresses TC-HSC

Supports TP-MTR, TP-RRO

Primary owner SO

Primary target CP

Applies to All hardware, software, and service dependencies used in production

Summary. Maintain a complete and up-to-date inventory of hardware, software, and third-
party service dependencies, classified by criticality to the System’s confidentiality, integrity,
and availability guarantees.

Rationale. Supply-chain compromise cannot be managed if dependencies are not explicitly known
and prioritised. D1.1 and D4.1 assume reliance on external infrastructure and components but
do not require an explicit dependency register. Making dependencies visible and classifying their
criticality is a prerequisite for risk assessment, change control, and incident response.’’ '8

Implementation notes. Maintain a central Dependency Register covering production-relevant
hardware platforms, operating systems, virtualisation layers, cloud services, managed services,
and software components. For software, capture component composition and versions (e.g.
using Software Bills of Materials (SBOM)). Coverage should be risk-based and proportionate.
Supplier- and upstream-provided assurance information (e.g. SBOM, security advisories, audit
statements) is recorded as structured input to dependency risk assessment.

Verification evidence. Versioned Dependency Register; SBOM linked to deployed software com-
ponents; documented criticality classification scheme; evidence of periodic, risk-based review.

Overhead. 1-2 pages defining the dependency classification scheme and register structure, plus
machine-readable inventories (e.g. SBOM files, dependency lists) generated and maintained as
part of normal operations.

"7JOCONDE Consortium, D1.7 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (18.01.2026).

'8JOCONDE Consortium, D4.1 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (18.01.2026).
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M-HSC-A2: Trust assumptions, dependency risk assessment, and risk
acceptance

Type Action

Priority Must-Have

Addresses TC-HSC

Supports TP-MTR, TP-CRP, TP-RRO

Primary owner SO

Primary target SO

Applies to Infrastructure, dependency, and supply-chain trust assumptions

Summary. Document infrastructure trust assumptions about hardware, software, and cloud
infrastructure, assess dependency-related risks, and formally record risk acceptance decisions
to ensure accountability and traceability of supply-chain risk governance.

Rationale. Cryptographic and security guarantees described in D2.1 and D4.1 depend on as-
sumed properties of underlying infrastructure. If these assumptions are implicit, stakeholders
cannot assess the impact of supplier failures or vulnerabilities."®?° D3.1 further stresses fore-
seeability and accountability in risk management for public-sector digital services; supply-chain
risks that are known but undocumented undermine legal and institutional accountability.”’ Doc-
umenting the basis for reliance on supplier assurances also supports reasonable diligence in
public-sector operations.??

Implementation notes. Maintain a unified Trust Assumptions and Dependency Risk Register de-
scribing assumed security properties of hardware, software, and cloud infrastructure, their scope,
and known limitations, linking dependencies (from M-HSC-A1), assumed security properties, iden-
tified risks, mitigation measures, supplier assurance inputs, and formal acceptance of residual
risk by the designated authority. Updates are triggered by infrastructure changes, new vulnera-
bilities, or supplier failures, and coordinated with cryptographic and non-collusion assumptions
defined under TC-ICC.

Verification evidence. Unified register; documented risk assessments; recorded risk acceptance
decisions; review logs showing reassessment triggers and outcomes.

Overhead. 2-4 pages documenting infrastructure trust assumptions, dependency risks, and for-
mal risk acceptance decisions, typically maintained as a structured register rather than narrative
prose.

"9JOCONDE Consortium, D2.7 - Security and Privacy Architecture - Internet: https://cros.ec.europa.eu/joco
nde (18.01.2026).

20J0CONDE Consortium, D4.7 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (18.01.2026).

21JOCONDE Consortium, D3.7 - Initial Legal and Ethical Analysis - Internet: https: //cros.ec.europa.eu/joconde
(18.01.2026).

22ENISA, Good Practices for Supply Chain Cybersecurity. - Internet: https://www.enisa.europa.eu/sites/de
fault/files/publications/Good%20Practices%20for%20Supply%20Chain%20Cybersecurity.pdf
(18.01.2026).
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M-HSC-A3: Dependency monitoring and change control

Type Action

Priority Must-Have

Addresses TC-HSC

Supports TP-MTR, TP-RRO

Primary owner SO

Primary target CP

Applies to Configuration and dependency changes in production

Summary. Detect, assess, and govern changes to critical hardware, software, and service de-
pendencies to prevent silent drift that could invalidate security assumptions.

Rationale. Uncontrolled changes in suppliers, versions, or deployment regions can silently un-
dermine documented security assumptions. Change control ensures that dependency evolution
remains visible and governed.”*

Implementation notes. Define dependency change triggers requiring review; use configuration
baselines and comparison mechanisms to detect drift; route significant changes through formal
approval and risk reassessment.

Verification evidence. Change management records; baseline comparison reports; approval
and review logs.

Overhead. No standalone narrative document beyond existing change-management procedures;
evidence primarily consists of change records, baseline comparisons, and approval logs gener-
ated by routine operations.

23J0CONDE Consortium, D4.1 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (18.01.2026).
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M-HSC-A4: Automated or semi-automated integrity and provenance
controls for build and release artifacts

Type Action

Priority Must-Have

Addresses TC-HSC

Supports TP-MTR, TP-RRO, TP-CRP

Primary owner SO

Primary target CcpP

Applies to Build, packaging, and release processes for production artifacts

Summary. Ensure that software, configuration, and deployment artifacts entering production
are produced through controlled, automated or semi-automated, build and release processes
that provide integrity, traceability, and resistance to tampering.

Rationale. Build and release pipelines are high-value targets for supply-chain attacks, as com-
promise at this stage can bypass downstream controls. Establishing integrity and provenance
expectations for production artifacts reduces the risk of covert modification and supports verifi-
able linkage between approved sources and deployed outputs.?

Implementation notes. Define governance requirements for build and release processes, in-
cluding controlled build environments, traceability between source inputs and released artifacts,
and verification of artifact integrity prior to deployment. Such controls are commonly supported
by automated or semi-automated build and release workflows in modern software develop-
ment environments. Deviations from approved build or release processes are treated as security-
relevant events subject to review.

Verification evidence. Documented build and release policies; records linking released artifacts
to approved sources; integrity verification logs; review records for build or release process devi-
ations.

Overhead. 2-3 pages describing build and release integrity requirements and exceptions; pri-
mary artefacts are automated logs, signatures, and provenance records produced by the build
pipeline.

ZNational Institute of Standards and Technology (NIST), Cybersecurity Supply Chain Risk Management Practices for
Systems and Organizations (SP 800-161 Rev. 1) - Internet: https://nvlpubs.nist.gov/nistpubs/SpecialPubli
cations/NIST.SP.800-161rl1.pdf (18.01.2026).
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M-HSC-A5: Integrated vulnerability disclosure and incident response
for dependency failures

Type Action

Priority Must-Have

Addresses TC-HSC

Supports TP-RRO, TP-CRP, TP-MTR

Primary owner SO

Primary target Ccp

Applies to Dependency-related vulnerabilities and incidents

Summary. Integrate intake, assessment, and response to dependency-related vulnerabilities
and incidents into the System'’s standard vulnerability disclosure and incident management
processes.

Rationale. Supply-chain incidents frequently arise from delayed or uncoordinated response to
upstream vulnerabilities. EU cybersecurity law requires essential and important entities to detect,
assess, and respond to ICT-related incidents, including those originating in the supply chain.?”
Timely detection of such issues often depends on reports from external researchers, suppliers,
or peer organisations, making structured vulnerability disclosure a necessary input to effective
response.”®

Implementation notes. Use existing vulnerability disclosure channels and incident response
procedures to receive, triage, and respond to dependency-related issues. Ensure linkage to de-
pendency inventories and risk registers, and coordinate response actions across CPs where ap-
plicable.

Verification evidence. Published disclosure policy and contact channel; intake and triage records;
incident reports and post-incident reviews referencing dependency impact.

Overhead. 1-2 pages describing dependency-specific intake and escalation within existing vul-
nerability disclosure and incident response processes; incident reports generated only when is-
sues arise.

EU, Directive (EU) 2022/2555 on measures for a high common level of cybersecurity across the Union (NIS 2 Directive
(NIS2)) - Internet: https://eur-lex.europa.eu/eli/dir/2022/2555/07 (18.01.2026).

2EU, Directive (EU) 2022/2555 on measures for a high common level of cybersecurity across the Union (NIS2) - Internet:
https://eur-lex.europa.eu/eli/dir/2022/2555/07 (18.01.2026).
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M-HSC-A6: Resilience and fallback planning for critical components

Type Action

Priority Recommended

Addresses TC-HSC

Supports TP-RRO

Primary owner SO

Primary target SO

Applies to Critical infrastructure components

Summary. Plan and document proportionate fallback or recovery strategies for failure or com-
promise of critical dependencies.

Rationale. In a distributed system, failure or compromise of shared or critical dependencies can
cascade across CPs and significantly impact availability. While not all dependency failures can be
prevented, advance planning improves service resilience and reduces recovery time, in line with
recognised good practices for operational continuity and digital service resilience.?’

Implementation notes. Identify critical components lacking immediate substitutes; document
fallback actions and recovery priorities.

Verification evidence. Resilience and fallback plans; exercise records or review notes; docu-
mented updates following incidents.

Overhead. 2-3 pages outlining fallback priorities and recovery strategies for critical dependen-
cies; updated infrequently and reviewed following major incidents or architectural change.

27ENISA, Cybersecurity of Critical Sectors - Internet: https://www.enisa.europa.eu/topics/cybersecurity
-of-critical-sectors (18.01.2026).

JOCONDE D6.1 Trust Building Plan 1.0
20.04.2026 41/103


https://www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors
https://www.enisa.europa.eu/topics/cybersecurity-of-critical-sectors

D-16-1222
Public

M-HSC-P1: Publish high-level dependency and risk management ap-

proach

Type

Priority
Addresses
Supports
Primary owner
Primary target

Applies to

Perception

Must-Have

TC-HSC

TP-MTR

SO

Clients; External stakeholders

Public-facing transparency artefacts

Summary. Publish a high-level description of how hardware and software supply-chain risks
are identified and managed, derived from the internal dependency, assumption, and risk man-
agement measures defined for the System.

Rationale. Transparency about the approach to supply-chain risk management improves stake-
holder confidence without exposing sensitive security details.

Implementation notes. Publish a concise overview describing dependency identification, risk
assessment, and response principles.

Verification evidence. Publicly accessible document; version history and update log.

Overhead. 1-2 pages public-facing overview describing the approach to dependency identifica-
tion, risk assessment, and response, typically published as a web page or short factsheet.

JOCONDE D6.1 Trust Building Plan 1.0

20.04.2026

42 /103



D-16-1222
Public

M-HSC-P2: High-level disclosure of reliance on external infrastructure

Type Perception

Priority Must-Have

Addresses TC-HSC

Supports TP-MTR

Primary owner SO

Primary target Clients; External stakeholders
Applies to Public-facing transparency artefacts

Summary. Disclose, at a high level, the categories and locations of external infrastructure and
hosting environments relied upon by the System, enabling informed assessment of indepen-
dence and systemic risk.

Rationale. Acknowledging reliance on external infrastructure prevents false expectations of full
in-house control and supports informed trust judgments.

Implementation notes. Include non-sensitive statements on the use of cloud services, man-
aged platforms, or third-party components in public materials.

Verification evidence. Published disclosures; review records ensuring consistency with current
architecture.

Overhead. 1-2 pages of transparency statements summarising categories of external infrastruc-
ture and hosting environments, maintained alongside other public system descriptions.
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M-HSC-P3: Independent review or assessment of infrastructure con-
trols

Type Perception

Priority Suggested

Addresses TC-HSC

Supports TP-MTR

Primary owner SO

Primary target External experts; regulators

Applies to Public-facing transparency artefacts; Independent assessment outputs

Summary. Commission or invite independent review of selected infrastructure and supply-
chain controls to provide external assurance.

Rationale. Independent review can strengthen credibility for high-salience risks without being
a mandatory certification requirement. Where proportionate and structurally feasible, this may
include certification-oriented evaluation of bounded security-critical components under recog-
nised schemes (e.g., European Common Criteria-based cybersecurity certification scheme (EUCC)
/ Common Criteria).

Implementation notes. Define scope and cadence for reviews; sanitise outputs to avoid dis-
closure of sensitive details. Where feasible, align the scope and cadence of infrastructure and
supply-chain reviews with independent governance reviews defined under Section 3.2 (TC-ICC),
to reduce duplication and assessment fatigue.

Verification evidence. Independent review reports or attestation statements; evidence of follow-
up actions.

Overhead. External review reports or attestations (size depends on scope; typically several to
tens of pages), produced occasionally rather than per deployment; internal effort focused on
review coordination and follow-up notes.
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3.4 TC-OVA: Opacity and verifiability of algorithms and
procedures

TC-OVA. Stakeholders may fear that the algorithms, models, and procedures used by the System are
insufficiently transparent or verifiable, making it difficult to understand what is computed, to assess
whether processing follows agreed rules, or to detect unintended behaviour, bias, or silent changes
that could affect statistical outputs.

Trust Objective. The objective in addressing TC-OVA is to ensure that algorithmic processing is
intelligible, bounded, and verifiable throughout the System lifecycle. This includes (i) explicit doc-
umentation of algorithms, models, and parameters; (ii) formal specification of admissible inputs,
outputs, and processing states; (iii) reproducibility or deterministic re-execution under controlled
conditions; (iv) disciplined change management so that outputs remain interpretable over time;
and (v) proportionate assurance mechanisms, including independent validation and technical
evidence, that reduce reliance on informal trust without exposing sensitive implementation de-
tails. In JOCONDE terminology, Algorithms are instantiated and executed through formally de-
fined Computation Tasks (CTs) and Computation Task Specifications (CTSs); the measures below
therefore apply to algorithms both as abstract processing logic and as their concrete task-level
realisations.

Mapping to Trust Principles. TC-OVA primarily implicates the following Trust Principles:
+ TP-OTV — Openness, transparency and user-centred value: ensuring that algorithmic pro-
cedures and safeguards are intelligible at an appropriate level of detail to stakeholders.

+ TP-MTR — Methodological and technical robustness: ensuring that algorithms and proce-
dures are well-specified, reproducible, validated, and controlled over time.

+ TP-IEG — Independent and ethical governance: ensuring that algorithmic choices and changes
are subject to accountable oversight and review rather than remaining opaque implementa-

tion details.
Measure ID Measure title Type Priority
M-OVA-A1 Explicit documentation of algorithms, models, and pro-  Action Must-Have
cessing logic
M-OVA-A2 Formal specification of inputs, outputs, and admissible  Action Must-Have
processing states
M-OVA-A3 Reproducibility and deterministic re-execution controls  Action Must-Have
M-OVA-A4 Independent validation and testing of algorithmic be- Action Recom-
haviour mended
M-OVA-A5 Cryptographic or technical evidence binding outputsto  Action Recom-
executed logic mended
M-OVA-P1 Publish high-level algorithm descriptions and ver- Perception Must-Have
sioned change history
M-OVA-P2 External methodological review or attestation of algo- Perception Recom-
rithmic processing mended
M-OVA-P3 Voluntary expert or academic peer review of algo- Perception Suggested
rithms
Table 3. Summary of measures addressing TC-OVA
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The measures defined for TC-OVA treat algorithms and procedures as governed, testable, and
verifiable artefacts rather than opaque implementation details. Action measures establish a base-
line of authoritative documentation and lifecycle governance for algorithms and processing logic
(M-OVA-A1), constrain behaviour through formal specification of inputs, outputs, and admis-
sible processing flows (M-OVA-A2), and ensure verifiability through reproducibility and deter-
ministic re-execution under controlled conditions (M-OVA-A3). Recommended action measures
strengthen assurance through independent validation and testing of algorithmic behaviour (M-
OVA-A4) and, where proportionate, through technical or cryptographic evidence binding out-
puts to the executed logic and configuration (M-OVA-A5). Complementary perception measures
provide calibrated transparency and external signalling by publishing high-level algorithm de-
scriptions together with versioned change history (M-OVA-P1), enabling external methodologi-
cal review or attestation of algorithmic processing (M-OVA-P2), and supporting optional expert
or academic peer review (M-OVA-P3). Taken together, these measures support intelligibility, con-
testability, and accountability of algorithmic processing in line with the methodological framing
in D1.1, the execution assumptions in D2.1 and D4.1, and the governance and foreseeability con-
siderations articulated in D3.1.
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M-OVA-A1: Explicit documentation of algorithms, models, and pro-
cessing logic

Type Action

Priority Must-Have

Addresses TC-OVA

Supports TP-OTV, TP-MTR

Primary owner SO

Primary target Ccp

Applies to All algorithms, models, and procedures used in production

Summary. Produce and maintain authoritative documentation describing the algorithms,
models, parameters, and procedural logic used by the System, with disciplined change man-
agement and versioning, sufficient to support understanding, verification, and oversight.

Rationale. Without explicit documentation, neither methodological correctness nor accountabil-
ity can be assessed. D1.1 defines computation tasks and outputs, but does not by itself guarantee
intelligibility of the underlying logic. Documented algorithms are a core requirement of quality
assurance for official statistics and a prerequisite for verifiability and contestability.?®2930 Ad-
ditionally, silent algorithmic changes undermine trust in outputs and compromise longitudinal
interpretation. D4.1 defines execution architecture but does not itself ensure governance of al-
gorithm evolution, which must therefore be addressed explicitly.?'

Implementation notes. Maintain a versioned Algorithm Documentation Package for each com-
putation task, covering purpose and scope, algorithmic steps and data transformations, model
structure and parameters, assumptions and limitations, and links to version identifiers and ap-
provals. Update documentation upon material changes and review it as part of release approval.
Classify changes, define approval thresholds, and require aligned documentation and validation
evidence before deployment. Maintain immutable release records. Elements suitable for public
disclosure are reused as inputs to the System’s transparency and publication measures, without
exposing sensitive implementation details.

Verification evidence. Versioned Algorithm Documentation Packages; approval records linked
to changes and releases; traceability between documentation versions and deployed algorithm
versions.

Overhead. 2-5 pages per computation task describing algorithmic logic, models, parameters,
assumptions, and change history; maintained as a version-controlled documentation package
rather than a standalone report.

2J0CONDE Consortium, D1.7 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (18.01.2026).

29ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).

30United Nations Economic Commission for Europe (UNECE), A Quality Framework for Statistical Algorithms (QF4SA) -
Internet: https://unece.org/statistics/documents/2022/01/presentations/quality-framework-sta
tistical-algorithms-qf4sa-wesley (18.01.2026).

31J0OCONDE Consortium, D4.1 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (18.01.2026).
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M-OVA-A2: Formal specification of inputs, outputs, and admissible
processing states

Type Action

Priority Must-Have

Addresses TC-OVA

Supports TP-MTR

Primary owner SO

Primary target Ccp

Applies to Interfaces, datasets, and processing stages

Summary. Formally specify admissible inputs, outputs, and processing data flows to constrain
algorithm behaviour and prevent hidden or unintended processing.

Rationale. Opacity often arises from undefined or weakly specified boundaries rather than from
algorithmic complexity. Formal specification of inputs, outputs, and processing data flows sup-
ports reproducibility, validation, and legal foreseeability, and contributes to data protection com-
pliance by making data use, transformations, and boundaries explicit.>%:33

Implementation notes. Define a Processing Specification describing accepted input formats and
constraints, output definitions and semantics, valid processing stages, and forbidden or unde-
fined states. Where feasible, maintain specifications in machine-readable form and reference
them from validation and testing processes.

Verification evidence. Approved Processing Specifications; validation schemas or interface def-
initions; test artefacts demonstrating rejection of invalid inputs or states.

Overhead. 1-2 pages specifying inputs, outputs, and admissible processing states, often com-
plemented by machine-readable schemas or interface definitions reused by validation and test-

ing.

32J0OCONDE Consortium, D3.7 - Initial Legal and Ethical Analysis - Internet: https: //cros.ec.europa.eu/joconde
(18.01.2026).

33UNECE, A Quality Framework for Statistical Algorithms (QF4SA) - Internet: https://unece.org/statistics/d

ocuments/2022/01/presentations/quality-framework-statistical-algorithms-qf4sa-wesley
(18.01.2026).
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M-OVA-A3: Reproducibility and deterministic re-execution controls

Type Action

Priority Must-Have

Addresses TC-OVA

Supports TP-MTR

Primary owner SO

Primary target CP

Applies to Execution environments and result generation

Summary. Ensure that algorithmic results can be reproduced or deterministically re-executed
under controlled conditions to support verification and dispute resolution.

Rationale. Verifiability requires the ability to confirm that the same logic produces the same
results given the same inputs. Reproducibility and controlled re-execution are central expecta-
tions for methodological robustness in official statistics and support accountable dispute reso-
lution.3#3°

Implementation notes. Define controlled execution environments and reference configura-
tions. Capture necessary metadata (algorithm version, parameters, environment identifiers, ran-
domness controls). Where full determinism is infeasible, define acceptable tolerances and repro-
ducibility criteria. Capture execution metadata and processing audit logs sufficient to support
controlled re-execution, verification, and dispute resolution, in coordination with result prove-
nance measures where applicable.

Verification evidence. Re-execution and processing audit logs; reference runs, metadata and
expected outputs; environment configuration records; documented reproducibility criteria and
tolerances.

Overhead. No new narrative documentation beyond short reproducibility criteria (1 page); pri-
mary artefacts consist of execution metadata, configuration records, and logs generated during
normal operation.

34ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).

35UNECE, A Quality Framework for Statistical Algorithms (QF4SA) - Internet: https://unece.org/statistics/d
ocuments/2022/01/presentations/quality-framework-statistical-algorithms-qf4sa-wesley
(18.01.2026).
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M-OVA-A4:Independent validation and testing of algorithmic behaviour

Type

Priority
Addresses
Supports
Primary owner
Primary target

Applies to

Action
Recommended
TC-OVA
TP-MTR

SO

SO

Algorithm correctness and behaviour

Summary. Perform independent validation and testing to assess whether algorithmic be-
haviour conforms to documented specifications and expected properties.

Rationale. Independent testing reduces confirmation bias and strengthens confidence in algo-
rithmic correctness without imposing disproportionate requirements for all computations.3°

Implementation notes. Define test plans independent of implementation teams. Use reference
datasets, edge cases, and regression tests aligned with documented specifications. Trigger vali-
dation on major changes.

Verification evidence. Independent test reports; test datasets and expected outputs; records of
issue resolution and sign-off.

Overhead. Independent test plans and reports (typically 2-4 pages per major change), produced
selectively for significant algorithm updates rather than for every execution.

38ENISA, Cybersecurity Certification Framework - Internet: https://www.enisa.europa.eu/topics/product-s
ecurity-and-certification/cybersecurity-certification-framework (18.01.2026).

JOCONDE D6.1 Trust Building Plan 1.0

20.04.2026

50/103


https://www.enisa.europa.eu/topics/product-security-and-certification/cybersecurity-certification-framework
https://www.enisa.europa.eu/topics/product-security-and-certification/cybersecurity-certification-framework

D-16-1222
Public

M-OVA-AS5: Cryptographic or technical evidence binding outputs to
executed logic

Type Action

Priority Recommended

Addresses TC-OVA

Supports TP-MTR

Primary owner SO

Primary target Ccp

Applies to Result provenance and execution evidence

Summary. Where proportionate, generate technical evidence that binds outputs to the spe-
cific algorithmic logic and configuration that produced them.

Rationale. Binding outputs to executed logic strengthens verifiability for high-salience results,
but may rely on advanced mechanisms not required for all deployments. Such techniques sup-
port contestability without requiring disclosure of sensitive implementation details.*’

Implementation notes. Use signed execution records, attestations, or equivalent mechanisms
(e.g. cryptographic proofs, including zero-knowledge techniques, where proportionate) to link
outputs to algorithm versions and parameters. Scope use to critical outputs to avoid unneces-
sary complexity.

Verification evidence. Signed provenance records; verification procedures; audit samples demon-
strating successful verification.

Overhead. Automated provenance artefacts (e.g. signed records or attestations) generated per
execution; any explanatory documentation limited to 1 page describing the mechanism and ver-
ification procedure.

37United Nations Statistics Division, UN Guide on Privacy-Enhancing Technologies for Official Statistics - Internet: http
s://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf (18.01.2026).
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M-OVA-P1: Publish high-level algorithm descriptions and versioned
change history

Type Perception

Priority Must-Have

Addresses TC-OVA

Supports TP-OTV

Primary owner SO

Primary target Clients; external stakeholders
Applies to Public-facing transparency artefacts

Summary. Provide public, high-level explanations of algorithms and processing guarantees,
together with accessible versioning and change history information, so that outputs remain
intelligible and interpretable over time without exposing sensitive implementation details.

Rationale. Stakeholders require a minimum level of intelligibility to trust algorithmic outputs,
even when full technical disclosure is inappropriate.® Without visibility into algorithm evolution,
users cannot correctly interpret trends or detect material changes affecting outputs over time.>°

Implementation notes. Publish concise summaries describing algorithm purpose, safeguards,
limitations, and stability guarantees, alongside a public change log summarising version up-
dates, dates, and high-level impacts. Avoid operational or security-sensitive details, and ensure
published information remains aligned with internal documentation and release records.

Verification evidence. Public documentation; published version and change logs; internal re-
view records; consistency checks with internal version control and release records.

Overhead. 1-2 pages of public-facing content summarising algorithm purpose, guarantees, lim-
itations, and a versioned change log; typically published as a web page or short factsheet.

38ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).

390ECD, OECD Survey on Drivers of Trust in Public Institutions (2024) - Internet: https: //www.oecd.org/en/publ

ications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.
htm1l (18.01.2026).
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M-OVA-P2: External methodological review or attestation of algorith-
mic processing

Type Perception

Priority Recommended

Addresses TC-OVA

Supports TP-IEG

Primary owner SO

Primary target External reviewers or assessors

Applies to Public-facing transparency artefacts; Methodological assurance

Summary. Obtain external methodological review or attestation of algorithmic processing to
strengthen credibility of verifiability claims.

Rationale. External assurance reduces reliance on self-attestation and supports institutional
trust for high-impact statistical processing.*® Such external review can reinforce the credibility
of published information (M-OVA-P1) by providing independent confirmation of methodological
claims.

Implementation notes. Define scope and criteria for review. Publish sanitised summaries of
findings.

Verification evidence. Attestation statements or review reports; documented responses to find-
ings.

Overhead. External review or attestation reports (size depends on scope; typically several to tens
of pages), produced occasionally for high-impact processing rather than routinely.

400ECD, Trust and Public Policy: How Better Governance Can Help Rebuild Public Trust. - Internet: https: //www.oecd
.org/content/dam/oecd/en/publications/reports/2017/03/trust-and-public-policy_glg74ea6/978
9264268920-en.pdf (18.01.2026).
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M-OVA-P3: Voluntary expert or academic peer review of algorithms

Type Perception

Priority Suggested

Addresses TC-OVA

Supports TP-OTV

Primary owner SO

Primary target Academic or expert community

Applies to Public-facing transparency artefacts; Optional credibility channels

Summary. Invite voluntary peer review of algorithms to enhance legitimacy and learning.

Rationale. Peer review can improve transparency and methodological quality, butis not required
for operational trust.*' Where appropriate, peer review activities may be coordinated with inde-
pendent review or assurance activities defined under other TCs, such as supply-chain and gov-
ernance reviews.

Implementation notes. Organise calls or workshops with clear scope and disclosure rules.
Verification evidence. Peer review summaries; documented follow-up actions.

Overhead. 1 page defining peer-review scope and disclosure rules, plus short summary notes
from reviewers where conducted; optional and non-recurring.

41OECD, Trust and Public Policy: How Better Governance Can Help Rebuild Public Trust. - Internet: https: //www.oecd
.org/content/dam/oecd/en/publications/reports/2017/03/trust-and-public-policy_glg74ea6/978
9264268920-en.pdf (18.01.2026).
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3.5 TC-MEP: Mis-application and expansion beyond the
statistical purpose

TC-MEP. Stakeholders may fear that, even if introduced for a legitimate statistical mission, the System
or its outputs could later be mis-applied or expanded beyond their original purpose, including for
surveillance, enforcement, or other intrusive forms of data processing not foreseen at design time.

Trust Objective. The objective in addressing TC-MEP is to ensure that the System remains credi-
bly constrained to its defined statistical purpose over time. This includes making purpose bound-
aries explicit, enforcing them at operational decision points, governing the dissemination and
use of outputs, and ensuring that any attempted expansion or misuse is detectable, account-
able, and subject to enforcement. While cryptographic and technical safequards can strongly
constrain how computations are performed, they cannot by themselves constrain why compu-
tations are authorised or how results are subsequently used, making governance controls indis-
pensable. The measures aim to prevent both intentional and incremental function creep while
preserving legitimate evolution through transparent and accountable governance processes.

Mapping to Trust Principles. TC-MEP primarily implicates the following Trust Principles:
* TP-IEG — Independent and ethical governance: ensuring that purpose limitation, mandate
boundaries, and expansion decisions are governed, accountable, and reviewable.

+ TP-CRP — Confidential and rights-respecting processing: ensuring that misuse or expansion
beyond the statistical purpose does not undermine fundamental rights or expectations of
lawful processing.

Measure ID Measure title Type Priority

M-MEP-A1 Purpose limitation and restriction of inputs, process- Action Must-Have
ing, and outputs

M-MEP-A2 Authorised request intake and approval workflow (pur-  Action Must-Have
pose check and proportionality)

M-MEP-A3 Monitoring, auditability and enforcement for misuse Action Must-Have
and policy breaches

M-MEP-A4 Downstream use controls and accountability for recip- Action Recom-
ients mended

M-MEP-P1 Public transparency on purpose, permitted uses, safe- Perception Must-Have
guards, and enforcement

M-MEP-P2 Bounded external ethics or oversight review channel Perception Suggested

for function creep risks

Table 4. Summary of measures addressing TC-MEP

The measures defined for TC-MEP address the risk of mis-application and expansion beyond the
statistical purpose by treating purpose limitation as a continuous governance obligation rather
than a one-off design assumption. Action measures establish binding restrictions on permit-
ted inputs, processing, and outputs to anchor the System to its statistical mandate (M-MEP-A1),
enforce those restrictions at operational request and approval points through purpose and pro-
portionality checks (M-MEP-A2), and ensure detectability and accountability through monitoring,
auditability, and enforcement mechanisms for misuse or policy breaches (M-MEP-A3). A recom-
mended action measure addresses downstream accountability where outputs are shared selec-
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tively with specific recipients, extending purpose limitation beyond the System boundary where
applicable (M-MEP-A4). Complementary perception measures provide calibrated transparency
and external signalling by publishing a coherent transparency package on purpose, permitted
uses, safeguards, and enforcement practices (M-MEP-P1), and by offering a bounded external
ethics or oversight review channel to surface concerns about function creep without interfering
in operational decision-making (M-MEP-P2). Together, these measures ensure that evolution of
the System remains foreseeable, accountable, and aligned with its statistical mandate, consistent
with the assumptions in D1.1, the architectural control points in D4.1, and the legal and ethical
analysis in D3.1.
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M-MEP-A1: Purpose limitation and restriction of inputs, processing,
and outputs

Type Action

Priority Must-Have

Addresses TC-MEP

Supports TP-IEG, TP-CRP

Primary owner SO

Primary target CP; Output Party

Applies to All computation tasks and outputs

Summary. Define and enforce binding restrictions on the permitted inputs, processing, and
outputs of the System to ensure continued alignment with its statistical purpose and to prevent
misuse or expansion beyond mandate.

Rationale. In the System, cryptographic protections constrain how computation occurs, but not
why it is requested or how results are later used. D1.1 defines the statistical mission, and D3.1
highlights purpose limitation and foreseeability as central legal and ethical requirements. Pur-
pose limitation is also a foundational principle of (EU) data protection law, requiring that process-
ing and reuse remain bounded to specified and legitimate purposes. Outputs, even when aggre-
gate or privacy-preserving, may still enable misuse when released in inappropriate contexts or
combined with other information. A single, coherent rulebook covering inputs, processing, and
outputs therefore provides a maintainable reference point for governance, enforcement, and
accountability.#2:43:44

Implementation notes. Adopt a Purpose Limitation Rulebook structured at two levels: (i) an
overall statement of the System'’s statistical purpose, mandate boundaries, and explicit exclu-
sions; and (ii) per-computation-task restrictions specifying admissible inputs, permitted process-
ing logic, and allowed outputs, including rules for aggregation and release. Define who may
access outputs, in what form, and under which conditions. Require review for non-standard or
sensitive outputs and apply misuse or re-identification risk checks where relevant. Updates are
permitted only through a formal governance process, consistent with the legal analysis in D3.1.
Verification and audit controls defined under TC-OVA are used to verify that deployed Algorithms
and released outputs conform to the Purpose Limitation Rulebook.

Verification evidence. Approved purpose limitation rulebook; governance decision records for
updates; traceability between Algorithm definitions and permitted-use categories; output re-
lease rules and logs; records of review for exceptional outputs.

Overhead. 2-4 pages: a concise purpose limitation rulebook (system-level mandate, exclusions,
and governance rules) plus short per-task restriction entries; maintained as a version-controlled
document or internal documentation.

42J0OCONDE Consortium, D1.1 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (18.01.2026).

43J0OCONDE Consortium, D3.7 - Initial Legal and Ethical Analysis - Internet: https://cros.ec.europa.eu/joconde
(18.01.2026).

44EU, Requlation (EU) 2016/679 (General Data Protection Regulation), Article 5(1)(b) - Internet: https://eur-lex.eur
opa.eu/eli/reg/2016/679/07j (18.01.2026).
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M-MEP-A2: Authorised request intake and approval workflow (pur-
pose check and proportionality)

Type Action

Priority Must-Have

Addresses TC-MEP

Supports TP-IEG

Primary owner SO

Primary target Clients

Applies to All requests to initiate computations

Summary. Operate a formal request intake and approval workflow that verifies the purpose,
necessity, and proportionality of each computation request before execution.

Rationale. This measure operationalises the purpose and restriction framework defined in M-
MEP-A1 at the point where computation requests are authorised. Even in a bounded System,
misuse can enter through governance decisions that approve new or expanded requests. D4.1
assumes defined control points for triggering computation; this measure ensures those points
enforce purpose limitation in practice.*

Implementation notes. Define a request workflow requiring documentation of intended pur-
pose, legal basis, and expected outputs. Assign decision authority and escalation rules. Record
approvals, rejections, and conditions attached to approved requests. For CTs involving personal
data or elevated risks to rights and freedoms, completion or update of a DPIA may be a manda-
tory prerequisite for approval and is retained as part of the task’s assurance record.*® This work-
flow constitutes an internal trust and governance control and is distinct from external audit or
oversight activities.

Verification evidence. Request intake records; approval and rejection logs; documented pro-
portionality assessments; audit samples linking approved requests to executed runs.

Overhead. 1-2 pages defining the request intake and approval workflow, decision roles, and
escalation rules; ongoing evidence consists of request and approval records generated during
normal operation.

45J0CONDE Consortium, D4.17 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (18.01.2026).

48EU, Regulation (EU) 2016/679 (General Data Protection Requlation), Article 35 - Internet: https://eur-lex.europ
a.eu/eli/reg/2016/679/07j (18.01.2026).
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M-MEP-A3: Monitoring, auditability and enforcement for misuse and
policy breaches

Type Action

Priority Must-Have

Addresses TC-MEP

Supports TP-IEG

Primary owner SO

Primary target Ccp

Applies to Governance compliance and operation records

Summary. Monitor compliance with purpose limitation policies and enforce corrective mea-
sures when misuse or expansion beyond mandate is detected.

Rationale. Purpose limitation is not credible without detectability and consequences. While the
cryptographic core ensures confidentiality of inputs, it does not prevent governance-level mis-
use. D3.1 stresses accountability and enforceability as prerequisites for legitimate operation.*’

Implementation notes. Collect and review logs of requests, approvals, and output releases.
Conduct internal compliance reviews against the purpose limitation rulebook and define esca-
lation paths, remediation actions, and sanctions. Where external audits are applicable, they rely
on this internal evidence base but do not replace internal enforcement.

Verification evidence. Audit logs; compliance review reports; records of detected issues and ap-
plied enforcement actions; follow-up and remediation evidence.

Overhead. No substantial standalone documentation beyond short enforcement procedures (1
page); primary artefacts are logs, compliance review notes, and enforcement records generated
as part of routine governance.

47JOCONDE Consortium, D3.7 - Initial Legal and Ethical Analysis - Internet: https://cros.ec.europa.eu/joconde
(18.01.2026).
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M-MEP-A4: Downstream use controls and accountability for recipi-
ents

Type Action

Priority Recommended

Addresses TC-MEP

Supports TP-CRP

Primary owner SO

Primary target Output Party

Applies to Selective or restricted outputs

Summary. Where outputs are shared selectively with specific recipients, apply downstream
use controls to reinforce purpose limitation beyond the System boundary.

Rationale. Downstream controls are important when outputs are not fully public or strictly in-
ternal, but are not universally applicable. D1.1 and D4.1 do not assume selective dissemination
in all deployments, justifying a conditional application.*

Implementation notes. Use agreements, terms of use, or binding conditions specifying per-
mitted downstream uses, retention limits, and accountability mechanisms. Apply these controls
only where selective access is granted.

Verification evidence. Recipient agreements or terms; records of acknowledgement; evidence
of enforcement or corrective action when breaches occur.

Overhead. 1-2 pages of standard downstream-use clauses or terms, reused across recipients;
additional records created only where selective dissemination applies.

48JOCONDE Consortium, D1.7 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (18.01.2026).
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M-MEP-P1: Public transparency on purpose, permitted uses, safeguards,
and enforcement

Type Perception

Priority Must-Have

Addresses TC-MEP

Supports TP-IEG

Primary owner SO

Primary target General public; stakeholders; oversight bodies
Applies to Public-facing transparency artefacts

Summary. Publish a coherent transparency package describing the System’s statistical pur-
pose, permitted uses, safequards against misuse or expansion, and aggregated information
on how those safeguards are applied in practice.

Rationale. Public understanding of mandate boundaries is essential to prevent speculation,
over-trust in technical safeqguards, and concerns about function creep. While a clear statement
of purpose establishes the System'’s intended scope, transparency reporting demonstrates that
governance mechanisms are actively applied and enforced over time. Together, these elements
support legitimacy, foreseeability, and sustained trust without exposing sensitive operational
details.*:>°

Implementation notes. Publish a calibrated transparency package combining: (i) a public state-
ment of the System mandate, exclusions, and governance safequards; and (ii) periodic, aggre-
gated and sanitised reporting on request volumes, approval patterns, and enforcement actions.
The transparency package should also clearly identify a public contact point for complaints or
concerns related to misuse, mandate expansion, or alleged mishandling of data, functioning as
a coordination interface where multiple controllers are involved without altering the underlying
allocation of legal responsibility. Avoid disclosure of operational or security-sensitive details.

Verification evidence. Publicly accessible transparency package; version history; published trans-
parency reports; documented public contact point for complaints; consistency checks with inter-
nal governance and enforcement records.

Overhead. 1-2 pages of public-facing content combining a mandate statement with aggregated
transparency reporting; typically published as a web page or short periodic factsheet.

49ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).

S0QECD, Trust and Public Policy: How Better Governance Can Help Rebuild Public Trust. - Internet: https: //www.oecd
.org/content/dam/oecd/en/publications/reports/2017/03/trust-and-public-policy_glg74ea6/978
9264268920-en.pdf (18.01.2026).
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M-MEP-P2: Bounded external ethics or oversight review channel for
function creep risks

Type Perception

Priority Suggested

Addresses TC-MEP

Supports TP-IEG

Primary owner SO

Primary target External experts or advisory bodies

Applies to Public-facing transparency artefacts; Advisory oversight mechanisms

Summary. Establish a bounded external review channel to surface concerns about potential
function creep without interfering in operational decision-making.

Rationale. External advisory input can strengthen legitimacy and early detection of expansion
risks when carefully scoped and non-operational.’

Implementation notes. Define scope, mandate, and disclosure rules for the review channel.
Limit its role to advisory feedback on mandate boundaries and expansion risks.

Verification evidence. Terms of reference; meeting summaries; documented consideration of
recommendations.

Overhead. 1 page defining scope, mandate, and disclosure rules for the advisory review channel,
plus brief meeting summaries or notes where the channel is used.

>TOECD, Trust and Public Policy: How Better Governance Can Help Rebuild Public Trust. - Internet: https: //www.oecd
.org/content/dam/oecd/en/publications/reports/2017/03/trust-and-public-policy_glg74ea6/978
9264268920-en.pdf (18.01.2026).
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3.6 TC-LDO: Long-term degradation of assurance and lack of
visible oversight

TC-LDO. Observers may question whether the safequards and assurances established at deployment
will be sustained over time, particularly in the face of evolving threats, institutional change, or de-
clining investment in governance, oversight, and maintenance. Even where initial controls are sound,
confidence may erode if assurance activities weaken, ownership becomes diffuse, or oversight is no
longer visibly exercised.

Trust Objective. The objective in addressing TC-LDO is to ensure that trust assurances remain
sustainable, continuously maintained, and externally intelligible throughout the System lifecy-
cle. Because the System relies on cryptographic and institutional assurances that cannot be con-
tinuously verified by external observers or automatically enforced in isolation, sustained trust
depends on visible, lifecycle-based oversight rather than static certification or initial design guar-
antees. This includes preventing assurance decay through periodic re-validation of assumptions
and safeguards, continuous collection of assurance-relevant evidence, clear assignment of long-
term ownership, and structured handling of changes and exceptions that could weaken guaran-
tees. The measures further aim to ensure that assurance functions remain institutionally priori-
tised and adequately resourced over time, rather than degrading due to organisational drift or
competing operational pressures.

Mapping to Trust Principles. TC-LDO primarily implicates the following Trust Principles:

+ TP-LSA — Lifecycle sustainability and adaptability: ensuring that trust guarantees are pe-
riodically re-assessed, maintained, and adapted as threats, dependencies, and operational
contexts evolve.

* TP-RRO — Reliable, proportionate and resilient operations: ensuring that assurance and
oversight functions remain operationally effective, resourced, and resilient throughout long-
term System operation.

Measure ID Measure title Type Priority

M-LDO-A1 Periodic re-validation of trust assumptions and safe- Action Must-Have
guards with continuous evidence support

M-LDO-A2 Defined ownership, accountability, and change gover- Action Must-Have
nance for assurance maintenance

M-LDO-A3 Periodic independent review of long-term assurance Action Recom-
posture mended

M-LDO-P1 Public assurance maintenance and oversight trans- Perception Must-Have
parency

M-LDO-P2 Stakeholder-facing updates on material changes and Perception Suggested

lessons learned (bounded)

Table 5. Summary of measures addressing TC-LDO

The measures for TC-LDO address the risk that trust assurances weaken or become invisible
over time by treating assurance as a continuous lifecycle obligation rather than a one-off de-
sign property. Action measures ensure that trust assumptions and safequards are periodically
re-validated and supported by continuous evidence collection (M-LDO-A1), that sustained own-
ership, accountability, and structured change governance prevent assurance decay through or-
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ganisational drift or unmanaged exceptions (M-LDO-A2), and that long-term credibility is rein-
forced through periodic independent review of the overall assurance posture (M-LDO-A3). Com-
plementary perception measures ensure that oversight remains externally visible and intelligible
through a public assurance maintenance and transparency package (M-LDO-P1), and through
bounded stakeholder-facing updates when material changes or incidents affect the trust pos-
ture (M-LDO-P2).
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M-LDO-A1: Periodic re-validation of trust assumptions and safeguards
with continuous evidence support

Type Action

Priority Must-Have

Addresses TC-LDO

Supports TP-LSA

Primary owner SO

Primary target Ccp

Applies to Governance assumptions, assurance baselines, and assurance-critical controls

Summary. Periodically re-validate the trust assumptions and safeguards underpinning the
System, supported by continuous collection of assurance-relevant evidence, to ensure they
remain valid and effective over time.

Rationale. Earlier deliverables assume long-lived operation of the System under stable trust
guarantees, while legal and ethical analysis highlights that assurances may weaken as organ-
isational structures, threat environments, or operational practices evolve. In an MPC-based ser-
vice, cryptographic guarantees remain meaningful only if surrounding governance, operational
controls, and non-collusion assumptions continue to hold. Periodic re-validation is therefore re-
quired to sustain lifecycle assurance rather than relying on static initial conditions.>?->* Sustained
assurance further depends on the availability of reliable evidence over time. Architectural deliv-
erables assume the existence of logs, approvals, and control points, but do not by themselves
guarantee their long-term maintenance or review. Continuous evidence collection ensures that
re-validation remains auditable and that oversight does not degrade into implicit trust.”*>> These
evidence artefacts also support accountability obligations under Article 5(2) GDPR by enabling
demonstration of compliant and governed processing over time.>®

Implementation notes. Define a formal re-validation cadence (e.g. annual) and event-driven
triggers (e.g. material technical change, governance restructuring, supplier change, significant
incident, repeated exceptions). Identify assurance-critical controls (e.g. request approvals, execu-
tion governance, access restrictions, privileged operations, configuration baselines) and define
required evidence artefacts supporting re-validation. Implement secure logging, retention, and
integrity protections for collected evidence. Require documented assessment and formal sign-
off by the SO, and define proportionate expectations for completing re-validation and closing
high-severity findings following a trigger.

2J0OCONDE Consortium, D3.1 - Initial Legal and Ethical Analysis - Internet: https://cros.ec.europa.eu/joconde
(18.01.2026).

>3United Nations Economic Commission for Europe (UNECE), Guidelines on Risk Management in Statistical Organisa-
tions - Internet: https://unece.org/sites/default/files/2025-01/Risk%20Management%20Guidelines
%20for%20NS0Os. pdf (18.01.2026).

>4JOCONDE Consortium, D4.1 - System Architecture and Technical Specifications - Internet: https://cros.ec.euro
pa.eu/joconde (18.01.2026).

>National Institute of Standards and Technology (NIST), Information Security Continuous Monitoring (ISCM) for Federal
Information Systems and Organizations (SP 800-137) - Internet: https://nvlpubs.nist.gov/nistpubs/Legacy/S
P/nistspecialpublication800-137.pdf (18.01.2026).

SEU, Regulation (EU) 2016/679 (General Data Protection Regulation), Article 5 - Internet: https://eur-lex.europ
a.eu/eli/reg/2016/679/07j (18.01.2026).
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Verification evidence. Re-validation plans and schedules; completed re-validation reports; evi-
dence inventories and retained records supporting re-validation; approval records and remedi-
ation tracking.

Overhead. 1-2 pages defining re-validation scope, cadence, and triggers; primary artefacts con-
sist of continuously collected logs, approval records, and evidence inventories reused during
periodic re-validation cycles.
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M-LDO-A2: Defined ownership, accountability, and change governance
for assurance maintenance

Type Action

Priority Must-Have

Addresses TC-LDO

Supports TP-RRO, TP-LSA

Primary owner SO

Primary target SO

Applies to Assurance governance, lifecycle activities, and material changes

Summary. Assign clear, sustained ownership and accountability for maintaining assurance
guarantees throughout the System lifecycle, including governance of material changes and
exceptions that could degrade trust assurances over time.

Rationale. Legal and ethical analysis identifies accountability drift as a core risk for long-running
data infrastructures, particularly where assurance activities are treated as implicit or shared re-
sponsibilities. Explicit ownership must therefore be coupled with authority over change and ex-
ception governance to prevent assurance gaps caused by turnover, reprioritisation, resource de-
cline, or incremental drift.>’->8 System and governance changes may incrementally weaken trust
guarantees if their impact is not explicitly evaluated. Assurance degradation also frequently oc-
curs through accumulated exceptions and temporary deviations that become normalised. Treat-
ing change and exception governance as assurance-critical responsibilities sustains oversight
credibility over time.>%%°

Implementation notes. Designate an assurance owner or function responsible for re-validation,
evidence review, remediation tracking, and governance of material changes and exceptions. De-
fine responsibilities, escalation paths, and continuity arrangements (handover, role backup, min-
imum coverage) to ensure resilience to organisational change. Define change categories requir-
ing assurance impact assessment (technical, organisational, supplier, governance), and maintain
a time-bounded exception process with scope, rationale, risk acceptance, compensating con-
trols, approver, and expiry date. Require documented evaluation of effects on trust assumptions,
controls, and oversight mechanisms prior to approval and deployment. Treat repeated excep-
tions as triggers for remediation or redesign rather than indefinite acceptance. Consolidate out-
puts of re-validation, evidence collection, ownership decisions, and change assessments into a
maintained Assurance Maintenance Dossier providing a coherent view of assurance status over
time.

Verification evidence. Assurance Maintenance Dossier; role descriptions and responsibility records;
completed change and exception impact assessments; approval records; remediation and follow-

>’JOCONDE Consortium, D3.1 - Initial Legal and Ethical Analysis - Internet: https: //cros.ec.europa.eu/joconde
(18.01.2026).

8Eurostat, Quality Assurance Framework of the ESS (ESS QAF) Version 2.0 - Internet: https://ec.europa.eu/euros
tat/web/quality/european-quality-standards/quality-assurance-framework (18.01.2026).

>9JOCONDE Consortium, D1.7 - Use Cases and System Requirements - Internet: https://cros.ec.europa.eu/jo
conde (18.01.2026).

®0United Nations Economic Commission for Europe (UNECE), Guidelines on Risk Management in Statistical Organisa-
tions - Internet: https://unece.org/sites/default/files/2025-01/Risk%20Management%20Guidelines
%20for%20NS0s. pdf (18.01.2026).
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up tracking demonstrating active assurance oversight.

Overhead. 2-3 pages defining assurance ownership, change and exception governance, and ac-
countability rules, consolidated into a maintained Assurance Maintenance Dossier rather than
separate documents.
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M-LDO-A3: Periodic independent review of long-term assurance pos-
ture

Type Action

Priority Recommended

Addresses TC-LDO

Supports TP-LSA, TP-RRO

Primary owner SO

Primary target SO

Applies to Assurance framework and evidence corpus

Summary. Periodically obtain independent review of the System’s long-term assurance pos-
ture to reinforce credibility and detect blind spots. Where proportionate and applicable,
this may include re-evaluation or renewal of certification-oriented assessments for bounded
security-critical components.

Rationale. Independent review is a recognised good practice in official statistics governance and
public-sector assurance. It reinforces long-term credibility by reducing reliance on self-attestation
and providing structured scrutiny of whether safeguards remain implemented and effective over
time.®’

Implementation notes. Define scope and frequency for independent reviews covering gover-
nance and operational assurance aspects. Track findings and remediation actions through es-
tablished governance processes.

Verification evidence. Independent review reports; scope statements; remediation registers;
evidence of follow-up and closure.

Overhead. Independent review reports (size depends on scope; typically several to tens of pages),
produced periodically rather than continuously; internal documentation limited to coordination
notes and remediation tracking.

61ESS, ESCoP (2017) - Internet; https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).
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M-LDO-P1: Public assurance maintenance and oversight transparency

Type Perception

Priority Must-Have

Addresses TC-LDO

Supports TP-LSA

Primary owner SO

Primary target General public; stakeholders; oversight bodies
Applies to Public-facing transparency artefacts

Summary. Publish a public, lifecycle-oriented assurance transparency package explaining how
trust assurances are maintained, overseen, and exercised over time.

Rationale. The ESCoP emphasises that trust depends on visible commitments to quality and
oversight. A static assurance statement is insufficient if not supported by evidence that over-
sight is actively exercised. Combining a public assurance commitment with proportionate, ongo-
ing transparency about assurance activities reduces reliance on implicit trust and demonstrates
that safeguards remain operational over time.%?:%3

Implementation notes. Publish a calibrated assurance transparency package consisting of: (i)
a stable public statement describing assurance objectives, oversight responsibilities, review ca-
dence, and governance commitments; and (ii) periodic, sanitised summaries of assurance ac-
tivities, including reviews, audits, re-validations, and remediation progress. Reporting is aggre-
gated, proportionate, and avoids disclosure of sensitive operational details. Updates are pro-
duced as part of a continuous transparency process rather than standalone publications.

Verification evidence. Publicly accessible assurance transparency package; version history; pub-
lished assurance summaries; internal approval records; consistency checks between published
summaries and underlying assurance records.

Overhead. 1-2 pages of stable public-facing assurance statements plus short, periodic aggre-
gated summaries of assurance activities; typically published as a web page with incremental
updates.

62ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).

$3QECD, Trust and Public Policy: How Better Governance Can Help Rebuild Public Trust. - Internet: https: //www.oecd
.org/content/dam/oecd/en/publications/reports/2017/03/trust-and-public-policy_glg74ea6/978
9264268920-en.pdf (18.01.2026).
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M-LDO-P2: Stakeholder-facing updates on material changes and lessons

learned (bounded)

Type Perception

Priority Suggested

Addresses TC-LDO

Supports TP-LSA

Primary owner SO

Primary target External stakeholders; oversight bodies

Applies to Public-facing transparency artefacts; updates on major changes and post-

incident lessons learned (sanitised)

Summary. Provide bounded stakeholder-facing updates when material changes or incidents
affect the trust posture, including high-level lessons learned and improvement actions, while
excluding sensitive details.

Rationale. When assurance visibility is low, material changes and incidents can trigger persistent
doubts about whether safequards are maintained. In this context, “bounded” updates are lim-
ited in scope, frequency, and detail, focusing on assurance-relevant impacts and improvements
rather than operational specifics. Bounded updates can stabilise perceptions by demonstrating
continuous improvement without compromising security.®*

III

Implementation notes. Define criteria for “material” trust-impacting change. Publish short, sani-
tised summaries for relevant events (high-level description, what was improved, what assurance
steps were taken). Ensure consistency with change and incident governance processes. Bounded
updates exclude sensitive technical details, personal data, and live vulnerabilities, and are lim-
ited to information necessary to explain trust-impacting changes and assurance responses.

Verification evidence. Material-change criteria; published update artefacts (where applicable);
internal decision records for publication; evidence of implemented improvement actions linked
to reported lessons learned.

Overhead. 1 page per material event summarising trust-impacting changes or lessons learned;
produced selectively and sanitised, rather than as routine reporting.

64ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eurostat/documents/4031688/8971242/KS-02-1
8-142-EN-N.pdf (18.01.2026).
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4 Implementation and assurance
pathways

4.1 Purpose and content of this chapter

The preceding chapter defined trust-building measures per Trust Concern (TC) at a level of ab-
straction that remains technology-neutral and adaptable to different institutional settings. This
chapter therefore provides recommended implementation and assurance pathways that make
those measures actionable, by linking them to (i) common control patterns used in security, qual-
ity management and assurance practice, (ii) relevant standards and certification approaches, and
(iii) the most directly applicable EU legal and policy anchors. The intent is not to prescribe a single
solution, but to make credible execution paths evident and to clarify what evidence and assurance
artefacts can substantiate each measure.

These pathways are explicitly scoped to the TCs identified in Chapter 2 and operationalised in
Chapter 3. They do not attempt to cover the full spectrum of security, privacy, or quality controls
that may be relevant in a given deployment context. Instead, they focus on the additional or
specialised controls needed to address the unique trust challenges of multi-party confidential
computing for official statistics and data sharing.

Across all TCs, the pathways below rely on three complementary assurance routes:

+ Internal control: documented policies, technical controls, monitoring, and retained evidence;

+ Independent assessment: audits, peer review, and, where suitable, certification or confor-
mity assessment;

+ Public-facing transparency: selective disclosure of governance, methodology and assur-
ance summaries that does not undermine security.

This structure mirrors established practice in official statistics quality frameworks and in informa-
tion security management, where trust is sustained through continuous evidence and periodic
external scrutiny.’?

4.2 Assurance baseline and lifecycle governance
Baseline management systems

A practical implementation starting point is to institutionalise a baseline management system
capable of absorbing and continuously operating the measures across TCs. In practice, two back-
bones are especially compatible with the trust objectives at stake:

+ an information security management system (ISMS) aligned with ISO/IEC 27001 and the
ISO/IEC 27002 control catalogue;®

"Eurostat, ESCoP - Internet: https://ec.europa.eu/eu rostat/web/products-catalogues/-/KS-02-18-1
42 (19.01.2026).

%International Organization for Standardization (ISO), ISO/IEC 27001:2022 Information security management systems
— Requirements - Internet: https://www.iso.org/standard/27001 (19.01.2026).

31S0, ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection — Information security controls -
Internet: https://www.1iso.org/standard/75652.html (19.01.2026).
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« a quality assurance and peer-review logic aligned with the ESS quality frameworks.*

Within the ESS context, the legal and governance anchor remains the Regulation on European
statistics, as amended in 2024. In implementation terms, this implies that security controls, con-
fidentiality protections, and methodology governance are not merely operational choices; they
are part of demonstrating compliance with obligations around professional independence, qual-
ity, and statistical confidentiality.>-®

From a cybersecurity governance standpoint, the same baseline should be compatible with the
organisational risk-management expectations under the NIS2 regime (Directive (EU) 2022/2555
on measures for a high common level of cybersecurity across the Union), particularly regarding
management responsibility, incident handling, service continuity, and supply-chain-related risk
controls.”-®

Risk, change, and assurance continuity

For the purposes of this framework, the System lifecycle spans initial deployment, routine oper-
ation, change and evolution (technical, organisational, and supplier-related), incident response,
and eventual decommissioning or replacement, with assurance obligations applying continu-
ously across these phases.

The baseline should explicitly operationalise risk management and change control as first-
class assurance mechanisms. ISO/IEC 27005 and ISO 31000 provide a disciplined way to connect
each measure to threats, likelihood/impact estimates, and risk treatment decisions.? 19

For change management, secure development and operations practice should ensure that every
material change (software, configuration, cryptographic parameters, operational procedures,
suppliers) produces reviewable evidence and, where appropriate, triggers revalidation of the rel-
evant trust measures (notably TC-LDO).""

Service continuity, availability, and SLA-backed assurance

Baseline information security management systems such as ISO/IEC 27001 address availability,
continuity, and incident handling as core security objectives. However, in the context of a dis-
tributed cryptographic service, availability and continuity also have a direct impact on trust as-
surance and stakeholder confidence, beyond their role as generic quality-of-service attributes.
Service malfunctioning or prolonged unavailability can undermine trust even where confiden-

“Eurostat, ESS Quality Assurance Framework (QAF) - Internet: https://ec.europa.eu/eurostat/documents/38
59598/5923349/QAF_2012-EN.PDF (19.01.2026).

SEU, Regulation (European Commission (EC)) No 223/2009 on European statistics - Internet: https://eur-lex.eur
opa.eu/eli/reg/2009/223/07j/eng(19.01.2026).

SEU, Regulation (EU) 2024/3018 amending Regulation (EC) No 223/2009 - Internet: https://eur-lex.europa.eu
/eli/reg/2024/3018/0j/eng(19.01.2026).

’EU, Directive (EU) 2022/2555 (NIS2) - Internet: https://eur-lex.europa.eu/eli/dir/2022/2555/0j/eng
(19.01.2026).

8ENISA, NIS2 Technical Implementation Guidance - Internet: https://www.enisa.europa.eu/publications/n
is2-technical-implementation-guidance (19.01.2026).

°IS0O, ISO/IEC 27005:2022 Information security risk management - Internet: https://www.iso.org/standard/8
0585.html (19.01.2026).

1°1S0, ISO 31000:2018 Risk management — Guidelines - Internet: https://www.iso.org/standard/65694.html
(19.01.2026).

"INIST, SP 800-218: Secure Software Development Framework (SSDF) - Internet: https://csrc.nist.gov/public
ations/detail/sp/800-218/f1inal (19.01.2026).
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tiality and integrity guarantees remain formally intact, particularly when governance, oversight,
or assurance functions are affected.

For this reason, continuity and availability are treated here as assurance-relevant properties: condi-
tions whose degradation triggers governance review, escalation, and, where appropriate, reval-
idation of affected trust assumptions. This subsection does not introduce a separate control do-
main, but makes explicit how availability-related commitments generate evidence and decision
points within the trust-building framework.

A credible implementation pathway is to define assurance-relevant service levels covering, at
a minimum:

+ availability of computation, governance, and oversight functions;
* incident detection, response, and recovery timelines;
+ timeliness of assurance actions (e.g. review, suspension, revalidation);

+ evidence retention, audit readiness, and log availability windows.

Service Level Agreements (SLAs) and internal service targets should therefore be framed not as
trust guarantees in themselves, but as evidence-bearing commitments. Breaches of these commit-
ments act as triggers for escalation, review, and, where necessary, revalidation of affected TCs,
rather than being treated solely as operational incidents. This approach aligns with NIS2 expec-
tations on availability, continuity, and incident handling, and directly supports the objectives of
TC-HSC and TC-LDO without introducing a separate availability-focused TC.

Optional transparency and adversarial assurance mechanisms

Beyond baseline controls, additional assurance can be obtained through optional, scoped mech-
anisms that amplify trust without becoming mandatory requirements:

+ Selective open sourcing of non-sensitive artefacts (e.g. reference implementations, inter-
face specifications, test harnesses), supporting peer scrutiny and reproducibility without ex-
posing production secrets;

+ Adversarial testing, such as scoped penetration testing focused on isolation boundaries,
privilege escalation paths, and supply-chain injection points;

+ Coordinated vulnerability disclosure or maturity-appropriate bug bounty programmes,
aligned with NIS2 and Cyber Resilience Act (CRA) expectations for vulnerability handling.'?

These mechanisms are not substitutes for governance or cryptographic safeguards, but comple-
mentary tools that strengthen detectability and external confidence when applied proportion-
ately.

Legal accountability and data protection as assurance evidence

The assurance backbone of the System encompasses not only technical and organisational con-
trols, but also the legal accountability evidence required to demonstrate that processing remains
lawful, purpose-bounded, and governed over time. In line with the legal and ethical analysis in

12EY, Regulation (EU) 2024/2847 (CRA) - Internet: https://eur-lex.europa.eu/eli/reg/2024/2847/0]j
(19.01.2026).
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D3.1, data protection and accountability obligations are treated as integral components of the
System'’s assurance model rather than as external compliance artefacts.’?

Accordingly, assurance-relevant evidence includes, where applicable, data protection impact as-
sessment (DPIA), documentation of controller, joint-controller, and processor roles per CT, re-
qguest approvals and purpose checks, audit logs, re-validation reports, and incident records. These
artefacts collectively support the accountability principle under Article 5(2) GDPR by enabling
demonstration that processing complies with stated purposes, safeqguards, and governance con-
straints in practice, and that such compliance is maintained over time."*

For defined classes of CTs involving personal data or elevated risks to the rights and freedoms of
data subjects, DPIAs are mandatory assurance inputs. DPIAs are completed or updated prior to
execution and revisited upon material change, and may be conducted at task-class level where
risk profiles are materially equivalent, provided that scope, assumptions, and applicability bound-
aries are explicitly documented.

Assurance artefacts with legal relevance are retained in accordance with applicable legal and
institutional requirements and are made available for supervisory or authorised review where
required. Where security incidents or operational failures affect personal data or other legally
protected interests, the assurance backbone links technical incident handling to legal assess-
ment and, where applicable, breach notification and supervisory coordination, ensuring conti-
nuity between operational response and legal accountability.'®

Certification assurance pathways

Externally recognised certification schemes provide third-party assurance of defined security
properties, implementation controls and organisational practices. In institutional and procure-
ment contexts, such assurance functions as a recognised maturity signal, complementing ev-
idence derived from formal cryptographic analysis, independent assessment and governance
safeguards. At the EU level, the Cybersecurity Act establishes a framework for voluntary certi-
fication of ICT products and services.'® Within the assurance architecture of the System, cer-
tification is treated as a structured instrument that applies where existing schemes align with
clearly bounded objects of evaluation. No current scheme covers the System end-to-end as a
distributed socio-technical architecture, whose core trust properties derive from cryptographic
design and governance constraints. Certification therefore strengthens external credibility with-
out being constitutive of these guarantees, and, in a distributed setting, it remains meaningful
at the level of discrete security-critical components even where broader system properties fall
outside certification scope.

Product-level certification of security-critical components. Certification schemes based on
the Common Criteria methodology, including the EUCC, require the definition of a Target of Eval-
uation (TOE) and an associated Security Target (ST) that delimit the evaluated configuration, as-

13EU, Regulation (EU) 2016/679 (General Data Protection Regulation (EU) 2016/679 (GDPR)), Articles 5(1)(b) and 5(2) -
Internet: https://eur-lex.europa.eu/eli/reg/2016/679/07j (18.01.2026).

'“EDPS, Guidelines on the concepts of controller, processor and joint controllership under Regulation (EU) 2018/1725 -
Internet: https://www.edps.europa.eu/sites/default/files/publication/19-11-07_edps_guideline
s_on_controller_processor_and_jc_reg_2018_1725_en.pdf (18.01.2026).

SEUY, Regulation (EU) 2016/679 (GDPR), Articles 33 and 34; Directive (EU) 2022/2555 (NIS 2), Article 23 - Internet:
https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng(18.01.2026).

'®European Union. Regulation (EU) 2019/881 (Cybersecurity Act). - Internet: https://eur-lex.europa.eu/eli/r
eg/2019/881/2025-02-04/eng (18.02.2026).
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sumptions, and claimed security properties.’’-'® Within the System, several discrete components
satisfy the structural preconditions for such evaluation. These include, for instance:

+ the implementation of an MPC engine with stable interfaces and clearly articulated threat
assumptions;

* hardened key management or secrets-handling modules;

+ policy enforcement and attestation verification components encapsulating critical security
functions;

* security-relevant elements of the secure build, release, and update pipeline responsible for
artefact integrity, signing, and distribution control.

Where trusted execution or runtime isolation mechanisms are implemented as discrete enforce-
ment modules, these may likewise be structured as bounded TOEs. Because such elements can
be delimited independently of the full socio-technical deployment, they constitute realistic can-
didates for EUCC/Common Criteria evaluation. Certification at this level provides independently
validated evidence for defined security functions without implying endorsement of the entire
distributed trust model of the System.

Organisational, vendor, and operational assurance. Beyond discrete software components,
assurance at the governance and operational level is supported by recognised management sys-
tem certifications. ISO/IEC 27001 provides a structured framework for information security man-
agement, enabling sustained risk assessment, control ownership, and continuous improvement
across actors operating the System.' ISO/IEC 27701 extends this model to privacy information
management and is particularly relevant where processing of personal data forms part of a de-
ployment.?? Where infrastructure, cloud services, or managed execution environments are pro-
vided by third parties, vendor-level certifications such as ISO/IEC 27001, ISO/IEC 27017, ISO/IEC
27018, and, where applicable, future schemes under the Cybersecurity Act (e.g., the emerging
European Cloud Services Scheme - EUCS)?" contribute to supply-chain and hosting assurance.
Such certifications do not transfer directly to the System, but they reduce residual operational
and infrastructure risk within the broader deployment environment, appropriate, for instance,
to the SO and CP domains.

Cryptographic module validation. Validation programmes such as the NIST Cryptographic Mod-
ule Validation Program (CMVP), conducted under FIPS 140-2 and FIPS 140-3, provide assurance

that specific cryptographic modules meet defined implementation requirements.?? Such vali-

dation may be relevant for procurement or integration of underlying cryptographic primitives.

However, it does not constitute evaluation of distributed protocol semantics, adversary models,

or governance constraints underpinning multi-party computation in the System.

7ISO/IEC 15408-1:2022, Evaluation criteria for IT security. - Internet: https://www.iso.org/standard/72891
.htm1 (18.02.2026).

18ENISA, EUCC Certification Scheme. - Internet: https://certification.enisa.europa.eu/certificatio
n-library/eucc-certification-scheme_en (18.02.2026).

19ISO/IEC 27001:2022. - Internet: https://www.iso.org/standard/27001 (18.02.2026).

20ISO/IEC 27701. - Internet: https://www.iso.org/standard/27701 (18.02.2026).

2'ENISA, European Cloud Services Scheme (EUCS). - Internet: https://www.enisa.europa.eu/publications
/eucs—-cloud-service-scheme (12.02.2026).

22NIST Cryptographic Module Validation Program (CMVP). - Internet: https://csrc.nist.gov/projects/cry
ptographic-module-validation-program(18.02.2026).
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Structured integration into the assurance model. Certification should be integrated into the
System assurance model in a layered manner:

+ Organisational certifications evidence sustained governance and operational discipline;

+ Product-level certification targets discrete, security-critical components with well-defined
boundaries;

+ Cryptographic module validation supports confidence in underlying primitives where re-
quired.

This structured integration serves to ensure that certification claims remain precisely scoped
to the evaluated object, while other assurance mechanisms address system-level and socio-
technical trust properties. The certification pathways described above are intended to support
those TCs that relate to (i) implementation integrity and secure engineering of security-critical
components, (ii) software supply chain integrity and update trust, and (iii) operational and host-
ing assurance for deployments involving multiple actors and service providers. In practical terms,
certification functions as an assurance instrument that can strengthen the implementation ev-
idence of selected measures under these concerns, including measures addressing secure de-
velopment lifecycle controls, independent assessment and testing, component hardening, key
management discipline, secure release management, and deployment verification. It does not
substitute governance- or accountability-oriented measures, but complements them by provid-
ing externally evaluated evidence where the certifiable object can be bounded.

A comprehensive mapping of relevant certification schemes, associated certifiable objects, and
explicit rationale for schemes that are not applicable to the System is provided in Appendix B.
The annex clarifies the limits of applicability of each scheme and supports principled justification
of the certification pathway adopted in this deliverable.

4.3 Pathways by Trust Concern

Chapter 3 defines trust-building measures as a structured catalogue describing what controls
are required to address each TC. These measures are intentionally modular and non-prescriptive,
and do not on their own explain how trust is established and sustained in practice.

This section introduces assurance pathways as a complementary layer that explains how groups of
measures combine into coherent, end-to-end trust logic for each TC. The pathways do not intro-
duce new requirements or replace the measures in Chapter 3; they provide an implementation-
oriented view that makes the trust logic legible at system and lifecycle level.

Each pathway highlights the minimum assurance loop needed to achieve the corresponding as-
surance objective, showing how governance arrangements, operational controls, and assurance
activities interact over time. The pathways are deliberately simplified to reduce cognitive load
for implementers, reviewers, and oversight bodies, and to support external intelligibility without
prescribing specific technical implementations.

For each TC, the pathway clarifies the assurance objective pursued, the classes of measures op-
erationalised, the interaction between governance and technical controls, and the evidence and
signals that support oversight and trust.
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TC-ICC: Independence and potential collusion of computing parties

Assurance objective. Ensure that non-collusion assumptions are explicit, enforceable, and
continuously tested, so that coordinated behaviour among computing parties is difficult to
sustain and deviations are detectable over time.

Measures operationalised. This pathway operationalises governance enforceability, separation-
of-duties, configuration protection, monitoring, escalation, and independent oversight measures.

Governance and technical pathway. The pathway starts by making independence a governed
property, not an implicit trust assumption. This is achieved through a binding governance char-
ter for computing parties that defines independence criteria and incompatibilities (e.g. own-
ership links, shared subcontractors, shared cloud tenancy, operational co-location), conflict-of-
interest declaration and recusal rules, and escalation mechanisms when independence is chal-
lenged.?*?* The charter is embedded in procurement, onboarding, and operational contracts to
ensure that independence violations have defined consequences.

These governance rules are then enforced operationally by translating independence assump-
tions into separation-of-duties and multi-party approval requirements for all assurance-critical
actions. This includes key ceremonies, cryptographic threshold changes, enclave or attestation
policy updates, dataset onboarding, and output release approval. ISO/IEC 27002 provides a stan-
dardised control vocabulary for implementing and auditing these patterns.”®

Assurance and evidence. Assurance follows a dual cadence. First, continuous monitoring de-
tects signals that may indicate erosion of independence (e.g. privileged actions, configuration
drift, attestation failures, unexpected co-tenancy or coordination patterns). Second, periodic in-
dependent review validates that governance rules, operational controls, and cryptographic as-
sumptions remain aligned. Reviews may be conducted as scoped internal or external audits un-
der an ISMS and, where proportionate, complemented by certification-oriented assurance under
the EU cybersecurity certification framework.?°

Perception signals. External intelligibility is achieved by publishing non-sensitive summaries of
the governance model, independence criteria, computing party composition or rotation rules,
and sanitised audit statements. These signals make the non-collusion trust model visible to
stakeholders without disclosing details that would materially increase operational or security
risk.

23ESS, ESCoP (2017) - Internet; https://ec.europa.eu/eurostat/web/products-catalogues/-/KS-02-1
8-142(19.01.2026).

240ECD, Managing Conflict of Interest in the Public Service: Guidelines and Country Experiences - Internet: https:
//legalinstruments.oecd.org/public/doc/130/130.en.pdf (19.01.2026).

BlInternational Organization for Standardization (ISO), ISO/IEC 27002:2022 Information security, cybersecurity and
privacy protection — Information security controls - Internet: https://www.iso.org/standard/75652.html
(19.01.2026).

EU, Regulation (EU) 2019/881 of the European Parliament and of the Council (Cybersecurity Act) - Internet: https:
//eur-lex.europa.eu/eli/reg/2019/881/0j/eng(19.01.2026).
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TC-HSC: Hardware and software supply-chain compromise

Assurance objective. Ensure that compromise of software, hardware, or service dependen-
cies is difficult to introduce, detectable if it occurs, and recoverable without undermining trust
in the System.

Measures operationalised. This pathway operationalises the dependency governance, build
provenance, vulnerability handling, incident response, and supplier assurance measures.

Governance and technical pathway.

Implementation should treat the compute stack as a governed supply chain. A first step is es-
tablishing an authoritative inventory of software, hardware, and service dependencies, including
SBOM-style listings for code and container images and a supplier register for critical infrastruc-
ture.?’.%8

Secure build and release assurance should then be implemented using Secure Software De-
velopment Framework (SSDF) -aligned practices for provenance, controlled builds, vulnerability
handling, and release integrity.”” Stronger provenance can be achieved by combining Supply-
chain Levels for Software Artifacts (SLSA) build targets, in-toto attestations, and transparency-
log-backed signing (e.g. Sigstore).3%:31:32

Supplier assurance should be tiered and risk-based. Commodity suppliers may rely on contrac-
tual controls and standard certifications, while high-impact components may justify certification-
oriented evaluation under the EU cybersecurity certification framework, including EUCC.33

Assurance and evidence. Vulnerability and incident pathways should ensure that compromise
signals trigger bounded, rehearsed responses: isolation, revocation, redeployment from known-
good artefacts, and post-incident assurance statements. This aligns with NIS2 and secure-by-
design obligations.?*3>

Perception signals. High-level disclosures of supply-chain governance, provenance controls,
and incident-handling posture support confidence without revealing sensitive implementation
details.

Z’National Institute of Standards and Technology (NIST), SP 800-167 Rev. 1: Cybersecurity Supply Chain Risk Manage-
ment Practices - Internet: https://csrc.nist.gov/pubs/sp/800/161/r1/updl/final (19.01.2026).

BEU Agency for Cybersecurity (ENISA), Good Practices for Supply Chain Cybersecurity - Internet: https://www.en
isa.europa.eu/publications/good-practices-for-supply-chain-cybersecurity (19.01.2026).

2?National Institute of Standards and Technology (NIST), SP 800-218: Secure Software Development Framework (SSDF)
- Internet: https://csrc.nist.gov/publications/detail/sp/800-218/f1inal (19.01.2026).

30SLSA, Supply-chain Levels for Software Artifacts (SLSA) Specification - Internet: https://slsa.dev/spec
(19.01.2026).

3lin-toto, in-toto Specification - Internet: https://in-toto.i0/ (19.01.2026).

32sigstore, Sigstore Documentation - Internet: https://www.sigstore.dev/ (19.01.2026).

33EU, Commission Implementing Requlation (EU) 2024/482 establishing the EUCC - Internet: https://eur-lex.eur
opa.eu/eli/reg_1impl/2024/482/0j/eng(19.01.2026).

34EU, Directive (FU) 2022/2555 of the European Parliament and of the Council (NIS2) - Internet: https://eur-lex.e
uropa.eu/eli/dir/2022/2555/0j/eng(19.01.2026).

35EU, Regulation (EU) 2024/2847 on horizontal cybersecurity requirements for products with digital elements (CRA) - In-
ternet: https://eur-lex.europa.eu/eli/reg/2024/2847/07j/eng (19.01.2026).
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TC-OVA: Opacity and verifiability of algorithms and procedures

Assurance objective. Ensure that computation tasks are specified, executed, and evolved in
a way that allows results to be interpreted, challenged, and verified under dispute, without
exposing sensitive implementation details.

Measures operationalised. This pathway operationalises computation-task specification, con-
trolled change management, reproducibility and re-execution safeguards, and independent ver-
ification measures.

Governance and technical pathway. Each computation task is treated as a versioned, gov-
erned specification that defines its intended purpose, admissible inputs, outputs, invariants,
boundary conditions, and statistical or cryptographic rationale. This framing aligns with ESS
quality logic by making methodological intent explicit and reviewable, rather than implicit in
code.3¢:37

These specifications are operationalised through disciplined engineering practices that bind de-
clared behaviour to execution: controlled change workflows, documented approvals, pinned de-
pendencies, reproducible or deterministically re-executable builds where feasible, and regres-
sion testing that includes adversarial and privacy-relevant cases. SSDF and ISO/IEC 27001/27002
provide complementary baselines for implementing these controls without mandating specific
tooling.?®3°

Assurance and evidence. Assurance is supported by artefacts that allow verification without
disclosure of sensitive inputs, including specification records, version histories, approval logs,
and independent replication routes using test vectors or synthetic data to validate invariants,
boundary conditions, and release policies.

Perception signals. Public-facing intelligibility is achieved through calibrated disclosures: high-
level descriptions of computation tasks, declared guarantees and limitations, interface contracts,
and versioned change logs with rationale. These signals support contestability and correct inter-
pretation of outputs, in line with EU expectations for transparency of high-impact automated
systems.*’

36ESS, ESCoP (2017) - Internet: https://ec.europa.eu/eu rostat/web/products-catalogues/-/KS-02-1
8-142(19.01.2026).

37Eurostat, ESS Quality Assurance Framework (QAF) - Internet: https://ec.europa.eu/eurostat/documents/38
59598/5923349/QAF_2012-EN.PDF (19.01.2026).

38National Institute of Standards and Technology (NIST), SP 800-218: Secure Software Development Framework (SSDF)
- Internet: https://csrc.nist.gov/publications/detail/sp/800-218/f1inal (19.01.2026).

¥nternational Organization for Standardization (ISO), ISO/IEC 27001:2022 Information security management systems
— Requirements - Internet: https://www.iso.org/standard/27001 (19.01.2026).

4European Commission, Ethics Guidelines for Trustworthy AI - Internet: https://digital-strategy.ec.europ
a.eu/en/library/ethics-guidelines-trustworthy-ai (19.01.2026).
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TC-MEP: Mis-application and expansion beyond the statistical pur-
pose

Assurance objective. Ensure that scope boundaries are enforceable and that function creep
or misuse is detectable, accountable, and governed.

Measures operationalised. This pathway operationalises the purpose limitation, request gov-
ernance, dissemination control, monitoring, and transparency measures.

Governance and technical pathway. Implementation should begin with a rulebook defining
permitted purposes, prohibited uses, and acceptance criteria for computation requests, aligned
with GDPR purpose limitation and statistical confidentiality obligations.*'-#?

The rulebook must be instantiated as a request intake and approval workflow generating main-
tainable evidence: purpose justification, legal basis, risk assessment, and release conditions. Re-
quests should bind to specific computation specifications (TC-OVA linkage).

Assurance and evidence. Scope enforcement should be supported by access controls, policy-
as-code constraints, comprehensive logging, and periodic audits of exceptions.

Perception signals. Aggregated transparency reporting on request categories, approvals, and
exceptions demonstrates active governance without exposing sensitive operations.

4TEU, Regulation (EU) 2016/679 (GDPR) - Internet: https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng
(19.01.2026).

42EU, Requlation (EC) No 223/2009 on European statistics, as amended by Requlation (EU) 2024/3018 - Internet: https:
//eur-lex.europa.eu/eli/reg/2009/223/0j/eng(19.01.2026).
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TC-LDO: Long-term degradation of assurance and lack of visible over-
sight

Assurance objective. Prevent erosion of trust guarantees over time by ensuring assurance
remains continuous, resourced, and externally intelligible.

Measures operationalised. This pathway operationalises the revalidation, evidence collection,
ownership, change impact assessment, and independent review measures.

Governance and technical pathway. A time-bounded assurance lifecycle should be institu-
tionalised, combining periodic revalidation, continuous monitoring of assurance-critical controls,
and event-driven triggers (major changes, incidents, supplier shifts).*3:44

ESS QAF logic provides a bridge between operational controls and peer-review style scrutiny,
while organisational resilience requires continuity planning for assurance-critical functions, sup-
ported by ISO 22301.4°

Assurance and evidence. Periodic internal audits, management reviews, and, where propor-
tionate, external audits or certification-oriented evaluations under the EU cybersecurity certifi-
cation framework stabilise long-term assurance.*®#/

Perception signals. A maintained public assurance statement (scope, last review, exceptions,
improvement roadmap) signals that assurance is a living process rather than a deployment-time
claim.

“International Organization for Standardization (ISO), ISO/IEC 27001:2022 Information security management systems
— Requirements - Internet: https://www.iso.org/standard/27001 (19.01.2026).

“International Organization for Standardization (ISO), ISO/IEC 27005:2022 Information security risk management -
Internet: https://www.iso.org/standard/80585.html (19.01.2026).

“International Organization for Standardization (ISO), ISO 22307:2019 Security and resilience — Business continuity
management systems — Requirements - Internet: https://www.iso.org/standard/75106.htm1(19.01.2026).

48EU, Regulation (EU) 2019/881 of the European Parliament and of the Council (Cybersecurity Act) - Internet: https:
//eur-lex.europa.eu/eli/reg/2019/881/0j/eng(19.01.2026).

4EU, Commission Implementing Requlation (EU) 2024/482 establishing the EUCC - Internet: https://eur-lex.eur
opa.eu/eli/reg_1impl/2024/482/0j/eng(19.01.2026).
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5 On the Operationalization of
Institutional Trust

5.1 From Intelligibility to Measurability

This Plan has framed trust as a socio-technical property emerging from governance design, oper-
ational controls, and structured assurance. Measures have been specified across Trust Concerns
(TCs), operationalised through assurance pathways, and characterised by attributes including
impact, complexity, overhead, and transparency effects. Together, these elements render trust-
building intelligible and actionable within a structured governance architecture.

However, intelligibility alone is insufficient for long-lived socio-technical systems. While the above
content clarifies what safequards exist and how they interact, it does not yet provide a structured
mechanism through which trust can be rendered progressively visible, comparable, and opera-
tionally measurable across time. Institutional trust cannot be assumed to persist once designed.
It must be sustained under evolving operational conditions, changing threat landscapes, shifting
incentives, and gradual assurance drift. Thus, the central question is not whether trust can be
architected, but how it can be periodically consolidated, collectively endorsed, and made mea-
surable as it evolves.

The present chapter, therefore, introduces the operationalization of trust as a structural layer
extending the framework developed so far in this Plan. By organising trust-building into defined
commitment intervals and consolidating bounded evidence through governance-actor consen-
sus, the System can convert continuous assurance activity into discrete, reviewable, and cumu-
latively traceable Trust States. Figure 2 guides the reader through the key components of this
temporal operationalization of trust, which are elaborated in the following sections.

Trust State. The formally committed institutional trust posture at a defined point in time, re-
flecting the cumulative trust configuration of the System up to that moment.

5.2 Operational Entropy

Long-lived socio-technical systems are subject to continuous structural pressure. This pressure
does not arise solely from adversarial threats; it also emerges from routine operational evolution.
Dependencies change, configurations evolve, personnel rotate, workload fluctuates, and infor-
mal practices gradually diverge from documented controls. Even in the absence of malicious in-
tent, assurance degrades unless actively reinforced. This structural tendency can be understood
as operational entropy.

Operational Entropy. The inherent tendency of a socio-technical system to accumulate un-
managed risk, control degradation, and assurance drift over time in the absence of periodic
reinforcement and validation.

Operational entropy manifests between commitment intervals through two closely related dy-
namics.
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Evidence Package

A bounded aggregation of assurance-relevant
artefacts, validation records, and carried-forward
residual risk state consolidated at a defined
commitment interval to substantiate the
corresponding Trust State.

Trust

Operational Entropy

The inherent tendency of a socio-technical
system to accumulate unmanaged risk,
control degradation, and assurance drift over
time in the absence of periodic
reinforcement and validation.

Trust State
The formally committed
institutional trust posture at
a defined point in time,
reflecting the cumulative
trust configuration of the
System up to that moment.

Board
Cycle 2

Version
Release 2

Cycle1

Trust Quantification
The structured measurement of the institutional
effort and validation depth required to establish
and sustain successive Trust States.

Consensus Commitment
The formal governance procedure through
which designated actors acknowledge the

sufficiency of the bounded evidence and
thereby commit to the corresponding Trust
State at a defined point in time.

Version
Release 1

Figure 2. Operationalization of trust. At fixed governance intervals, bounded evidence packages are
consolidated and committed through consensus, producing quantifiable trust states over time.

First, risk accumulation. New vulnerabilities emerge, contextual assumptions shift, and previ-
ously minor weaknesses may increase in significance. The system’s exposure profile is therefore
not static but continuously evolving.

Second, assurance drift. Controls that were initially effective may weaken through incremen-
tal modification, exception normalisation, incomplete remediation, reduced validation depth, or
misalignment between documented and implemented procedures. Drift may also occur where
formal controls persist but insufficient transparency or evidential clarity erode external stake-
holder confidence, even in the absence of overt control failure.

Together, risk accumulation and assurance drift increase the stabilisation burden of the System
between intervals. If left unmanaged, they progressively erode the credibility of the declared
Trust State and directly contribute to long-term degradation of assurance.

Temporal operationalization provides the structural countermeasure. By introducing defined
commitment intervals, continuous entropy pressure is transformed into discrete governance
events in which accumulated risk is assessed, drift is made visible, and assurance is re-stabilised
through bounded evidence consolidation and formal commitment.
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5.3 Commitment Intervals and Evidence Packages

To counteract operational entropy, continuous assurance activity must be periodically consoli-
dated. Temporal operationalization therefore structures trust-building into defined commitment
intervals aligned with existing governance rhythms - such as version releases, board cycles, audit
checkpoints, or re-validation milestones. At each commitment interval, the System consolidates
a bounded and sufficient set of assurance artefacts into an Evidence Package'. These artefacts
derive from the implementation of the measures and assurance pathways defined in the previ-
ous Chapter 4.

Evidence Package. A bounded aggregation of assurance-relevant artefacts, validation
records, and carried-forward residual risk state consolidated at a defined commitmentinterval
to substantiate the corresponding Trust State.

The package is bounded because it captures the assurance-relevant state at a specific point in
time. It consolidates governance decisions, validation artefacts, monitoring outputs, remedia-
tion records, and any outstanding findings carried forward from previous intervals. It is also
cumulative because unresolved risks, declared exceptions, and remediation obligations persist
across intervals until explicitly resolved. The system therefore evolves as a sequence of commit-
ted Trust States rather than isolated snapshots. Each interval incorporates both new evidence
and inherited residual exposure.

The structuring of this consolidation into defined intervals transforms diffuse and continuous
operational effort into discrete, reviewable, and historically traceable assurance states. This way,
accumulated risk and drift are not merely observed; they are formally assessed, stabilised, and
incorporated into the evolving institutional Trust State through bounded evidence consolidation.

5.4 Consensus Commitment

An Evidence Package becomes institutionally meaningful only when formally committed. Con-
solidation of artefacts alone does not constitute trust; trust emerges when governance actors
acknowledge that the bounded evidence sufficiently substantiates the declared Trust State at
the defined commitment interval?.

Consensus Commitment. The formal governance procedure through which designated ac-
tors acknowledge the sufficiency of the bounded evidence and thereby commit to the corre-
sponding Trust State at a defined point in time.

Consensus may not require unanimity, but it requires a defined decision protocol that records en-
dorsement, conditional approval, reservations, or dissent where applicable. What is essential is
that the sufficiency of the evidence is collectively assessed and institutionally endorsed. Through
consensus commitment, the Evidence Package formally substantiates a committed Trust State.
Responsibility for the declared state is thereby distributed across governance actors, reinforc-
ing accountability and strengthening institutional legitimacy. Trust is thus transformed from a
descriptive condition into a formally recognised and recorded governance act.

TFor structured treatments of operational evidence lifecycles within continuous socio-technical systems, see Brito
et al., TrustOps: Continuously Building Trustworthy Software - Internet: https://doi.org/10.1007/978-3-031-790
59-1_4, 2025.

2For formal treatments of temporally bounded consolidation of socio-technical state through distributed consen-
sus and collective commitment mechanisms, see Brito et al., Decentralized Proof-of-Location systems for trust, scalability,
and privacy in digital societies - Internet: https://doi.org/10.1038/s41598-025-04566-4, 2025.
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Each commitment interval therefore produces not only a consolidated evidence corpus but also
an accountable decision moment. The sequence of such committed states forms the cumulative
trajectory of institutional trust over time.

5.5 Trust Quantification

The introduction of commitment intervals enables trust to become operationally measurable.
Once Evidence Packages are periodically consolidated and consensus-committed, the effort re-
quired to produce and validate them becomes observable across time.

Trust Quantification. The structured measurement of the institutional effort and validation
depth required to establish and sustain successive Trust States.

Effort, in this context, reflects the resources required to counteract accumulated risk and assur-
ance drift between commitment intervals. It includes engineering time, governance review, val-
idation depth, monitoring activities, remediation work, and transparency production. Because
commitment occurs at fixed intervals, this effort can be observed, compared, and evaluated
across successive commitment intervals.

Trust quantification, therefore, measures the institutional work required to sustain a credible
Trust State under conditions of operational entropy. In doing so, it renders the maintenance
burden of trust visible.

Temporal operationalization enables three complementary forms of measurability. First, eviden-
tial measurability: each committed Trust State is anchored to a bounded and reviewable evi-
dence corpus. Second, temporal measurability: successive intervals allow comparison of sta-
bilisation depth and residual exposure across time. Third, economic measurability: the resource
expenditure required to sustain trust becomes assessable against proportionality and overhead
considerations.

By linking evidence consolidation, consensus commitment, and measured effort, trust evolves
from an architectural intention into a progressively quantifiable institutional property.

Illustrative Trust Metrics

Trust quantification does notimply a single scalar trust score. Rather, it enables the structured ob-
servation of stabilisation effort, validation sufficiency, and residual exposure across successive
commitment intervals. The following illustrative metrics demonstrate how Evidence Packages
may be rendered analytically comparable without reducing institutional trust to a simplistic in-
dicator. Such metrics enable proportional cost-benefit analysis by relating stabilisation effort to
reduction in residual exposure and observable drift.

+ Residual Exposure Carry-Forward. Number and severity of unresolved findings, declared
exceptions, or accepted residual risks carried into the next commitment interval.

+ Remediation Latency. Average time required to resolve identified deficiencies between com-
mitment intervals.

+ Validation Coverage Depth. Proportion of implemented measures subjected to documented
review, testing, or verification within the interval.

+ Stabilisation Effort Intensity. Aggregated institutional effort (engineering time, governance
review time, validation activities) required to consolidate the Evidence Package.
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+ Automation Ratio. Share of validation and monitoring processes executed through auto-
mated mechanisms relative to manual controls.

+ Consensus Robustness Indicator. Degree of alignment among governance actors at com-
mitment (e.g., presence of reservations, conditional approvals, or dissent).

+ Drift Detection Rate. Frequency at which previously compliant controls require corrective
action in subsequent intervals.

These metrics are illustrative rather than exhaustive. Their purpose is to make visible the struc-
tural effort required to sustain credible Trust States under operational entropy. Institutions may
adapt the specific indicators to their scale, risk profile, and proportionality constraints. What is
essential is that commitment intervals produce measurable artefacts enabling comparison of
stabilisation dynamics.

The same logic can also support controlled perturbation as a way of evaluating trust main-
tenance. Instead of waiting only for naturally occurring deviations, the System may deliberately
introduce bounded stress through adversarial testing, red-team exercises, fault injection, or gov-
ernance drills, and then assess how quickly the resulting disturbance is detected, contained, and
absorbed. In that setting, an additional trust metric is recovery time: the elapsed time or num-
ber of commitment intervals required to return from a perturbed condition to an acceptably sta-
bilised Trust State. This does not reduce trust to attack resistance alone; rather, it treats resilience
under governed disturbance as another observable property of institutional trust maintenance.

Illustrative operational example. A new MPC computation workflow is proposed for inclusion
in the next commitment interval. The relevant concern is unauthorized change to the approved
computation logic or drift from the approved statistical purpose. The selected measures include
version-controlled computation specifications, dual review before release, approval logging, and
release authorization controls. The resulting Evidence Package includes the approved specifica-
tion version, validation records, reviewer approvals, release logs, and any unresolved exceptions.
Governance actors then assess this package and commit the corresponding Trust State, with
reservations recorded where necessary. Observable metrics for the interval may include valida-
tion coverage depth, remediation latency for open issues, residual exposure carry-forward, and
recovery time where controlled perturbation exercises are used.

5.6 Sequencing under Temporal Operationalization

Temporal operationalization structures the commitment intervals via the staged integration of
the trust-building measures defined across the TCs in this Plan. The capacity to consolidate Ev-
idence Packages, perform consensus commitment, and measure stabilisation effort cannot be
assumed from inception. Sequencing then determines how the defined measures are progres-
sively integrated into commitment intervals in a proportionate and sustainable manner.

Initialization begins by establishing a stable commitment cadence aligned with existing gover-
nance checkpoints. Early Evidence Packages should incorporate a clearly defined subset of high-
impact measures sufficient to substantiate a credible Trust State. Sequencing remains anchored
in the prioritization framework set out earlier in this deliverable (Section 2.2.3). Measures char-
acterised by high impact and manageable overhead may enter Evidence Packages earlier, while
measures with higher complexity, greater resource requirements, or stronger transparency im-
plications may be phased in as institutional capacity grows. Prioritization thus informs not only
which measures are adopted, but when and at what depth they are consolidated within the tem-
poral structure.
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Initialization steps. (i) Define commitment interval and governance cadence. (ii) Select initial
high-impact measures for inclusion in Evidence Packages. (iii) Establish consensus protocol. (iv)
Measure baseline stabilisation effort.

As the commitment cadence stabilises, additional measures are progressively incorporated into
Evidence Packages. Validation depth, automation, and remediation discipline are strengthened
between intervals. In later stages, consolidation may extend to measures involving structured
transparency outputs or proportionate independent scrutiny. Sequencing is therefore a cali-
brated expansion of measure integration aligned with proportionality and observed stabilisation
effectiveness.

5.7 Endogenous Incentives and Deterrence

Temporal operationalization should serve not only as a transparency mechanism but also as a
structured basis for governance response. Because Trust States are periodically committed, cu-
mulative, and anchored in bounded evidence packages, stabilisation effort and assurance suffi-
ciency become observable across intervals. This observability should guide proportionate adjust-
ments in governance intensity. At each commitment interval, the System should review whether
the cumulative Trust State demonstrates sustained stabilisation or observable degradation. Ob-
servable degradation may include not only residual exposure or validation insufficiency, but also
persistent credibility concerns arising from insufficient transparency or responsiveness. Com-
mitment intervals therefore function as formal decision points for recalibrating governance con-
straints, such as review depth, validation requirements, approval thresholds, reporting obliga-
tions, or escalation mechanisms - which may be proportionately adjusted in light of observable
trust evolution.

Recommended calibration principle. Where successive Trust States demonstrate sustained
stabilisation, reduction of unresolved findings, and sufficient validation depth, governance con-
straints may be proportionately relaxed for bounded low-risk activities. Where Trust States reveal
accumulated drift, persistent residual exposure, degraded validation sufficiency, or insufficient
trust-maintenance effort, governance constraints should be proportionately strengthened until
stabilisation is restored.

In this model, incentives and deterrence should not rely on ad hoc discretion. Sustained trust
maintenance may justify lighter review intensity, streamlined processes, or greater bounded au-
tonomy. Conversely, observable degradation should trigger predictable increases in scrutiny or
validation depth. These adjustments should be understood as corrective rather than punitive,
and directly linked to the cumulative evolution of committed Trust States.

5.8 Toward Operational Trust as a Governance Discipline

The temporal operationalization outlined in this section establishes a structural pathway for
treating institutional trust as an operational property rather than a static design attribute. With
it, the System gains the structural capacity to render trust progressively visible, cumulatively
traceable, and proportionately governable across time.

This framework does not prescribe immediate full-scale implementation. Its purpose is to artic-
ulate a direction in which trust-building measures, sequencing logic, and proportionality con-
siderations can converge into a coherent temporal architecture. Practical realization may vary
according to institutional capacity, scale, and risk exposure.
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Several avenues for further development emerge. These include formal modelling of cumulative
Trust States across multiple Trust Concerns, structured methodologies for trust-cost accounting,
calibrated consensus procedures for multi-stakeholder environments, empirical approaches to
detecting risk and assurance drift between commitment intervals, and the design of controlled-
perturbation exercises through which recovery under bounded disturbance can be observed
and compared. In some settings, further work may also explore structured peer assessment
or reputation-based governance mechanisms, provided that their incentives, reviewability, and
accountability are themselves made explicit. Additional work may explore how temporal com-
mitment interacts with external certification regimes, regulatory obligations, and transparency
requirements.

Overall, this approach positions trust not merely as a declared objective but as a continuously
stabilised institutional discipline. Trust thus becomes historically grounded, economically visible,
and structurally responsive to evolving operational conditions.
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6 Conclusions and governance
positioning

6.1 Governance as the stabilising layer of trust

The trust-building framework developed in this deliverable converges on a central observation:
in @ multi-party confidential computing System, trust is sustained not by cryptographic mecha-
nisms alone, but by the governance structures that frame, constrain, and oversee their use.

While cryptographic enforcement, isolation, and protocol correctness are indispensable, they
operate within and depend upon clear institutional arrangements. Across the TCs addressed in
Chapters 3 and 4, governance functions as the stabilising layer that:

* makes trust assumptions explicit and enforceable across organisational boundaries;
+ allocates responsibilities among the SO, CPs, and oversight functions;
+ ensures that safeguards remain effective as systems, actors, and dependencies evolve;

+ and enables scrutiny, escalation, and remediation when trust is questioned.

In this sense, governance is not an auxiliary control, but the means by which cryptographic guar-
antees remain intelligible, credible, and effective over time.

6.2 Role differentiation and shared trust responsibility

The System operates through a deliberate distribution of roles. CPs execute computation and
enforce cryptographic constraints; the SO defines mandate boundaries, governance rules, and
assurance expectations; independent assessors and oversight bodies provide scrutiny and ex-
ternal validation.

This distribution enables technical separation and reduces concentration of power, but it does
not eliminate responsibility. Trust responsibility is shared but asymmetric:

+ CPs are responsible for correctly operating agreed technical controls, maintaining declared
independence conditions, and producing evidence of compliance with assurance-relevant
obligations.

+ SO retains responsibility for defining trust assumptions, setting enforceable rules, coordi-
nating assurance activities, and deciding how risks, exceptions, and changes are handled.

+ Independent reviewers and oversight functions contribute credibility through scrutiny
and challenge, but do not substitute for internal accountability.

This separation is essential to avoid two common failure modes: the diffusion of accountability
across technical actors, and the assumption that cryptographic enforcement can replace institu-
tional responsibility.

6.3 Non-delegability of governance and trust posture

A core implication of the framework is that the trust posture of the System cannot be fully del-
egated to CPs, suppliers, or technical mechanisms. While execution may be distributed, gover-
nance authority and accountability remain concentrated by design.
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In particular, the SO cannot outsource:

+ the definition and evolution of mandate and purpose boundaries;
+ decisions on acceptable risk, exception handling, and remediation priorities;
+ the obligation to demonstrate that trust-building measures remain effective;

+ or the responsibility to respond to oversight, audit, or dispute with evidence.

This principle directly addresses risks identified across multiple TCs: collusion, supply-chain com-
promise, function creep, and long-term assurance degradation all become materially more likely
when responsibility is implicit, fragmented, or assumed to be handled by the system.

6.4 Trust as a lifecycle, contestable, and sustained
institutional practice

The TCs addressed in this deliverable highlight a recurring pattern: trust failures are rarely abrupt.
More commonly, they emerge through incremental change: evolving dependencies, organisa-
tional restructuring, accumulated exceptions, or declining visibility of oversight. Even where ini-
tial safequards are sound, confidence erodes when assurance weakens, ownership becomes dif-
fuse, or governance loses salience over time.

For this reason, the framework treats trust not as a deployment-time property, but as a lifecycle
obligation. Across the framework, this lifecycle logic is operationalised through a small number
of recurring mechanismes:

+ periodic revalidation of trust assumptions and safeguards;
+ continuous collection and retention of assurance-relevant evidence;
* structured assessment of change and exception impact on trust guarantees;

+ and independent review to reduce reliance on self-attestation.

The temporal operationalization of institutional trust developed in Chapter 5 provides the struc-
tural expression of this lifecycle obligation. The System gains a disciplined mechanism for trans-
forming continuous assurance activity into reviewable, historically traceable institutional pos-
ture. Through trust quantification, the effort required to sustain trust becomes observable across
time, reinforcing proportionality and accountability. These mechanisms ensure that trust as-
sumptions remain valid, legible, and enforceable beyond initial deployment.

This framing also clarifies a fundamental boundary: cryptographic guarantees can enforce con-
straints on execution, but they cannot compensate for weakened governance, unmanaged change,
or erosion of oversight capacity, all of which can degrade trust over time.

An equally importantimplication is that trustworthy publicinfrastructure must remain contestable.
Trust claims must be capable of withstanding scrutiny, challenge, and dispute over time. The
framework therefore links trust claims to concrete measures, measures to evidence, and evi-
dence to reviewable governance processes structured through periodic commitment and mea-
surable stabilisation. This does not imply unrestricted transparency or disclosure of sensitive
operational details. Rather, it ensures that when trust is questioned (by oversight bodies, partic-
ipating organisations, or external stakeholders), the System can respond through documented
processes and retained evidence, rather than ad hoc explanation or appeals to technical com-
plexity.
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Taken together, these properties position governance as the stabilising layer of trust. The frame-
work intentionally stops short of prescribing specific architectures or technologies. Its contribu-
tion lies in articulating:

+ what trust assumptions must be governed in a multi-party confidential computing System;
+ why those assumptions matter from an external stakeholder perspective;
* how credible assurance can be demonstrated and sustained over time;

+ and how temporal operationalization enables trust to remain measurable, reviewable, and
institutionally accountable under evolving conditions.

The deliverable therefore closes not with a static claim of trustworthiness, but with a governance
structure designed to sustain trust under change, scrutiny, and long-term operation.
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Glossary

Algorithm
Function(s) applied to the Input Data to produce Output Data, detailing the exact analysis to
be executed by the CT. Part of the CTS.

Client
A System Member using the System to perform CTs in role of Input Party (IP) or Output Party
(OP).

Client Node
Service Node of the Client.

Computation Task (CT)
Manifestation of a CTS which is deployed across the distributed MPC infrastructure.

Computation Task Consortium (CT Consortium)
Collaboration between the stakeholders who fulfill the IP and OP roles in a given CT.

Computation Task Specification (CTS)
Definition of a CT including (among other details) a human-readable description, the cor-
responding computation Algorithm, data-model, identities of all CT Consortium Members,
involved CPs, Users and assignment of roles. CTS is first created as a draft and after signing
by relevant parties becomes a signed CTS.

Computing Node
Service Node of the CP.

Computing Party (CP)
An independent System Member who owns, operates or otherwise provides a Computing
Node for hosting CTs.

CT Consortium Member
One partner organisation (either IP or OP) in the Computation Task Consortium (CT Consor-
tium).

Cybersecurity Act
Regulation (EU) 2019/881.

Eurostat
The statistical authority of the EU.

Input Data
The pre-existing data used as input for a CT.

Input Party (IP)
Client who uploads Input Data for a CT.

JOCONDE Project (Project)
the project "JOCONDE" launched in cooperation between Eurostat and Cybernetica AS to de-
velop a detailed set of specifications for the envisioned System and to demonstrate its feasi-
bility through the implementation of a prototype version based on these specifications. For
more information, please see the JOCONDE website in the Internet: https://cros.ec.eu
ropa.eu/joconde/.

JOCONDE Solution (Solution)
Subject of the Project; an ICT solution together with supporting processes, agreements and
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policies implementing the MPSPCaaS concept, whereby ESS members and their partners
could perform on-demand SPC tasks on their respective data without sharing it in intelligible
form, neither with each other nor with an external Trusted Third Party (TTP).

JOCONDE System (System)
Adeployable ICT system, part of the JOCONDE Solution (Solution) that employs SPC technolo-
gies to enforce policies set forth by the Solution.

Output Data
The new data resulting from a CT.

Output Party (OP)
Client who downloads Output Data from a CT.

Root Service Node
The Service Node of the SO.

Secure Multiparty Computation (MPC)
Technique for evaluating a function with multiple parties so that the agreed party learns the
output value but not each other’s inputs.

Service Node
A server which is hosting System components, offering a concrete set of functionalities to
other Service Nodes and Users. Usually further classified by its main role: Root Service Node,
Client Node, Computing Node.

System Member
Legal persons or other entities with autonomous information systems who have been ac-
cepted by the SO to interface with the System in role of IP, OP, or CP.

System Operator (SO)
Eurostat (European Commission) within the capacity to manage membership and coordinate
communication between System Members.

User
Natural person authorised by a Client to use the System.
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Acronyms

CRA
Cyber Resilience Act.

DPIA
data protection impact assessment.

EC
European Commission.

EUCC

European Common Criteria-based cybersecurity certification scheme.

EDPS
European Data Protection Supervisor.

ESS
European Statistical System.

ESCoP
European Statistics Code of Practice.

EU
European Union.

ENISA
European Union Agency for Cybersecurity.

GDPR
General Data Protection Regulation (EU) 2016/679.

ICT
information and communication technology.

NIS2
NIS 2 Directive.

SPC
Secure Private Computing.

SBOM
Software Bills of Materials.

TTP
Trusted Third Party.
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List of deliverables

Work in the JOCONDE Project is divided into six tasks, each producing one or more deliverables.
The following list provides an overview of all project deliverables. The items in grey font refer
to interim versions and should be considered as deprecated. All final deliverables are publicly
available from the project page https://cros.ec.europa.eu/joconde.

+ Task 1 - Usage scenarios and system requirements

- D1.1 Usage Scenarios and System Requirements - Interim version (deprecated)
- D1.2 Usage Scenarios and System Requirements - Final version

+ Task 2 - Technology analysis
- D2.1 Technology Survey and Analysis
+ Task 3 - Legal aspects

- D3.1 Legal Analysis
- D3.2: Part I - Governance Templates
- D3.2: Part IT - Data Protection Impact Assessment Template

+ Task 4 - System specifications and architecture

- D4.1 System Specification and Architecture - Interim version (deprecated)
- D4.2 System Specification and Architecture - Revised version (deprecated)
- D4.3 System Specification and Architecture - Final version

+ Task 5 - Demonstrator prototype and functional testing

- D5.1 Demonstration Prototype, Test Cases and Test Results
* Task 6 - Trust building plan

- D6.1 Trust Building Plan (this document)
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Appendix A Evidence Mapping

Supporting the Identification of Trust
Concerns

This annex documents the empirical basis used during the identification of Trust Concerns (TC-
*) described in Section 2.2.1. It records the evidence sources reviewed, the concern dimensions
extracted from those sources, and the resulting TCs derived through the structured analytical
process, prior to their formal consolidation in the main body of this deliverable.

Analytical Process

Building on the multi-layered evidence base described in Section 2.2.1, the identification of trust
concerns relevant to the envisaged System follows a structured analytical process. This process
consists of four steps designed to ensure traceability, relevance and alignment with the overall
trust-building framework of the Plan:

1. Collection. Evidence was gathered across the three categories defined above (historical in-
cidents, contemporary public discourse, and predictive expert assessments), drawing from
a curated set of academic, institutional and civil society sources.

2. Extraction. From each source, recurring themes and determinants of trust were extracted.
These included patterns of concern such as lack of transparency, institutional dependence,
misuse of data, algorithmic opacity, and infrastructural vulnerability.

3. Translation. Each thematic concern was then translated into a concrete, system-specific
Trust Concern (TC-*) applicable to the context of the System. This translation aimed to dis-
tinguish plausible and recognisable concerns from generic or purely hypothetical scenarios.

4. Alignment. Each derived concern was aligned with one or more Trust Principles (TP-*). This
ensures that concerns are not merely descriptive, but also analytically connected to the nor-
mative drivers of trust that this Plan seeks to strengthen.

This structured process allows the concerns introduced to be presented not as abstract assump-
tions, but as analytically grounded outputs of a traceable method. It also enables the systematic
linkage of each concern to the recommended measures, ensuring that all proposals in this Plan
respond directly to identifiable trust gaps or vulnerabilities. The TCs presented in Section 2.2.1
represent the synthesised outcome of this process.

Dimension-to-Trust-Concern Translation Rule
Extracted concern dimensions are translated into TCs according to the following mapping logic:

* GOV (institutional governance, independence) — TC-ICC

* SUPP (supply chain, third-party dependencies) — TC-HSC

+ CONF (confidentiality, sensitive data exposure) — TC-HSC

+ SYS (systemic or large-scale infrastructure risk) — TC-HSC, TC-LDO
+ TRS (opacity, lack of scrutiny or contestability) — TC-OVA
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+ ALG (algorithmic or automated processing) — TC-OVA

* PURP (purpose limitation, function creep) — TC-MEP
RIGHTS (fundamental rights impacts) — TC-MEP

* LTA (long-term assurance and sustainability) — TC-LDO
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Table 6. Evidence mapping supporting the identification of Trust Concerns (TC-*)

Source (short title)

URL

Extracted dimen-
sions

Inferred TC(s)

Domain A — Historical

incidents affecting trust

Estonian e-ID crypto-
graphic crisis (2017)

https://www.valitsus.ee/
en/news/estonia-will-blo
ck-certificates-760-000-1
d-cards-evening-3-novembe
.

CONF, SYS, LTA

TC-HSC, TC-LDO

Dutch childcare bene-
fits scandal

https://en.wikipedia.org/w
iki/Dutch_childcare_benefi
ts_scandal

ALG, RIGHTS, TRS,
PURP

TC-OVA, TC-MEP

French Health Data
Hub controversy

https://www.actuia.com/act
ualite/donnees-sensibles
-et-cloud-act-microsoft-f
rance-admet-ne-pas-pouvo
ir-sopposer—-a-une-injonct
ion—-americaine/

SUPP, CONF, GOV

TC-HSC, TC-ICC

DigiNotar PKI compro-
mise (Netherlands)

https://en.wikipedia.org/w
iki/DigiNotar

SUPP, SYS, GOV

TC-HSC, TC-ICC

database leak

iki/Shanghai_police_databa
se_leak

SingHealth  national | https://en.wikipedia.org/w | CONF, SYS, LTA TC-HSC, TC-LDO
health data breach | iki/2018_SingHealth_data_b

(2018) reach

Shanghai police | https://en.wikipedia.org/w | CONF, SYS, TRS TC-HSC, TC-OVA

Domain B — Contemporary public discourse and scrutiny

SyRI welfare fraud al-
gorithm ruling

https://www.theguardian.co
m/technology/2020/feb/05/w
elfare-surveillance-syste
m-violates-human-rights-d
utch-court-rules

ALG, RIGHTS, TRS

TC-OVA, TC-MEP

Amnesty report on

Dutch algorithms

https://www.amnesty.org/en
/documents/eur35/4686/2021

/en/

ALG, RIGHTS

TC-MEP

Continued on next page
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Source (short title)

URL

Extracted dimen-
sions

Inferred TC(s)

INE Spain  mobile
phone data debate

https://www.globalgovernme
ntforum.com/spain-gathers
—anonymised-phone-trackin
g-data-to-shape-public-s
ervices/

CONF, PURP, TRS

TC-MEP, TC-OVA

AlgorithmWatch  “Au- | https://algorithmwatch.org | ALG, TRS TC-OVA
tomating Society” | /en/automating-society/
reports
Domain C — Predictive and structural assessments
French Court of | https://www.ccomptes.fr/ | SUPP, GOV TC-HSC, TC-ICC
Auditors — digital | fr/publications/les-enjeu
sovereignty report x-de-souverainete-des-sys
temes-dinformation-civil
s—-de-Tletat
ENISA supply-chain cy- | https://www.enisa.europa.e | SUPP, SYS TC-HSC
bersecurity guidance u/publications/good-pract
ices-for-supply-chain-cyb
ersecurity
EDPS Opinion 3/2020 | https://www.edps.europa.eu | CONF, RIGHTS, | TC-MEP, TC-ICC
on EU data strategy /sites/default/files/publi | GOV
cation/20-06-16_opinion_
data_strategy_en.pdf
OECD framework on | https://www.oecd-1ilibrar | GOV, TRS, LTA TC-ICC, TC-LDO
drivers of trust y.org/governance/an-updat
ed-oecd-framework-on-dri
vers-of-trust-in-public-i
nstitutions-to-meet-curre
nt-and-future-challenges_
b6c5478c-en
OECD trust survey re- | https://www.oecd.org/en/pu | GOV, TRS, LTA TC-ICC, TC-LDO

sults (2024)

blications/oecd-survey-o
n-drivers-of-trust-in-pub
lic-institutions-2024-res
ults_9a20554b-en.html

UN Statistical Network
PETs Guide (2023)

https://unstats.un.org/big
data/task-teams/privacy/g
uide/2023_UN%20PET%20Gu1ide
.pdf

CONF, SYS, ALG

TC-HSC, TC-OVA

A.2 Interpretation and Use

The table above provides an explicit instantiation of the analytical process described in Sec-
tion 2.2.1. Each TC is grounded in multiple, independent, and externally recognisable evidence
sources. This annex is intended to be extensible: additional incidents, reports, or assessments
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https://www.oecd.org/en/publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.html
https://www.oecd.org/en/publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.html
https://www.oecd.org/en/publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.html
https://www.oecd.org/en/publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.html
https://www.oecd.org/en/publications/oecd-survey-on-drivers-of-trust-in-public-institutions-2024-results_9a20554b-en.html
https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf
https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf
https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf
https://unstats.un.org/bigdata/task-teams/privacy/guide/2023_UN%20PET%20Guide.pdf
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may be incorporated using the same structure as the System evolves, eventually deriving new
or modified Trust Concerns as needed.
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Appendix B Certification and standards
map

This annex provides a mapping of cybersecurity certification schemes, cryptographic validation
programmes, and related standards relevant to the assurance of the System. The objective is to
clarify which schemes and standards can credibly contribute to the System’s trust posture, what
types of objects they can certify or validate, and why certain established schemes or candidate
schemes are not applicable given the System’s distributed socio-technical nature.

Overview of Relevant Certification Schemes and Standards

Table 7 summarises the principal certification schemes and standards that provide assurance
signals for ICT products, operational practices, or cryptographic components. Each entry includes
the certifiable object, the scope of assurance, and a brief rationale for relevance to the System.

Table 7. Overview of certification schemes and standards relevant to the System assurance.

Scheme / Stan- | Certifiable Object / | Relevance

dard Scope

EUCC (EU Cyberse- | ICT products (hard- | Applicable to bounded, well-defined components once
curity Act) ware/software/compo- a feasible Target of Evaluation (TOE) and Security Tar-

nents) get (ST) are specified. Supports product-level assurance
within the evaluated scope; does not certify distributed
trust properties or socio-technical governance condi-

tions.'2

Common Criteria

(ISO/IEC 15408 /
CC:2022)

Evaluation methodology
(TOE, ST, PP framework)

Provides the methodological foundation for certifying
ICT products under schemes such as EUCC. Enables pre-
cise definition of evaluated objects, assumptions, and
claimed security properties.>*

ISO/IEC 27001

Organisation / Informa-
tion Security Manage-
ment System (ISMS)

Provides a recognised organisational baseline for infor-
mation security governance and continuous improve-
ment. Suitable for Service Operators and Computing
Parties to demonstrate sustained security manage-
ment practices; not a direct product certification.”

1Regulation (EU) 2019/881 (Cybersecurity Act), European Union. - Internet: https://eur-lex.europa.eu/eli
/reg/2019/881/2025-02-04/eng (13.02.2026).

2ENISA, EUCC Certification Scheme. - Internet: https://certification.enisa.europa.eu/certificatio
n-library/eucc-certification-scheme_en (13.02.2026).

3ISO/IEC 15408-1:2022, Evaluation criteria for IT security. - Internet: https://www.iso.org/standard/72891

.htm1(13.02.2026).

4Common Criteria, CC:2022 Part 1. - Internet: https: //www.commoncriteriaportal. org/files/ccfiles/C
C2022PART1R1.pdf (13.02.2026).
>ISO/IEC 27001:2022. International Organization for Standardization. - Internet: https://www.1iso.org/stan
dard/27001 (13.02.2026).
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ISO/IEC 27701

Organisation / Privacy
Information  Manage-
ment System (PIMS)

Extends ISO/IEC 27001 to privacy governance, offering
a structured approach to managing personally identifi-
able information. Relevant to privacy assurance within
organisational practices.®

ISO/IEC 27017 /
27018

Cloud service security
and PII protection in
cloud

Provides guidance on shared security controls in cloud
environments and protection of PII in public clouds. Ap-
plicable for deployments that rely on cloud services;
complementary to ISO/IEC 27001 ISMS.”-8

EUCS (Candidate
Scheme)

Cloud services (draft un-
der the EU Cybersecurity
Act)

Candidate European scheme for cloud service certifica-
tion under the Cybersecurity Act. Relevant where the
System relies on cloud service providers; to be consid-
ered as it matures and is formally adopted.’

FIPS 140-2 / FIPS
140-3 (NIST CMVP)

Cryptographic module
validation programmes

Widely used cryptographic module validation pro-
grammes (U.S./Canada) for correct implementation of

cryptographic modules. Provides assurance that spe-
cific cryptographic implementations meet defined cri-
teria; does not evaluate distributed cryptographic pro-
tocol semantics or socio-technical conditions.'

IoT hardware and

firmware platforms

PSA Certified
(GlobalPlatform /
Arm ecosystem)

Industry-driven certification scheme focusing on hard-
ware/firmware security including root of trust and se-
cure provisioning. Applicable for hardware components
where relevant, but not directly to distributed protocol
security or overall system trust."’

Schemes and Standards Not Applicable

There are other established cybersecurity certification schemes that exist within the broader Eu-
ropean or international landscape but are not applicable to the System’s assurance objectives
because their certifiable objects do not align with the System'’s distributed socio-technical archi-
tecture or the specific trust claims analysed in this deliverable.

EU cybersecurity certification schemes outside the scope. In addition to the schemes listed in
Table 7, the European cybersecurity certification framework anticipates other schemes that have
been published or are under development, such as the EU5G Certification Scheme (targeting
5G network infrastructure) and the EUDI Wallets Certification Scheme (targeting digital identity
wallets).'”> These schemes are not applicable because their certification objects (e.g., 5G network

8ISO/IEC 27701. International Organization for Standardization. - Internet: https://www.iso.org/standard/2
7701 (13.02.2026).

7ISO/IEC 27017:2015. - Internet: https://www.iso. org/standard/43757.html (13.02.2026).

81SO/IEC 27018:2019. - Internet: https://www.iso.org/standard/76559.html (13.02.2026).

9ENISA, EUCS - Cloud Services Scheme (draft candidate scheme). - Internet: https://www.enisa.europa.eu/
publications/eucs-cloud-service-scheme (13.02.2026).

'ONIST Cryptographic Module Validation Program (CMVP). - Internet: https://csrc.nist.gov/projects/cry
ptographic-module-validation-program(13.02.2026).

""PSA Certified overview. - Internet: https://www.psacertified.org/ (13.02.2026).

2ENISA. Cybersecurity Certification Framework - schemes published and under development. - Internet: https: //ww
w.enisa.europa.eu/topics/product-security-and-certification/cybersecurity-certification-f
ramework (13.02.2026).
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elements, digital wallet user agents and credential management stacks) do not correspond to
the security-critical components whose maturity this assurance strategy seeks to signal. Use of
such schemes would not provide relevant assurance for the trust properties under discussion.

Standards without associated accredited certification outcomes. Several international stan-
dards relevant to general cybersecurity practice, such as ISO/IEC 27005 (risk management) and
ISO/IEC 27032 (cybersecurity guidelines), are recognised frameworks for organising security pro-
cesses, but do not constitute self-standing accredited certification schemes. Their inclusion in an
assurance strategy provides methodological guidance rather than an independent certification
artefact.

Regulatory instruments versus certification schemes. Legal and regulatory instruments (for
example, the NIS2 Directive) impose cybersecurity and incident-reporting obligations on relevant
actors, but they do not produce certificates of compliance. Interpreting regulatory compliance as
a certification label conflates legal duty with assurance artefacts and is therefore not considered
a valid certification pathway for the purposes of this deliverable.

Implications for the Certification Strategy

The mapping in this annex clarifies that a credible certification strategy for the System must
be focused on clearly bounded components and must select schemes based on the alignment
between the certifiable object and the security properties that are intended to be signalled.
EUCC/Common Criteria is the most direct pathway for certification of discrete security-relevant
components, while operational and organisational certifications (e.g., ISO/IEC 27001, ISO/IEC
27701) provide complementary evidence of mature security governance. Cryptographic mod-
ule validation schemes (e.g., FIPS 140-2/3) and platform hardware schemes (e.g., PSA Certified)
may provide additional assurance for underlying building blocks, but do not substitute for the
component-level product certification pathway or address distributed trust semantics. Candi-
date schemes such as EUCS should be monitored for future applicability as they mature and are
formally adopted.
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