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Disclaimer

This document was prepared by Cybernetica AS as part of Service Contract No ESTAT 2023.0400.

The opinions expressed in this document are those of the authors. They do not purport to reflect

the opinions, views or official positions of the European Commission.

� We encourage readers to provide feedback. If you would like to suggest corrections or im-

provements, or simply ask for clarifications, we are happy to hear from you. Please contact

us via email at joconde@cyber.ee.
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1 Introduction

1.1 Document overview

1.1.1 Objectives

This document provides a comprehensive overviewof the contractual framework in the JOCONDE

Project (Project) governing the JOCONDE Solution (Solution), designed to ensure legal compli-

ance, clear governance, and effective collaboration among all participants. It presents the draft

contract templates that form the legal foundation of the Solution, establishing the formal agree-

ments necessary to define relationships, clarify operational responsibilities, and ensure compli-

ance with applicable legal and regulatory requirements.

The framework comprises five key components: the Solution Policy (Policy), System Agreement,

ConsortiumAgreement, Computation Service Agreement, and theMembership Application, each

tailored to address specific governance, usage, and collaboration needs within the Solution.

These documents are designed to support the secure, transparent, and legally compliant de-

ployment of the Solution, serving as a foundation for negotiation, implementation, and ongoing

governance. The templates accommodate diverse participant roles while ensuring alignment

with the overarching legal and operational framework, thereby providing a clear and reliable

basis for the implementation and operation of the Solution.

1.1.2 The necessity of a contractual layer

The Solution is inherently a socio-technical system in which technical controls alone are insuffi-

cient to establish accountability, allocate liability, or define governance in a distributed environ-

ment. In a shared Secure Private Computing (SPC) architecture such as that envisioned here,

responsibilities for data processing, risk management, audit rights, and regulatory compliance

must be formally and legally allocated among participants. While technical safeguards ensure

confidentiality and integrity, they do not, by themselves, define legal relationships or create en-

forceable obligations. The contractual layer is therefore not merely administrative; it is con-

structive, constituting an essential structural component that enables enforceability, allocates

responsibility, and sustains coordinated operation across the distributed ecosystem. Without

formal agreements, the Solution lacks the legal and organisational foundation required for ef-

fective and responsible functioning.

This is particularly critical given the Solution’s core Foundational Principles (FPs), which underpin

the JOCONDE System (System):

1. the System is envisioned as a single instance within the ESS domain to serve all NSIs and

their partners (FP 1);

2. the System is envisioned to be used for the development and production (excluding dissem-

ination) of European and national statistics (FP 2);

3. the business rules and processes associatedwith the users of the System are defined upfront

by the System Operator (SO) (Eurostat) and prospective users are expected to align these

rules and processes into their organisation on an individual basis (FP 3).

In light of these operational and governance demands, the following five draft governance tem-
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plates – Membership Application, Policy, System Agreement, Consortium Agreement, and Com-

putation Service Agreement – together form the core legal framework that operationalises en-

forceability, clarifies responsibilities, and enables collaboration across the ecosystem.

1.1.3 Target audiences

This document is intended for legal, data protection, and technical professionals at organisa-

tions joining or collaborating with the Solution on Computation Tasks (CTs), including European

Statistical System (ESS) members and collaborating private and public entities, as well as for na-

tional and EU-level regulators and supervisors. It provides draft templates and guidance for the

core governance agreements – System Agreement, Consortium Agreement, Computation Ser-

vice Agreement, Membership Application, and Policy – to support contractual negotiation and

ensure legal and operational coherence.

1.1.4 General outline

This document is structured into two main parts to support deployment and operating the Solu-

tion.

Part I: Context and guidelines for the template agreements introduces the legal and opera-

tional environment in which the Solution operates, outlining the key requirements, stakeholder

roles, and governance principles that inform the design of the contracts. This section establishes

the rationale for the contractual framework. The guidelines for Solution agreements present a

set of practical guidelines for the use and implementation of the contractual templates.

Part II: Annexes – Draft governance templates. The document concludes with five appen-

dices, each containing a draft contract template that supports the governance framework of the

Solution:

• Appendix A: Membership Application – the formal application submitted by a Candidate

Member to the SO for consideration as a System Member;

• Appendix B: Policy – a mandatory policy document issued by the SO that defines the rules

for the use and management of the Solution;

• Appendix C: System Agreement – a bilateral agreement between the SO and the System

Members – Clients and Computing Parties (CPs) – that establishes the terms of access, use,

and responsibilities within the System;

• Appendix D: Consortium Agreement – a multilateral agreement among Input Parties (IPs)

and Output Parties (OPs) that defines joint responsibilities, collaboration mechanisms, and

governance for the CT;

• Appendix E: Computation Service Agreement – a bilateral agreement between the Com-

putation Task Consortium (CT Consortium) and CPs that specifies the terms for the provision

and use of computational services.

Together, these components provide a cohesive and legally sound foundation for the deployment

and operation of the Solution.
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1.2 Legal and operational readiness of draft governance
templates

Responsibility for use of draft governance templates. The draft governance templates are

issued for internal guidance purposes only. They are illustrative in nature and do not constitute

legal advice, nor are they intended to be relied upon as final or signature-ready documents.

The suitability, enforceability and legal effect of any template will depend on the specific facts,

the governing law and the relevant jurisdiction(s). It is the responsibility of the user to ensure

that any template is properly reviewed, adapted and approved by appropriately qualified legal

advisers with expertise in the applicable law prior to circulation, execution or reliance.

Users assume full responsibility for verifying that the selected template is appropriate for the

relevant relationship and compliant with all applicable legal and regulatory requirements in force

at the time of use. No responsibility is accepted for any use of a template without such review

and confirmation.

Mandatory SO approval before operationalisation. All draft governance templates must be

formally approved by the SO before the Solution becomes operational. This approval is amanda-

tory step to ensure the templates are alignedwith the latest developments in the System’s design,

operational practices, and the evolving legal and regulatory landscape, and statistical confiden-

tiality obligations.

Draft governance templates as foundational starting points. The agreement templates pro-

vided in the appendices constitute the foundational framework for the governance and opera-

tional execution of the Solution. These templates have been developed based on the current un-

derstanding of the Project’s requirements and the relevant legal and technical landscape. How-

ever, they are intended as starting points andmust be reviewed, finalised, and customised by the

relevant stakeholders prior to the commencement of any operational use of the System.

The parties are free to make amendments to the text beyond just the placeholders (see Sec-

tion 1.3 ”Using placeholders in draft governance templates”). These amendments may include

changes to the overall structure or content, provided they do not contradict the Foundational

Principles (FPs) outlined in Section 1.1.2 ”The necessity of a contractual layer”, and remain com-

pliant with applicable laws, regulations, and technical requirements. This flexibility allows stake-

holders to tailor the templates to their specific needs while maintaining alignment with the core

objectives and requirements of the Solution.

1.3 Using placeholders in draft governance templates

The placeholder [XX] (or similar syntax) is used in draft governance templates to indicate a vari-

able or configurable element thatmust be defined in the actual contract. This allows the template

to remain generic and reusable across different contexts, while ensuring that specific details are

correctly insertedwhen the template is finalised. Users of the draft governance templates should

replace these placeholders with appropriate content to ensure consistency, accuracy, and align-

ment with the Project’s requirements.

For example, the placeholder [Add reference to the Project’s Glossary] should be replaced by

the user with a reference to the actual Project’ Glossary to ensure consistency and alignment

across all related documents. This helps maintain standardised terminology and supports clear

communication between all parties.
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2 Solution overview

2.1 Components of the Solution

The Solution is designed to support secure, interoperable, and compliant data processing for sta-

tistical and administrative purposes across European institutions. The System is designed to help

statistical authorities perform computations on confidential data coming frommultiple sources.

The System is a deployable information and communication technology (ICT) component of the

Solution that employs SPC technologies to technically enforce its governance policies.1 The Pol-

icy (Appendix B) formalises the rules for its use, ensuring that all SystemMembers operate within

a consistent and legally sound framework.

The Solution is not a standalone entity but requires a well-defined governance framework tai-

lored to the official statistics domain within the European Union (EU). To address this, the con-

cept of the Solution has been introduced as a socio-technical system that integrates multiple

interdependent components. These components are structured to ensure coherence, security,

and compliance across all participating organisations.

The Solution comprises three primary types of components:

• Conceptual model: This forms the foundational layer of the Solution and includes the un-

derlying multi-party governance model, re-usable features, and technology choices. It is the

focus of business analysis activities (T1 – D1.2 Usage Scenarios and System Requirements – Final

version), providing a strategic and operational blueprint for the System.

• Technical measures: These encompass the hardware and software infrastructure that im-

plement the required functionality andmeet technical requirements. The technicalmeasures

constitute the System itself and are the subject of technical analysis (T2 – D2.1 Technology Sur-

vey and Analysis, T4 – D4.3 System Specification and Architecture – Final version). They ensure

the Solution’s reliability, scalability, and interoperability.

• Organisational measures: These include policies, processes, contracts, and other mecha-

nisms designed to support the secure and compliant operation of the Solution. They are ad-

dressed in the legal analysis (T3 –D3.1 Legal Analysis, this document –D3.2: Part I – Governance

Templates, D3.2: Part II – Data Protection Impact Assessment Template) and in trust-building ac-

tivities (T6 – D6.1 Trust Building Plan). These measures can be categorised into three main

types:

– business risk mitigation (addressed in D1.2 Usage Scenarios and System Requirements –

Final version);

– technical risk mitigation (addressed in D4.3 System Specification and Architecture – Final

version);

– legal risk mitigation (addressed in this document as well as D3.1 Legal Analysis and D3.2:

Part II – Data Protection Impact Assessment Template).

In addition to these core elements, there are supplementary measures that support the correct

use of the Solution but are typically implemented prior to onboarding or system deployment.

These include best practices and standards commonly applied to information systems, especially

1For a more detailed examination of the System’s purpose, refer to D1.2 Usage Scenarios and System Requirements

– Final version.
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those involving data protection and riskmanagement. Whilemany of these fall outside the direct

scope of the Project, they are essential for ensuring a secure and trustworthy environment.

The Solution is thus a holistic framework in which conceptual, technical, and organisational ele-

ments work in concert. Together, they enable a unified approach to security and data protection

across all System Members, fostering trust, compliance, and effective collaboration within the

official statistics domain. For further details on the conceptualmodel, technical architecture, and

organisational framework, see D1.2 Usage Scenarios and System Requirements – Final version.

2.2 Contractual relationships between Solution roles

The Solution involves a diverse set of stakeholders (see Figure 1), including statistical offices,

public authorities, and private sector partners. The roleswithin the Solution are comprehensively

detailed in Section 3.2 ”Solution roles” of the D3.1 Legal Analysis.

Figure 1. Responsibility areas of roles in the Solution

The operation and use of the Solution can be subject to both public and private law, depending

on the type of legal relationship between the parties. One of the key factors in determining

whether a legal relationship falls under public law is the presence of the state or other public legal

person as a party to that relationship. This key factor is present in the case of legal relations with

the SO, the role of which is presumably fulfilled by Eurostat, an EU institution. The same factor

also occurs in case of legal relations with an OP, when this role is fulfilled by Eurostat (an EU

institution), National Statistical Institutes (NSIs) or other national authorities (ONAs) (Member
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State institutions). The presence of the state or other public legal person cannot be ruled out

also in the roles of IP, CP and System Auditor (SA).

At the same time, even states and other public legal persons can enter into contractual relation-

ships. While developing and producing national statistics or European statistics are largely reg-

ulated by imperative public law norms, there is room for contractual freedom for the relevant

parties to decide and agree how they intend to organise a specific activity. In this section, the

potential contractual relationships between roles in the Solution are mapped and briefly charac-

terised.

Figure 2. Relationships between contracts in the Solution

Figure 2 illustrates the hierarchical and interdependent relationships between the key contrac-

tual instruments that govern participation and operations within the Solution. At the top of the

hierarchy is the Policy, which is issued by the SO and establishes the overarching rules for the use

of the Solution. This policy is referenced to in the System Agreement, a bilateral contract signed

between the SO and each System Member (such as an IP or OP) upon successful eligibility as-

sessment. The System Agreement forms the foundational legal basis for a System Member’s

participation in the Solution and binds them to the Policy. For each CT, the CT Consortium –

comprising the IPs and OPs – signs a Consortium Agreement, which is an agreement among

the consortium members and is assumed by each CT Consortium Member. Consortium Agree-

ment defines the joint responsibilities, data sharing arrangements, and operational rules for the

CT. Finally, the CT Consortium organises and signs the Computation Service Agreement with the

CPs, which are the entities responsible for executing the computation. The Computation Service

Agreement is subject to the Consortium Agreement and outlines the specific obligations of the

CPs, such as providing secure computing infrastructure and executing the specified Algorithm.

This structure ensures a clear chain of legal obligations and responsibilities across all parties

involved in the Solution.
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ESS – SO

The Solution is called to existence by the ESS based on its mandate under the EU law to develop

and produce European statistics as a partnership between the European statistical authority (Eu-

rostat) and Member State statistical authorities. At the time of writing, it is presumed that the

role of the SO will be fulfilled by Eurostat (European Commission (Commission)).

SO – System Members

The relationship between SO and SystemMembers is linked to the relationship between ESS and

the SO.

The SO also defines the domain-specific governance framework for the Solution in the official

statistics domain in the EU. This governance framework is specified in a policy document called

Policy. Based on the Policy, the SO has to specify the terms and conditions for membership in

and use of the Solution. For example, when onboarding new System Members, the SO will need

to establish conditions for eligibility to become a System Member as well as lay out the rules for

evaluating these conditions for each of the three types of stakeholders above and run relevant

due diligence checks to verify compliance.

Such standard terms and conditions must be put forward by the SO to all System Members.

Hence, the SO, the IPs and OPs as well as the CPs are assumed to be bound by a multilateral

agreement, which determines themain terms and conditions of providing and using the System.

This System-wide agreement is referred to as System Agreement.

SO and Contractors

The System Auditor and System Vendors are envisioned to act as Contractors to the SO, subject

to a bilateral agreement with the SO. Because the SA and System Vendors are chosen by SO, their

relationships with the SO will be determined by SO as part of its internal policy enforcement and

will not be further analysed herein.

System Members and Contractors

For supporting activities, System Members may engage Contractors, which are legal or natural

persons contracted by a System Member to perform specific functions related to the Solution,

such as software auditing, data science, SecureMultiparty Computation (MPC), Trusted Execution

Environment (TEE) technologies, or cloud provisioning.

IP – OP

The relationship between CT Consortium Members is affected by both the relationship between

the data suppliers and statistical authority as well as the relationship between the ESS and the

SO.

The IPs from one side and OPs from the other side are envisioned to act as partners, subject

to a multilateral agreement. Due to the interdependent nature of their relationship within the

context of a specific CT, they are also referred to jointly as CT Consortium and the corresponding

agreement between them as Consortium Agreement.

The CT Consortiummust agree upon and sign a legally valid and effectuated Consortium Agree-

ment. As part of the Consortium Agreement, the actors are expected to negotiate and con-

solidate a Computation Task Specification (CTS), which details the required Input Data sets, the

Algorithm and the Output Data. Once consolidated, the CTS is signed by all actors in the given

CT and sent to the SO for approval. As soon as approved by the SO, the signed CTS is provided

to the CPs for execution by means of the Solution.
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While subject to the System Agreement and Policy imposed by the SO, the CT Consortium Mem-

bers are mostly free to decide how they wish to set up their CT. Each of the CT ConsortiumMem-

bers may bring their own requirements from the relevant business domain that they need to

have fulfilled upon setting up and managing their CT. Depending on relevant business interests

as well as applicable laws, the division of decision-making power between CT Consortium Mem-

bers may be solved differently from one CT to another. Hence, it depends on the specific use

case how the tasks and responsibilities are divided between the IPs and OPs.

CT Consortium – CP

CPs as SystemMembers are subject to the SystemAgreement and Policy imposed by the SO. Each

CPmaintains an independent contractual relationship with the CT Consortium, acting exclusively

in accordance with its guidance. The agreement governing this relationship is the Computation

Service Agreement. Individual CPs do not have a direct relationship with one another.

Since the three CPs are selected by the CT Consortium, their relationships are influenced by the

internal policies of each CT Consortium Members.

2.3 Legal status path

Figure 3 illustrates the legal status pathways for entities to become a CP, IP, or OP within the

Solution. The figure is divided into two parallel flows. The top path shows the process for an

entity to become a CP: starting as an unconnected entity, it submits aMembership Application to

become a Candidate Member (for the CP role), signs the System Agreement to become a System

Member, and then enters a Computation Service Agreement to become a CP for a specific CT.

The bottom path outlines the pathway for an entity to become an IP or OP: after submitting a

Membership Application and becoming a Candidate Member (for the IP or OP role), it signs the

System Agreement to become a System Member, and then enters a Consortium Agreement to

become an IP or OP for a given CT.

Figure 3. Legal status path of entities for becoming IP, OP, or CP

In both cases, the initial step is the submission of a Membership Application, which triggers

the eligibility evaluation of the Candidate Member by the SO. Upon successful evaluation, the

entity becomes a System Member after signing the System Agreement, and proceeds with the

onboarding process, enabling participation in a CT under the respective contractual framework.
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3 Guidelines

3.1 Overview of the draft governance templates

The Solution operates under a comprehensive legal and governance framework, anchored by

five key governance templates designed to ensure compliance, clarity, and collaboration across

all stakeholders (see Table 1). These templates are structured to support different levels of en-

gagement and operational needs within the Solution. The order of the templates is determined

by the timeline of engagement and the sequence in which parties become familiar with each

document during the membership application, onboarding, and participation process.

Table 1. Overview of key draft governance templates in the Solution

Document Scope Creation Pro-

cess

Coordinating

Actor

Signees Notes

Membership

Application

Triggers

eligibility eval-

uation

Pre-

onboarding

SO Candidate

Member

By signing the

Membership

Application the

Policy norms will

be binding

Solution Pol-

icy

Solution lifecy-

cle

Governance SO None Referenced to in

the System Agree-

ment; binding

via Membership

Application

System

Agreement

Participation

in Solution

Onboarding of

System Mem-

ber

SO SO and Sys-

tem Member

(Client or CP)

Bilateral contract;

foundational for

participation

Consortium

Agreement

One CT P2 Initiate CT Initiating OP CT Consor-

tium Mem-

bers (IPs and

OPs)

Multilateral

agreement

Computa-

tion Service

Agreement

One CT P2 Initiate CT CT Consor-

tium

CT Consor-

tium and CP

Service contract

3.2 Hierarchy of the draft governance templates

The governance framework of the Solution is structured around five key governance templates:

the Membership Application, Solution Policy, System Agreement, Consortium Agreement, and

Computation Service Agreement. These documents form a progressive chain that guides stake-

holders from eligibility assessment through to the execution of CTs. The signing of the Mem-

bership Application constitutes a manifestation of intention to become a System Member and

serves as the formal gateway for potential System Members.

Figure 4 visualises this precedence hierarchy, establishing the order of legal authority among the

contractual instruments. The hierarchy is structured as follows:
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• Highest level: The SystemAgreement is a bilateral contract between the SOandeach System

Member, incorporating the Policy by reference. It governs the relationship between the SO

and the System Member, covering onboarding, access, and compliance obligations.

• Second level: The Policy establishes the overarching principles and rules for the entire Sys-

tem, binding all participants upon submission of the Membership Application and after suc-

cessful eligibility evaluation and signing of the System Agreement. As the foundational in-

strument, it defines the scope, eligibility criteria, and acceptable use of the System.

• Lower levels: The Consortium Agreement and Computation Service Agreement are sub-

ordinate agreements that must align with the higher-level instruments. The Consortium

Agreement governs collaboration among IPs and OPs within a specific CT, while the Compu-

tation Service Agreement defines the service relationship between the CT Consortium and

the CP. Notably, the Computation Service Agreement must not contradict the Consortium

Agreement, ensuring consistency across all agreements within the System.

Figure 4. Precedence hierarchy of agreements

In the event of a conflict, precedence is explicitly defined: the System Agreement takes prece-

dence over the Policy, and both take precedence over the Consortium Agreement and Compu-

tation Service Agreement. Importantly, the Computation Service Agreement must align with the

Consortium Agreement to maintain coherence across the System, ensuring that service-level

obligations do not undermine the collaborative framework established at the consortium level.

This layered structure ensures a clear chain of legal obligations and responsibilities across all

parties involved in the Solution, creating a trust-based environment where statistical authori-

ties can perform on-demand computations on confidential data without sharing it in intelligible

form. The framework not only facilitates the development and production of European and na-

tional statistics but also ensures that the integrity, confidentiality, and legal compliance of the

data are maintained throughout the entire process.

3.3 Guidelines for the Membership Application

The Membership Application (see Annex A) serves as the formal request for membership. By

submitting it, the Candidate Member confirms their acceptance of the Policy, which becomes

effective immediately and governs the eligibility evaluation process. This step ensures that all

applicants understand and agree to the Solution’s purpose, permitted use, eligibility criteria, and

operational boundaries – establishing a shared foundation for governance and legal accountabil-

ity.
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Upon successful evaluation, the Candidate Member signs the System Agreement, initiating the

onboarding process and granting SystemMember status with full access to the System. The ap-

plication thus functions as a critical gatekeeping mechanism, ensuring that only entities aligned

with the System’s objectives and rules proceed to formal membership.

3.4 Guidelines for the Solution Policy

The Policy (Appendix B) is a mandatory regulatory instrument issued by the SO that establishes

the overarching rules for the use of the Solution. It governs data processing, access controls,

and compliance with legal and operational requirements, and must be adhered to by all System

Members as a condition of membership. The Policy serves as the foundational reference for all

contractual agreements and is reviewed periodically to reflect evolving regulatory and opera-

tional contexts. The Policy binds Candidate Members upon signing the Membership Application

and is referenced to in the System Agreement.

The Policy will be binding on SystemMembers upon signing the System Agreement, and System

Members will be required to ensure that their Contractors also comply with the Policy in all ac-

tivities related to the System, including the development, delivery, support, or performance of

work involving its products or services.

All System Members are expected to act in good faith and in accordance with the principles set

forth in the Policy, including the Foundational Principles (FPs) (see Section 1.1.2), acceptable use

requirements, security obligations, and data protection standards. The FPs (FP1, FP2, and FP3) ,

stipulated in the Policy, are core tenets of the Solution and must not be compromised under any

circumstances.

The Policy is designed to ensure the secure, lawful, and compliant use of the Solution in support

of European and national statistical activities. Any failure to comply with the Policy constitutes a

violation and may result in corrective, disciplinary, or legal consequences.

3.5 Guidelines for the System Agreement

The System Agreement (Appendix C) is a bilateral contract between SO and each System Mem-

ber. All Clients and CPs must sign it before accessing the System. It establishes the governance

framework, defines roles and responsibilities, and outlines the terms of use, including data han-

dling, security obligations, and compliance with the Policy. This agreement is executed during

the onboarding process (P1.2) and remains in force for the duration of the System Member’s

participation. The System Agreement is not renegotiated for individual CTs but applies to all

interactions within the Solution.

The System Agreement uses the terms Candidate Member and SystemMember, where a Candi-

dateMember refers to an entity seekingmembership, and a SystemMember refers to an eligible

entity granted membership, along with associated rights and obligations.

3.6 Guidelines for the Consortium Agreement

The Consortium Agreement (Appendix D) is a multilateral contract signed by all IPs and OPs

involved in a CT. All parties are referred to collectively as the Computation Task Consortium (CT

Consortium). TheConsortiumAgreement defines the joint responsibilities, data sharing arrange-

ments, and operational rules for the execution of a Computation Task (CT), and explains what

will be computed fromwhich data, in plain, accessible language, to ensure everyone fully under-
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stands what will be provided in machine-readable code in the Computation Task Specification

(CTS).

This agreement is executed during the initiation phase (P2) of a CT. The content of the agreement

is developed before the CTS is finalised. It is required for every CT and must be signed by all

parties (IPs and OPs) prior to execution. The Consortium Agreement ensures that all participants

are aligned on the purpose, scope, and governance of the CT.

The primary objectives of the Consortium Agreement are to:

1. define the purpose, inputs and outputs of the CT;

2. define the relationship among CT Consortium Members in connection with a CT, including

their respective data protection roles and responsibilities;1

3. establish the CT Consortium’s internal organisation and allocation of work;

4. set out the rights and obligations of all parties towards each other;

5. provide a framework for collaborative secure data analysis.

While the transfer of Output Data to the OP occurs within the scope of the Solution and is man-

aged by the System, the System no longer has control over the data once it is received by the

OP. This includes subsequent handling, storage, or use by the OP, which falls outside the Sys-

tem’s operational and technical oversight. However, the OP remains bound by the Consortium

Agreement, including obligations related to data usage, retention, and security, even after data

receipt.

3.7 Guidelines for the Computation Service Agreement

Finally, the Computation Service Agreement (Appendix E) is a service-level contract that specifies

the terms for executing individual CTs. It is subject to the Consortium Agreement and governs

the relationship between theCTConsortiumandeachCP. This agreement ensures accountability,

defines service expectations, and formalises the responsibilities of the CP in delivering compu-

tation services within the Solution.

The Computation Service Agreement mandates that CPs provide services for each CT in accor-

dance with the following obligations:

1. Computational infrastructure: provision of secure computing resources;

2. Algorithm execution: correct execution of specified algorithms using MPC technology;

3. Data handling: secure processing and protection of Restricted Data;

4. Service delivery: timely provision of Protected Output Data to OP;

5. Security measures: implementation of appropriate technical and organisational safeguards.

The CT Consortium may choose to sign the Computation Service Agreement with each CP sep-

arately or as a single joint agreement, depending on the nature of the CT. The template for the

Computation Service Agreement must be amended accordingly.

Execution of the Computation Service Agreement is the preferred standard. However, major

cloud service providers may hold a dominant market position and decline to execute this agree-

ment, imposing their non-negotiable Terms of Use instead. In such instances, deviations are per-

missible, provided the CT Consortium assesses the provider’s Terms of Use to ensure they are

1See the guidelines for controllership determination in Section 11.4.1.1 of the D3.1 Legal Analysis.
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suitable for the specific CT. Any such deviation must be formally agreed upon and stipulated

within the Consortium Agreement.

The allocation of liability and damages provisions is contingent upon the specific contractual

architecture of the engagement. This encompasses whether the engagement involves a single

CP or multiple CPs, including the potential application of joint and several liability. Furthermore,

these provisions may vary where a CP declines to execute the standard Computation Service

Agreement in favour of their proprietary Terms of Use, a scenario frequently encountered with

major cloud service providers.

3.8 Conclusion

This document provides a comprehensive framework for the governance of the Solution, out-

lining the legal and operational foundations necessary for secure, compliant, and collaborative

data processing within the ESS. Its objective is to provide a structured and legally enforceable

governance framework that enables trusted collaboration among NSIs and their partners, while

safeguarding data protection, security, and statistical confidentiality.

The framework is composed of five key draft governance templates: the Membership Applica-

tion, Policy, System Agreement, Consortium Agreement, and Computation Service Agreement.

Together, they forma layered contractual architecture covering eligibility evaluation, onboarding,

system participation, and the execution of individual CTs. The Membership Application initiates

participation through formal acceptance of the Policy, which sets out the overarching principles,

eligibility criteria, and compliance obligations. The System Agreement formalises the relation-

ship between the SO and each System Member, defining access, security, and operational re-

sponsibilities. At the level of individual CTs, the Consortium Agreement governs collaboration

among IPs and OPs, while the Computation Service Agreement regulates the CT Consortium’s

service acquisition relationship with the CPs.

Coherence is ensured through a defined hierarchy. The SystemAgreement, which references the

Policy, prevails over lower-level instruments. The Consortium Agreement and the Computation

Service Agreementmust conform to these higher-level documents andmay not contradict them.

In case of conflict, higher-level instruments take precedence, thereby safeguarding consistency,

legal certainty, and the authority of the SO while allowing operational flexibility at the CT level.

The draft governance templates are for internal guidance only and are not legally binding or

final documents. Their suitability, enforceability, and legal effect depend on the specific context,

governing law, and jurisdiction, and must be reviewed and adapted by qualified legal advisers

before use. Users are fully responsible for ensuring the templates are appropriate, compliant,

and properly approved prior to execution. All templates must be formally approved by the SO

before the Solution becomes operational to confirm alignment with current design, legal, and

confidentiality requirements. These templates serve as foundational starting points, developed

from the Project’s current understanding, butmust be customised tomeet specific needs. Parties

may amend the templates beyond placeholders, provided changes remain consistent with the

FPs and comply with applicable laws and technical standards.

The accompanying guidelines clarify the purpose, sequencing, and adaptation of each tem-

plate, supporting consistent implementation across diverse contexts. When applied together,

the five instruments create a coherent governance structure that enables secure, collaborative,

and legally compliant execution of on-demand computations on confidential data without dis-

closure in intelligible form.
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Glossary

Algorithm

Function(s) applied to the Input Data to produce Output Data, detailing the exact analysis to

be executed by the CT. Part of the CTS.

Authorised Representative

An employee or designated person of a System Member, the SO or Candidate Member who

is formally authorised to represent the actor in official interactions, signing documents, or

managing membership-related tasks within the System.

Candidate Member

An entity that is in the process of becoming a System Member.

Client

A System Member using the System to perform CTs in role of IP or OP.

Client Node

Service Node of the Client.

Computation

Execution of the CT.

Computation Service Agreement

Agreement signed between the CT Consortium, from the one side, and members of the set

of CPs, from the other side.

Computation Task (CT)

A coordinated activity governed by a contract where CPs process Restricted Data from IPs to

deliver a specific result to OPs through the use of SPC technologies.

Computation Task Consortium (CT Consortium)

Collaboration between the stakeholders who fulfill the IP and OP roles in a given CT.

Computation Task Log (CT Log)

Logs concerning a specific CT, e.g. its state changes and any logging output produced by the

Algorithm itself.

Computation Task Specification (CTS)

Definition of a CT including (among other details) a human-readable description, the cor-

responding computation Algorithm, data-model, identities of all CT Consortium Members,

involved CPs, Users and assignment of roles. CTS is first created as a draft and after signing

by relevant parties becomes a signed CTS.

Computing Node

Service Node of the CP.

Computing Party (CP)

An independent System Member who owns, operates or otherwise provides a Computing

Node for hosting CTs.

Consortium Agreement

Agreement signed by the CT Consortium. Together with the CTS, forms the full description

of the CT.

Contractor

A legal or natural person contracted by the SO, a System Member or the CT Consortium to
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supply products or services, or perform work related to the Solution, such as software au-

diting, data science, or cloud provisioning. These parties operate under formal agreements

and are not System Members, however, they may have derived obligations due to relations

with System Members and access to the System..

Control Plane

The Plane for the planning, deployment, and coordination of CTs.

Control Plane Subsystems

Software and deployments which consolidate Control Plane functionality.

CT Consortium Member

One partner organisation (either IP or OP) in the CT Consortium.

Data Plane

The Plane encompassing any operation on Restricted Data.

European Commission (Commission)

The European Commission is the executive body of the European Union.

Eurostat

The statistical authority of the EU.

Foundational Principle (FP)

Core design principles established during the business analysis phase to guide the develop-

ment of the System and ensure alignment with the goals of the Solution.

Input Data

The pre-existing data used as input for a CT.

Input Party (IP)

Client who uploads Input Data for a CT.

Interim Data

The temporary data created during CT execution and not included as output of CT.

JOCONDE Project (Project)

the project ”JOCONDE” launched in cooperation between Eurostat and Cybernetica AS to de-

velop a detailed set of specifications for the envisioned System and to demonstrate its fea-

sibility through the implementation of a prototype version based on these specifications.

For more information, please see the JOCONDE website in the Internet: https://cros.ec.
europa.eu/joconde/.

JOCONDE Solution (Solution)

Subject of the Project; an ICT solution together with supporting processes, agreements and

policies implementing the MPSPCaaS concept, whereby ESS members and their partners

could perform on-demand SPC tasks on their respective data without sharing it in intelligible

form, neither with each other nor with an external Trusted Third Party (TTP).

JOCONDE System (System)

A deployable ICT system, part of the Solution that employs SPC technologies to enforce poli-

cies set forth by the Solution.

Membership Application

A formal request submitted by a Candidate Member to join the JOCONDE Solution.

MPC Engine

An abstraction layer for a software component to plug-in MPC implementations from differ-

ent System Vendors (Vendors).
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Multiparty Secure Private Computation-as-a-Service (MPSPCaaS)

MPSPCaaS is a model where a shared MPSPC infrastructure is developed and operated by a

network of institutions and made available to users on demand as a service.

Output Data

The new data resulting from a CT.

Output Party (OP)

Client who downloads Output Data from a CT.

Plane

Top-level conceptual element of the System that categorises responsibilities and functional-

ity.

Protected Data

A representation of data that is made illegible by applying cryptographic techniques specific

to the chosen MPC technology. In most cases data values are secret shared, i.e. split into

several pieces so that no set of shares smaller than the given threshold reveals any informa-

tion about the data. The representation allows the System to perform computations on the

data without removing the protection.

Protected Input Data

A secret-shared version of the Input Data. This protection is applied at the IP.

Protected Interim Data

Interim Data in secret-shared form.

Protected Output Data

A secret-shared version of Output Data.

Restricted Data

Input Data or Output Data that must be kept secret from other System Members and third

parties due to regulatory (e.g. data protection or confidentiality requirements) or other rea-

sons.

Root Service Node

The Service Node of the SO.

Secure Multiparty Computation (MPC)

Technique for evaluating a function with multiple parties so that the agreed party learns the

output value but not each other’s inputs.

Service Node

A server which is hosting System components, offering a concrete set of functionalities to

other Service Nodes and Users. Usually further classified by its main role: Root Service Node,

Client Node, Computing Node.

Solution Policy (Policy)

A general policy set by the SO to prescribe how the Solution is intended to be used.

System Agreement

A legally enforceable agreement between a SystemMember and the SO regarding themem-

bership in and use of the System.

System Auditor (SA)

An authorised entity (independent from the SO) who provides auditing services to verify the

correctness of the operation of the System by, for example, detecting errors, attacks or at-

tempts to deviate from the intended workflow.
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System Log

Logs that transcend any specific CT.

System Member

Legal persons or other entities with autonomous information systems who have been ac-

cepted by the SO to interface with the System in role of IP, OP, or CP.

System Operator (SO)

Eurostat (European Commission) within the capacity tomanagemembership and coordinate

communication between System Members.

System Vendor (Vendor)

An entity that, in cooperation with the SO, delivers components (Service Node, MPC Engine)

that make up the System.

Trusted Execution Environment (TEE)

An input privacy technique based on specific CPU extensions.

User

Natural person authorised by a Client to use the System.

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| Glossary

1.0

25 / 82



D-16-1217

Public

Acronyms

DPIA

data protection impact assessment.

ESS

European Statistical System.

ESCoP

European Statistics Code of Practice.

EU

European Union.

GDPR

General Data Protection Regulation (EU) 2016/679.

IAM

identity and access management.

ICT

information and communication technology.

NSI

National Statistical Institute.

ONA

other national authority.

SPC

Secure Private Computing.

SBOM

Software Bills of Materials.

TTP

Trusted Third Party.
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List of deliverables

Work in the JOCONDE Project is divided into six tasks, each producing one or more deliverables.

The following list provides an overview of all project deliverables. The items in grey font refer

to interim versions and should be considered as deprecated. All final deliverables are publicly

available from the project page https://cros.ec.europa.eu/joconde.

• Task 1 – Usage scenarios and system requirements

– D1.1 Usage Scenarios and System Requirements – Interim version (deprecated)

– D1.2 Usage Scenarios and System Requirements – Final version

• Task 2 – Technology analysis

– D2.1 Technology Survey and Analysis

• Task 3 – Legal aspects

– D3.1 Legal Analysis

– D3.2: Part I – Governance Templates (this document)

– D3.2: Part II – Data Protection Impact Assessment Template

• Task 4 – System specifications and architecture

– D4.1 System Specification and Architecture – Interim version (deprecated)

– D4.2 System Specification and Architecture – Revised version (deprecated)

– D4.3 System Specification and Architecture – Final version

• Task 5 – Demonstrator prototype and functional testing

– D5.1 Demonstration Prototype, Test Cases and Test Results

• Task 6 – Trust building plan

– D6.1 Trust Building Plan
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Appendix A Membership Application

This Membership Application (hereinafter referred to as ”the Membership Application” or ”this

Application”) must be completed and submitted by a Candidate Member seeking membership

in the Solution.

1. Applicant information

Full official name of Candidate Member:

Official legal form:

Statutory registration number:

VAT registration number:

Full official address:

Legal jurisdiction:

Contact person:

Job title:

Email address:

Phone number:

Website:

2. Role(s) in JOCONDE Solution

Please indicate all the role(s) you wish to assume in the Solution:

� Client

� Computing Party (CP)

3. Authorised representatives

List individuals authorised to act on behalf of the Candidate Member:

Name Role Email Phone Signature

Declaration: By submitting this Application, the CandidateMember confirms that all Authorised

Representative have been duly appointed and are aware of their responsibilities under the Solu-

tion Policy.
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4. Compliance and Solution Policy acknowledgment

By submitting this Application, the Candidate Member hereby:

• Confirms that it has read, understood, and agrees to be bound by the JOCONDE Solution

Policy, including all compliance obligations and procedural standards.

• Acknowledges and agrees that this Application becomes effective immediately upon signing

and submission and applies throughout the membership evaluation process.

• Agrees to provide only truthful, accurate, and complete information.

• Acknowledges that failure to comply with these terms may result in rejection of the applica-

tion or termination of membership.

6. Additional information (optional)

[If you have any other relevant information regarding your application, please provide it here.]

7. Signature and submission

Candidate Member

Name of authorised signatory:

Title:

Date:

Entity seal (if applicable):

Submission method: this Application must be submitted electronically by email to [Insert e-

mail]. Submission of this form constitutes a binding agreement to the terms of the JOCONDE

Policy.

Next steps: You will be contacted within [XX] business days regarding the status of your appli-

cation.

Disclaimer: This Application does not guarantee membership. The SO reserves the right to

approve or reject applications.

Version: 1.0

Last updated: May 22, 2026

Issued by: EUROSTAT
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Appendix B JOCONDE Solution Policy

Policy owner: EUROSTAT (European Commission)

Effective date: May 22, 2026

Version: 1.0

1 Purpose and scope

1.1. This document sets forth the standard terms and conditions that govern the use of the JO-

CONDE Solution(hereinafter referred to as the ”Solution”) under the JOCONDE Solution Policy

(hereinafter referred to as ”the Policy” or ”this ”Policy”).

1.2. This Policy is a comprehensive policy established by the System Operator (SO) that defines

the terms and conditions under which the Solution may be accessed and used.

1.3. This Policy prescribes the intended use of the Solution, establishes roles and responsibilities,

sets forth acceptable use requirements, and outlines the consequences of policy violations.

1.4. This Policy is designed to ensure the secure, lawful, and compliant use of the Solution in

support of European and national statistical activities. Any failure to comply with this Policy

constitutes a violation and may result in corrective, disciplinary, or legal consequences.

1.5. All System Members are expected to act in good faith and in accordance with the principles

set forth in this Policy, including the Foundational Principles (FPs), acceptable use require-

ments, security obligations, and data protection standards.

1.6. This Policy applies to:

1.6.1. all System Members;

1.6.2. all environments in which the System is deployed;

1.6.3. all data processed in the System.

1.7. Access to or use of the Solution by System Members constitutes acceptance of the Solution

Policy. By accessing or using the Solution, System Members acknowledge having read, un-

derstood, and agreed to comply with this Policy. This acceptance remains valid and may be

subject to periodic reaffirmation or updates to accommodate changing operational needs.

1.8. This Policy constitutes an integral and inseparable part of all JOCONDESolution-related agree-

ments, including the System Agreement, Consortium Agreement, and Computation Service

Agreement (hereinafter referred to as ”Agreements”), and shall be deemed incorporated by

reference into each of these documents.

1.9. In the event of a conflict between the clauses of this Policy, the provisions of the FPs shall

prevail and shall take precedence over all other provisions.

1.10. In the event of a conflict between this Policy and any Agreement, the provisions of the System

Agreement shall prevail.

2 Foundational Principles

The System FPs are as follows:
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2.1. the System is envisioned as a single instance within the ESS domain to serve all NSIs and

their partners (FP1);

2.2. the System is envisioned to be used for the development and production (excluding dissem-

ination) of European and national statistics (FP2);

2.3. the SO defines the business rules and processes for System Members upfront. Each System

Member is expected to align these with their own organisation (FP3).

3 Definitions

Project Glossary

4 Solution

4.1. The ”Solution” includes the JOCONDE System (System) operated by the SystemOperator (SO),

along with supporting processes, agreements, and policies that implement the Multiparty

Secure Private Computation-as-a-Service (MPSPCaaS) concept.

4.2. The Solution provides a secure, interoperable, and compliant environment for data process-

ing, supporting statistical and administrative tasks across European institutions, including

trusted computation on confidential data for statistical authorities.

5 Eligibility to use the Solution

5.1. To be eligible to use the Solution, an entity must be a System Member.

5.2. System Member can be:

5.2.1. an official member of the ESS, including Eurostat, National Statistical Institute (NSI), or

other national authority (ONA);

5.2.2. a data provider from a public or private authority outside the ESS, where such provider

is formally engaged to contribute data to the Solution under law and/or a legally binding

agreement with the member of the ESS, and access is granted solely for the purposes of

data submission or validation. This entity may act as an IP.

5.2.3. Computing Party (CP), an independent System Member, who owns, operates, or other-

wise provides a Computing Node for hosting CTs.

5.3. System Member must ensure that all Authorised Representatives, including employees, ad-

here to the terms and conditions outlined in this Policy.

5.4. The Candidate Member is an entity seeking to become a System Member, either as a Client

(Input Party (IP), Output Party (OP)) or CP, or both.

5.5. By signing and submitting the Membership Application1, the Candidate Member expressly

agrees to be bound by the Solution Policy. This Policy becomes effective immediately upon

submission of the Membership Application and applies throughout the eligibility evaluation

process described in Section 6, including until the SO makes a final decision on whether the

Candidate Member is eligible to use the Solution.

1See Annex A.
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6 Evaluation of membership eligibility (pre-onboarding)

6.1. The Candidate Member shall complete, sign, and submit the Membership Application to the

SO to initiate the eligibility evaluation process.

6.2. The SO is responsible for verifying that Candidate Members satisfy the eligibility require-

ments specified in Section 5.

6.3. The Candidate Member must fully cooperate with the SO during the eligibility evaluation.

6.4. The Candidate Member shall indicate in the application its intention to be registered as a

Client, CP, or both; the SO will assess eligibility for each requested role.

6.5. The SO shall evaluate eachCandidateMember’s application anddetermine appropriatemem-

bership status and role assignments.

6.6. The SO assesses the technical and operational fitness of the Candidate Member, including

its capability tomeet the infrastructure and security requirements specified in this Policy and

System Agreement.

6.7. The SO may reject a Candidate Member’s Membership Application under the following cir-

cumstances:

6.7.1. the Candidate Member fails to provide verifiable documentation or respond to requests

for information.

6.7.2. the CandidateMember does notmeet the technical, security, or compliance requirements

outlined in this Policy, or other relevant agreements.

6.7.3. the Candidate Member is found to have engaged in unlawful, fraudulent, or malicious

behaviour, or there are grounds to suspect a breach of trust or security.

6.8. The SO makes the final decision on whether the Candidate Member is eligible to use the

Solution.

6.9. Upon successful evaluation of membership eligibility, the Candidate Member shall sign the

System Agreement and may proceed with the onboarding process.

7 Onboarding

7.1. After signing the System Agreement, the Candidate Member shall be granted full System

Member status and will be bound by the rights, responsibilities, and obligations set forth in

the System Agreement.

7.2. The SystemMembermust then complete the onboarding process, as specified in the System

Agreement, to participate in the System as an IP, OP, or CP.

7.3. The onboarding process ensures that all Clients and CPs are securely integrated into the

System and shall guarantee compliance with the System’s security, technical, and legal stan-

dards.

7.4. The onboarding process combines offline administrative actions with online authentication

processes for identification.

8 Obligations for managing Contractors

8.1. System Members may engage Contractors (sub-contractors, third-party service providers

and vendors), including but not limited to cloud service providers, software developers, soft-

ware auditors, data quality auditors, data scientists, to perform functions related to the So-

lution (hereinafter referred to as ”Contractor” or ”Contractors”).
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8.2. System Members shall ensure that all Contractors acting on their behalf are bound by, and

comply with, all applicable Solution policies, terms, and conditions, including but not limited

to data protection, security, and operational requirements.

8.3. In specific cases, the CT Consortium may grant exemptions from the obligations in 8.2. fol-

lowing a case-by-case assessment. Provided that such exemptions are granted in writing un-

der the Consortium Agreement, the System Member must implement additional measures,

where necessary, to ensure equivalent conditions are maintained.

8.4. SystemMembers remain ultimately responsible for any non-compliance by their Contractors,

regardless of the ability to enforce contractual obligations.

9 Establishment of the Computation Task Consortium

9.1. System Members must form a CT Consortium before initiating any CT to ensure proper col-

laboration and governance.

9.2. System Members shall identify and engage all necessary Clients (data owners and statistical

authorities) required for the specific CT.

9.3. SystemMembers shall facilitate the establishment of clear roles, responsibilities, and identi-

ties for all CT Consortium Members within the CT Consortium.

9.4. System Members must coordinate with all CT Consortium Members to establish the legal

and organisational framework for the CT.

9.5. System Members shall create and sign a Consortium Agreement that defines the intent, ob-

jectives, and technical parameters of the CT.

9.6. SystemMembersmust ensure that eachCT includes at least three distinct, non-colludingCPs,

selected through due diligence to verify independence and operational autonomy, thereby

ensuring the integrity and security of the MPC computation.

9.7. The CT Consortium must sign a Computation Service Agreement with every CP it engages.

The Computation Service Agreement may be signed individually or collectively, as appropri-

ate for the specific CT, depending on operational, legal, or organisational considerations.

9.8. System Members must ensure compliance with all applicable legal and regulatory require-

ments when forming the CT Consortium.

9.9. System Members shall maintain proper documentation and records of the CT Consortium

formation process and related agreements.

10 Acceptable use policy

10.1. System Members are expected to act in good faith.

10.2. Permitted use is defined as the lawful and authorised use of the Solution by System Mem-

bers, which includes but is not limited to the following activities:

10.2.1. System Member shall use the Solution only for its intended and authorised purposes.

10.2.2. System Member shall use the Solution lawfully, responsibly, and in compliance with all

relevant agreements, policies and standards.

10.2.3. System Member shall comply with all applicable laws, regulations, and organisational

policies, including data protection and security requirements.

10.2.4. System Member shall process data in accordance with documented procedures, authori-

sations, and governance protocols.

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| JOCONDE Solution Policy

1.0

34 / 82



D-16-1217

Public

10.2.5. SystemMember shall fulfil obligations and exercise rights in accordance with their desig-

nated status and role within the Solution.

10.2.6. System Member shall promptly report any suspected security incidents, policy breaches,

or suspicious activity to the SO.

10.3. Prohibited use encompasses all uses of the Solution that are strictly forbidden and include

but are not limited to the following activities:

10.3.1. System Members are strictly prohibited from using the Solution in ways that could rea-

sonably disrupt or interfere with other users’ legitimate activities or the overall System

stability.

10.3.2. System Members are strictly prohibited from using the Solution for unlawful, fraudulent,

or unethical purposes.

10.3.3. System Members are strictly prohibited from attempting to bypass security controls, cir-

cumvent access restrictions, or gain unauthorised access to data, systems, or services.

10.3.4. System Members are strictly prohibited from introducing, distributing, or executing ma-

licious code, malware, viruses, or any other harmful software.

10.3.5. System Members are strictly prohibited from engaging in activities that may reasonably

cause harm to the SO, System Members, other users or third parties.

10.3.6. System Members are strictly prohibited from interfering with, disrupting, or degrading

the operation, availability, or integrity of the Solution or its associated services.

10.3.7. System Members are strictly prohibited from accessing or attempting to access systems,

data, or services without proper authorisation.

10.3.8. System Members are strictly prohibited from using the Solution to distribute, store, or

transmit harmful, illegal, or inappropriate content.

11 Security rules

11.1. The System Member must comply fully with all relevant laws, regulations, and standards

to ensure that neither the processing of data nor the execution of CTs compromises the

confidentiality, integrity, or availability of the Solution or the data involved.

11.2. In accordance with Article 12(1)(a) of Commission Decision (EU, Euratom) 2017/46 dated

10.01.2017 regarding security of communication and information systems in the Commis-

sion (OJ L 6, 11.1.2017), System Members shall comply with the IT security policy and the

instructions issued by the SO regarding the use of the Solution, including proper access con-

trols, data handling procedures, and security protocols.

11.3. The System Members shall use all appropriate and proportionate technical, operational and

organisational measures to enable management of the cybersecurity risks, and to prevent

or minimise the impact of incidents to the Solution.

11.4. The System Members shall implement and maintain robust security measures to safeguard

the confidentiality, integrity, and availability of the Solution, its components, and associated

data.

11.5. In accordance with Articles 3, 7 and 8 of Commission Decision (EU, Euratom) 2015/443 dated

13.03.2015 concerning Securitywithin theCommission (OJ L 72, 17.3.2015), background checks

can be conducted on personnel2 in order to prevent and control risks to the security of Com-

mission staff, assets and information.

2“Personnel” shall refer to natural persons who are either directly or indirectly employed by the System Member

or who are contracted by the System Member for the purpose of using the Solution.
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11.6. The SystemMembers shall implement andmaintain appropriate securitymeasures to ensure

compliance with the requirements set forth in Commission Decision (EU, Euratom) 2017/46,

including the establishment of clear procedures for incident reporting and user accountabil-

ity.

11.7. In accordancewith Article 15(6) of CommissionDecision (EU, Euratom) 2017/46dated 10.01.2017

regarding security of communication and information systems in the Commission (OJ L 6,

11.1.2017), System Members shall promptly report all actual or suspected IT security inci-

dents to the relevant Commission IT helpdesk, ensuring timely notification of any potential

threats or breaches that could affect the security of the Solution or associated data.

11.8. In accordance with Article 12(2) of Commission Decision (EU, Euratom) 2017/46, any use of

the Solution that breaches applicable security requirements or instructions issued by the SO

may give rise to disciplinary proceedings.

12 Reporting violations

12.1. All actual or suspected violations of this Policy must be reported promptly to the SO.

12.2. Reporting may be initiated by any System Member or Contractor with knowledge of the

breach.

12.3. Violation reports should include:

12.3.1. a clear description of the violation or suspected violation;

12.3.2. the date, time, and location (where applicable) of the violation;

12.3.3. the parties involved;

12.3.4. any available evidence or logs (e.g. CT Log entries, system alerts);

12.3.5. the potential impact on the Solution, data integrity, or System stability.

12.4. The SO reserves the right to request additional information to conduct a full investigation.

13 Investigation

13.1. Upon receipt of a violation report, the SO shall initiate an investigation to assess the validity

of the reported incident.

13.2. Where a reasonable basis for a violation exists, the SO shall conduct a comprehensive inves-

tigation to determine:

13.1. the nature, scope, and severity of the violation;

13.2. whether the violation was accidental, negligent, or intentional;

13.3. the potential impact on the Solution, data confidentiality, System integrity, or other par-

ties;

13.4. whether the violation relates to a breach of the Consortium Agreement, Computation

Service Agreement, or System Agreement;

13.5. whether the violation contravenes any applicable legal or regulatory framework.

13.3. The SO may consult with the SA or other technical experts to assess the technical aspects of

the actual or suspected violation.

13.4. All investigations shall be conducted by the SO in a proportionate, timely, and confidential

manner, respecting the rights of all parties involved.
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14 Enforcement and accountability

14.1. The SO shall document all reported violations, investigations, and enforcement actions, in-

cluding the outcome and any corrective measures taken.

14.2. The System Member remains fully accountable for all actions taken by its Authorised Repre-

sentatives and Contractors.

14.3. The SO may impose additional sanctions if a violation undermines the integrity of the Solu-

tion or compromises the trust-based model of the System, including but not limited to:

14.3.1. mandatory audit of the System Member’s internal processes;

14.3.2. rejection of new CT proposals;

14.3.3. termination of the System Member’s membership in the System.

15 Non-compliance with Foundational Principles

15.1. Violations of the FPs are considered serious and may result in immediate enforcement ac-

tions, including those outlined in Sections 14.3.1. to 14.3.3. of this Policy.

15.2. Use of the Solution outside the ESS domain or for purposes other than those intended by

the SO (e.g. commercial use, non-statistical analysis) constitutes a material breach and may

result in permanent suspension.

15.3. Furthermore, any activity that breaches statistical confidentiality rules or other relevant legal

requirements – such as those under EU statistical legislation governing ESS activities – may

also result in disciplinary or legal consequences.

16 Appeal and review

16.1. A System Member or Contractor who receives an enforcement action may submit a formal

appeal to the SO within [14 days] of notification.

16.2. The appeal shall include:

16.1. a detailed explanation of why the action is contested;

16.2. supporting evidence or documentation;

16.3. a proposed resolution or corrective plan.

16.3. The SO shall review the appeal and issue a final decision within [30 days] of receiving it.

This decisionmay include confirmation, modification, or reversal of the original enforcement

action.

17 Data protection

17.1. All processing activities related to personal data shall comply with applicable EU and national

data protection legislation.

17.2. Personal data processing occurs at both the System-level and the CT-level.

17.3. System-level data processing:

17.3.1. System-level processing involves the SO handling personal data exclusively to provide,

operate, and secure the Solution, including, but not limited to, usermanagement, System

maintenance and optimisation.

17.3.2. Personal data processing at the System-level is governed by [Add references to applicable

rules, e.g. Eurostat Privacy Statement; System Agreement.]

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| JOCONDE Solution Policy

1.0

37 / 82



D-16-1217

Public

17.3.3. Personal data referred to in 17.3.1. includes:

17.3.3.1. information submitted via the Membership Application, including details regarding

Authorised Representatives of Candidate Members;

17.3.3.2. the name and contact details, [such as e-mail address andmobile telephone number],

of Authorised Representatives of System Members;

17.3.3.3. local System Logs and central Computation Task Logs (CT Logs); and

17.3.3.4. [Add all the personal data that will be processed at the system-level by SO.]

17.3.4. SO and each SystemMember shall deploy andmaintain one ormore System components

that generate System Logs in accordance with the technical specifications. [Further de-

tails on System components related to System Logs are set out in Section 4.3.10 (“System

Log”) in the D4.3 System Specification and Architecture – Final version.]

17.3.5. The SA shall be entitled to request, upon reasonable notice, access to complete or partial

extracts of the System Logs maintained by any System Members, solely for the purpose

of conducting an audit, compliance verification, or technical review under this Policy or

System Agreement. [For further details regarding audit procedures, refer to Section 7.3.6

(“P1.6 Audit the System”) of the D1.2 Usage Scenarios and System Requirements – Final ver-

sion.]

17.3.6. Regarding the processing referred to in Sections [17.3.3.1./17.3.3.2./17.3.3.3./17.3.3.4.],

the SO is in the role of [controller].

17.3.7. Authorised Representatives’ of the SO, the Candidate Members’, the SystemMembers’ or

the Contractors’ are data subjects.

17.3.8. With respect to the processing activities outlined in Section 17.3.5., the SA shall act in the

capacity of [processor] on behalf of the SO, who shall be designated as the data controller.

17.3.9. Personal data referenced in Sections [17.3.3.1., 17.3.3.2. and 17.3.3.4.] shall be retained

for [insert retention period] in accordancewith the policy set forth in Section 17.3.2., or for

a longer duration if required by applicable law, contractual obligations, or internal data

retention policies.

17.3.10. Local System Logs shall be retained for [twelve (12) months], unless a longer retention

period is mandated by applicable law, binding contractual obligations [e.g. the Consor-

tium Agreement], or internal data retention policies. Where multiple requirements apply,

the longest applicable retention period shall prevail.

17.4. CT-level data processing:

17.4.1. The data processing on the CT-level includes the processing of personal data during the

execution of CTs.

17.4.2. CT-level roles and responsibilities will be addressed in the Consortium Agreement be-

tween IPs and OPs, with specific requirements, where necessary, stipulated in the Com-

putation Service Agreement between the CT Consortium and the CP.

17.4.3. The CT Consortium shall ensure that, where Output Data contains personal data, all rel-

evant data protection aspects regarding the processing and retention of such data are

explicitly stipulated in the Consortium Agreement.

17.4.4. EachCTConsortiumMember, CP, and SO shall generate andmaintain local CT Logs records.

17.4.5. Processing of CT Logs shall be carried out exclusively for the purposes of complying with

applicable law and the binding directives of the CT Consortium, specifically including in-

cident response, forensic analysis, and compliance reporting related to the CT.

17.4.6. Local CT Logs shall be retained for [twelve (12)months] or for a longer duration if required

by applicable law or contractual obligations [e.g. the Consortium Agreement], or internal
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retention policies. Where multiple requirements apply, the longest applicable retention

period shall prevail.

17.4.7. The SO shall establish and maintain a centralised CT Logs repository. Each CT Consor-

tiumMember and CP shall securely transmit its respective CT Logs to this repository. The

central collection shall be utilised and processed exclusively for System monitoring, op-

erational traceability, compliance auditing, and security incident investigation.

17.4.8. The SO shall retain centrally collected CT Logs for a period of [three (3) years] from the date

of transmission, and until the final resolution of any ongoing audit, dispute, or regulatory

investigation.

17.5. Single point of contact:

17.1. The SO shall act as the single point of contact for data subjects.

17.2. Where any complaint or inquiry from a data subject falls outside the SO’s remit, the SO

shall forward such complaint or inquiry to the responsible SystemMember or, as applica-

ble, the CT Consortium.

17.3. The SO shall provide the communication channels as set out in Section 25.

18 Confidentiality

18.1. The Parties understand that theymay receive Confidential Information during usage (includ-

ing onboarding process) of the Solution, and the Candidate Member, System Member, and

the SO shall ensure that such information is held in strict confidence and protected in accor-

dance with applicable data protection laws and the terms of this Policy.

18.2. “Confidential Information” means data, information and knowledge disclosed by disclosing

entity (System Member, Candidate Member or the SO) which is not generally known to the

public and (a) is marked or specifically designated as confidential at the time of disclosure

or (b) by its nature would be reasonably understood to be proprietary or confidential. Infor-

mation regarding the Solution, the System, and any of their parts, including documentation,

shall constitute Confidential Information, to the extent that such information is not already

made publicly available.

18.3. All entities (Candidate Member, System Member or the SO) receiving Confidential Informa-

tion shall keep such data as secure as its own confidential information. The secrecy and

confidentiality of the Confidential Information shall be kept by way of efforts at least equiv-

alent to the efforts that Candidate Member, System Member or the SO normally applies to

its own confidential information, but in any event using no less than a reasonable degree of

care.

18.4. The Confidential Information may be used and disclosed only for the purposes of imple-

mentation of this Policy and only to the Candidate Member’s, System Member’s or the SO’s

Authorised Representatives, professional advisers and Contractors with a need to know, pro-

vided that each such person has previously been advised of the proprietary and confidential

nature of the Confidential Information and has entered into amutually signed written agree-

ment with the recipient of the Confidential Information that provides no less protection of

the Confidential Information of the discloser of the Confidential Information than the terms

of this Section “Confidentiality”.
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19 Monitoring and audit

19.1. The SO reserves the right to monitor the use of the Solution for security, compliance, and

operational purposes.

19.2. Monitoring activities may include, but are not limited to:

19.2.1. reviewing access logs and authentication records;

19.2.2. auditing System events and CT execution logs;

19.2.3. conducting periodic security assessments;

19.2.4. verifying compliance with data protection and security requirements.

19.3. Monitoring shall be conducted proportionately and in accordance with applicable laws.

19.4. The SO may conduct audits or investigations where misuse, security incidents, or Policy

breaches are suspected.

19.5. All monitoring and audit activities shall be documented and may be reviewed by the SA or

other authorised entities.

19.6. Monitoring does not constitute a waiver of confidentiality or privacy rights, and all data col-

lected shall be handled in accordance with data protection principles.

20 Review, maintenance and changes to the Policy

20.1. The SO reserves the right to amend, modify, or update this Policy at any time.

20.2. This Policy shall be reviewed by the SO at least every 12 months to ensure its continued

relevance and effectiveness.

20.3. This Policy shall also be reviewed following:

20.3.1. significant changes to the Solution or System, its architecture, or its operational use;

20.3.2. major incidents or breaches affecting the System;

20.3.3. updates to applicable legal, regulatory, or technical standards.

20.4. The review process shall incorporate feedback from System Members, the SA, and other rel-

evant stakeholders to ensure this Policy remains practical and operationally viable.

20.5. Any changes to this Policy shall be documented, approved by the SO, and communicated to

all System Members through official channels.

20.6. Each SystemMember is responsible for ensuring that all relevant Contractors are notified of

any changes to this Policy that may affect their activities or obligations under the Solution.

20.7. Such notifications will be provided with reasonable advance notice, and the updated Policy

will become effective on the date specified in the notification.

20.8. Continued use of the Solution following any changes constitutes acceptance of the revised

Policy terms.

20.9. The SO shall maintain a version history of this Policy, including the date of each revision,

effective date and the nature and summary of the changes.

21 Content and intellectual property

21.1. The IP retains ownership of their data submitted to the Solution.

21.2. All intellectual property rights in the Solution, including software, algorithms, documenta-

tion, and System components (excluding Contractor‘s components essential to the operation

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| JOCONDE Solution Policy

1.0

40 / 82



D-16-1217

Public

of the System), are retained by the SO or its licensors, with Contractor‘s components subject

to their respective licence terms.

21.3. The CT algorithm, including any code or specification defining the computation logic, may

be made public or shared as part of the CTS.

21.4. The use of the Solution does not grant any rights to the underlying data or to the results of

the computation beyond what is permitted under the relevant agreements.

21.5. The System Members and Contractors shall not submit any content that infringes on the

intellectual property rights of any third party.

22 Disclaimer and limitation of liability

22.1. The Solution is provided on an ”as is” and ”as available” basis.

22.2. To the fullest extent permitted by law, the SO excludes all warranties, representations, and

conditions, whether express or implied, includingbut not limited towarranties ofmerchantabil-

ity, fitness for a particular purpose, and non-infringement.

22.3. The SO shall not be liable for any direct, indirect, incidental, special, or consequential dam-

ages arising from:

22.3.1. the use or inability to use the Solution;

22.3.2. the interruption or failure of the Solution or related services;

22.3.3. the processing of data or content;

22.3.4. any breach of this Policy or related agreements.

22.4. The SO shall not be liable for any loss of data, revenue, profits, or business opportunities

caused by the use of the Solution.

22.5. Nothing in this section limits or excludes liability where it would be unlawful to do so.

23 Notices

23.1. Any notice required or permitted under this Policy shall be in electronic form, and sent by

email to the address designated by the System Member in the System Agreement, or as

subsequently updated.

23.2. Notices shall be addressed to themost recent contact details provided by the recipient to the

SO.

23.3. The notice shall be deemed delivered upon dispatch, provided that no transmission failure

notification is received by the sender.

23.4. If the recipient fails to provide or update their contact details, the SO shall be entitled to send

notices to the last known address or email.

24 Governing law and jurisdiction

24.1. The Solution Policy and the use of the Solution is subject to the laws of the EU, including

applicable EU regulations and directives, and, where necessary, supplemented by the laws

of the Grand Duchy of Luxembourg.

24.2. Any dispute arising from the use of the Solution or the interpretation of this Policy shall be

subject to the exclusive jurisdiction of the courts of Luxembourg.
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25 Contact

JOCONDE (Joint On-demand COmputation with No Data Exchange)

https://cros.ec.europa.eu/joconde

For any inquiries concerning this Policy, the SystemMember and Contractor may contact the SO

at [insert e-mail address].

For any questions regarding the processing of personal data, or for the exercise of rights granted

under applicable data protection legislation, the contact point shall be [insert contact details].

26 Version history

The version history (see Table 2) is an important component of the JOCONDE Solution Policy that

provides transparency and accountability in policy development. It enables effective governance

by documentingmodifications, authorisation, and changes, while facilitating audit readiness and

maintaining policy integrity over time.

Table 2. Version history of the JOCONDE Solution Policy

Ver-

sion

Date ofMod-

ification

Effective

Date

Description/Amendments Author/Approver

1.0 1 April 2026 30 April

2026

Initial release of the Solution

Policy

Cybernetica AS/Eurostat
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Appendix C System Agreement

This System Agreement (hereinafter “System Agreement” or “this Agreement”) is entered into

between:

The European Union, represented by the European Commission (“the SO”) represented for the

purposes of signing this contract by

• Forename, surname [insert forename, surname]

• Function [insert function]

• Department of authorising officer of EUROSTAT [insert department]

on the one part, and

• Full official name [Insert full name],

• Official legal form [insert official legal form],

• Registration number [insert registration number],

• Full official address [insert full official address],

• VAT number [insert VAT number] ,

(“System Member”), represented for the purposes of the signature of this contract by

• Forename, surname [insert forename, surname],

• Function of legal representative [insert function],

on the other part,

hereinafter also referred to individually as “Party” and collectively as “Parties”, as the contextmay

require,

who have agreed the following terms,

in situation where the System Member is acting in the role of

• Role(s) – [Insert chosen role(s): IP, OP, or CP].

1 Scope

1.1. The System Agreement establishes the overarching governance framework for the use of

the System and governs the rights, responsibilities, and obligations of all System Members

throughout their membership. This includes, but is not limited to, the onboarding and off-

boarding processes, access rights, compliance with policy requirements, data handling, se-

curity obligations, and the termination of membership.

1.2. The roles and obligations of the System Members are stipulated in the System Agreement

and the Policy, which is integrally linked to this Agreement.

1.3. The System Member hereby agrees to comply with the requirements set forth in this Agree-

ment and in the Policy, with the objective of using the System in accordance with the agreed

terms.

1.4. A Client may, at its discretion, also assume the role of a CP within a CT. In such cases, the

Client shall comply with all obligations applicable to a Client under the System Agreement
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and Policy, as well as all obligations applicable to a CP under the System Agreement, Com-

putation Service Agreement, and Policy.

1.5. The SystemMember shall ensure that its Authorised Representatives and Contractors follow

the same obligations from this Agreement and the Policy as the System Member itself.

2 Definitions

Project Glossary

3 Onboarding

3.1. General requirements for onboarding:

3.1.1. To be eligible for onboarding, a signed System Agreementmust exist between the SO and

the System Member.

3.1.2. The System Member may assume the role of the Client (an IP or OP) or CP (or any combi-

nation thereof).

3.1.3. During the onboarding process, the SO provisions the SystemMemberwith the necessary

credentials and access rights, including cryptographic keypairs registered in the System’s

identity management system (IMS). These credentials are used for secure authentication

and authorisation.

3.2. CP onboarding

3.2.1. The System Member must deploy and configure its Computing Node in accordance with

the technical specifications [Refer to the relevant documentation], including hardware

and software securitymeasures (e.g. secure enclaves, access controls, and loggingmech-

anisms).

3.2.2. System Member, aided by documentation and guidance from the SO, must provide the

necessary resources and integrate their Computing Node into the System’s Control Plane

infrastructure.

3.2.3. The System Member may host its Computing Node on-premise or via a cloud service

provider (CSP), provided that:

3.2.3.1. The System Member retains full control over the Computing Node and its data pro-

cessing operations;

3.2.3.2. The independence requirement of the CP is maintained (i.e. no shared infrastructure

or collusion risks);

3.2.3.3. All requirements of the System Agreement, Computation Service Agreement, and Pol-

icy are met.

3.3. Client onboarding

3.3.1. The SystemMembermust be prepared to use the ClientNode software to interactwith the

System. This includes having the necessary technical and administrative setup to deploy

and manage the Client Node.

3.3.2. The System Member must host the Client Node on its own or cloud infrastructure with

control over its operation and security.

3.3.3. The SO creates a System account for the System Member, enabling access to the Service

Node and other user-facing components. This account is used solely for interaction with

the Control Plane and does not grant direct access to the Data Plane.
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3.4. The SO may reject an System Member’s onboarding process under the following circum-

stances:

3.4.1. The System Member fails to provide verifiable documentation or respond to requests for

information within the specified timeframe.

3.4.2. The System Member does not meet the technical, security, or compliance requirements

outlined in the System Agreement, Policy, or other relevant agreements.

3.4.3. The SystemMember’s onboarding is deemed incompatible with the integrity, security, or

operational continuity of the System.

3.4.4. The System Member fails to complete the required onboarding steps, including identity

verification, technical setup, or policy acceptance.

3.4.5. The System Member is found to have engaged in unlawful, fraudulent, or malicious be-

haviour, or there are grounds to suspect a breach of trust or security.

3.5. If the onboarding process is aborted, the SystemMember shall not be granted full access to

the System and shall not be able to perform any role (e.g. IP, OP, or CP) until the onboarding

is successfully completed. The SystemMembermay be required to re-initiate the onboarding

process, subject to the SO’s discretion.

4 General requirements

4.1 Upon successful completion of onboarding, the SystemMember shall be granted full access

to the System and may use it in accordance with the role(s) assigned, including the rights,

responsibilities, and obligations associated with those roles.

4.2 The SO retains the authority to modify or revoke the System Member’s membership status

or role assignments as deemed necessary.

4.3 All SystemMembers must undergo regular compliance assessments to maintain their active

membership status.

4.4 System Members must promptly notify the SO of any changes in their legal status, opera-

tional capabilities, or contact information that may affect their System membership.

4.5 The System Member assumes responsibility for compliance with all applicable national and

EU laws, including data protection and statistical confidentiality requirements.

4.6 The SystemMember agrees that analysis code developed within any CT will bemade publicly

available, in accordance with the European Statistics Code of Practice.

4.7 The SystemMember acknowledges that all InterimData, Protected InputData, andProtected

Output Data will be securely erased or rendered permanently illegible upon termination of

any CT.

4.8 If theOutputData contains personal data, the relevant data protection requirementsmust be

clearly defined and binding within the Consortium Agreement, in accordance with applicable

data protection legislation.

5 Access and use of the System

5.1. The System shall be used only in compliance with this Agreement, Policy, Consortium Agree-

ment and Computation Service Agreement.

5.2. The access is managed through identity and access management (IAM).

5.3. The IAM shall ensure that only authorised System Members can access the System .
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5.4. Access permissions shall be granted based on the principle of least privilege.

5.5. The IAM shall maintain audit trails of all System access attempts and activities.

5.6. System Members shall be assigned specific roles and responsibilities within the System.

5.7. Access to different System functionalities shall be restricted based on the assigned roles.

5.8. The IAM shall implement multi-factor authentication for all System Members with adminis-

trative privileges.

5.9. Regular access reviews shall be conducted to ensure that access rights remain appropriate.

5.10. The SO shall have the authority to suspend or revoke access rights of any System Member

who violates System policies or poses a security risk.

5.11. All access attempts and activities shall be logged and monitored for security purposes.

5.12. System Members shall be responsible for maintaining the confidentiality of their access cre-

dentials.

5.13. SystemMembers shall notify the SO immediately upon discovery of any unauthorised access

or suspected security breach.

6 System Operator obligations

6.1. System Operator shall:

6.1.1. Manage the onboarding of new System Members into the System.

6.1.2. Verify the true identity and affiliation of the System Members.

6.1.3. Provide credentials to System Members during onboarding.

6.1.4. Reject a System Member if the onboarding criteria are not met.

6.1.5. Onboard at least three Computing Parties to enable the MPC paradigm.

6.1.6. Verify that CPs comply with security standards and maintain independence from each

other.

6.1.7. Select the default set of CPs based on mutual independence, technological capability,

legal compatibility, and public trust.

6.1.8. Ensure that the default set of CPs is capable of serving CTs on-demand.

6.1.9. Verify that Computing Nodes are fully operational and interfaced with the Control Plane

Subsystems.

6.1.10. Manage the offboarding of System Members from the System.

6.1.11. Ensure that the leaving member hands over all CT Logs in its possession before offboard-

ing.

6.1.12. Revoke the System Members’ credentials when they leave the System.

6.1.13. Ensure that logs associated with an offboarded SystemMember are securely retained for

audit purposes.

6.1.14. After the retention period ensure that logs are securely deleted or rendered permanently

illegible.

6.1.15. Ensure proper logging of all offboarding actions.

7 Input Party obligations

7.1. Input Party shall:

7.1.1. Deploy a Client Node within own infrastructure.
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7.1.2. Form a CT Consortium with the other Clients.

7.1.3. Inform CT Consortium about data confidentiality needs.

7.1.4. Review and sign the CTS to authorise data use.

7.1.5. Appoint Authorised Representative to access and upload Restricted Data agreed in the

Computation Task Specification (CTS).

7.1.6. Extract agreed dataset(s) from internal records.

7.1.7. Apply necessary transformations to prepare Input Data in the form agreed in the CTS.

7.1.8. Verify identities of other CT Consortium Members (”out-of-band”).

7.1.9. Validates Input Data locally.

7.1.10. Use local Client Node to apply protection to Input Data.

7.1.11. Use local Client Node to distribute Protected Input Data among Computing Nodes.

7.1.12. Not construct input data that compromises the confidentiality of other IPs’s data, includ-

ing, but not limited to, data exfiltration attempts, inference attacks, or other malicious

data injection techniques designed to access protected input data.

8 Output Party obligations

8.1. Output Party shall:

8.1.1. Deploy a Client Node within own infrastructure.

8.1.2. Conceptualise and propose a new Computation Task.

8.1.3. Form a Computation Task Consortium with the other Clients.

8.1.4. Consider output confidentiality risks and inform IPs about them.

8.1.5. Draft a Computation Task Specification defining the task.

8.1.6. Assign an employee to oversee Computation Task consolidation.

8.1.7. Ensure that the Computation Task Specification includes amachine- and human-readable

analysis algorithm.

8.1.8. Verify identities of other CT Consortium Members (”out-of-band”).

8.1.9. Assign the Authorised Representative to retrieve results.

8.1.10. Submit the CTS to the System via its local Client Node.

8.1.11. Approve and signs the CTS as part of the CT Consortium approval process.

8.1.12. Ensure that the data quality assurance algorithm is applied to data of relevant IPs.

8.1.13. Use its local Client Node to retrieve the Protected Output Data from the System.

8.1.14. Retrieve Protected Output Data within the retention deadline.

9 Computing Party obligations

9.1. Computing Party shall:

9.1. Assign an IT administrator responsible for maintaining the Computing Node infrastruc-

ture.

9.2. Deploy necessary infrastructure with properly configured hardware and software security

controls.

9.3. Integrate Computing Node into the System with support from the SO.

9.4. Ensure that ComputingNodes are fully operational, interfacedwith the Control Plane Sub-

systems, and properly configured to execute the CT according to the CTS.

9.5. Be a legally independent entity from other CPs in the same CT to prevent collusion.
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10 CT Consortium formation

10.1. The primary purpose of the System is to facilitate the collaborative analysis of data by Clients

under the MPC Engine with minimal effort.

10.2. Initiation of a new CT requiring input from multiple Clients shall be commenced by an OP

who identifies a requirement or conceptual basis for such CT.

10.3. Any Client shall be entitled to propose the formation of a new CT.

10.4. The initiator shall notify all requisite Clients necessary for such CT, including data-owning

parties (IPs) and, where applicable, other statistical authorities interested in the computa-

tional output (OPs).

10.5. Such IPs and OPs shall constitute a CT Consortium and shall agree upon the legal and organ-

isational parameters of the intended computation by executing and signing a Consortium

Agreement.

10.6. The Consortium Agreement shall constitute the binding legal instrument integrating the in-

tent of the CT Consortium with technical specifications, including System-specific identities

of the CT Consortium members and the specific algorithm to be computed with the MPC

Engine.

10.7. Subsequent to the definition of the scope of the new CT, the technical specifications shall be

formalised as a CTS.

11 CTS technical specifications and content requirements

11.1. General content requirements

11.1.1. The computation of a CT shall not commence unless a signed Computation Task Specifi-

cation (CTS) has been executed and the Input Data has been prepared.

11.1.2. The CTS shall constitute the exhaustive specification of all technical details concerning a

CT.

11.1.3. The CT Consortium shall ensure that the CTS incorporates, at a minimum, the following

particulars:

11.1.3.1. the definition of the data analysis algorithm;

11.1.3.2. the list of Clients, including assigned roles and identities;

11.1.3.3. the specification of the ;

11.1.3.4. applicable deadlines;

11.1.3.5. the MPC Engine.

11.2. Algorithm and data specifications

11.2.1. The definition of the data analysis algorithm shall delineate the function(s) applied to the

Input Data to produce the Output Data.

11.2.2. The definition shall be rendered in both machine-readable and human-readable formats.

11.2.3. The definition shall comprise computer source code written in a programming language

readily amenable to review by analysts.

11.2.4. The Input Data specification shall be detailed to ensure clear communication regarding

expected data structures.

11.2.5. Input Data shall be provided exclusively in tabular or vector formats.

11.2.6. Datamodelswithin theCTS shall, for each InputData table, specify thenumber of columns

and the data type of each column.
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11.2.7. Each Input Data table shall be uniquely identified and associated with the IP responsible

for providing such table.

11.2.8. An IP shall not be restricted to the provision of a single Input Data table.

11.2.9. The Output Data specification is optional. It is not necessary for aminimal solution where

the Output Data constitutes a single set of pre-agreed values accessible to all OPs.

11.2.10. The Output Data shall be derived from the analysis program code.

11.2.11. The data analysis algorithm code shall explicitly identify the values which are to be re-

vealed to the OP.

11.2.12. The Output Data shall comprise one or more instances of scalar or vector values.

11.2.13. It is envisaged that certain prospective use cases may require assigning specific subsets

of Output Data to be revealed only to designated OPs within a single CT. In such cases,

the CTS shall contain an explicit declaration of the Output Data specification.

11.2.14. The Output Data specification shall encode the association between the OP and the com-

puted Output Data value.

11.3. Role definition and identity

11.3.1. The CTS shall specify the list of Clients, including assigned roles and identities. This list

shall be restricted to those Clients participating in the CT in IP or OP roles.

11.3.2. The configuration of roles shall be sufficiently flexible to accommodate a wide range of

envisioned scenarios.

11.3.3. Machine-readable or cryptographic Client identities embedded within the CTS shall serve

the following two purposes:

11.3.3.1. to facilitate the reliable identification of peers by Clients;

11.3.3.2. to enforce access control within the MPC infrastructure.

11.3.4. The inclusion of data quality assurance algorithms is optional, imposing further user-

defined restrictions on uploaded Protected Input Data. If present, such algorithms shall

be specified in a manner consistent with the main data analysis Algorithm. Data qual-

ity assurance constitutes an invocation of MPC on the Protected Input Data of one IP. It

shall not, however, extract or return any Output Data, but shall contain only the necessary

assertions to verify the fitness of the data ahead of the CT execution.

11.3.5. The ’List of Computing Parties’, a field within the CTS, designates the CT to a specific set of

CPs. This list shall provide meaningful and reliable information for the IPs and OPs to ob-

tain assurance regarding the identities of the CPs. The Clients shall be able to cross-check

these facts by contacting a CP directly. Additional details, such as the IP addresses or fully

qualified domain names of the Computing Nodes, are essential for the client application

to communicate with the MPC infrastructure.

11.3.6. The selectedMPC Engine shall be declared in the CTS to indicate to the Clients the security

characteristics of the CT.

12 CTS governance, lifecycle and termination

12.1. Formation and approval

12.1.1. The CTS shall be submitted via the Client Node for review and formal approval by the

remainder of the CT Consortium Members.

12.1.2. Each CT Consortium Member shall utilise its respective Client Node to review and subse-

quently sign the CTS using a System-specific identity. During this process, CT Consortium

Member shall incorporate specific internal sub-identities into the CTS. Thereafter, the CPs

shall utilise such sub-identities (public keys) to grant access to authorised users.
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12.1.3. Upon receipt of all signatures from the CT Consortium Members, the SO shall verify that

the CTS conforms to the System Agreement and forward the CTS to the CPs.

12.1.4. The Computing Node shall admit only CTS that have been forwarded to them by the SO

via the Service Node.

12.1.5. The CTS shall serve as the interface between the Control Plane and the Data Plane, ensur-

ing compliance with all rules as defined and agreed.

12.1.6. Prior to the existence of a CT, Clients shall engage with the System and with one another

to define the CTS.

12.2. Lifecycle stages and deadlines

12.2.1. The lifecycle of the CT shall commence upon the initial submission of the CTS into the

System.

12.2.2. The CT lifecycle shall comprise the following stages: Emerging, Instantiated, Finished, and

Cancelled.

12.2.3. The CTS signing deadline constitutes the time-framewithin which IPs andOP are required

to sign the CTS.

12.2.4. Failure to comply with the signing deadline shall result in the cancellation of the CTS.

12.2.5. The Input Data upload deadline constitutes the time-frame within which IPs are required

to prepare and upload the data.

12.2.6. Data lifecycle deadlines shall be strictly enforced to prevent delays or discrepancies be-

tween the System Members.

12.2.7. The Client shall retain the discretion to select a default, custom, or hybrid set of CPs for

a specific CT. New candidate CPs must first become System Members (via the System

Agreement), complete onboarding, and sign the Computation Service Agreements prior

to participating in a CT.

12.2.8. The Clients shall further be entitled to specify themselves as the CPs of the task, provided

they have previously passed the CP onboarding procedure.

12.2.9. Deadlines for the CT lifecycle stages shall be embedded in the CTS to strictly define the

allotted timeframes for Client actions. The components of this item shall be as described

in the task lifecycle section and provided in a date-time representation.

12.2.10. A specific timeslot shall be allocated for the execution of the CT.

12.3. Termination and abort protocols

12.3.1. The SO shall reserve the right to terminate a CT at any time tomitigate a System violation,

abuse, or potential harm upon detection.

12.3.2. Termination in the Emerging phase, prior to deployment, may be effected if the SO ex-

plicitly rejects the CTS.

12.3.3. Any abstention from, or failure to sign, the CTS by the agreed deadline shall result in the

termination of the CT.

12.3.4. During the Instantiated phase, termination may additionally be invoked via a decisive

action to pre-emptively abort a deployed CT. Such an abort may be issued by the SO, OP

or IP and shall take effect immediately.

12.3.5. The issuance of any abort shall be recorded within the System to facilitate subsequent

analysis.

13 Runtime execution and data management

13.1. Data preparation and submission
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13.1.1. An IP shall utilise its local Client Node to apply protection to Input Data and facilitate the

distribution of Protected Input Data among Computing Nodes.

13.1.2. The architecture may incorporate an additional software component that interfaces di-

rectly with the IP’s existing database system.

13.1.3. The upload process for Protected Input Data shall fail if the server-side data validation

step fails.

13.1.4. Compliance with the specified data model shall be subject to local and server-side valida-

tion.

13.2. Computation execution

13.2.1. Execution of the CT shall be initiated automatically upon receipt of Input Data from all IPs.

13.2.2. Only the specific data analysis function previously approved shall be permitted to run.

13.2.3. Executions may be long-running, ranging from a few seconds to a few days to complete.

13.2.4. The MPC Engine shall be capable of performing basic operations on 100 million records

within three days.

13.3. Data lifecycle, deletion and retention

13.3.1. Upon successful completion of the computation and storage of Protected Output Data at

the CPs, the Protected Input Data shall be automatically deleted.

13.3.2. The requirement stipulated in 13.3.1. appliesmutatis mutandis to Interim Data, being the

side-product of the Computation.

13.3.3. The MPC infrastructure shall technically enforce the associations regarding Input Data

and Output Data as part of access control protocols.

13.3.4. Upon completion of the Computation, the OP shall be notified and are obligated to re-

trieve their results within a prescribed time-frame.

13.3.5. The retrieval process shall be coordinated through the Client Node by issuing notifications

to the OPs regarding required actions.

13.3.6. When requesting Protected Output Data for download, the Computing Node shall verify

the Client’s identity against the CTS, authorising only the pre-agreed OPs to receive the

results.

13.3.7. Once all OPs have retrieved the Protected Output Data, all data connected to the CT shall

be deleted.

13.3.8. Should any OP fail to retrieve the Protected Output Data within the stipulated time, the

CT and associated data shall be erased.

13.3.9. Data retention shall be enforced up to the deadline, by which any Protected Output Data

not retrieved shall be automatically erased.

13.3.10. Upon termination of the CT, all resources at the CPs related to said CT shall be cleaned

up. This shall include Protected Input Data, Interim Data and Protected Output Data.

13.3.11. Relevant System Log and CT Log shall remain for later analysis.

14 Security Obligations of the System Operator and System
Members

14.1. The SO shall continuously monitor the System’s security posture, including the Control Plane

and Data Plane components.

14.2. The monitoring activities defined in 14.1. shall comply with internal security policies and all

applicable national and EU regulations, and shall include:
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14.2.1. real-time detection of anomalies, suspicious activities, and potential security incidents;

14.2.2. regular assessment of System health, performance, and compliance with security stan-

dards;

14.2.3. proactive identification of vulnerabilities in infrastructure, software, and processes.

14.3. All System Members shall maintain detailed, tamper-evident logs of all activities related to

their participation in the System. Specifically:

14.3.1. Each System Member shall maintain a local CT Log that records all events within the con-

text of every CT it participates in, including:

14.3.1.1. creation and signing of CTSs;

14.3.1.2. submission of Input Data by IPs;

14.3.1.3. execution of Computation on the MPC infrastructure;

14.3.1.4. process steps and communication events.

14.4. The SO shall maintain a central CT Log that aggregates all events from all CTs across the

System, ensuring a complete audit trail.

14.5. Each System Member shall maintain a local System Log that records all system-wide events

not tied to a specific CT, such as:

14.5.1. configuration changes;

14.5.2. service availability and downtime;

14.5.3. authentication and access control events;

14.5.4. System component failures or updates.

14.6. The central CT Log, local CT Logs, and System Logs shall be accessible to the SA for auditing

and oversight purposes upon request.

14.7. Log retention periods for the logs specified in Section 14.6. of this Agreement are set forth

in Sections 17.3.10., 17.4.6., and 17.4.8. of the Policy.

14.8. All logs shall be stored in a secure, tamper-evident manner, with integrity checks (e.g. cryp-

tographic hashing) to detect unauthorised modification.

14.9. The SO shall conduct regular audits of the System to verify compliance with security policies,

technical requirements, and legal obligations. These audits shall include:

14.9.1. verification of log integrity and completeness;

14.9.2. assessment of the security posture of all CPs and Clients;

14.9.3. review of access controls, authentication mechanisms, and key management practices;

14.9.4. validation of the independence and non-collusion requirements of CPs.

14.10. The SO shall have a documented incident response plan to address security breaches, system

failures, or malicious behaviour. This includes:

14.10.1. immediate suspension of affected System Members or CTs upon detection of a threat;

14.10.2. notification of relevant stakeholders, including the SA, within [24 hours] of an incident;

14.10.3. root cause analysis and remediation actions to prevent recurrence.

14.11. The SO shall verify that all System Members comply with the security requirements outlined

in the System Agreement and Policy. This includes:

14.11.1. pre-onboarding verification of identity, infrastructure, and security controls;

14.11.2. periodic re-verification of compliance during membership;

14.11.3. audits of key management, access control, and data handling practices.
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14.12. All System Members shall adhere to the technical security standards specified in the System

Agreement, including:

14.12.1. use of secure communication protocols (e.g. TLS 1.3);

14.12.2. implementation of strong authentication mechanisms (e.g. multi-factor authentication,

cryptographic key pairs);

14.12.3. regular patching and vulnerability management;

14.12.4. isolation of sensitive data and computation environments (e.g. secure enclaves).

14.13. CPs shall operate independently of each other and from other System Members to prevent

collusion. The SO shall verify this independence through:

14.13.1. assessment of organisational structure and governance;

14.13.2. review of infrastructure ownership and control;

14.13.3. verification of key management and access control policies.

14.14. The SO shall ensure that all System Members are securely removed from the System upon

termination or rejection. This includes:

14.14.1. immediate revocation of access credentials;

14.14.2. secure erasure of all data and logs associated with the System Members upon termina-

tion, except where retention is required by law, regulatory obligations, or internal policies,

or where such data is necessary for ongoing or future audits;

14.14.3. monitoring of any residual activity or data leakage.

15 Content and intellectual property

15.1. The intellectual property rights stipulated in Section 21 of the Policy shall govern the content

generated within the System.

15.2. The scope of “content” includes all deliverables, inputs, outputs, logs, and associated rights

generated throughSystemparticipation. This encompasses intellectual property rights, trade

secrets, know-how, and data derived from such activities.

15.3. Any deviation from the intellectual property rights outlined in the Policy must be explicitly

agreed upon in writing.

15.4. The intellectual property rights pertaining to the CT shall be regulated by the Consortium

Agreement.

16 Data protection

16.1. The data protection requirements stipulated in Section 17 of the Solution Policy shall apply

to the Parties.

16.2. [Any deviations from Section 17 of the Solution Policy shall be expressly set forth below,

except for matters pertaining to CT-level data processing, which shall be governed by the

Consortium Agreement or Computation Service Agreement. Insert deviations or delete this

placeholder.]

17 Confidentiality

17.1. The Parties understand that they may receive Confidential Information during the fulfilment

of the Agreement, and both the SystemMember and the SO shall ensure that such informa-
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tion is held in strict confidence and protected in accordance with applicable data protection

laws and the terms of this Agreement.

17.2. ‘Confidential Information” means data, information, or knowledge disclosed between the

Parties that is not generally known to the public and (a) is marked or specifically designated

as confidential at the time of disclosure, or (b) by its nature would be reasonably understood

to be proprietary or confidential. Information regarding the Solution, the System, and any

of their parts, including documentation, shall also constitute Confidential Information, pro-

vided that such information is not already made publicly available.

17.3. The Parties shall keep such data as secure as its own confidential information. The Par-

ties shall maintain the secrecy and confidentiality of the Confidential Information by way of

efforts at least equivalent to the efforts that System Member normally applies to its own

confidential information, but in any event using no less than a reasonable degree of care.

17.4. The Confidential Informationmay be used and disclosed only for the purposes of implemen-

tation of this Agreement and only to the Parties’ Authorised Representatives, professional

advisers and Contractors with a need to know, provided that each such person has previously

been advised of the proprietary and confidential nature of the Confidential Information and

has entered into a mutually signed written agreement with the recipient of the Confidential

Information that provides no less protection of the Confidential Information of the discloser

of the Confidential Information than the terms of this Section “Confidentiality”.

18 Liability

18.1. Suspension.

18.1.1. If System Member do not comply with the terms and conditions, the membership of the

System Member can be suspended.

18.1.2. [Insert term/other addition to this provision].

18.2. Limitations of liability:

18.2.1. Exclusion of Consequential Damages. No Party shall be responsible to the other Party for

any indirect or consequential loss or similar damage such as, but not limited to, loss of

profit, loss of revenue or loss of contracts.

18.2.2. Force Majeure. A party shall be released from liability to compensate loss or from the

obligation to perform certain obligations pursuant to this System Agreement provided

the loss or the omission is due to an event beyond the Party’s control that the Party could

not have foreseen at the time of concluding this System Agreement or any other agree-

ment between the Parties and the event prevents, significantly obstructs, or delays the

performance thereof (herein “Force Majeure”). The Party whose performance is so pre-

vented shall promptly inform the other Party of the Force Majeure event and such Party

shall use all reasonable efforts to mitigate damages to the extent possible. If a Force Ma-

jeure event prevents the performance of the System Agreement or any other agreement

between the Parties for more than ninety (90) days, each Party has the right to terminate

this Agreement or other agreement between the Parties by written notice to the other

Party.

18.2.3. [Insert limitation]

18.3. In case of the Candidate Member or SystemMember breaches this Agreement, the SO is en-

titled to contractual penalty in the amount of [XX] EUR. The right to claim contractual penalty

does not limit right to claim damages provided by law.
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19 Term and termination

19.1. The agreement enters into force on the date on which the last party signs it.

19.2. The Agreement shall remain in force until [XX].

19.3. Either Party may terminate this Agreement:

19.3.1. with 6 months prior notice;

19.3.2. [insert additional provision, if needed]

19.4. The SOmay terminate the Agreement with immediate effect if the SystemMember breaches

this Agreement and/or the Policy.

19.5. Upon termination:

19.5.1. the System Member must cease to use the System;

19.5.2. all the rights granted with this Agreement and/or with the Policy to the System Member

will be revoked by the SO;

19.5.3. [insert additional provision, if needed]

20 Off-boarding

20.1. Off-boarding can happen due to SystemMember leaving the System itself or being removed

from the System.

20.2. The System Member will be removed from the IAM.

20.3. The SO may take actions against the System Member if the System Member did not fulfil its

obligations or acted in any other way maliciously.

20.4. System Member in the role of the Client must accept that upon termination of the CT all

Interim Data, Protected Input Data and Protected Output Data will be securely erased or

made permanently illegible.

20.5. SystemLog that transcends any specific CTwill bemade available to the SA andother relevant

auditing and reviewing authorities.

20.6. In case of termination of this Agreement, provisions of this Section Off-boarding and Section

Term and Termination apply.

20.7. In a scenario where System Members leave or are removed from the System, they are first

removed from the IAM by the SO.

20.8. The SO must consider whether or not to take action with respect to previously existing and

already deployed CTs associated with the System Member.

20.9. For example, a termination of a CP under the suspicion of being malicious must be effective

immediately throughout the whole System, i.e. also in the MPC infrastructure to prevent

further possible damage following the CP’s execution of subsequent CTs.

20.10. Hence the SO must exercise their power to abort the relevant CTs.

20.11. The Control Plane Subsystems ensure that newCTs that contain offboarded SystemMembers

could not be consolidated.

21 Miscellaneous

21.1 Governing law. The Agreement is governed by, and is to be construed in accordance with,

the substantive law of Luxembourg without regard to the conflicts of law principles thereof.
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The United Nations Convention on Contracts for the International Sale of Goods shall not

apply.

21.2 Jurisdiction. Any differences between Parties in the interpretation or application of the

Agreement shall be settled amicably by mutual consultation. In case an amicable settlement

cannot be reached, the courts of Luxembourg have exclusive jurisdiction over any dispute

regarding the interpretation, application or validity of the agreement.

21.3 Independent Parties. The relationship of the SO and the System Member shall be that of

contracting parties and Parties will act solely as independent entities. Nothing contained

herein will be construed to create the relationship of partners or joint venture. Neither Party

shall have any authority to (1) act as the other Party’s authorised representative, (2) to assume

any obligations in the name of or on behalf of the other Party, (3) to make any promise,

representation or contract of any nature on behalf of the other Party.

21.4 No Assignment. None of the Parties may assign or transfer the Agreement as a whole, or

any of its rights or obligations under it, without first obtaining the written consent of the

other Party. That consent may not be unreasonably withheld or delayed.

21.5 Notices. Anynotice to begivenunder this Agreementmust be inwritten form (for example e-

mail), unless this Agreement explicitly requires the notice to be signed by hand, by electronic

signature or equivalent. Notice shall be deemed served and received by the notified Party, (a)

if hand delivered, at the time the notice is delivered in person to the individual or member

or officer of the notified Party for whom it was intended, (b) if sent by courier, at the date

of signature of the notified Party, (c) if sent by registered letter, at the date three (3) days

after the registered sending, (d) if sent by facsimile, at the date such notice is transmitted

by facsimile, provided that such transmission is subsequently confirmed by telephone, (e) if

sent by email, at the date after the email was sent, provided the sender does not receive a

notice of error or failure to complete the transmission to the correct email address.

21.6 Interpretation. The headings of the Sections in the Agreement are for the purpose of con-

venience and reference only and shall not be used in the interpretation of nor modify nor

amplify the terms of the Agreement nor any section or clause hereof.

21.7 Severability. If any provision of this Agreement is held to be invalid, all other provisions will

remain in full force and will not in any way be impaired. The Parties agree to replace the

invalid provision by a valid provision, which shall best reflect the Parties’ original intention

and shall to the maximum extent possible achieve the same economic result.

21.8 Order of Precedence. This Agreement is intended by the Parties to be read and interpreted

along with its Annexes and the Policy without conflict among or between any of their provi-

sions. In the event any such conflict should arise, the Parties agree that the System Agree-

ment shall take precedence to the extent of the inconsistency.

21.9 Survival. Provisions of this Agreement that by their nature regulate the rights and obliga-

tions of the Parties after the termination or expiry of this Agreement shall remain in force

after the termination or expiry of this Agreement. This concerns, above all, the provisions

regulating dispute resolution, governing law, confidentiality, proprietary rights and liability

of the Parties.

21.10 Amendments. No variation or amendment of this Agreement shall be effective unless it

is made in writing and signed by each respective Party’s Authorised Representatives. The

Policy can be unilaterally amended and changed by the SO as stipulated in the Policy.

21.11 Execution. This Agreement shall be signed [by hand in identical counterparts equal to the

number of the Parties, of which each Party shall have one copy / digitally].
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Appendix D Consortium Agreement

This agreement (hereinafter ”Consortium Agreement” or ”this Agreement”) is entered into be-

tween:

• Full official name [Insert full official name],

• Official legal form [insert official legal form],

• Registration number [insert registration number],

• Full official address [insert full official address],

• VAT number [insert VAT number]

(”the IP1”), represented for the purposes of the signature of this contract by

• Forename, surname [insert forename, surname],

• Function of legal representative [insert function of legal representative],

and

• Full official name [Insert full official name],

• Official legal form [insert official legal form],

• Registration number [insert registration number],

• Full official address [insert full official address],

• VAT number [insert VAT number]

(”the IP2”), represented for the purposes of the signature of this contract by

• Forename. surname [insert forename, surname]

• Function of legal representative [insert function of legal representative],

and

• Full official name [Insert full official name],

• Official legal form [insert official legal form],

• Registration number [insert registration number],

• Full official address [insert full official address],

• VAT number [insert VAT number]

(”the IP3/OP”), represented for the purposes of the signature of this contract by

• Forename, surname [insert forename, surname]

• Function of legal representative [insert function of legal representative],

on the other part,

hereinafter also referred to individually as CT Consortium Member and collectively as “the CT

Consortium”, as the context may require,

who have agreed the following terms:

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| Consortium Agreement

1.0

57 / 82



D-16-1217

Public

1 Purpose

1.1. The purpose of this Consortium Agreement is to define the relationship among the CT Con-

sortium in connection with the CT, focusing on the CT Consortium’s internal organisation,

the allocation of work, the management of the CT, and the framework for the CT Consor-

tium’s interactions. The Consortium Agreement sets out the rights and obligations of the CT

Consortium Parties towards each other, including but not limited to liability, confidentiality,

use of resources, intellectual property rights, and dispute resolution (hereinafter referred to

as the “Purpose”).

2 Definitions

Project Glossary

3 Computation Task

3.1. General

3.1.1. The CT Consortium agrees that the CT must involve at least three different CPs.

3.1.2. The CT Consortium and its parties must follow the Solution Policy.

3.2. Initiating CT

3.2.1. The CT Consortiummust draft the CTS, which describes explicit details of the CT execution.

3.2.2. Once the CTS is drafted, the CT Consortium Member, who initiated the CT, submits it via

its local Client Node for review and approval by the rest of the CT Consortium Members.

3.2.3. Each CT Consortium Member uses its own Client Node to review and then sign the CTS

using their System-specific identity.

3.2.4. When all CT Consortium Members have signed the CTS, the SO checks if the CTS is in line

with the System Agreement and forwards it to CPs.

3.3. Executing CT

3.3.1. The CT is executed in accordance with the CTS and under the supervision of the SO.

3.3.2. All CT ConsortiumMembers must ensure compliance with the CTS and the System Agree-

ment.

3.3.3. The CT must be executed using the MPC technology specified in the CTS.

3.3.4. All CT Consortium Members are responsible for the timely submission of their respective

Input Data and retrieval of the Output Data.

3.3.5. The CT must be completed within the deadlines specified in the CTS.

3.3.6. Any deviation from theCTSor SystemAgreementmust be reported to the SO immediately.

4 Consortium governance structure and roles

4.1. The CT Consortium consists of IPs and OPs.

4.2. The Parties shall hold meetings if any decisions must be made. Meetings may also be held

by teleconference or other telecommunication means.

4.3. The Parties have the obligation to take part in the meetings. If a CT Consortium Member is

unable to participate in a meeting, it must notify the other CT Consortium Members at least

48 hours prior to the scheduled meeting and designate a duly authorised representative

who has the necessary authority to make decisions on behalf of the absent CT Consortium

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| Consortium Agreement

1.0

58 / 82



D-16-1217

Public

Member. The designated representative must be formally appointed in writing and must be

a senior official with appropriate decision-making authority.

4.4. The CT Consortium shall not deliberate and decide validly in meetings unless all CT Consor-

tium Members are present or represented (quorum). If the quorum is not reached, the CT

Consortium shall convene another ordinary meeting within 15 calendar days. If in this meet-

ing the quorum is not reached oncemore, the CT Consortium shall convene an extraordinary

meeting which shall be entitled to decide even if less than the quorum of CT Consortium

Members is present or represented.

4.5. All decisions of the CT Consortium must be documented in written or equivalent electronic

form and maintained as part of the CT Consortium records. Documentation must include:

4.5.1. the date and time of the decision;

4.5.2. the participants present or represented;

4.5.3. the agenda item or matter addressed;

4.5.4. the decision made;

4.5.5. the rationale for the decision;

4.5.6. any dissenting opinions or abstentions.

4.6. Decisions may be taken via e-mail correspondence, provided that all CT Consortium Mem-

bers have been notified of the proposed decision and given a reasonable opportunity to re-

spond. E-mail decisions must be confirmed by a written summary sent to all CT Consortium

Members within 24 hours of the decision being made.

4.7. Decisions shall be taken by simple majority of the votes cast, with each CT ConsortiumMem-

ber entitled to one vote. In the event of a tie, the OP shall have the casting vote.

4.8. For decisions involving significant financial commitments or changes to the CTS, a two-thirds

majority vote shall be required.

4.9. The CT Consortium authorises the CT Consortium Member holding the role of OP to enter

into agreements in the name of the CT Consortium. This authority may be exercised only

where the OP is formally appointed in writing and possesses explicit authority to bind the CT

Consortium to contractual obligations. [ALTERNATIVE WORDING: The CT Consortium must

decide which CT Consortium Member has the right to enter into agreements in the name

of the CT Consortium. The designated CT Consortium’s representative must be formally ap-

pointed in writing and must have explicit authority to bind the consortium to contractual

obligations.]

4.10. Meeting notices must be sent to all CT Consortium Members at least 72 hours prior to the

scheduledmeeting, unless a shorter notice period is agreed uponby all parties. Noticesmust

include the agenda, meeting date, time, location (physical or virtual), and any materials to

be reviewed.

4.11. The CT Consortium shall maintain minutes of all meetings, which shall be circulated to all CT

Consortium Members within 7 days of the meeting. Minutes must be approved at the next

scheduled meeting or within 14 days if no immediate meeting is feasible.

4.12. Any amendments to this governance structure must be approved by a two-thirds majority

vote of all CT Consortium Members and must be documented in writing.

4.13. In the event of disputes between CT Consortium Members regarding consortium decisions,

the CTConsortium shall attempt to resolve thematter throughgood faith negotiationswithin

14 days. If unresolved, the matter shall be referred to the SO for mediation.
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5 Responsibilities and requirements of the CT Consortium
and its members

5.1. The CT Consortium shall establish clear role assignments for all Clients and CPs involved

in the CT, including their respective responsibilities and authorities within the computation

process.

5.2. The CT Consortium shall ensure that all Clients and CPs provide their System-specific iden-

tities as required for trust establishment, access control, and secure communication within

the System.

5.3. The CT Consortium shall ensure that no single entity controls more than one CP in a specific

CT.

5.4. The CT Consortium must ensure that CTS contains at least the following information:

5.4.1. the definition of the data analysis algorithm;

5.4.2. the list of Clients, assigned roles, and identities;

5.4.3. Input Data specification;

5.4.4. deadlines;

5.4.5. MPC technology of choice.

5.5. The CTS shall include a comprehensive list of all Clients participating in the CT, clearly identi-

fying each Client’s role (whether IP or OP) and their corresponding System-specific identities.

This list shall be used to establish trust relationships, assign access rights, and ensure proper

authorisation within the System.

5.6. The CTS shall specify all relevant deadlines for the CT lifecycle stages, including but not lim-

ited to:

5.6.1. CTS signing deadline for CT Consortium approval;

5.6.2. Input Data upload deadline;

5.6.3. Computation timeslot for execution;

5.6.4. Data retention deadline for output retrieval;

5.6.5. the grace periods and consequences for missed deadlines, including potential termina-

tion or suspension of the CT if deadlines are not met.

These deadlines shall be embedded in a date-time representation and enforced by the Sys-

tem to ensure timely CT execution.

5.7. The CT Consortium shall provide mechanisms for deadline extensions or adjustments when

justified by circumstances beyond the control of the parties involved.

5.8. The CT Consortium shall specify the assignment of CPs to the CT, ensuring that the selected

CPs meet the independence requirements and are capable of executing the specified com-

putation.

5.9. The IP shall comply with the obligations stipulated in Section 7 of the System Agreement.

5.10. The OP shall comply with the obligations stipulated in Section 8 of the System Agreement.

5.11. [Any additional obligations, if applicable, shall be inserted herein.]

6 MPC technology of choice

6.1 The CT Consortium shall specify the MPC technology to be used for the CT execution, includ-

ing the specific MPC Engine with any relevant technical specifications.

JOCONDE D3.2: Part I – Governance Templates

11.05.2026| Consortium Agreement

1.0

60 / 82



D-16-1217

Public

6.2 The CT Consortium may select an MPC Engine from the list of engines approved by the SO.

6.3 The CT Consortium shall ensure that the chosen MPC technology meets the security and

performance requirements for the specific computation.

6.4 The CT Consortium shall verify that the selectedMPC technology supports the required cryp-

tographic operations and privacy-preserving features for the CT objectives.

6.5 The CT Consortium shall document the rationale for the choice of MPC technology and en-

sure that it complies with the applicable standards and regulatory requirements.

7 Data quality standards

7.1 The CT Consortium shall establish andmaintain data quality standards for the CT that ensure

the reliability, accuracy, and consistency of all Input Data and Output Data processed within

the System.

7.2 The standards stipulated in the Subsection 7.1 of this Section shall be documented in the CTS

and shall include the following mandatory requirements:

7.3 All Input Data shall meet the following minimum quality criteria:

7.3.1 Completeness: all required fields must be populated with valid data, with documented

justification for any missing values;

7.3.2 Accuracy: data values must accurately reflect the underlying information and conform to

the IP’s standard data collection procedures;

7.3.3 Consistency: datamust be internally consistent and conform to business rules and logical

relationships;

7.3.4 Timeliness: data must be current and representative of the period covered by the CT;

7.3.5 Validity: data must conform to specified data types, ranges, and formats;

7.3.6 Uniqueness: identifiers must be unique and properly maintained to avoid duplicates.

7.4 The CT Consortium shall implement data quality assurance measures including but not lim-

ited to:

7.4.1 Pre-submission validation checks to identify and correct data quality issues;

7.4.2 Automated data quality monitoring during CT execution;

7.4.3 Manual review processes for critical data elements;

7.4.4 Establishment of data quality metrics and benchmarks;

7.4.5 Regular assessment and reporting on data quality performance.

7.5 The CT Consortium must explicitly define in the CTS whether data quality algorithms will

be applied to the Input Data before the CT execution. This decision shall be documented

and shall specify the scope and extent of data quality algorithm usage, including any specific

validation rules or checks to be implemented. The CT Consortiummay choose to utilise these

voluntary data quality algorithms to enhance data integrity, or alternatively, may opt to rely

solely on their own internal data validation procedures.

7.6 The IP shall be responsible for ensuring that all Input Data meets the specified data qual-

ity standards and shall provide documentation demonstrating compliance with these stan-

dards. The IP shall also be responsible for correcting any data quality issues identified before

the CT execution.

7.7 The CT Consortium shall establish specific data quality thresholds and tolerance levels for

each CT that define acceptable levels of data quality variance. These thresholds shall be

documented in the CTS and may include:
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7.7.1 Maximum allowable percentage of missing data;

7.7.2 Acceptable ranges for data validation checks;

7.7.3 Tolerance levels for data consistency issues.

7.8 The CT Consortium shall ensure that data quality standards are aligned with applicable sta-

tistical standards, regulatory requirements, and best practices for statistical data processing.

8 Input Data requirements

8.1. The IP shall ensure that the collection and provision of all Input Data is lawfully conducted in

accordance with all applicable data protection and privacy laws and regulations.

8.2. The IP shall have conducted appropriate data protection impact assessment where required

and shall implement necessary safeguards to protect the confidentiality and integrity of the

Input Data.

8.3. The IP has obtained all necessary consents from data subjects, where required by law, for

the processing of their personal data in the context of the CT;

8.4. The IP shall ensure that all Input Data provided is:

8.4.1. Owned by the IP or properly licensed for sharing for the purposes of the CT;

8.4.2. Free from any third-party rights or restrictions that would prevent its use in the CT;

8.4.3. Suitable for the specific statistical analysis purposes as defined in the CTS;

8.4.4. Consistent with the data collection methods and standards used by the IP in normal op-

erations.

8.5. The IP shall provide Input Data in accordance with the specifications outlined in the CTS and

shall ensure that:

8.5.1. All Input Data is provided in the specified tabular or vector format as defined in the CTS;

8.5.2. The Input Data is complete, accurate, and up-to-date as of the date of submission;

8.5.3. The Input Data conforms to the data schema and field definitions specified in the CTS;

8.5.4. All Input Data is properly formatted and validated according to the data quality standards

specified in the CTS;

8.5.5. The Input Data includes all required fields and meets the minimum data completeness

requirements;

8.5.6. The Input Data is provided in a timely manner to meet the Input Data upload deadline

specified in the CTS.

8.6. The IP shall conduct local data quality validation before submission, including but not limited

to:

8.6.1. Verification of data completeness and accuracy;

8.6.2. Checking for data inconsistencies and outliers;

8.6.3. Ensuring data meets the required data types and formats;

8.6.4. Confirming that data values fall within expected ranges;

8.6.5. Validating that all required fields are populated.

8.7. The IP shall be responsible for:

8.7.1. Maintaining the confidentiality and security of the Input Data during preparation and sub-

mission;

8.7.2. Providing necessary documentation to support the data quality and validation processes;
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8.7.3. Cooperating with the CT Consortium in addressing any data quality issues identified dur-

ing the CT execution;

8.7.4. Ensuring that the Input Data is not altered or modified after submission without prior

written consent from the CT Consortium.

8.8. The IP shall ensure that the Input Data meets the following quality requirements:

8.8.1. Data accuracy: valuesmust represent the actual data collected in accordance with the IP’s

standard operating procedures;

8.8.2. Data completeness: all required fields must be populated with valid data;

8.8.3. Data consistency: data must be internally consistent and conform to business rules;

8.8.4. Data timeliness: data must be current and representative of the period covered by the

CT;

8.8.5. Data integrity: data must be protected against unauthorised modification or corruption.

8.9. If data quality issues are identified during the CT execution and are determined to materially

affect the outcome or integrity of the output data, the CT shall be terminated immediately.

The CT Consortium shall cooperate in resolving the data quality issues, and a new CT can be

initiated with the issues resolved prior to execution.

9 Algorithm specifications

9.1. The Algorithm to be executed in the CT shall be as specified in the CTS and must be:

9.1.1. Explicitly defined and documented in a machine-readable format;

9.1.2. Compatible with the MPC technology specified in the CTS;

9.1.3. Free from any code that could potentially compromise data confidentiality or security;

9.1.4. Clearly identifiable as the approved algorithm for the specific CT.

9.2. The Algorithm shall be developed and maintained in accordance with the following require-

ments:

9.2.1. The Algorithm must be written in a programming language that is suitable for secure

computation and meets the security requirements of the System;

9.2.2. The Algorithm must be thoroughly tested and validated to ensure correctness and relia-

bility;

9.2.3. The Algorithmmust be documentedwith sufficient detail to enable review and verification

by the CT Consortium and SO;

9.2.4. The Algorithmmust not contain any code that could introduce vulnerabilities or compro-

mise the privacy-preserving properties of the MPC execution;

9.2.5. The Algorithmmust be traceable, with runtime logs generated in a usable format to sup-

port auditing.

9.3. The CT Consortium shall ensure that:

9.3.1. The Algorithm is reviewed and approved by all CT ConsortiumMembers before execution;

9.3.2. The Algorithm is executed only in accordance with the approved specification in the CTS;

9.3.3. Any modifications or updates to the Algorithm require a new CTS to be created and ap-

proved by all parties.

9.4. The Algorithm execution shall be subject to:

9.4.1. Automated verification that the correct algorithm is being executed;

9.4.2. Monitoring of the execution process to detect any anomalies or deviations;
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9.4.3. Logging of all algorithm execution steps for audit and compliance purposes;

9.4.4. Validation that the output is consistent with the expected results based on the CTS.

9.5. The Algorithm must comply with the following security and privacy requirements:

9.5.1. The algorithm must not reveal any information about the input data beyond what is ex-

plicitly permitted in the CTS;

9.5.2. The algorithm must be designed to prevent inference attacks or data leakage through

side-channel analysis;

9.5.3. The algorithm must be resistant to known cryptographic attacks and vulnerabilities.

10 Output Data requirements

10.1. The Output Data generated from the CT shall be:

10.1.1. Produced exclusively in accordance with the specifications defined in the CTS;

10.1.2. Limited to the specific results and information as defined in the CTS;

10.1.3. Protected in accordance with the security and confidentiality requirements established in

the System Agreement and this Consortium Agreement;

10.1.4. Provided only to the OPs as specified in the CTS;

10.1.5. Made available within the retention deadline specified in the CTS.

10.2. The OP shall be responsible for:

10.2.1. Retrieving the Output Data within the specified retention deadline;

10.2.2. Using the Output Data only for the statistical purposes as defined in the CTS;

10.2.3. Ensuring that the Output Data is used only for the specific purposes and within the scope

defined in the Consortium Agreement.

10.3. The Output Data shall meet the following quality and integrity requirements:

10.3.1. TheOutputDatamust be accurate and representative of the statistical analysis performed;

10.3.2. The Output Data must be complete and contain all required elements as specified in the

CTS;

10.3.3. The Output Data must be properly formatted according to the specifications in the CTS;

10.3.4. The Output Data must be free from any errors or inconsistencies that would affect its

statistical validity;

10.3.5. The Output Data must be generated using the approved Algorithm and Input Data as

specified in the CTS.

10.4. The CT Consortium shall ensure that:

10.4.1. The Output Data is processed and delivered in accordance with the CTS;

10.4.2. TheOutput Data is not altered ormodified after generationwithout prior written consent;

10.4.3. Any discrepancies or anomalies in the Output Data are reported to the SO and other CT

Consortium Members as appropriate.

10.5. The Output Data shall be subject to the following usage restrictions:

10.5.1. The Output Data may only be used for the specific statistical purposes defined in the

Consortium Agreement;

10.5.2. The Output Data may not be used for any other purposes without explicit written permis-

sion from the CT Consortium;

10.5.3. If the Output Data contains personal data, it shall be processed in accordance with all

applicable data protection and privacy regulations.
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10.5.4. [If Output Data consist of personal data, add clauses regarding Output Data processing.]

10.5.5. The Protected Output Data will be securely deleted in the System accordance with Section

13 ”Runtime execution and data management” of the System Agreement.

11 Financial provisions

11.1. The CT Consortium may establish financial arrangements for the CT if deemed necessary

for its successful execution. Any financial arrangements shall be documented in writing and

signed by all CT Consortium Members involved.

11.2. Financial responsibilities shall be allocated among CT ConsortiumMembers according to the

following principles:

11.2.1. Each CT Consortium Member shall bear the costs directly attributable to its own partici-

pation in the CT, including but not limited to:

11.2.1.1. Data preparation and validation costs;

11.2.1.2. Computational resource usage fees (if applicable);

11.2.1.3. Personnel costs for CT-related activities;

11.2.1.4. Any other direct expenses incurred in fulfilling their role.

11.2.2. Where shared costs are required (such as computing node usage fees or external ser-

vice provider costs), the CT Consortium shall determine fair and equitable cost-sharing

arrangements based on:

11.2.2.1. The volume of data contributed by each IP;

11.2.2.2. The computational resources consumed by each CT Consortium Member;

11.2.2.3. The proportion of output data to be accessed by each OP;

11.2.2.4. Any other relevant factors as agreed upon by the CT Consortium.

11.3. All financial arrangements shall be documented in a separate annex to this Consortium

Agreement and shall be considered part of this agreement. The annex shall include:

11.3.1. The total estimated cost of the CT;

11.3.2. The cost allocation methodology;

11.3.3. Payment terms and schedules;

11.3.4. Currency of payment;

11.3.5. Procedures for handling cost overruns or under-runs;

11.3.6. Dispute resolution mechanisms for financial matters.

11.4. If no financial arrangements are agreed upon by the CT Consortium, this section shall be

null and void, and no financial obligations shall be imposed on any CT Consortium Member

beyond their normal operational expenses.

11.5. Any financial disputes arising from the CT shall be resolved through negotiation between

the involved CT Consortium Members. If resolution cannot be achieved within 30 days, the

matter shall be referred to the SO for mediation.

11.6. The SO shall not be responsible for any financial obligations or disputes between CT Consor-

tium Members arising from the CT.

12 Content and intellectual property

12.1. The ownership of all the content created by the CT Consortium Member and all rights, title

and interest attached there to, including intellectual property rights, shall remain unchanged

and shall belong to the CT Consortium Member who created the content.
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12.2. Each IP warrants and represents that:

12.2.1. The Input Data provided by the IP is owned by the IP or that the IP has obtained all nec-

essary legal rights, consents, and authorisations to share such data for the purposes of

the CT;

12.2.2. The IP has the legal authority to provide the Input Data for statistical analysis under ap-

plicable data protection laws, regulations and contractual obligations;

12.3. The CT Consortium acknowledges that:

12.3.1. The Input Data provided by IPs shall be processed exclusively for the purposes of the CT

as defined in the CTS;

12.3.2. The Input Data will be protected in accordance with the security and confidentiality re-

quirements established in the System Agreement and this Consortium Agreement;

12.3.3. Only the OP shall have access to the Output Data generated from the CT, and such access

shall be limited to the specific results and information as defined in the CTS;

12.3.4. The CT Consortium shall not use the Input Data for any other purposes beyond the scope

of the CT without the prior written consent of the respective IP;

12.3.5. The CT Consortium shall not disclose or share the Input Data with any third parties except

as required for the execution of the CT or as permitted by law.

12.4. The CT Consortium shall ensure that:

12.4.1. All Input Data is processed in strict compliance with the applicable data protection legis-

lation and the System Agreement;

12.4.2. The CT Consortium shall implement appropriate technical and organisational measures

to protect the Input Data against unauthorised access, alteration or disclosure;

12.4.3. The CT Consortium shall maintain records of all processing activities relating to the Input

Data for audit and compliance purposes;

12.4.4. The CTConsortium shall cooperatewith any data protection authorities or regulatory bod-

ies in relation to the processing of the Input Data in accordance with applicable laws;

12.4.5. The CT Consortium shall ensure that all processing activities are documented and that

appropriate data protection impact assessments are conducted where required.

12.5. The Output Data generated from the CT shall be:

12.5.1. Provided exclusively to the OP as specified in the CTS;

12.5.2. Protected in accordance with the security and confidentiality requirements established in

the System Agreement and this Consortium Agreement;

12.5.3. Used solely for the statistical purposes as defined in the CTS;

12.6. Each CT Consortium Member shall indemnify and hold harmless the other CT Consortium

Members and the SO from any claims, damages, losses, liabilities, costs or expenses (includ-

ing reasonable legal fees) arising from any breach of the warranties, representations and

obligations set forth in this section by such CT Consortium Member.

13 Data protection compliance

13.1. The data protection requirements stipulated in Sections 17.1. and 17.4. of the Solution Policy

shall apply to the CT Consortium Members.

13.2. [Add controllership/processorship information – identify and specify the applicable data pro-

tection role (data controller, data processor, or joint controller) for the CT Consortium and its
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CT Consortium Members with respect to the specific CT.1 Explanation: The applicable data

protection arrangements depend on the specific CT, as defining the controller is primarily de-

termined by whether they decide on the purposes and means of the processing activities.]

13.3. [Where joint controllership applies, the parties shall enter into a formal agreement defining

their respective roles and responsibilities (see GDPR Article 26 and EUDPR Article 28). In this

case, add the relevant information here or annex to the Consortium Agreement.]

13.4. The CT Consortium shall implement and maintain appropriate technical and organisational

measures to ensure the security of personal data throughout its lifecycle, including:

13.4.1. access controls and authentication mechanisms;

13.4.2. regular security audits and vulnerability assessments;

13.4.3. incident response procedures for data breaches;

13.4.4. data retention and deletion policies in accordance with the Section 17 of the Policy.

13.5. Each CT ConsortiumMember shall appoint a designated data protection officer or represen-

tative who shall be responsible for:

13.5.1. ensuring compliance with data protection obligations;

13.5.2. coordinating with other CT Consortium Members on data protection matters;

13.5.3. maintaining records of processing activities;

13.5.4. acting as the contact point for data subjects and supervisory authorities.

13.6. In the event of a data breach or potential data breach affecting the CT, the CT Consortium

shall:

13.6.1. notify the SO immediately and provide a detailed report of the incident;

13.6.2. take immediate corrective actions to mitigate the impact;

13.6.3. cooperate fully with any investigation by supervisory authorities;

13.6.4. implement additional protective measures as necessary;

13.6.5. notify relevant data protection authority or data subjects.

13.7. CPs may engage cloud hosting service providers for processing Restricted Data only when

the CT Consortium has agreed to use the Contractor.

13.8. Where the SO forwards a data subject’s complaint or inquiry relating to data protection in

accordance with the Section 17.2. of the Solution Policy to the CT Consortium, the CT Con-

sortium Member most relevant to the subject matter of such complaint or inquiry shall be

responsible for its resolution. Where the complaint or inquiry cannot be allocated to a spe-

cific CT Consortium Member, the CT Consortium Member appointed in Section 4.9. shall

assume responsibility for handling the matter, and the other CT Consortium Members shall

provide such assistance as may be required.

14 Confidentiality

14.1. The CT ConsortiumMembers understand that theymay receive confidential information dur-

ing the performance of this Agreement.

14.2. “Confidential Information” means data, information and knowledge disclosed between the

CT Consortium Members which is not generally known to the public and (a) is marked or

specifically designated as confidential at the time of disclosure or (b) by its nature would be

reasonably understood to be proprietary or confidential. The Parties understand and agree

1See the guidelines for controllership determination in Section 11.4.1.1 of the D3.1 Legal Analysis.
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that the contents of this Agreement, the Solution and the System and any of its parts as well

as the documentation are the Confidential Information, provided that such information is

not already made publicly available.

14.3. The CT Consortium Members shall keep such data as secure as its own confidential infor-

mation. The CT Consortium Members shall maintain the secrecy and confidentiality of the

Confidential Information by way of efforts at least equivalent to the efforts that the CT Con-

sortiumMembers normally applies to its own confidential information, but in any event using

no less than a reasonable degree of care.

14.4. The Confidential Informationmay be used and disclosed only for the purposes of implemen-

tation of this Agreement and only to the CT Consortium Members’ employees, professional

advisers and subcontractors with a need to know, provided that each such person has previ-

ously been advised of the proprietary and confidential nature of the Confidential Information

and has entered into a mutually signed written agreement with the recipient of the Confi-

dential Information that provides no less protection of the Confidential Information of the

discloser of the Confidential Information than the terms of this Section “Confidentiality”.

14.5. Confidentiality obligations shall survive the termination or expiration of this Agreement for a

period of [ADD YEAR(s)] ([YEAR(s) in the form of a number]) years, unless otherwise specified

in this Agreement or required by applicable law or other legal obligations.

14.6. Each CT ConsortiumMember shall implement appropriate technical and organisationalmea-

sures to protect the confidentiality of Confidential Information, including but not limited to:

14.6.1. Access controls and authentication mechanisms;

14.6.2. Encryption of confidential data during transmission and storage;

14.6.3. Regular security audits and vulnerability assessments.

14.6.4. Monitoring and logging of access to confidential information;

14.6.5. Physical security measures for tangible confidential materials.

14.7. The CT Consortium Members shall not disclose Confidential Information to any third party

without the prior written consent of the disclosing CT Consortium Member, except as re-

quired by law or court order, provided that the disclosing CT Consortium Member is notified

promptly and given the opportunity to object to such disclosure.

15 Liability

15.1. Suspension:

15.1.1. If a System Member fails to comply with the terms and conditions of the Consortium

Agreement, access to the System may be suspended immediately upon written notice

to the non-compliant System Member. Such suspension shall remain in effect until the

cause of non-compliance is remedied or until terminated.

15.2. Limitations of Liability:

15.2.1. The CT Consortium Members shall not be liable for any indirect or consequential loss

or similar damage such as, but not limited to, loss of profit, loss of revenue or loss of

contracts.

15.2.2. The aggregate liability of each CT Consortium Member under this Agreement shall not

exceed the total fees paid or payable by such CT ConsortiumMember to the SO under the

System Agreement during the twelve (12) months preceding the event giving rise to the

claim.
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15.2.3. ForceMajeure. A party shall be released from liability to compensate loss or from the obli-

gation to perform certain obligations pursuant to this Consortium Agreement provided

the loss or the omission is due to an event beyond the Party’s control that the Party could

not have foreseen at the time of concluding this Consortium Agreement or any other

agreement between the Parties and the event prevents, significantly obstructs, or delays

the performance thereof.

The party whose performance is so prevented shall promptly inform the other CT Consor-

tium Member of the Force Majeure event and such party shall use all reasonable efforts

to mitigate damages to the extent possible. If a Force Majeure event prevents the perfor-

mance of the Consortium Agreement for more than ninety (90) days, each CT Consortium

Member has the right to terminate Consortium Agreement by written notice to the other

CT Consortium Member.

15.3. The limitations of liability set forth in this Section shall survive the termination or expiration

of this Agreement.

16 Entry into force, term and termination

16.1. The agreement enters into force on the date on which the last CT ConsortiumMember signs

it.

16.2. An entity becomes a CT Consortium Member to this Consortium Agreement upon signature

of this Consortium Agreement by its duly authorised representative(s).

16.3. This Consortium Agreement shall continue in full force and effect until complete fulfilment

of this Consortium Agreement and the CT.

16.4. The Consortium Agreement can be terminated with a decision of the CT Consortium.

16.5. Upon termination:

16.5.1. All ongoing CTs must be concluded or terminated according to the System Agreement.

16.5.2. All data related to the terminated CT shall be securely deleted in accordance with the

Consortium Agreement and System Agreement.

16.5.3. Any outstanding obligations under this Agreement shall continue to apply to the extent

necessary to ensure proper completion of the termination process.

16.5.4. The confidentiality obligations under this Agreement shall continue to apply for a period

of [ADD YEAR(s)] ([YEAR(s) in the form of a number]) years following termination.

16.6. Upon termination or expiration of this Agreement, the CT Consortium Members shall coop-

erate with each other to ensure a smooth transition of any ongoing CT activities and proper

handover of responsibilities.

17 Miscellaneous

17.1 Governing law. The Agreement is governed by, and is to be construed in accordance with,

the substantive law of Luxembourg without regard to the conflicts of law principles thereof.

The United Nations Convention on Contracts for the International Sale of Goods shall not

apply.

17.2 Jurisdiction. Any differences between Parties in the interpretation or application of the

Agreement shall be settled amicably by mutual consultation. In case an amicable settlement

cannot be reached, the courts of Luxembourg have exclusive jurisdiction over any dispute

regarding the interpretation, application or validity of the agreement.
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17.3 Independent Parties. The relationship between the SO and each CT Consortium Members

shall be strictly that of independent contracting parties, with each party acting autonomously

and exercising its own independent judgment in all matters relating to this Agreement. The

parties acknowledge and agree that neither the SO nor any CT Consortium Members shall

be deemed to be the agent, partner, joint venturer, or legal representative of any other party

hereto, and nothing contained herein shall be construed to create any partnership, joint

venture, agency, or fiduciary relationship between the parties. Furthermore, none of the CT

Consortium Members shall have any authority to:

(a) act as the authorised representative, agent, or legal proxy of any other CT Consortium

Member in any capacity whatsoever, including but not limited to signing contracts, mak-

ing commitments, or entering into agreements on behalf of another party;

(b) assume, incur, or create any obligations, liabilities, or responsibilities in the name of or on

behalf of any other CT Consortium Member, whether directly or indirectly, including but

not limited to financial obligations, contractual commitments, or legal liabilities;

(c) make any promises, representations, warranties, or contracts of any nature on behalf of

any other CT Consortium Member, whether express or implied, including but not limited

to statements regarding the capabilities, intentions, or commitments of another party.

17.4 No assignment. None of the Parties may assign or transfer this Agreement as a whole, or

any of its rights or obligations under it, without first obtaining the written consent of the

other CT Consortium Member. That consent may not be unreasonably withheld or delayed.

Notwithstanding the foregoing, assignments and transfers shall be permitted without con-

sent in the following circumstances:

(a) Upon merger, consolidation, or acquisition of a Party by another entity, provided that the

surviving or acquiring entity assumes all obligations under this Agreement and notifies

the other CT Consortium Members in writing;

(b) To a subsidiary, affiliate, or related entity of a Party, provided that such entity is bound by

the same obligations and responsibilities as the assigning Party;

(c) In connection with a corporate restructuring, reorganisation, or change of control, pro-

vided that the assignee agrees to assume all obligations under this Agreement;

(d) By operation of law, including but not limited to succession, inheritance, or judicial ap-

pointment.

17.5 Notices. Any notice to be given under this Agreement must be in writing (for example e-

mail), unless this Agreement explicitly requires the notice to be signed by hand, by electronic

signature or equivalent. Notice shall be deemed served and received by the notified CT Con-

sortium Member,

(a) if hand delivered, at the time the notice is delivered in person to the individual ormember

or officer of the notified CT Consortium Member for whom it was intended,

(b) if sent by courier, at the date of signature of the notified CT Consortium Member,

(c) if sent by registered letter, at the date three (3) days after the registered sending,

(d) if sent by facsimile, at the date such notice is transmitted by facsimile, provided that such

transmission is subsequently confirmed by telephone,

(e) if sent by email, at the date after the email was sent, provided the sender does not receive

a notice of error or failure to complete the transmission to the correct email address.

17.6 Interpretation. The headings of the Sections in the Agreement are for the purpose of con-

venience and reference only and shall not be used in the interpretation of nor modify nor

amplify the terms of the Agreement nor any section or clause hereof.
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17.7 Severability. If any provision of this Agreement is held to be invalid, all other provisions will

remain in full force and will not in any way be impaired. The Parties agree to replace the

invalid provision by a valid provision, which shall best reflect the Parties’ original intention

and shall to the maximum extent possible achieve the same economic result.

17.8 Order of Precedence. This Agreement is intended by the Parties to be read and interpreted

along with its Annexes and the Policy without conflict among or between any of their provi-

sions. In the event any such conflict should arise, the Parties agree that the System Agree-

ment shall take precedence to the extent of the inconsistency.

17.9 Survival. Provisions of this Agreement that by their nature regulate the rights and obliga-

tions of the Parties after the termination or expiry of this Agreement shall remain in force

after the termination or expiry of this Agreement. This concerns, above all, the provisions

regulating dispute resolution, governing law, confidentiality, proprietary rights and liability

of the Parties.

17.10 Amendments. No variation or amendment of this Agreement shall be effective unless it is

made in writing and signed by each respective Party’s authorised representative. The Policy

can be unilaterally amended and changed by the SO as stipulated in the Policy.

17.11 Execution. This Agreement shall be signed [by hand in identical counterparts equal to the

number of the Parties, of which each CT ConsortiumMember shall have one copy]/[digitally].

17.12 Entire Agreement. This Agreement, together with the System Agreement, the Policy and

any annexes thereto, constitutes the entire agreement between the Parties with respect to

the subject matter hereof and supersedes all prior agreements, understandings, negotia-

tions and discussions, whether oral or written, relating to such subject matter.
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Appendix E Computation Service
Agreement

This agreement (hereinafter ”the Computation Service Agreement” or ”this Agreement”) is en-

tered into between:

• The Computing Party

– Full official name [Insert full name],

– Official legal form [insert official legal form],

– Registration number [insert registration number],

– Full official address [insert full official address],

– VAT number [insert VAT number]

(”the CP”), represented for the purposes of the signature of this contract by

• Forename, surname [insert forename, surname],

• Function of legal representative [insert function of legal representative],

and

• The Computation Task Consortium, a consortium formed in accordance with the Consor-

tium Agreement, comprising the following CT Consortium Members:

– Full official name and contact details [Insert full official name and contact details of all

IPs],

– Full official name and contact details [Insert full official name and contact details of all

OPs].

(”the CT Consortium”), represented for the purposes of the signature of this contract by

• Forename, surname [insert forename, surname],

• Function of legal representative [insert function of legal representative],

on the other part,

hereinafter also referred to individually as Party and collectively as the Parties, as the context

may require.

1 Purpose

1.1. The purpose of this Computation Service Agreement is to define the terms and conditions

under which the CP shall provide computational services for a specific CT as agreed upon

in the Consortium Agreement and the CTS. This Agreement establishes the contractual rela-

tionship between the CT Consortium and the CP for the execution of the CT and sets out the

respective rights, obligations, and responsibilities of each party.

2 Definitions

Project Glossary
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3 Obligations of the Parties

3.1. The Parties hereby undertake:

3.1.1. perform this Agreementwith due professional care and diligence in accordancewith good

industry practice and the provisions of the applicable laws, including but not limited to the

System Agreement and Policy;

3.1.2. exercise their rights in good faith, avoiding damage to the other Party;

3.1.3. contribute to the performance of this Agreement by creating the required conditions,

which are either obligatory for the Parties or the creation of which depends on the Party

concerned, according to the System Agreement and Policy;

3.1.4. assure the timely adoption of all the decisions, which are needed to perform under this

Agreement;

3.1.5. provide each other the necessary information for performing this Agreement;

3.1.6. depending on the role of the Party, grant access or acceptance respectively to the deliv-

erables in conformity with this Agreement;

3.1.7. depending on the role of the Party, provide an accurate invoice or remunerate the Party

for the services accepted in conformity with this Agreement;

3.1.8. fulfil all dependencies expressly agreed or otherwise reasonably deriving from the nature

of the relationship of the Parties;

3.1.9. comply with all obligations arising from the System Agreement and Policy as applicable

to their respective roles.

4 Scope of Services

4.1. The CP agrees to provide computational services for the specific CT as defined in the CTS and

this Computation Service Agreement (hereinafter referred to as the “Services”).

4.2. The Services shall include but not be limited to:

4.2.1. Provision of computing resources necessary for the execution of the CT;

4.2.2. Execution of the Algorithm specified in the CTS on the Protected Input Data;

4.2.3. Management and coordination of the distributed MPC infrastructure for the CT;

4.2.4. Storage and handling of Protected Input Data, Protected Output Data, and Protected In-

terim Data in accordance with security requirements;

4.2.5. Generation and provision of Protected Output Data to the OP in accordance with the CTS

specifications;

4.2.6. Preservation andmanagement of local System Logs and local CT Logs in accordance with

the Policy and the System Agreement.

4.3. The CP shall execute the CT in accordance with the CTS and the specifications contained

therein, including but not limited to:

4.3.1. The specific Algorithm to be executed;

4.3.2. The Input Data specifications and requirements;

4.3.3. The Output Data specifications and delivery requirements;

4.3.4. The timing and scheduling constraints specified in the CTS;

4.3.5. Any data quality assurance algorithms specified in the CTS to be applied to Input Data;

4.3.6. The security and confidentiality requirements applicable to the CT.

4.4. The CP shall ensure that all Services are performed in a professional, diligent, and workman-

like manner in accordance with industry best practices and the requirements of this Compu-

tation Service Agreement.
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5 CT Specification requirements

5.1. The CT Consortium is responsible for ensuring that the CTS includes a comprehensive list

of all Clients participating in the CT, clearly identifying each Client’s role (whether IP or OP)

and their corresponding System-specific identities. This list shall be used to establish trust

relationships, assign access rights, and ensure proper authorisation within the System.

5.2. The CTS shall specify all relevant deadlines for the CT lifecycle stages, including but not lim-

ited to:

5.2.1. CTS signing deadline for consortium approval;

5.2.2. Input Data upload deadline;

5.2.3. Computation timeslot for execution;

5.2.4. Data retention deadline for output retrieval.

These deadlines shall be embedded in a date-time representation and enforced by the Sys-

tem to ensure timely CT execution.

5.3. The CTS shall explicitly declare theMPC technology to be used for the CT execution. This dec-

laration shall indicate the specific MPC Engine with any relevant technical specifications that

will be employed to perform the computation in accordance with the security characteristics

required for the particular CT.

5.4. CTS may incorporate data quality assurance algorithms, subject to approval by the CT Con-

sortium.

6 Responsibilities of the CT Consortium

6.1. The CT Consortium shall:

6.1.1. Provide Protected Input Data to the CP in accordance with the CTS specifications and

deadlines.

6.1.2. Ensure that all Input Data provided is accurate, complete, and compliant with the require-

ments specified in the CTS.

6.1.3. Provide the CP with all necessary information and documentation required for the execu-

tion of the CT in accordance with the CTS.

6.1.4. Authorise the CP to access and process the Protected Input Data in accordance with the

CTS and this Agreement.

6.1.5. Provide timely feedback and approvals for any issues or requests raised by the CP during

the CT execution.

6.1.6. Ensure that the OPs retrieve the Protected Output Data within the specified retention

deadline.

6.1.7. Comply with all requirements and specifications outlined in the CTS and this Computation

Service Agreement.

6.1.8. Notify the CP promptly of the cancellation of the CT.

6.2. The CT Consortium shall ensure that:

6.2.1. All CT ConsortiumMembers have reviewed and approved the CTS before the commence-

ment of the CT.

6.2.2. The CT Consortiummaintains appropriate communication channels with the CP through-

out the CT execution;

6.2.3. The CT Consortium verifies that the CP is complying with all requirements of this Compu-

tation Service Agreement.
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6.2.4. The CT Consortium coordinates the necessary actions for the successful completion of

the CT in accordance with the CTS and this Computation Service Agreement.

6.3. The CT Consortium shall not:

6.3.1. Provide incomplete, inaccurate, or misleading Input Data that could compromise the ex-

ecution of the CT;

6.3.2. Request the CP to perform any activity that is outside the scope of the CTS or this Com-

putation Service Agreement.

6.3.3. Fail to provide necessary information or documentation required for the CT execution.

6.3.4. Attempt to interfere with the CP’s technical operations or decision-making processes in-

appropriately.

7 Responsibilities, rights and entitlements of the Computing
Party

7.1. The CP shall:

7.1.1. Comply with the obligations stipulated in Section 9 of the System Agreement.

7.1.2. Implement and maintain appropriate technical and organisational measures to protect

the confidentiality, integrity, and availability of all Protected Data processed during the

CT execution.

7.1.3. Execute the Algorithm specified in the CTS using the MPC Engine as specified in the CTS.

7.1.4. Process Protected Input Data in accordance with the security and privacy requirements

established in the System Agreement and this Computation Service Agreement.

7.1.5. Ensure that all Protected Data is stored, processed, and transmitted securely in accor-

dance with applicable data protection legislation.

7.1.6. Provide the Protected Output Data to the OPs within the timeframe specified in the CTS

and in accordance with the CTS.

7.1.7. Maintain detailed logs and audit trails of all activities related to the CT execution.

7.1.8. Comply with all applicable laws, regulations, and standards relating to data protection,

cybersecurity, and computational services.

7.1.9. Ensure that all personnel with access to Protected Data have appropriate security clear-

ances and have signed confidentiality agreements.

7.1.10. Report any security incidents, system failures, or other issues that may affect the execu-

tion of the CT to the CT Consortium and SO promptly.

7.1.11. Maintain confidentiality of all information received from the CT Consortium and SO in

accordance with applicable data protection legislation.

7.2. The CP shall ensure that:

7.2.1. The Computing Node is available and operational throughout the duration of the CT exe-

cution.

7.2.2. The CP has the necessary technical capabilities and resources to perform the computa-

tional services required for the CT.

7.2.3. The CP maintains adequate backup and recovery procedures to ensure continuity of ser-

vice.

7.2.4. [OPTIONAL: The CP has appropriate insurance coverage to cover potential liabilities aris-

ing from the provision of services under this agreement.]

7.2.5. The CP complies with all requirements for independence and non-collusion as specified

in the System Agreement and the Consortium Agreement.
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7.3. The CP shall not:

7.3.1. Use the Protected Data for any purpose other than the execution of the specific CT as

defined in the CTS;

7.3.2. Transfer or sub-contract the services under this Agreement without prior written consent

from the CT Consortium.

7.3.3. Engage in any activity that could compromise the security or integrity of the CT or the

System.

7.3.4. Fail to maintain the confidentiality of any information received from the CT Consortium

or the SO.

7.3.5. Receive appropriate documentation and support from the SO during the integration pro-

cess.

7.4. The CP shall have the right to:

7.4.1. Receive and process Protected Input Data from the CT Consortium in accordance with the

CTS specifications.

7.4.2. Access to the necessary System components to execute the CT as specified in the CTS.

7.4.3. Require the CT Consortium to provide all necessary information and data for the CT exe-

cution.

7.5. The CP shall be entitled to:

7.5.1. Be compensated for services rendered in accordance with the remuneration terms spec-

ified in this Computation Service Agreement.

7.5.2. Be indemnified against claims arising from the CT Consortium’s breach of this Computa-

tion Service Agreement.

8 Creation and delivery of Protected Output Data

8.1. The CP shall deliver Protected Output Data to the OP in accordance with the specifications in

the CTS.

8.2. [Note: The following clauses regarding damages and liability are optional and subject to

mutual agreement. Where this Agreement is executed with multiple CPs, provisions for joint

liability may also apply.]

8.3. [OPTIONAL: The CP shall bear all risk of damage or loss until the Protected Output Data are

delivered to the OP.]

8.4. [OPTIONAL: The CP shall be liable for any damages or losses resulting from failure to properly

execute the CT or deliver the Protected Output Data in accordance with the CTS and this

agreement.]

8.5. The CP shall ensure that the Protected Output Data is generated in accordance with the fol-

lowing procedures:

8.5.1. The Algorithm specified in the CTS is executed correctly and completely;

8.5.2. All Protected Input Data is processed securely and confidentially;

8.5.3. The output is generated in the correct format and according to the specifications in the

CTS;

8.5.4. The Protected Output Data is properly encrypted and secured for transmission;

8.5.5. The Protected Output Data is delivered to the OPs within the specified deadline.
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9 Performance and quality standards

9.1. The CP shall execute the CT in accordance with the performance standards specified in the

CTS and this Computation Service Agreement, including but not limited to:

9.1.1. Processing time requirements for the execution of the Algorithm;

9.1.2. Availability and uptime requirements for the Computing Node;

9.1.3. Data integrity and accuracy requirements;

9.1.4. Security and confidentiality requirements;

9.1.5. Compliance with all applicable technical specifications.

9.2. The CP shall implement appropriate monitoring and testing procedures to ensure that the

CT is executed correctly and in accordance with the CTS.

9.3. The CP shall provide performance reports and status updates to the CT Consortium as re-

quested, including but not limited to:

9.3.1. Progress reports on CT execution;

9.3.2. Performance metrics and benchmarks;

9.3.3. Any issues or delays encountered during execution;

9.3.4. Completion status and readiness for output delivery.

10 Remuneration

10.1. The CT Consortium shall remunerate the CP as follows:

10.1.1. Hourly basis with the hourly fee of [XX] per hour/fixed fee in the sum of [XX];

10.1.2. The CP shall issue the respective invoice to the CT Consortium within [XX] days of service

completion.

10.2. The payment shall be made in accordance with the CP’s invoice to the CP’s bank account

within 14 days after the invoice has been issued and delivered to the CT Consortium.

10.3. The remuneration does not include any applicable taxes.

10.4. If a Party fails to make any payment due to another Party under this Agreement, without

prejudice to any other right or remedy available to that other Party, that other Party may

charge interest (both before and after any judgement) on the amount outstanding, on a daily

basis at the rate of [XX] per cent of the due payment per day. That interest will be calculated

from the date of last date for payment to the actual date of payment, both dates inclusive.

The Party that is late paying will pay that interest on demand.

11 Security and confidentiality

11.1. Confidentiality

11.1.1. Both Parties shall maintain the confidentiality of all information exchanged during the

execution of this Computation Service Agreement and shall not disclose such information

to any third party without the prior written consent of the other Party, except as required

by applicable law.

11.1.2. The confidentiality obligations under this Computation Service Agreement shall continue

to apply for a period of [XX] following termination or expiration of this Computation Ser-

vice Agreement.

11.2. Information security management
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11.2.1. The CP shall maintain a documented information security management system aligned

with recognised industry standards, [such as ISO/IEC 27001 or equivalent], including poli-

cies, procedures, and governance structures approved by senior management.

11.2.2. The CP shall conduct regular risk assessments and implement risk treatment measures,

including periodic review of threats, vulnerabilities, and potential impacts on the Services.

11.2.3. The CP shall ensure the security of its supply chain by imposing equivalent security obliga-

tions on all subcontractors and sub-processors involved in the provision of the Services,

and shall remain fully liable for their compliance.

11.3. The CP shall implement and maintain security measures appropriate to the risk, ensuring

a level of security aligned with applicable EU and national cybersecurity legislation. These

measures shall safeguard the confidentiality, integrity, and availability of all Protected Data

and include, but are not limited to:

11.3.1. Encryption of data in transit and at rest, with secure key management practices;

11.3.2. Strict access controls based on the principle of least privilege, multi-factor authentication

for privileged access, and periodic review of access rights;

11.3.3. Logical separation of customer environments in multi-tenant architectures;

11.3.4. Secure configuration, patch management, and lifecycle maintenance of all systems and

software;

11.3.5. Secure development practices (code review, security testing, Software Bills of Materials

(SBOM) management, and third-party dependency monitoring) for any software devel-

oped or maintained by the CP;

11.3.6. Continuous monitoring, logging, and retention of security-relevant logs for an agreed

period.

11.4. The CP shall implement a documented incident response process covering detection, classi-

fication, containment, remediation, and recovery.

11.5. All personnel with access to Protected Data shall undergo role-based security training and

remain bound by confidentiality obligations.

11.6. The CP shall maintain and regularly test business continuity and disaster recovery plans,

ensuring that agreed recovery time objectives and recovery point objectives are consistently

met.

11.7. Incident reporting and cooperation

11.7.1. Upon becoming aware of any security incident or suspected breach affecting the Services,

the CP shall notify the CT Consortium and SO without undue delay, with an initial notifi-

cation within [24] hours and a detailed incident report within [72] hours. The CP shall

cooperate fully with investigations, forensic analysis, and remediation efforts.

11.8. Audits, compliance and evidence

11.8.1. Upon reasonable request, the CP shall provide evidence of compliance with this Agree-

ment.

11.8.2. The CT Consortium shall have the right to audit the CP’s compliance with this Agreement,

including through independent third-party audits and, where justified, on-site inspections

upon reasonable prior notice.

11.9. Post-termination security

11.9.1. Upon termination or expiration of this Agreement, the CP shall securely delete all CT-

related data and provide written certification of destruction upon request.
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12 Data handling and retention

12.1. The CP shall handle all Restricted Data in accordance with the requirements specified in the

CTS, the System Agreement, Policy, and applicable data protection legislation. The CTS and

this Agreement shall be considered controller’s instructions.

12.2. [Identify the applicable data controller(s) in accordance with the Section 13.2. of the Consor-

tium Agreement.]

12.3. The CP shall act as a data processor for the processing of Restricted Data on behalf of the

controller(s) designated in Section 12.2. of this Agreement.

12.4. The CP shall not determine the purposes and means of the processing.

12.5. If the CP considers that an instruction infringes this Agreement or other Union or Member

State data protection provisions, it shall immediately inform the controller in writing. The

CP shall not proceed with the instruction unless the controller confirms it in writing, unless

required to comply with a legal obligation.

12.6. The CP shall ensure that:

12.6.1. Protected Data is stored securely and handled in accordance with the CTS;

12.6.2. Protected Output Data is provided to the OP only as specified in the CTS;

12.6.3. Upon completion or termination of the CT, the CP shall securely delete all data related to

the CT in accordancewith the retention and deletion requirements specified in the System

Agreement and the CTS.

12.7. The CP shall maintain detailed records of all data handling activities for audit and compliance

purposes.

12.8. CP shall ensure that all measures required pursuant to General Data Protection Regulation

(EU) 2016/679 (GDPR) Article 32 are implemented to secure Protected Input Data, Protected

Interim Data, and Protected Output Data.

12.9. CP shall not engage another processor (sub-processor) without prior specific or general writ-

ten authorisation from the controller. If general written authorisation is given, the CP shall

inform the controller of any intended changes and give the controller the opportunity to

object.

12.10. Should the prior authorisation referenced in Section 12.9. be granted and the CP engages a

sub-processor, the CP shall ensure that the same data protection obligations set out in this

Agreement are imposed on the sub-processor by way of a written contract. The CP shall

remain fully liable to the controller for the performance of the sub-processor’s obligations.

12.11. CP shall assist the controller by appropriate technical and organisational measures for the

fulfilment of the controller’s obligations to respond to data subject requests and to ensure

compliance with GDPR Articles 32 to 36.

12.12. CP shall make available to the controller all information necessary to demonstrate compli-

ance with the obligations laid down in this Section and allow for and contribute to audits,

including inspections, conducted by the controller or another auditor mandated by the con-

troller.

12.13. The CP shall not transfer personal data to a third country or international organisation unless

authorised by documented instructions of the controller or required by Union/Member State

law.
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13 Liability and indemnification

13.1. Each Party shall be liable for direct damages arising out of its breach of this Computation

Service Agreement or negligence in performing its obligations hereunder.

13.2. Each party shall indemnify and hold harmless the other party from any claims, damages,

losses, liabilities, costs or expenses (including reasonable legal fees) arising from any breach

of thewarranties, representations andobligations set forth in this Computation Service Agree-

ment by such party.

13.3. The aggregate liability of each party under this Computation Service Agreement shall not

exceed the total fees paid or payable by such party to the other party under this agreement

during the [twelve (12)] months preceding the event giving rise to the claim.

13.4. Exclusion of Consequential Damages. No Party shall be responsible to the other Party for any

indirect or consequential loss or similar damage such as, but not limited to, loss of profit, loss

of revenue or loss of contracts.

13.5. In case of the CP breaches this Agreement, the CT Consortium is entitled to contractual

penalty in the amount of [XX] EUR. The right to claim contractual penalty does not limit right

to claim damages provided by law.

14 Termination

14.1. Either Party may terminate this Computation Service Agreement at any time, without cause,

by providing the other Party with at least thirty [(30) days’] prior written notice.

14.2. The CT Consortium may terminate this Agreement with immediate effect if the CP breaches

this Agreement and/or the Policy and/or System Agreement. [ALTERNATIVE 1: Either Party

may terminate this Computation Service Agreementwith immediate effect by deliveringwrit-

ten notice to the other Party, if the other Party commits a material breach of this Computa-

tion Service Agreement or the Policy or the System Agreement.] [ALTERNATIVE 2: Either

Party may terminate this Computation Service Agreement with immediate effect by deliver-

ing written notice to the other Party, if: (a) the other Party commits a material breach of this

Computation Service Agreement or the Policy or the SystemAgreement, which is not capable

of remedy; or (b) the other Party commits a breach of this Computation Service Agreement

or Policy or System Agreement which is capable of remedy, but fails to remedy such breach

within seven (7) days after receipt of written notice specifying the breach and requiring it to

be remedied.]

14.3. For the purposes of this Agreement, a material breach shall include, but is not limited to, the

following actions by CP: [(1)...; (2)...; (3)... .]

14.4. Termination of this agreement shall not affect the rights and obligations of the Parties that

have accrued prior to termination, including but not limited to:

14.4.1. The obligation to securely delete all Protected Data in accordance with applicable require-

ments;

14.4.2. The obligation to provide final reports and documentation;

14.4.3. Any liability or indemnification obligations that arose prior to termination.

14.5. Upon termination, the CP shall:

14.5.1. Cease all processing of Restricted Data related to the CT;

14.5.2. Provide any necessary documentation or information to enable the CT Consortium to

complete the CT or transfer the CT to another CP if required;
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14.5.3. Securely delete all Restricted Data in accordance with the System Agreement and the CTS;

14.5.4. Provide a final report detailing the status of the CT and any actions taken.

15 Force Majeure

15.1. Force Majeure. A party shall be released from liability to compensate loss or from the obli-

gation to perform certain obligations pursuant to this Consortium Agreement provided the

loss or the omission is due to an event beyond the Party’s control that the Party could not

have foreseen at the time of concluding this Computation Service Agreement or any other

agreement between the Parties and the event prevents, significantly obstructs, or delays the

performance thereof (herein “ForceMajeure”). The Party whose performance is so prevented

shall promptly inform the other Party of the Force Majeure event and such Party shall use

all reasonable efforts to mitigate damages to the extent possible. If a Force Majeure event

prevents the performance of the Computation Service Agreement or any other agreement

between the Parties for more than [ninety (90)] days, each Party has the right to terminate

this Agreement or other agreement between the Parties by written notice to the other Party.

16 Miscellaneous

16.1 Governing law. The Agreement is governed by, and are to be construed in accordance with,

the substantive law of Luxembourg without regard to the conflicts of law principles thereof.

The United Nations Convention on Contracts for the International Sale of Goods shall not

apply.

16.2 Jurisdiction. Any differences between Parties in the interpretation or application of the

Agreement shall be settled amicably by mutual consultation. In case an amicable settlement

cannot be reached, the courts of Luxembourg have exclusive jurisdiction over any dispute

regarding the interpretation, application or validity of the agreement.

16.3 Independent Parties. The relationship of the CT Consortiums and the CP shall be that of

contracting parties and Parties will act solely as independent entities. Nothing contained

herein will be construed to create the relationship of partners or joint venture. Neither Party

shall have any authority to (1) act as the other Party’s authorised representative, (2) to assume

any obligations in the name of or on behalf of the other Party, (3) to make any promise,

representation or contract of any nature on behalf of the other Party.

16.4 No Assignment. None of the Parties may assign or transfer the Agreement as a whole, or

any of its rights or obligations under it, without first obtaining the written consent of the

other Party. That consent may not be unreasonably withheld or delayed.

16.5 Notices. Any notice to be given under Computation Service Agreement must be in written

form (for example e-mail), unless Computation Service Agreement explicitly requires the no-

tice to be signed by hand, by electronic signature or equivalent. Notice shall be deemed

served and received by the notified Party, (a) if hand delivered, at the time the notice is de-

livered in person to the individual or member or officer of the notified Party for whom it was

intended, (b) if sent by courier, at the date of signature of the notified Party, (c) if sent by reg-

istered letter, at the date three (3) days after the registered sending, (d) if sent by facsimile,

at the date such notice is transmitted by facsimile, provided that such transmission is sub-

sequently confirmed by telephone, (e) if sent by email, at the date after the email was sent,

provided the sender does not receive a notice of error or failure to complete the transmission

to the correct email address.
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16.6 Interpretation. The headings of the Sections in this Agreement are for the purpose of con-

venience and reference only and shall not be used in the interpretation of nor modify nor

amplify the terms of this Agreement nor any section or clause hereof.

16.7 Severability. If any provision of Computation Service Agreement is held to be invalid, all

other provisions will remain in full force and will not in any way be impaired. The Parties

agree to replace the invalid provision by a valid provision, which shall best reflect the Par-

ties’ original intention and shall to themaximum extent possible achieve the same economic

result.

16.8 Order of Precedence. Computation Service Agreement is intended by the Parties to be read

and interpreted along with its Annexes and the Policy without conflict among or between

any of their provisions. In the event any such conflict should arise, the Parties agree that the

System Agreement shall take precedence to the extent of the inconsistency.

16.9 Survival. Provisions of Computation Service Agreement that by their nature regulate the

rights and obligations of the Parties after the termination or expiry of Computation Service

Agreement shall remain in force after the termination or expiry of this Agreement. This con-

cerns, above all, the provisions regulating dispute resolution, governing law, confidentiality,

proprietary rights and liability of the Parties.

16.10 Amendments. No variation or amendment of this Agreement shall be effective unless it is

made in writing and signed by each respective Party’s authorised representative. The Policy

can be unilaterally amended and changed by the SO as stipulated in the Policy.

16.11 Execution. Computation Service Agreement shall be signed [by hand in identical counter-

parts equal to the number of the Parties, of which each Party shall have one copy] / [digitally].
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