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Disclaimer
This document was prepared by Cybernetica AS as part of Service Contract No ESTAT 2023.0400.

The opinions expressed in this document are those of the authors. They do not purport to reflect
the opinions, views or official positions of the European Commission.

@‘ We encourage readers to provide feedback. If you would like to suggest corrections or im-
provements, or simply ask for clarifications, we are happy to hear from you. Please contact

us via email at joconde@cyber.ee.
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1 Introduction

1.1 Motivation

Eurostatis the statistical authority of the European Union (EU), producing official statistics in part-
nership with National Statistical Institutes (NSIs) and other national authorities (ONAs) across
Member States. This collaboration forms the European Statistical System (ESS), which is ad-
vancing new statistical products through the integration of multiple data sources, including non-
statistical data. To support this, Eurostat proposed a shared ESS infrastructure based on Privacy-
Enhancing Technologies (PETs) for secure, cross-organisational processing of confidential data.

In 2023, the European Commission (Commission) (via Eurostat) issued an open call for a proto-
type privacy-preserving computation platform for multi-organisation micro-data analysis'. The
contract was awarded to Cybernetica AS, a specialist in privacy and security technologies?. In
2024, the JOCONDE Project (Project)® was launched between Eurostat and Cybernetica. Its goal
is to define specifications for a shared PET infrastructure - the JOCONDE System (System) - and
demonstrate its feasibility through a prototype. The resulting JOCONDE Solution (Solution) inte-
grates technical, organisational, and procedural measures to enable secure, privacy-preserving
statistical computation.

1.2 Purpose

This document, D3.2: Part II - Data Protection Impact Assessment Template, is the third deliverable
from Task 3 - Legal aspects. This document is intended to:

+ summarise the main findings from other deliverables of the Project, which are relevant for
the legal analysis;

+ provide an initial evaluation of whether the residual risks to the rights and freedoms of nat-
ural persons are acceptable from the perspective of data protection laws and regulations,
when relevant statistical institutions implement the Solution;

+ assist users of the Solution in abiding by the accountability principle from EU data protection
law (General Data Protection Regulation (EU) 2016/679 (GDPR) Art. 5(2) and Art. 26, EU Data
Protection Regulation (EU) 2018/1725 (EUDPR) Art. Art. 4(2) and Art. 28) by systematically
documenting the evaluation of necessity and proportionality of the processing, establishing
appropriate technical and organisational safeguards, and demonstrating regulatory compli-
ance.

EU data protection law requires controllers to carry out an assessment of the impact of the en-
visaged processing operations on the protection of personal data, if the processing is likely to
result in a high risk to the rights and freedoms of natural persons (GDPR Art. 35(1) and 35(11),
EUDPR Art. 39(1) and 39(11)). It is anticipated that the use of the Solution may result in such high
risk because:

+ the Secure Private Computing (SPC) technologies applied in the Solution are relatively new to
the world and involve new kinds of organisational arrangements where no data protection

"Tender: ESTAT/2023/0OP/0004. - Internet: https://etendering.ted.europa.eu
2Cybernetica. - Internet: https://cyber.ee
3F. Ricciato. Eurostat. JOCONDE. 2 May 2024. - Internet: https://cros.ec.europa.eu/joconde
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impact assessment has been carried out before in similar circumstances (GDPR Rec. 89);*

+ the use of the Solution is envisaged for the purposes of multi-source official statistics. Such
use presumably entails large-scale processing operations which aim to process a consider-
able amount of personal data at national, regional, or supranational level which could affect
a large number of data subjects and which are likely to result in a high risk on account of
their sensitivity (GDPR Rec. 91);°

+ the Solution is procured by Eurostat in the interest of the ESS for the official statistics domain.
Hence, the circumstances in the Project are such that public authorities or bodies intend to
establish a common application, processing platform or processing environment across an
industry sector or segment for a widely used horizontal activity (GDPR Rec. 92).°

This data protection impact assessment (DPIA) template in this document serves as a tool and
guidance to prospective users of the Solution. While it establishes common baseline elements,
each prospective controller mustindependently verify, adapt, and finalise the DPIA to reflect spe-
cific circumstances and context of their Computation Task (CT) (e.g. sensitivity of the data, legal
basis for processing, providing information to data subjects and other legal and operational re-
quirements, etc.). The final responsibility for conducting the DPIA and ensuring the compliance
of the use of the Solution with applicable ethical and legal frameworks lies with the CT Consor-
tium Members who decide to set up a specific CT.” For these reasons, this DPIA template contains
only elements that are meant to be common to all CTs across all System Members and the CT
Consortium Members of a specific CT will need to verify the content of the DPIA template on a
case-by-case basis. Consequently, the final responsibility for the completed DPIA rests with the
respective CT Consortium Members as (joint) controllers.

For more information on the goals of the Project, please see Sections 1.2 in D1.2 Usage Scenarios
and System Requirements - Final version and 1.1 in D3.1 Legal Analysis.

1.3 Scope

This DPIA template is focused on analysing the reference case study defined in Chapters 9 and
10 of the D3.71 Legal Analysis, which describes the data processing operations, data flows, and
organisational context for the Solution. Itis focused on the CT level processes, namely P2 (initiate
CT)and P3 (execute CT) (see Figure 1) and assesses the information provided in the reference case
study.

To complement the comprehensive assessment of data protection principles detailed in Chap-
ter 11 of the D3.7 Legal Analysis, this document presents a high-level synthesis of the key find-
ings. By focusing on the principal conclusions derived from that analysis, this section offers a
streamlined overview designed to facilitate strategic decision-making, while the D3.7 Legal Anal-
ysis remains the definitive source for granular evaluation.

The assessment does not encompass personal data processed at the System level, such as infra-
structure level logging, network traffic, or System administration activities (see Section 5.5 of
the D1.2 Usage Scenarios and System Requirements - Final version and Section 3.2 in the D3.7 Legal

“For a more detailed elaboration on the main implications of using the Solution, please see Section 4.5 of the D1.2
Usage Scenarios and System Requirements - Final version).

>For a more detailed elaboration on the underlying motivations for developing the Solution, please see Section 2.3
of the D1.2 Usage Scenarios and System Requirements - Final version).

®For a more detailed elaboration on the data governance framework for using the Solution in the official statistics
domain, please see Section 5.5 of the D1.2 Usage Scenarios and System Requirements - Final version).

’See Sections 5.5.2 and Section 5.5.4 of the D1.2 Usage Scenarios and System Requirements - Final version).
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- D2.1 Technology Survey and Analysis and

- D4.3 System Specification and Architecture - Final version,

* legal analysis:
- D3.1 Legal Analysis and
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1.5 Methodology

This document is primarily based on the PIA methodology developed by Commission Nationale
de I'Informatique et des Libertés (CNIL)® and outlined in the CNIL guides:’

1. PIA methodology (setting out the approach),
2. PIA templates (facts that could be used for formalising the analysis),

3. PIA knowledge bases (a catalogue of controls aimed at complying with the legal require-
ments and treating the risks, and examples).

This document prioritises substantive content over structural completeness. Consequently, tab-
ular formats are utilised exclusively where the reference case study affords adequate data. This
approach prevents the inclusion of empty fields, thereby maintaining the report’s focus and clar-
ity. Should additional processing details be identified in the future, the corresponding templates
remain available within the CNIL PIA templates.

The privacy risk assessment aligns with the framework established in D4.3 System Specification
and Architecture - Final version to ensure consistency across Project documentation. In Chapter
4, the NIST SP 800-30 methodology'? is applied to evaluate threat events. The likelihood assess-
ment is derived from the technical risk analysis, employing a consistent qualitative scale.

The process of preparing this DPIA report consisted of the following stages:

1. documenting the business processes, stakeholder relationships, data flows, and overall
business model for the JOCONDE Solution. This includes a comprehensive analysis of op-
erational workflows, organisational roles, and data handling practices across participating
institutions. For further details, refer to D1.2 Usage Scenarios and System Requirements - Final
version, D2.1 Technology Survey and Analysis, and Chapter 2 "Context” of this document.

2. mapping and evaluating the legal and regulatory challenges, including compliance with
data protection laws such as the GDPR and EUDPR, and identifying associated risks to fun-
damental rights. This also encompasses an assessment of information security risks, includ-
ing threats to data confidentiality, integrity, and availability. These analyses are covered in
D3.1 Legal Analysis and chapters 3 "Fundamental principles” and 4 "Data security risks” of
this document. Section 4.2.3 "Foundational principles” of D1.2 Usage Scenarios and System Re-
quirements - Final version provides the Foundational Principles (FPs) guiding the development
of the System and ensuring that subsequent work is aligned with the Project’s goals.

3. designing the privacy-preserving architecture of the JOCONDE Solution, based on a layered
approach combining secure multi-party computation (MPC) and trusted execution environ-
ments (TEEs). The design integrates technical safequards with organisational and procedu-
ral controls to ensure robust privacy protection. Further details are provided in D4.3 System
Specification and Architecture - Final version.

8Where necessary, the methodology has been adapted to align with the project’s specific requirements. The
European Data Protection Board's (EDPB) proposed Data Protection Impact Assessment (DPIA) Template was ac-
knowledged; however, due to its late introduction and ongoing public consultation status, it was not feasi-
ble to adopt it as the foundational framework for this assessment. Source: European Data Protection Board
(EDPB). - Internet: https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/
2026/edpb-dpia-template_en

9CNIL. Privacy Impact Assessment, https://www.CNIL.fr/en/PIA-privacy-impact-assessment-en
(12.01.2026).

'""National Institute of Standards and Technology (NIST). SP 800-30 Rev. 1: Guide for Conducting Risk Assessments.
2012. https://doi.org/10.6028/NIST.SP.800-30r1

JOCONDE D3.2: Part II - Data Protection Impact Assessment Template 1.0
11.05.2026 10/61


https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2026/edpb-dpia-template_en
https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2026/edpb-dpia-template_en
https://www.CNIL.fr/en/PIA-privacy-impact-assessment-en
https://doi.org/10.6028/NIST.SP.800-30r1

D-16-1223
Public

4. evaluating the residual risks to the fundamental rights and freedoms of natural persons fol-
lowing the implementation of the proposed Solution. This involves a risk-based assessment
to determine whether any remaining risks are acceptable under data protection principles,
particularly in light of the proportionality and necessity tests under the GDPR. The evaluation
is presented in Chapter 5 "Validation” of this document.

1.6 Report overview

Based on the PIA methodology, the next sections of this document are structured as follows:

+ Chapter 2 "Context” defines and describes the processing of personal data under consid-
eration.

+ Chapter 3 "Fundamental principles” contains an overview of the controls guaranteeing
compliance with the fundamental principles. The more detailed legal analysis regarding the
choice of controls is provided in the D3.7 Legal Analysis.

« Chapter 4 "Data security risks” provides an assessment of the privacy risks associated with
data security and describes how they are treated. It uses the PIA methodology to enumerate
possible threats to processes and assets used in the JOCONDE Solution. For each identified
threat, the applied mitigation methods are listed and any residual risks are highlighted. The
latter are then analysed further in the context of privacy.

+ Chapter 5 "Validation of the PIA” formally documents the validation of the DPIA in view of
the previous facts. The final stage of formal validation according to the CNIL PIA methodol-
ogy was not completed. This was due to insufficient details in the reference case study and
the fact that certain aspects fall outside the scope of the Solution. However, relevant further
action points are provided, in order to facilitate the next steps.

Chapters 2, 3, 4, and 5 should be read and understood in the framework of the PIA methodology
outlined in the CNIL guides - where there is no additional explanation added in the text of this
document, the relevant CNIL guide acts as a support instrument for the reader.

The methodology adopted for this DPIA follows the structure of the designated template to en-
sure consistency and regulatory alignment. To facilitate compliance with CNIL guidance, the tem-
plate incorporates specific placeholders - [...]. These placeholders provide instructional prompts
that guide the template user in populating the document with relevant and necessary content.
Additionally, where applicable, other guidance documents may be referenced.

1.7 Limitations

The analysis assumes that System Members have been onboarded and the Computation Task
Consortium (CT Consortium) has been formed, with all relevant agreements - including the Con-
sortium Agreement and Computation Service Agreement - having been signed.

This DPIA s limited to the core aspects of the JOCONDE Solution and does not cover the following:

* national data protection laws, exemptions, or derogations applicable in individual Member
States.

+ organisational measures that are part of standard operational practices, including internal
policies, data governance frameworks, and routine business processes, which are not directly
affected by the implementation of the Solution;

+ the full lifecycle management of the Solution, including procurement, deployment, mainte-
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nance, and decommissioning, which are the responsibility of the System Operator (SO);

+ the dissemination of statistical outputs, access to confidential data for scientific purposes,
or the development of sampling frames, which fall outside the scope of the computation
process.

The CNIL template facilitates comparative analysis by supporting the evaluation of privacy risk
assessments in both “as-is” and “to-be” scenarios. This approach typically involves assessing the
current state (e.g. without the JOCONDE Solution) and comparing it with the future state (e.g.
once the JOCONDE Solution is implemented)'’. However, as the analysis of the “as-is” scenario
(i.e. the current state without the JOCONDE Solution) lies outside the scope of this Project, we
deviate slightly from the full CNIL framework. Consequently, our assessment is restricted to
the “to-be” scenario, based solely on the information currently available. Nevertheless, where
applicable, we bring out further corrective controls.

"See also Figure 13 of the D1.2 Usage Scenarios and System Requirements - Final version.

JOCONDE D3.2: Part II - Data Protection Impact Assessment Template 1.0
11.05.2026 12/61



D-16-1223
Public

2 Context

2.1 Overview of the processing
CNIL

2.1.1 Stakeholders

The reference case study features three basic characters (see Figure 2):

1. a national statistical institute (“NSI"), who has been producing official statistics about social
and economical aspects based on statistical surveys;

2. a public sector organisation ("Ministry”), who has been providing the NSI with relevant ad-
ministrative data in its area of government;

3. a private sector entity (“Company”) conducting business in the domain of electronic com-
merce.

~
N
N
- \
: NSI \ !
\ Ministry Company

Input Party,
N Output Party Input Party Input Party ,
N ~ 9
-

~ . -

Eurostat
System Operator L - - =

Eurostat \
Computing Party IT-agency \
Computing Party \

PHSP
Computing Party

Legend
« Arrows denote flow of Protected Input Data and Protected Output Data
Notes on sample configuration

NSl is in roles Input Party, Out Party

Ministry, Company are in role Input Party

Eurostat is in roles System Operator, Computing Party

Private Hosting Service Provider (PHSP), IT agency are in role Computing Party
All parties are in EU

Figure 2. Roles of the reference case study

The Solution is managed by Eurostat as the SO assigned by the ESS. The SO has also engaged an
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independent audit service provider in the role of System Auditor (SA), so as to screen potential
systemic risks in the Solution and gather input for improving the Solution.

The three default Computing Parties (CPs) onboarded and proposed by the SO and agreed by
the CT Consortium are Eurostat (EU institution), an IT-agency from a EU Member State and an
EU-based with SPC capabilities for running the Solution.” The characteristics of the standard set
of CPs are summarised in Table 1.

Table 1. Description of computation service providers

CcP CP stakeholder Ownership type Location Computation
No service type
CP1 Eurostat EU institution Luxembourg (EU)  On premise
(government)
CcP2 IT-agency Member State Member State On premise
institution (EV)
(government)
CP3 Private Hosting Privately owned Member State Cloud service
Service Provider (EV)

2.1.2 Nature

Declining NSI survey response rates drive the need for alternative data sources. The NSI utilises
administrative data from the Ministry and privately held data from the Company to reduce man-
ual gathering and accelerate statistics production. Established in the same EU Member State,
national laws oblige the Ministry and Company to provide data for official statistics, both Euro-
pean and national statistics, (including development and production), provided security and confi-
dentiality are ensured. Consequently, sharing is mandatory upon request unless the NSI cannot
guarantee these protections.

Therefore, the NSI, the Ministry and the Company conclude a Memorandum of Understanding
("MoU") with the following intentions:

+ to combine the survey data, administrative data and the privately held data for official statis-
tics purposes, using the Solution;

* to run a set of pre-agreed computations on the combined datasets, using an algorithm de-
veloped by the NSI in cooperation with the Ministry and the Company ("algorithm A”);

*+ to provide the output of the computations to the NSI, while allowing the NSI to conduct data
quality checks on the Input Data from the Ministry and the Company;

* to use the three default computation service providers in the Solution as a standard set of
CPs for their computations.

The processing involves secure computation on combined datasets within the Solution.

The nature of this processing is technical and statistical, designed to perform computations on
Protected Data without exposing Restricted Data in plaintext. The process includes the collection
of Input Data from multiple sources, its protection and encryption, secure execution of Algorithm
A across designated CPs, and the generation of Output Data solely for statistical analysis.

"For the purposes of the reference case study, the Private Hosting Service Provider refers to a random private
sector company who provides hosting services for software, including cloud services.
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This assessment focuses on the privacy of the data subjects represented within the Input Data. In
contrast, System users (for example, end users at Client organisations) interact with the System
under constraints where minimal personal data is processed. The architecture is established by
design to ensure that the volume of personal data associated with these users remains minimal.

2.1.3 Scope

The scope is defined by the reference case study within an EU Member State. It encompasses
three specific datasets: survey data held by the NSI, administrative data held by the Ministry,
and privately held data held by the Company (see Table 2). All datasets contain personal data.

Table 2. Description of datasets

Dataset Holder Includes Primary purpose of Secondary use for
personal use official statistics
data? purposes allowed?

Survey data NSI Yes Public purposes (official  Yes

statistics)

Administrative Ministry Yes Public purposes Yes

data (administrative

proceedings and
policymaking)

Privately held Company Yes Private purposes Yes
data (conducting business in
electronic commerce)

The processing is limited to the execution of the CT within the System, ensuring that no un-
protected data enters the secure environment and that all intermediate data is deleted post-
computation in accordance with the System lifecycle.

The processing operates under the ESS framework, managed by Eurostat as the SO. Legal obli-
gations within the Member State oblige the Ministry and the Company to provide their respec-
tive data to the NSI for official statistics (including European and national statistics) purposes,
provided data security and confidentiality are ensured. The Solution acts as a compliant environ-
ment to facilitate this data sharing while mitigating risks associated with data protection laws,
specifically regarding the use of third-party processing capabilities by CPs.

2.1.4 Purposes

The purpose of the processing is the development and production of official EU and/or national
statistics, as defined under Regulation on European Statistics (RES) Art. 3(1)(8). Specifically, the
NSI (Output Party (OP)) seeks to improve statistical products by integrating Input Party (IP) data
to counter declining survey response rates. The specific purpose includes the evaluation of data
quality for administrative and privately held data and the development of new statistical method-
ologies and variables, excluding dissemination activities.

JOCONDE D3.2: Part II - Data Protection Impact Assessment Template 1.0
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2.1.5 Stakes

The stakes involve ensuring full compliance with all applicable personal data protection princi-
ples, notably the GDPR and/or EUDPR, as well as applicable national data protection regulations.
Key risks include the potential loss of confidentiality for Input Data and trade secrets, and the
legal liability associated with joint controllership. The processing must balance the legal obliga-
tion of data providers to share data with their right to ensure data security. Successful execution
ensures the integrity of official statistics while maintaining the trust of data providers and the
public.

2.2 Controllership
CNIL

2.2.1 Allocation of Solution roles

Drawing on the reference case study, the allocation of roles within the Solution is defined in
Table 3.2

Table 3. Division of Solution roles

Solution role  Actor Task description

SO Eurostat Set up and operate the Solution, provide related support
services, onboard the stakeholders as System Members,
pre-screen and monitor the CT.

SA Independent audit Post-screen the CT as part of a System-wide audit.

service provider

OoP NSI Initiate Consortium Agreement negotiations, organise the
signing of the Consortium Agreement, organise the
consolidation of Computation Task Specification (CTS),
receive the Output Data from the CT.

IP1 NSI Provide survey data as Input Data to the CT.

IP2 Ministry Provide administrative data as Input Data to the CT.

IP3 Company Provide privately held data as Input Data to the CT.

CP1 Eurostat Execute the CT.

CP2 IT-agency Execute the CT.

CP3 Private Hosting Execute the CT.

Service Provider

2All roles applicable within the Solution are comprehensively detailed in D1.2 Usage Scenarios and System Require-

ments - Final version.
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2.2.2 Data visibility with respect to the actors

The visibility®> of personal data in its different forms - from Input Data to Output Data - and
through different stages is tied to the need for the relevant actor to see such data. This is
ensured through the built-in visibility barriers for different Solution roles in the reference case
study, which is depicted in Figure 3.

Ministry Company

business process

Statistical

=
sg
&3
o 2
5 E
29
o O
]
L Y A A It J
Preparation stage Computation stage Analysis stage Dissemination stage
— Regular Internal data > Stakeholder . Input data . Output data
. data flow exchange visibility visibility
©
c
(A - =» SPC protected [ Process . Final statistics 4§ Nodata
5 data flow (public information) visibility

Figure 3. Description of data visibility with respect to the actors in reference case study according
to their role in the Solution

The scope of the analysis conducted for the purposes of the Project is limited to the actual com-
putation of statistical results, leaving the broader statistical business process largely outside of
scope of the Project (see Section 1.3 in the D1.2 Usage Scenarios and System Requirements - Fi-
nal version). Within the process of computation of statistical results, the Project specifies a sub-
process for Secure Private Computing, which is conducted by means of the System (see Sec-
tion 5.3.2 in the D1.2 Usage Scenarios and System Requirements - Final version). The System makes
up all the technical measures of the overall Solution (see Section 5.2 in the D1.2 Usage Scenarios
and System Requirements - Final version).

Hence, there are altogether three different levels to the Solution as a whole, as summarised in
Figure 3:

+ statistical business process (outside of the scope of the Project);

« computation of statistical results (partly within the scope of the Project);*

+ Secure Private Computing (within the scope of the Project).

Thereference case study involves several stages of processing personal data: "Preparation stage”,
"Computation stage”, "Analysis stage” and "Dissemination stage”. Each of those processing stages

3In this context, "data visibility” means intelligibility of the data and/or access to the data in intelligible form (see
Section 3.3 in the D1.2 Usage Scenarios and System Requirements - Final version).
4See Section 5.3.1 in the D1.2 Usage Scenarios and System Requirements - Final version.
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encompasses different levels of the Solution. For the purposes of the DPIA in this document, only
the "Preparation stage” and the "Computation stage” are covered, as they fall within the scope
of the Project.

As explained in Figure 3, each IP is isolated from other IPs and each OP is isolated from other
OPs. In addition, all CPs are isolated from both the IPs and the OPs. This means that each IP
sees in clear-text format only the data that it holds and uploads to the System (Input Data), while
each OP sees in clear-text format only the result of the computation (Output Data) - no clear text
data is shared or transmitted between IPs and OPs directly.

As per Figure 3, all computation in the System is carried out using Protected Input Data, i.e.
each individual data point is split into three random shares, none of which individually give any
information about the original data point (SPC protected data flow). Algorithm A is executed by
the three isolated CPs, each of whom holds one share of all the original data points. Therefore,
no clear text data is shared or transmitted also between IPs-CPs and CPs-OPs.

For a more detailed technical explanation along with further references, please see Section 8.3.1.3
in the D3.1 Legal Analysis.

2.2.3 Controllership analysis

The determination of controllership is based on who decides the purpose of the processing and
the essential means (please see Section 11.4.1.1 in the D3.7 Legal Analysis).

In the reference case study, the controllership has two levels:

+ Preparation stage: Regarding the Input Data, the NSI (IP1), Ministry (IP2) and the Com-
pany (IP3) are independent data controllers regarding their respective datasets (i.e. the NSI
(OP/1P1) is the controller of its survey data, the Ministry (IP2) is the controller of its adminis-
trative data and the Company (IP3) is the controller of its privately held data.

+ Computation stage: For the CT, the NSI(OP) acts as the data controller. The NSI(OP) initiates
the Consortium Agreement and decides the purposes of the processing and the essential
means required to achieve the statistical outcome. The other IPs, besides the NSI (OP/IP1),
do not decide the purpose of the processing nor essential means.”

2.2.4 Processors

The CPs (Eurostat (CP1), IT-agency (CP2), and Private Hosting Service Provider (CP3)) act as pro-
cessors. They process personal data on behalf of the CT Consortium (led by the OP). They do not
determine the purpose or the essential means of the processing but strictly execute computa-
tions without having access to input, interim or output data. The SO (Eurostat) acts primarily as
a processor regarding the System operations required to run the CT, though it retains a role in
monitoring and auditing. The independent audit service provider (SA) engaged by the SO also
functions as a processor acting in the name of the SO to post-screen the CT.

2.3 References
CNIL

>However, should the situation change or evolve, then the roles may change and shall be assessed as elaborated
in the Section 11.4.1.71 in the D3.7 Legal Analysis.
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GDPR
GDPR

2.3.1 Sector-specific standards applicable to the processing

Given the absence of information regarding this matter in the reference case study, this section
remains blank.

Table 4. Sector-specific standards applicable to the processing

Standard name Consideration

2.4 Data, processes and supporting assets
2.4.1 Data description

CNIL

The NSI, the Ministry, and the Company each hold datasets that are essential for producing
official statistics, but differ in their nature and sensitivity (see Table 5). The NSI holds survey
data, which includes personal data, statistical confidential information (in the meaning of RES Art.
3(1)(7))°, and trade secrets, and is used for statistical analysis. The Ministry provides adminis-
trative data, which contains personal data and trade secrets but not confidential data, and is
used to support official statistics. The Company holds privately held data from electronic com-
merce activities, which includes personal data and trade secrets but not confidential data, and is
of interest for improving statistical methodologies. All three datasets are legally required to be
shared with the NSI for official statistics purposes, provided that data security and confidentiality
are ensured.

Table 5. Data types, recipients and storage durations

Data type Recipients Storage durations

Unprotected Input Data exists
only in IP perimeter and never
enters the System. Retained
per national law.

Input Data IPs (NSI, Ministry, Company)

CPs (Eurostat, IT-agency, Cloud Deleted automatically ASAP

Protected Input Data provider) upon consumption in CT.

CPs (Eurostat, IT-agency, Cloud Deleted automatically ASAP

Interim Data provider) upon consumption in CT.

CPs (Eurostat, IT-agency, Cloud Deleted automatically ASAP

Protected Output Data provider) upon retrieval by OP.

®Please refer to Section 7.3.4.2 of the D3.7 Legal Analysis for more information.
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Table 5. Data types, recipients and storage durations

Data type Recipients Storage durations

Unprotected Output Data re-
constructed only in OP perime-
ter. Retained per statistical law
(RES) and national law.

Output Data OP (NSI)

The central CT Log shall be re-
tained for a period of ,

SO (Eurostat) or for a longer duration if re-
quired by applicable law or con-
tractual obligations.

Computation Task Log (CT Log)
(Central)

Local CT Logs shall be retained
for a period of , or

CT Log (Local) CP, CT Consortium Member for alonger duration if required
by applicable law or contractual
obligations.

2.4.2 Description of the processes and supporting assets

CNIL

The reference case study actors have to go through the System processes described in Table 3
of the D1.2 Usage Scenarios and System Requirements - Final version. Not all System processes are
relevant for this purpose, as the reference case study does not delve into System deployment
and other System lifecycle phases.’” For the purposes of the rest of the analysis in this D3.2: Part
IT - Data Protection Impact Assessment Template, only the most relevant System processes have
been addressed as follows (see Table 6).

Table 6. Processes and supporting assets

Process Detailed description of the process Data supporting assets

CTS, Consortium Agree-
Negotiation of Consortium Agreement, signature of ment, Computation Task
CTS, submission of CTS to SO for approval. Artefacts (CT  Artefacts)
(logs, signatures).

Initiate CT (P2)

Input Data, Protected Input
Data, Key Pair (for encryp-
tion).

Execute CT Preparationand upload of Input Data by IPs, convert-
(P3.1) ing into Protected Input Data via SPC tools.

Decisions about processing of personal data in the "Preparation” and "Computation” stages of the reference case
study, including decisions of controllership, purpose limitation and legality, will be done before the creation of the CT
Consortium, outside the System (see Figure 5 of the D3.7 Legal Analysis.)
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Table 6. Processes and supporting assets

Process Detailed description of the process Data supporting assets

Protected Interim Data, Pro-
tected Output Data, Compu-
tation Task Virtual Machine
(CT VM), Algorithm.

Computation on Protected Input Data by CPs using
Algorithm A, generating Protected Interim Data and
Protected Output Data.

Execute CT
(P3.2)

Execute CT Retrieval of Protected Output Data by OP and conver-  Protected Output Data, Out-
(P3.3) ing into Output Data. put Data, CT Log.

System Log- Collection of CT Log (Central and Local) for audit and

ging traceability. CT Log, System Log.

Figure 4 provides the reference case study workflow, mapping Table 6 processes to the System
interactions. SO, Eurostat, distributes the signed CTS to initiate the procedure. IPs (the NSI,
Ministry, and Company) prepare their Input Data and convert it into Protected Input Data for
upload. This triggers the computation stage where the CPs validate data quality and execute
the Algorithm using the MPC Engine (both defined in the CTS), generating Protected Output
Data. The workflow ends with the OP (the NSI) retrieving Protected Output Data and removing
its protection.
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Figure 4. Reference case study: end-to-end process workflow
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Set of CPs comprises:
* Eurostat as CP1
* IT-agency as CP2
* Private Hosting Service Provider as CP3

JOCONDE D3.2: Part II - Data Protection Impact Assessment Template

11.05.2026

1.0
22/61



D-16-1223
Public

3 Fundamental principles

3.1 Assessment of the controls guaranteeing the
proportionality and necessity of the processing

3.1.1 Explanation and justification of purposes

The purpose of the processing during CT is the development and production of official statistics,
including European and national statistics, in accordance with the legal mandate of statistical
authorities under RES (see Table 7). This includes the integration of survey data, administrative
data, and privately held data to enhance the quality and timeliness of statistical products.’ The
provision of the survey data, administrative data, and privately held data is the preparation stage
of the CT, which happens during Execute (P3.1) process (i.e after the Initiate CT (P2) process).

Table 7. Justification of purposes

Purpose Legitimacy

Development and production of official

statistics. The processing during the CT is necessary for the perfor-

mance of a task carried out in the public interest or in the
exercise of official authority vested in the controller (GDPR
Art. 6(1)(e), RES Art. 3(1)(8), national law). The process-
ing during the CT is deemed a secondary processing of
the data that the Company, the Ministry and the NSI sub-
mit to the System. This secondary processing falls under
the special regime for statistical purposes under GDPR Art.
89(1), with compatibility assured by the appropriate tech-
nical and organisational safeguards structurally embed-
ded within the Solution.

GDPR EUDPR

3.1.2 Explanation and justification of lawfulness, fairness and
transparency

IPs

In case of reference case study, the legal basis may change throughout the data and processing
lifecycle (see Table 8). During the preparation stage (i.e. prior to any computational processing),
the Ministry, the Company and the NSI must independently determine and document an appro-
priate legal basis for their data transfers.” According to the reference case study, the Company
and the Ministry have legal obligation to provide data - therefore the legal basis from GDPR
would be Art. 6(1)(c).

'See Section 3.4 "Purpose Limitation” in the EDPB Guidelines 4/2019 on Article 25 Data Protection by Design and
by Default (V2.0).

Zplease see Section 2.2.2 for a discussion on the scope of the analysis throughout different stages of the process-
ing.
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As the reference case study regards official statistics, the possible legal basis for the CT could be
RES Art. 3(1)(8) and GDPR Art. 6(1)(e).

Regarding the CT preparation, the Company and the Ministry have the legal obligation to provide
data. The legal basis would be GDPR Art. 6(1)(c).

Table 8. Lawfulness

Lawfulness criterion Applicable Justification

Excluded from the scope of this as-
sessment, although potentially re-
lated to the initial data gathering

The data subject has given consent® to the pro-
cessing of his or her personal data for one or No
more specific purposes

phase.
Processing is necessary for the performance of Excluded from the scope of this as-
a contract to which the data subject is party or No sessment, although potentially re-
in order to take steps at the request of the data lated to the initial data gathering
subject prior to entering into a contract phase.

The Company and the Ministry have

FREEEESINg) 5 MEEEsEny e @omEliEmes il & Yes (prepara- the legal obligation to provide data.

legal obligation to which the controller is sub-

act tion stage) The legal basis would be GDPR Art.
) 6(1)().

Processing is necessary in order to protect the The reference case study contains no
vital interests of the data subject or of another No indication that this legal basis is re-
natural person lied upon.

Processing of personal data is ex-
clusively for statistical purposes, as
defined under Regulation (EC) No
223/2009 (RES) Art. 3(1)(8) and na-
tional law, which permits the use of
personal data for the development,
production, or dissemination of sta-
tistical results and analyses by statis-
tical authorities. The legal basis for
the computation would be GDPR Art.
6(1)(e).

Processing is necessary for the performance of

a task carried out in the publicinterest orinthe Yes (computa-
exercise of official authority vested in the con- tion stage)
troller

Processing is necessary for the purposes of the
legitimate interests pursued by the controller

or by a third party, except where such interests

are overridden by the interests or fundamental No
rights and freedoms of the data subject which
require protection of personal data, in particu-

lar where the data subject is a child*

Excluded from the scope of this as-
sessment, although potentially re-
lated to the initial data gathering
phase.

The legally binding Consortium Agreement, together with the automated technical controls of
the Solution, establishes a necessary foundation for compliance with GDPR, EUDPR, RES and na-
tional law. The visibility table (see Table 3) confirms that data is only accessible to authorised
parties, and the System Logs provide a verifiable audit trail. The architecture of the System,
combined with the legal framework of the Consortium Agreement contributes to the safeguard-

3With regard to obtaining the data subject’s consent and informing the latter, see Section 3.2.1.
4This point shall not apply to processing carried out by public authorities in the performance of their tasks.
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ing of data subjects’ rights and freedoms throughout the processing lifecycle. These measures
collectively support lawfulness, fairness, and transparency.

The evaluation of fairness and transparency is limited at this stage, as it depends on concrete im-
plementation details and operational scenarios. Within the current design framework, however,
the following measures are established:

* Fairness is ensured through the Consortium Agreement, which defines roles, purposes, and
obligations, and is approved by the SO. Public disclosure of the analysis code allows indepen-
dent scrutiny. Automated access control based on the CTS and role assignments restricts
data access to authorised parties. All actions are logged in the CT Logs and System Logs,
which are accessible to the SA, ensuring accountability. The Multi-Party Secure Private Com-
puting (MPSPC) architecture inherently enforces fairness. Deviating from the intended com-
putation requires extensive collusion among CPs, making unfair processing a costly excep-
tion rather than the rule. The System is built to ensure that all computations strictly follow
the contractual agreement, making deviation structurally infeasible.

« Transparency is supported by the same mechanisms, including the Consortium Agreement
and public code. It is further maintained through formal governance and published System
documentation.

OoP CT OoP

The NSI, as a statistical authority, is responsible for ensuring a suitable legal basis throughout
the process. The System'’s technical architecture, together with the governance provisions of the
Consortium Agreement, is designed to support compliance with GDPR, EUDPR, RES and applica-
ble national legislation, and to reinforce safeguards for data subjects’ rights. Consequently, the
reference case study contributes to a legally sound, fair, and transparent foundation for secure,
privacy-enhancing statistical computation across cross-sectoral boundaries.

3.1.3 Explanation and justification of data minimisation

GDPR

GDPR

In the Solution, data minimisation is achieved through the use of pseudonymisation and secure
computation (Secure Multiparty Computation (MPC) and Trusted Execution Environment (TEE))
(see tables 9 and 10). The CTS requires that the algorithm to be computed is specified in
minute detail before any input data leaves the IPs. Furthermore, the CTS strictly speci-
fies the format of required Input Data, allowing only the records and attributes that are
actually needed for the computation itself. This ensures that the Input Data that enters the
System represents the minimal set possible, unlike traditional data analysis workflows where an-
alysts might be granted access to all relevant input data. Additionally, processing of Protected
Data terminates upon secure deletion after a CT completes. This time-bound approach ensures
that no data is retained longer than necessary, thereby supporting data minimisation and com-
pliance with storage limitation principles.

By ensuring data remains protected throughout the computation process, the MPSPC architec-
ture inherently achieves data minimisation by design. Specifically, data is divided into crypto-
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graphic shares that are completely unusable on their own. Since the System utilises only the
exact shares required for specific mathematical operations, it actively prevents any data usage
beyond what is strictly necessary. This represents a significantly more controlled and minimised
use of data when compared to traditional centralised or bilateral computational environments.

cT

cT

Table 9. Minimisation controls by data object (Input Data)

Details about the Minimisation con-

data processed

Survey data

Administrative

data

Privately
data

held

Data categories

NSI (Personal data,
statistical confiden-
tial information,
trade secrets)

Ministry (Per-
sonal data, trade
secrets)

Company  (Per-
sonal data, trade
secrets)

Justification of the need and
relevance of the data

Essential for statistical produc-
tion and enhancing product
quality amidst declining survey
response rates

Supports official statistics and
ensures coherence with other
data sources

Improves statistical method-
ologies and production speed
via electronic commerce do-
main data

trols

Extracted only within

NSI (IP1) perimeter;
encrypted before
entry; format and

attributes specified in
CTS

Extracted only within
Ministry (IP2) perime-
ter; encrypted before
entry; attributes lim-
ited to those required
by CTS

Extracted only within
Company (IP3) perime-
ter; encrypted before
entry; data minimised
to CTS specifications

As shown above, the IPs (NSI, Ministry, and Company) are responsible for extracting data from
their respective datasets within their own perimeters. Input Data is protected before entering
the System in accordance with the requirements of the CTS, ensuring that no raw or unau-
thorised data is transmitted. The CTS defines the precise structure and attributes needed,
thereby enforcing data minimisation at the point of collection and submission. This aligns
with the requirement that personal data be processed only in a manner that is adequate,
relevant and limited to what is necessary.

1.0
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Table 10. Minimisation controls by data object

Details about the
data processed

Input Data

Protected
Data

Input

Interim Data

Protected Output

Data

Output Data

CT Log

Data categories

adminis-
privately

Survey,
trative,
held data

Encrypted secret

shares

Intermediate com-
putation results

Encrypted statisti-
cal results

Statistical results

Central and local
logs

Justification of the need and
relevance of the data

Essential for statistical produc-
tion; includes personal data

Required for secure computa-
tion without plaintext exposure

Necessary for processing Pro-
tected Input Data

Final output of the CT

Used for quality checks and of-
ficial statistics

Critical for audit and traceability

D-16-1223
Public

Minimisation
trols

con-

Extracted only within
IP  perimeter; en-
crypted before entry;
format specified in CTS

Processed via
MPC/TEE; no CP can
view raw data; deleted
after P3.1

Securely processed
and deleted as soon
as consumed; no
retention by CPs

Remains encrypted
until retrieval by OP;
deleted after use

Reconstructed only in
NSI perimeter

Limited to significant
events (signing, sub-
mission, retrieval); SA

access restricted

Organisational measures support data minimisation by defining clear roles and responsibilities
across the System lifecycle.

* NSI (IP1/0P): Responsible for defining the statistical purpose and ensuring that only nec-
essary data is submitted and used. The NSI must approve the Consortium Agreement and
ensure final results are used solely for intended statistical purposes.

+ IPs (Ministry, Company): Responsible for ensuring that their data is limited to what is re-
quired for the analysis. They must securely prepare and upload data, applying agreed trans-
formations locally.

+ CPs (Eurostat, IT-agency, Private Hosting Service Provider): Responsible for securely pro-
cessing Protected Input Data using MPC and TEE. They must ensure that no raw data is ex-
posed during computation and that they only execute approved algorithms defined in the
Consortium Agreement. All CPs must ensure secure deletion of protected input and interim
data post-task.

+ SA: Responsible for auditing the System to detect errors, attacks or attempts to deviate from
the intended workflow. The audit must be limited to what is necessary for detecting errors
and workflow deviations, without accessing data beyond the audit purpose.

The SO (Eurostat) enforces role-based access, monitors compliance, and manages log retention.
All parties are bound by the System Agreement, which mandates strict data handling and au-
tomated deletion after task completion. These controls align with GDPR Art. 5(1)(c) and ensure
data is processed minimally, securely, and transparently.
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3.1.4 Explanation and justification of data quality

CT Consortium Members

The principle of accuracy, as enshrined in GDPR Art. 5(1)(d) and EUDPR Art. 4(1)(d), requires that
personal data be accurate and kept up to date. To adhere to stringent quality requirements of
official statistics, the System ensures a high degree of accuracy through role-specific responsi-
bilities, data validation, and secure computation (see Table 11). NSI (IP1/0P), Ministry (IP2), and
Company (IP3) are responsible for providing accurate, validated data. The CPs ensure that only
approved algorithms are executed, while the SO and SA enforce compliance and audit integrity.
This framework supports the reliability of outputs for official statistical use.

Table 11. Data quality controls and justification

Data quality controls

Input Data validation at
source

System-side data validation

Secure computation and al-
gorithm adherence

MPSPC

Oversight and compliance

monitoring

Independent auditing

Justification

Ensures Input Data provided by IPs (NSI, Ministry, Company) is accu-
rate, complete, and conforms to the agreed data model before pro-
cessing begins, satisfying GDPR Art. 5(1)(d) requirements for accu-
racy at the point of collection.

Server-side checks and optional data quality assurance algorithms
defined in the CTS verify data format and integrity upon entry, pre-
venting invalid data from disrupting computation or skewing results.

CPs execute analysis strictly as defined in the CTS within trusted ex-
ecution environments (TEE), ensuring algorithmic correctness and
preventing unauthorised manipulation of data during processing.

To ensure accuracy within the MPSPC solution, input data undergoes
strict quality control, the applied algorithms are carefully defined and
verified, and all underlying protocols are engineered to preserve ac-
curacy.

The SO (Eurostat) enforces access controls and compliance with the
System Agreement throughout the CT lifecycle, ensuring that all par-
ties adhere to their data quality obligations.

The SA performs independent audits of logs, outputs, and processes
to verify compliance, detect errors or malicious behaviour.

3.1.5 Explanation and justification of storage durations

Solution Policy (Policy)

cT
CT Consortium Consortium Agreement
Out-
put Data
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Table 12. Storage durations and erasure mechanisms for System data

Data types

Storage duration

Justification of the
storage duration

Erasure mechanism at the
end of the storage duration

Protected Input
Data, Interim Data,
Protected Output
Data

Until CT completion
or deadline

As stipulated in

Data is necessary
only for process-
ing; retained for no
longer than required
by the CTS

Dependent on the

Automatically deleted ASAP
upon consumption or com-
pletion of P3

Deleted in accordance with

Output Data the Consortium purpose of the the duration stipulated in the
Agreement processing Consortium Agreement

Archive of all events

related to CT execu- Retained in SO (Eurostat)
Central CT Log See Table 5 tion and lifecycle; re- Store per Policy retention

quired for audit and policy

compliance

Archive of events

relevant to Service Retained in CT Consortium
Local CT Log See Table 5 Node execution; Members and CP Stores per

required for trace- Policy retention policy

ability

Record of system-

\;Vlci?nei\;ents (Il\l/laar?e- Retained by SO and System
System Log See the Policy g Members per Policy retention

and Control Plane);
required for opera-
tional oversight

policy

The principle of storage limitation under GDPR Art. 5(1)(e) and EUDPR Art. 4(1)(e) requires that
personal data be kept only for as long as necessary for the processing purpose. In the System,
data retention policies are structured to ensure compliance with data minimisation and security
principles (see Table 12). System and CT logs are maintained for audit, compliance, and op-
erational oversight. In contrast, sensitive data - including Protected Input Data, Interim Data,
Protected Output Data, and cryptographic keys - are deleted immediately after use, as it is only
required during processing and must not persist beyond its necessity. All Protected Data are
subject to automated deletion upon completion of the CT or upon reaching the deadline, ensur-
ing compliance with data minimisation. Upon completion of the computation, both Protected
Input Data and Protected Interim Data are automatically and immediately deleted. This erasure
is governed by a dual-trigger mechanism: either upon successful completion of the computa-
tional process, or in the event of the deadline set by the CT Consortium and agreed in the CTS.
The earlier of these two events initiates the deletion process.

The nature and content of the Output Data - including whether it contains allowed personal
data - is determined by the CT Consortium as part of its decision-making process. If the Output
Data includes allowed personal data, the CT Consortium must explicitly agree on and define the
retention period for such data, and this period must be formally stipulated in the Consortium
Agreement. This ensures that the OP is bound by the agreed retention obligations, even after the
data has left the System and is no longer under its technical oversight. Internal data protection
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policies of Eurostat (SO) regarding System-level personal data retention are outside the scope of

this assessment.

3.1.6 Explanation and justification of confidentiality and integrity

The data protection principle of "integrity and confidentiality” requires that personal data shall
be processed in a manner that ensures appropriate security of the personal data, including pro-
tection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures (GDPR Art. 5(1)(f), EUDPR Art.
4(1)(f)). The measures required to satisfy these obligations are detailed in tables 13 and 14.

Table 13. Data confidentiality controls

Data confidentiality con-
trols

MPSPC

TEEs

MPC and Secret Sharing

End-to-end encryption

Restricted access con-
trols

Justification

The distributed architecture of the Solution introduces a strong security
model because single-point failures are eliminated or significantly miti-
gated. The use of MPSPC ensures that confidentiality is maintained even
in the event of compromise of individual Computing Nodes.

Creates secure enclaves where data can be processed without exposure to
the underlying operating System or external parties, preventing raw data
tampering and leakage.

Enables joint computation without any single party ever seeing the confi-
dential Input Data or Interim Data, safeguarding confidential or personal
data, sensitive business information and trade secrets.

Secures all communication between components, ensuring data remains
protected until the final output is retrieved and protection removed by the
OP.

Limits data access to execution within TEE only, ensuring no raw data is
exposed to the CPs outside the secure enclave.

Table 14. Data integrity controls

Data integrity controls
Local pre-validation

Anomaly detection and
halting

Independent
(SA)

auditing

Identity verification and
role-based authentica-
tion

Distributed trust model

Justification

Ensures data completeness and correct formatting by each data holder
before submission, reducing the risk of processing invalid data.

Detects attacks or deviations in the computation process and halts execu-
tion to prevent dissemination of incorrect or forged results.

Verifies compliance and detects systemic risks through periodic audits, en-
suring accountability through log retention and forensic analysis.

Prevents unauthorised access by restricting participation to authorised
entities following identity verification and formal approval of the CTS.

Mitigates the risk of a single point of failure or compromise by distributing
control across multiple CPs and the SO.

The reference case study demonstrates how the Solution enables secure, lawful, and trustworthy
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integration of sensitive data from public and private sectors for official statistics, while upholding
the core principles of confidentiality and integrity throughout the data lifecycle - from input to
computation and output delivery. The integration of technical and organisational safequards
creates a cohesive framework that ensures both confidentiality and integrity are preserved. The
System is resilient to failure and tampering, maintains computational accuracy, and supports
accountability through verifiable audit trails.

For comprehensive information on the underlying mechanisms, deployment procedures, and
validation controls, readers should consult D2.7 Technology Survey and Analysis and D4.3 System
Specification and Architecture - Final version.

3.1.7 Assessment of the controls

The assessment of the controls is presented in Table 15, provided the reference case study offers
sufficient information to analyse these data protection principles.

Table 15. Assessment of the controls

Acceptable
or can be Corrective controls
improved on?

Controls guaranteeing the proportionality
and necessity of the processing

The overarching processing pur-
pose is clearly specified; however,
the precise objectives for indi-
vidual statistical products will be
defined separately during imple-
mentation. The current reference
case study intentionally remains

Can be im- high-level, as detailed purpose

proved on specifications are formally docu-
mented within the CTS at the op-
erational stage. For example, the
specific objective could be devel-
opment of European or national
official statistics about the use of
e-commerce by consumers in a
specific Member State.

Purposes: specified, explicit

Purposes: legitimate Acceptable NA
s law . I
B§S|s lawfulness of processing, prohibition of Acceptable NA
misuse
Pata minimisation: adequate, relevant and lim- Acceptable NA
ited
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Table 15. Assessment of the controls

Acceptable
or can be Corrective controls
improved on?

Controls guaranteeing the proportionality
and necessity of the processing

NA

Data quality: accurate and kept up-to-date Acceptable

Storage durations: limited Acceptable NA

3.2 Assessment of controls protecting data subjects’ rights
3.2.1 Data subjects’ rights
CNIL

GDPR GDPR
GDPR GDPR
GDPR GDPR
GDPR

This section draws on the reference case study provided in the (D3.7 Legal Analysis (Chapters 9-10
and Section 11.5). We assume IPs possess all necessary rights for primary processing (e.g. con-
sent) prior to processing. Unprotected Input Data data does not enter the System. System-level
processing is excluded as it falls under standard Commission IT practice. Derogations for statisti-
cal purposes are permissible under GDPR and EUDPR (see Section 8.3.2 and Annex D). However,
the applicability of these derogations must be assessed on a case-by-case basis to determine
suitability for each specific CT. Post-System processing of the Output Data is governed by the
Consortium Agreement, if it contains personal data, but remains outside the scope of System
protection.

The System limits the processing of directly identifiable data, which may reduce the need for
certain rights to be exercised in practice. This approach aligns with the principle of processing
without identification under Article 11 GDPR, which serves as a protective mechanism to reduce
risks while maintaining safequards. Therefore, the System should be regarded as a mechanism
that enhances data protection by structurally minimising the processing of personal data, ensur-
ing safeqguards rather than limiting data subject rights.

Specific controls for data subject rights could not be fully evaluated in the reference case study
due to the abstract nature of the scenario. Consequently, the application of derogations under
GDPR Art. 89(1) (special regime for statistical purposes) and processing without identification
(GDPR Art. 11) remains subject to validation in subsequent concrete use cases (see Annex D
"Comparison of GDPR and EUDPR principles and rights, with derogations for statistical process-
ing” of the D3.7 Legal Analysis). While GDPR Art. 13 (information) cannot be deviated from, rights
regarding access, rectification, erasure, restriction, and objection may be restricted provided ap-
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propriate safequards are implemented. Full assessment is therefore postponed until the specific
statistical processing is defined.

3.2.2 Determination and description of the controls applicable to
processors

The following table identifies the processors engaged in the CT, detailing their specific roles,
data scope, and contractual basis (see Table 16). All entities operate under agreements compli-
ant with Article 28 of the GDPR, ensuring processing is governed by documented instructions
from the controller. The SO engages the SA pursuant to an Audit Engagement Contract that in-
corporates the data protection obligations applicable to processors. The scope encompasses
direct service providers under the System and Consortium Agreement, as well as sub-contracted
audit services. Consequently, data protection obligations are strictly maintained throughout the
processing chain.

Table 16. List of Processors

Processor’s Contract refer- Compliance with
Purpose Scope
name ence Art. 28
CPs (e.g. Euro- Processing of per- :;%t(eiaiz(:imlggg System Agreement, Yes, governed by
stat, IT-agency, sonal data forthe e ac Consortium Agree- EUDPR Art. 29
Private Hosting execution of the . ; ment, Computation and GDPR Art. 28
cess); execution

Service Provider)

SO (Eurostat)

SA (Independent
Audit Provider)

CcT

System  opera-
tions,  monitor-
ing, and auditing
of the CT

Independent au-
dit service (post-
screening)

of computations

logs, operational
data

CT and logs

Service Agreement

System Agreement

Audit Engage-
ment Contract
(sub-contracted by
SO)

compliant clauses

Yes, governed by
EUDPR Art. 29
and GDPR Art. 28
compliant clauses

Yes, governed
by GDPR Art. 28
compliant clauses

3.2.3 Determination and description of the controls on transfer of
data outside the European Union

GDPR

CNIL

EU

GDPR

While international data transfers are not the primary objective of the Solution, the reference
case study does not preclude scenarios where such transfers might occur (e.g. if a CP is located
outside the EU). In such instances, compliance with GDPR Chapter V would be required.

The Solution’s architecture supports compliance through the use of MPC. According to the Euro-
pean Data Protection Board (EDPB) Data Transfer Recommendations (01/2020), MPC can serve as
a supplementary measure in scenarios involving split or multi-party processing (Use Case 5). This
requires that each CPs is located in a different jurisdiction and the algorithm is secure against
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active adversaries. In such a scenario IP when in the role of a CP can be sure about data confi-
dentiality even when other CP are corrupted. A thorough case-by-case assessment is necessary
to ensure these conditions are met if transfers arise. This is necessary as processing is influenced
not only by the technical solution but also by operational factors (e.g. the non-EU entity’s System
role) and organisational measures (e.g. agreement wording).

The aspects of international transfer are explained in Section 8.3.4 of the D3.1 Legal Analysis.

3.2.4 Assessment of the controls

CT CT Con-
sortium

3.2.1

The assessment of the controls is presented in Table 17, provided the reference case study offers
sufficient information to analyse these data protection principles.

Table 17. Assessment of controls protecting data subjects’ rights

Acceptable
or can be
improved on?

Controls to protect the rights of data sub-

. Corrective controls
jects

Could not be Assessment required once statis-

Information for the data subjects (fair and

: evaluated at tical processing details are speci-
transparent processing) . :
this stage fied
Could not be Assessment required once statis-
Obtaining consent evaluated at tical processing details are speci-
this stage fied
Exercising the rights of access and to data Cemle) met s Assessment .reqwred. once Statlsf_
ortability evaluated at tical processing details are speci-
P this stage fied
Could not be Input Data can be rectified di-
Exercising the rights to rectification evaluated at rectly atthe original source under
this stage the controller’s (IP's) authority
The System enforces automated
deletion protocols, and data re-
Exercising the rights to erasure Acceptable tention periods are stipulated in
the System Agreement and Con-
sortium Agreement
- . I . Assessment required once statis-
Exercising the rights to restriction of processing Could not be . . : .
4 tical processing details are speci-
and to object evaluated .
fied
Processors: identified and governed by a con- Acceptable Not applicable

tract
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Table 17. Assessment of controls protecting data subjects’ rights
Controls to protect the rights of data sub- Acceptable .
. or can be Corrective controls
jects .
improved on?
No such trans-
Transfers: compliance with the obligations fers are en-
bearing on transfer of data outside the Euro- visaged in the Not applicable
pean Union reference case
study
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4 Data security risks

4.1 Overview

This chapter assesses the data security risks associated with the Solution and the baseline sce-
nario used in this document. The chapter is structured as follows: Section 4.2.1 describes and
assesses the controls implemented to mitigate data security risks related to the data being pro-
cessed; Section 4.2.2 covers general security controls regarding the system in which the pro-
cessing is carried out; Section 4.2.3 addresses organisational (governance) controls. Finally, Sec-
tion 4.3 presents the risk assessment of potential privacy breaches, analysing three categories
of threat events - illegitimate access to data, unwanted change of data, and disappearance of
data - and evaluates the residual risks after accounting for existing controls.

As noted in the introduction, the CNIL template facilitates comparative analysis by supporting
the evaluation of privacy risk assessments in both “as-is” and “to-be” scenarios. However, as the
analysis of the “as-is” scenario (i.e. the current state without the JOCONDE Solution) lies outside
the scope of this Project, this assessment is restricted to the “to-be” scenario, based solely on the
information provided in the fictional baseline scenario.

4.2 Assessment of security controls

CNIL
4.2.1
Solution
4.2.2
Solution
SO System Members CNIL
4.2.3
SO System Members

4.2.1 Description and assessment of controls implemented for
treating the risks related to data security

A description and assessment of the controls implemented to mitigate data security risks are
provided in Table 18.
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Table 18. Controls implemented for treating the risks related to data security

Controls bearing

e . S Acceptable
specifically on Implementation or justification .
. or can be Corrective controls
the data being why not .
improved on?
processed
The JOCONDE System uses a com-
bination of encryption technolo-
gies to protect data. Input Data
an.d Output Data.are protected The use of multi-
using secret sharing as part of le. complementar
the MPC protocol - this gives pie, comp y
o . encryption tech-
guarantees similar to encryption. :
. ! nologies (MPC, TEE,
Data at rest is encrypted with MTLS T —
Encryption hardware-protected sealing keys Acceptable rovic’ies 3 gtron
within the TEE of the Computing P . 9
: o defense-in-depth.
Nodes. Data in transit is secured No additional cor-
using mTLS (mutual TLS) between ,
- . rective controls are
Service Nodes and Wireguard tun- needed
nels between CT VMs. The System '
employs automatic key rotation for
Service Node certificates to reduce
the risk of key compromise.
In general, Input Data for a CT is
not anonymised. Instead, it uses
Anonymisation SPC tgchnolog|es to proylde strong N/A
security guarantees while process-
ing of personal data remains in the
scope of GDPR.
The System uses SPC techniques
like MPC and TEE to ensure that No additional con-
no party, including the CPs, can
. : trols are needed.
o learn the underlying data. This :
Pseudonymisation ; Acceptable The core security of
can be viewed as very strong form :
o . . the System is based
of pseudonymisation with no sin-
on SPC.
gle party alone able to reverse the
pseudonymisation.
The System is designed with a
clear data partitioning model.
Data is separated into distinct
categories: Restricted Data (In- .
e . put/Output/Interim), Protected No additional con
Data partitioning (in trols are needed.
. Data (secret-shared forms), and .
relation to the rest of The architectural
. ) system data (CT Artefacts, logs). Acceptable : X
the information sys- . design inherently
tern) The system architecture enforces rovides stron
this separation, with the Data partitionin 9
Plane handling Protected Data P 9:
and the Control/Management
Planes handling only CT Artefacts
and logs.
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Table 18. Controls implemented for treating the risks related to data security

Controls bearing

e . S Acceptable
specifically on Implementation or justification .
the data being why not or can be Corrective controls
improved on?
processed
The System could
benefit from imple-
menting multi-factor
authentication (MFA)
for added security.
Note that MFA is
The System implements robust not required for
logical access control. Users must every deployment
authenticate using their organisa- as System does
tion’s identity provider (e.g. SSO). not have publicly
Logical access con- The system enforces role-based Acceptable available user inter-
trol access control (RBAC), where ac- face (Service Nodes
cess to specific functions and data communicate via
is granted based on the user’s role secured machine-to-
(e.g. Task Organiser, Data Custo- machine channels).
dian). Nevertheless, in-
ternal policies of
large organisations
with multiple Ser-
vice Nodes may
require MFA even for
internal services.
The System maintains detailed
traceability through two types of
logs: System Logs (for system-
wide events) and CT Logs (for
. . events specific to a CT). The logs
Traceability (logging) are stored in a tamper-evident Acceptable
storage system to detect mali-
cious modification. These logs are
accessible to authorised parties,
including the SA.
Integrity is monitored through
multiple mechanisms.  Remote
attestation (RA) verifies the in-
tegrity of the software running
. o inside the TEE. Digital signatures
Integrity monitoring on CTS provide integrity and non- Acceptable
repudiation. Computation Task
Telemetry (CT Telemetry) is used
to log events, and the system can
detect inconsistencies in data flow.
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Table 18. Controls implemented for treating the risks related to data security

Controls
specifically
the data
processed

Archiving

Paper document se-

curity

bearing

on Implementation or justification
being why not

The System enforces a strict data
lifecycle policy where all Protected
Data is securely deleted or ren-
dered permanently illegible imme-
diately after the CT finishes or
upon reaching a deadline. The Sys-
tem Agreement defines a reten-
tion period for System Logs and
CT Logs to ensure they are not
deleted too quickly, while still com-
plying with data minimisation prin-
ciples.

The System is designed to be dig-
ital and paperless. It does not in-
volve the use of paper documents
containing sensitive data.

Acceptable
or can be Corrective controls
improved on?

Acceptable

N/A

4.2.2 Description and assessment of general security controls

SO

Solution
System Members
CNIL

Policy

System Agreement

The description and assessment of the general security controls are provided in Table 19.

Table 19. General security controls

General

carried out

Operating security
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controls regarding
the system in which
the processing is

Implementation or justification
why not

SO

Acceptable
or can be Corrective controls
improved on?

Could not be
evaluated at
this stage
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Table 19. General security controls

General  security
controls regarding
the system in which
the processing is
carried out

Clamping down on
malicious software

Managing worksta-
tions

Website security

Backups

Implementation or justification
why not

The System uses TEE technology
to protect against malicious soft-
ware. The TEE isolates the compu-
tation environment, making it dif-
ficult for malware to interfere with
the process. Moreover, remote at-
testation guarantees that authen-
tic code runs inside the TEE.

The System requires minimal
technical requirements for Clients,
meaning they can use generic
hardware (e.g. laptops, work-
stations) to interact with it. The
System does not require spe-
cialised hardware.

Protected Data is not backed up in
the System as it is not the primary
copy of the Input Data managed by
IPs. This is by design to minimise
the number of copies of Protected
Data and thus keep the attack sur-
face small. CT Logs are backed up
centrally by SO and System Logs
(including their backup policy) are
managed individually by each Sys-
tem Member in line with the Sys-
tem Agreement.

D-16-1223
Public

Acceptable
or can be Corrective controls
improved on?

Could not be
evaluated at
this stage

Could not be
evaluated at
this stage

Could not be
evaluated at
this stage

Acceptable
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Table 19. General security controls

General  security
controls regarding
the system in which
the processing is
carried out

Maintenance

Security of computer
channels (networks)

Implementation or justification
why not

SO is responsible for managing
central Control and Manage-
ment Plane components (see
subprocesses of P1 System man-
agement). Each System Member
is responsible for managing
their infrastructure and part of
Control and Data Planes in line
with the System Agreement. CT-
specific resources (e.g. CT VM)
are ephemeral and managed
automatically.

The System uses mTLS for secure
communication between Service
Nodes and Wireguard for secure
tunnels between CT VMs. SO and
each System Member deploys in-
trusion detection and/or preven-
tion systems (IDS/IPS) according
to their internal policies or as re-
quired by System Agreement. The
System also uses out-of-band com-
munication for identity verifica-
tion.

Acceptable

D-16-1223
Public

or can be Corrective controls

improved on?

Acceptable

Acceptable
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Table 19. General security controls

General  security
controls regarding
the system in which
the processing is
carried out

Implementation or justification
why not
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Acceptable
or can be Corrective controls
improved on?

Monitoring

Physical access con-
trol

Hardware security

Avoiding sources of
risk

CT lifecycle and System compo-
nents are extensively monitored
via CT Logs and System Logs, re-
spectively.  Network and hard-
ware monitoring is done accord-
ing to each System Member’'s inter-
nal policy and in line with System

Agreement.
[CNIL template: Indicate here
whether real-time monitoring

of local network is implemented
and with what means. Indicate
whether monitoring of hardware
and software configurations is
carried out and by what means.]

The System is designed to be de-
centralised, with Service Nodes
hosted on the premises of the Sys-
tem Members. This means that
physical access control is managed
by the individual organisations, in
line with the System Agreement.
[CNIL template: Indicate here how
physical access control is carried
out regarding the premises ac-
commodating the processing (zon-
ing, escorting of visitors, wearing
of passes, locked doors and so
on). Indicate whether there are
warning procedures in place in the
event of a break-in.]

[CNIL template: Indicate here the
controls bearing on the physical
security of servers and worksta-
tions belonging to customers (se-
cure storage, security cables, con-
fidentiality filters, secure erasure
prior to scrapping, etc.).]

[CNIL template: Indicate here
whether the implantation area is
subject to environmental disasters
(flood zone, proximity to chemical
industries, earthquake or volcanic
zone, etc.). Specify if dangerous
products are stored in the same
area.]

Acceptable

Could not be
evaluated at
this stage

Could not be
evaluated at
this stage

Could not be
evaluated at
this stage

JOCONDE D3.2: Part II - Data Protection Impact Assessment Template

11.05.2026

1.0
42 /61



D-16-1223
Public

Table 19. General security controls

General  security
controls regarding
the system in which

Acceptable

Implementation or justification .
plementation or justificatio or can be Corrective controls

the processing is why not improved on?
carried out

Protecting against Could not be
non-human sources evaluated  at
of risks this stage

4.2.3 Description and assessment of organisational controls
(governance)

SO System Members
CNIL

The description and assessment of organisational controls are provided in Table 20.

Table 20. Governance organisational controls

Acceptable
or can be Corrective controls
improved on?

Organisational con- Implementation or justification
trols (governance) why not

Could not be
Organisation evaluated  at
this stage

Could not be
evaluated at
this stage

Policy (management
of rules)
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Table 20. Governance organisational controls

Organisational con-
trols (governance)

Risk management

Project management

Management of
incidents and data
breaches

Personnel manage-
ment

Relations with third
parties

Supervision

Implementation or justification
why not

Acceptable

or can

be

improved on?

Could not
evaluated
this stage

Could not
evaluated
this stage

Could not
evaluated
this stage

Could not
evaluated
this stage

Could not
evaluated
this stage

Could not
evaluated
this stage

be
at

be

at

be
at

be
at

be
at

be
at
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Corrective controls

4.3 Risk assessment: potential privacy breaches
4.3.1 Analysis and assessment of risks

This section describes three main categories of threat events that apply to the Solution:

+ illegitimate access to data (breach of confidentiality);

+ unwanted change of data (breach of integrity);

+ disappearance of data (breach of avalability).

To ensure alignment with the broader project risk register, the assessment of privacy risks is
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based on the technical risk analysis established in D4.3 System Specification and Architecture -
Final version and therefore uses the same NIST SP 800-30 methodology' and the same five-point
qualitative scale: Very Low, Low, Moderate, High, Very High.

For each category of threats listed above, we refer to the more granular threat events (identified
as Tx) described in D4.3 System Specification and Architecture - Final version. In most cases, the
likelihood of those threats events carries over from the technical risk analysis and therefore we
only provide a summary for each threat category below.

However, impact of the threat events needs to be re-evaluated as the subject of the risk analysis
is no longer a system or organisation (as was the case for technical risk analysis), but rather the
data subject (natural person). Impact of threat events - how they affect data subjects - is as-
sessed according to Table 21, originally published as Table H-3 in NIST SP 800-30. This combined
approach guarantees consistency between the privacy and technical risk assessments through-
out the project deliverables.

Table 21. Assessment scale - impact of threat events. Modified version of Table H-3 published in
NIST SP 800-30 with reputation loss added as a possible impact.

. Semi-
Qualita- e A
. quantitative Description
tive values
values

The threat event could be expected to have multiple severe or
Very High 96-100 10 catastrophic adverse effects on organisational operations, organi-
sational assets, individuals, other organisations, or the Nation.

The threat event could be expected to have a severe or catastrophic
adverse effect on organisational operations, organisational assets,
individuals, other organisations, or the Nation. A severe or catas-
trophic adverse effect means that, for example, the threat event
might: (i) cause a severe degradation in or loss of mission capability
to an extent and duration that the organisation is not able to perform
one or more of its primary functions; (ii) result in major damage to
organisational assets; (iii) result in major financial loss; (iv) result in
major reputation loss; or (v) result in severe or catastrophic harm to
individuals involving loss of life or serious life-threatening injuries.

High 80-95 8

The threat event could be expected to have a serious adverse ef-
fect on organisational operations, organisational assets, individuals,
other organisations, or the Nation. A serious adverse effect means
that, for example, the threat event might: (i) cause a significant
degradation in mission capability to an extent and duration that the

Moderate 21-79 5 organisation is able to perform its primary functions, but the effec-
tiveness of the functions is significantly reduced; (ii) result in signifi-
cant damage to organisational assets; (iii) result in significant finan-
cial loss; (iv) result in significant reputation loss; or (v) result in signif-
icant harm to individuals that does not involve loss of life or serious
life-threatening injuries.

"National Institute of Standards and Technology (NIST). SP 800-30 Rev. 1: Guide for Conducting Risk Assessments.
2012. https://doi.org/10.6028/NIST.SP.800-30r1
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. Semi-
Qualita- quantitative Description
tive values
values

The threat event could be expected to have a limited adverse ef-
fect on organisational operations, organisational assets, individuals,
other organisations, or the Nation. A limited adverse effect means
that, for example, the threat event might: (i) cause a degradation in
Low 5-20 2 mission capability to an extent and duration that the organisation is
able to perform its primary functions, but the effectiveness of the
functions is noticeably reduced; (ii) result in minor damage to organ-
isational assets; (iii) result in minor financial loss; (iv) result in minor
reputation loss; or (v) result in minor harm to individuals.

The threat event could be expected to have a negligible adverse ef-
Very Low 0-4 0 fect on organisational operations, organisational assets, individuals,
other organisations, or the Nation.

4.3.1.1 Illegitimate access to data

Main risk sources:

* malicious or negligent insider;
*+ cybercriminals or nation-state actors;
« vendors.

Main threats:

* Unauthorised access or disclosure of Input Data (T3, T7+8, T11, T15)
* Unauthorised access or disclosure of Output Data (T4, T5, T10, T12, T13, T16)
Main potential impacts: For the System, leaking Input Data is considered the worst case sce-

nario. As this is the raw input for the computation, it contains detailed data, possibly including
personalised records. Disclosure of Input Data may have serious impact on data subjects:

+ Loss of privacy: individuals may even be identified through aggregated or pseudonymised
data, especially if datasets are re-identified using auxiliary information. This can lead to
embarrassment, stigma, or discrimination (e.g. revealing sensitive health, financial, or be-
havioural data).

+ Identity theft or fraud: if personal identifiers are exposed, individuals may become targets
for fraud or impersonation.

+ Psychological harm: fear of exposure or misuse of personal information can cause anxiety,
stress, or loss of trust in public institutions.

+ Discrimination or stigmatisation: sensitive data (e.g. health conditions, immigration status,
criminal history) could be used to discriminate in employment, housing, or insurance.

Unauthorised access or disclosure of Output Data has lower impact as it is at least partially ag-
gregated.

Main existing controls:

* MPC requires collusion of all (or a threshold of ) CPs to reconstruct data. With three indepen-
dent CPs, the likelihood of collusion is very low.

+ TEE hardware protection adds another layer of data protection.
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+ All communication channels are encrypted (TLS, Wireguard).
Impact: Moderate

In a theoretical worst-case scenario involving a security breach, the CT Input Data may enable the
identification of data subjects within the population. This could result in serious adverse impacts
regarding privacy or reputation (i.e. moderate impact). Given the domain of reference use case
(electronic commerce) it is difficult to see how severe physical consequences (high impact) are
possible. And even if they are, the likelihood of such impact would be very low.

Likelihood: Low

The relevant threats from technical risk analysis (see list above) have mixed likelihood scores of
Very Low and Low. The most prominent mistake that may result in successful attack is procedural
mistake, e.g. not reviewing software code, insufficient due diligence when choosing CPs, etc.

4.3.1.2 Unwanted change of data

Main risk sources: Malicious or negligent insider; Cybercriminals or nation-state actors; Ven-
dors

Main threats:

+ Compromised Input Data (T3)
+ Compromised CP or MPC protocol (T8, T9, T14, T15)
+ Compromised CTS (T5, T10, T16)

Main potential impacts: Even if data is tampered with at the Input Data level, data subjects
are not directly impacted, since the outputs of official statistical processes consist of aggregated
values. However, they may be indirectly affected through policy decisions that are based on
biased or inaccurate statistics, e.g.:

+ Misrepresentation of reality: if data is falsified (e.g., undercounting a vulnerable population),
policies may be based on incorrect assumptions, leading to inadequate support or services.

* Harm to vulnerable groups: misleading data may result in the neglect of marginalised com-
munities, such as underreporting poverty, health issues, or unemployment.

+ Loss of rights and benefits: individuals may be denied access to services (e.g., welfare, health-
care, education) if their situation is misrepresented in official statistics.

This is the case when computation result is tampered at CTS level (e.g. malicious Algorithm) or
MPC protocol level.

Main existing controls:
+ Digital signatures on CTS provide non-repudiation.
« TEE remote attestation provides integrity of the software running in Computing Nodes.
+ CT Logs and System Logs record all state changes.
+ Optional data quality assurance algorithms for Input Data.
+ Option to use actively secure MPC Engine for a CT.

+ JOCONDE System is not for directly disseminating the results. An analyst at NSI (OP) reviews
the results and if anything is clearly wrong, the CT could be redone with additional controls
and auditing.
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Impact: Low to Moderate (with extreme cases causing significant financial loss or missed access
to services for vulnerable groups through policy decisions based on biased results).

Likelihood: Very low

Even if data is maliciously tampered with and the attacker manages to avoid detection, it would
require consistently poisoning several CTs over a long period of time to get measurable impact
on data subjects.

4.3.1.3 Disappearance of data

Main risk sources: System error, Hardware failure, Natural disaster
Main threats:
+ Mistake or software/hardware malfunction at IP.
* Mistake or software/hardware malfunction at OP.
+ CT VM crash.
Main potential impacts: CT has to be redone. Can reuse the existing CTS as template.
Main existing controls:

+ CT Logs and System Logs retain audit trails (to avoid similar system errors in the future).

+ There are no System-specific controls to provide high availability as the System is designed
not to be mission-critical.

Impact: Low

+ Input Data used for a CT is never the primary copy of this data, so there is no actual data loss.
The primary copy of the data is covered by already existing processes outside the System and
is thus outside the scope of this risk analysis.

+ Output Data can be recomputed with new CT.

+ The System is designed not to be mission-critical. The System would need to be unavailable
for a very long time to have any substantial impact on the production of official statistics.
Only then would the ability to make decisions based on those statistics - decisions that could
affect the general population - be compromised.

Likelihood: Low

This assumes that all parties follow best practices regarding backups, hardware failures, etc. See
assessment of general (Section 4.2.2) and organisational controls (Section 4.2.3) for details.

4.3.2 Assessment of residual risks
4.3.2.1 Illegitimate access to data

Despite existing controls, risks remain if all three CPs collude or TEE hardware is physically com-
promised. However, the requirement for at least three independent CPs and the “no single point
of trust” architecture principle (see D4.3 System Specification and Architecture - Final version) miti-
gates this significantly. Residual risk is acceptable.

Highlighted assumptions and enhancements:

+ Audit and verification: Regular independent audits of CPs and TEE configurations to ensure
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no collusion or vulnerabilities exist.

+ Policy enforcement: Clear contractual agreements defining roles and liability for data breaches
under relevant contractual arrangements.

4.3.2.2 Unwanted change of data

The SO or CT Consortium Members can terminate a CT if deviations are detected. Output Data
is reviewed by NSI and is not disseminated automatically. Residual risk is acceptable.
Highlighted assumptions and enhancements:

+ Code review: Mandatory review of software components by the SO and CPs to prevent supply
chain compromises.

4.3.2.3 Disappearance of data

There are no System-specific controls to provide high availability as data availability is a lower
priority compared to confidentiality or integrity. Residual risk is acceptable.

Highlighted assumptions and enhancements:

+ Nevertheless, parties should implement widely accepted best practices to locally protect
against failures caused by hardware failures and natural disasters.
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5 Validation of the PIA

5.1 Preparation of the material required for validation
This validation section draws upon information presented in Chapters 2, 3 and 4 of this DPIA.

It concludes that the integration of MPSPC technology substantiates the “privacy-by-design” re-
quirement of Article 25 GDPR, particularly for high-risk processing scenarios. In addition, the
MPSPC architecture provides a baseline of protection that exceeds traditional procedural mea-
sures.

5.1.1 Elaboration of the synthesis regarding compliance with [GDPR]
of the controls selected to ensure compliance with the fundamental
principles

Symbol: e o @
Meaning: Not applicable Unsatisfactor Planned Acceptable
g PP y improvement P
00

Controls selected to ensure compliance with the fundamental principles Assessment
Controls guaranteeing the proportionality and necessity of the processing
Purpose(s): specified, explicit O
Purpose(s): legitimate

Basis: lawfulness of processing, prohibition of misuse

Data minimisation: adequate, relevant and limited

Quality of data: accurate and kept up-to-date

Storage durations: limited

Controls to protect the personal rights of data subjects
Information for the data subjects (fair and transparent processing) 000
Obtaining consent 000
Exercising the right of access and right to data portability 00O
Exercising the rights to rectification

Exercising the rights to erasure @
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Controls selected to ensure compliance with the fundamental principles Assessment
Exercising the right to restriction of processing and right to object 000
Processors: identified and governed by a contract @

Transfers: compliance with the obligations bearing on transfer of data outside
the European Union

5.1.2 Elaboration of the synthesis regarding compliance with good

security practices of controls implemented for treating the risks
related to data security

Controls implemented for treating the risks related to data security Assessment
Controls bearing specifically on the data being processed

Encryption @
Anonymisation

Pseudonymisation

Data partitioning (in relation to the rest of the information system)
Logical access control

Traceability (logging)

Integrity monitoring

Archiving
Paper document security

General security controls regarding the system in which the processing is carried out

Operating security 000
Clamping down on malicious software 000
Managing workstations 00O
Website security 000
Backups @
Maintenance @
Security of computer channels (networks) J
Monitoring @
Physical access control 000
Hardware security 00O
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Controls implemented for treating the risks related to data security Assessment
Avoiding sources of risk 000
Protecting against non-human sources of risks 000
Organisational controls (governance)
Organisation 00O
Policy (management of rules) 000
Risk management 000
Project management 000
Management of incidents and data breaches 000
Personnel management 00O
Relations with third parties 00O
Supervision 000
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5.1.3 Mapping of risks related to data security
A Impact
Very High
High
Moderate
lllegitimate 2%‘;’;"?:&?
. access to data - ceptab
. : / residual risk
: Unwanted
ye of data :
. Disappearance
= of data
Low :
Very Low SRS e pree ' Likelihood
N N N . . -
»
Very Low Low Moderate High  Very High

Figure 5. Mapping of risks related to data security

Figure 5illustrates the risk matrix used to evaluate data security threats based on their likelihood
and impact. The analysis confirms that all identified risks, including illegitimate access and data
disappearance, remain below the boundary of acceptable residual risk.

5.1.4 Elaboration of action plan
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Additional controls re-

quested

Define and document
more specific processing
purpose for the CT

Ensure purpose limita-
tion clauses are explicitly
stated in the Consortium
Agreement

Agree about common
place for publishing CTS or
summary of each CT

Manager

OP / CT Consor-
tium Members

OP / CT Consor-
tium Members

CT Consortium
Members

Fre-
quency

Per CT Ini-

tiation

Per CT Ini-
tiation

Per CT Ini-
tiation

Difficulty

Low

Low

Low

Cost

Low

Low

Low
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Progress

In progress

In progress

In progress

5.1.5 Documentation of the advice of the person in charge of "Data

Protection” aspects

CNIL

DPIA.L.

[Signature]

5.1.6 Documentation of the view of data subjects or their

representatives

CNIL
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5.1.7 Documentation of DPO advice and prior consultation with
supervisory authorities or the EDPS

[Guidance: If the DPIA indicates that the processing would result in a high risk in the absence
of measures taken by the controller to mitigate the risk, the controller shall consult the su-
pervisory authority prior to processing and provide it with the relevant information, including
the DPIA. If the controller is a Union institution or body, it shall seek the advice of the data
protection officers on the need for prior consultation with the EDPS and consult the EDPS
prior to the processing where a DPIA indicates that the processing would, in the absence of
safequards, security measures and mechanisms to mitigate the risk, result in a high risk to
the rights and freedoms of natural persons and the controller is of the opinion that the risk
cannot be mitigated by reasonable means in view of the available technologies and costs of
implementation. (See GDPR Art. 36(1) and 36(3), and EUDPR Art. 40(1) and 40(3)(e).)]

5.2 Formal validation of the PIA

[Guidance: In accordance with the CNIL methodology, confirm whether the data controller has
validated the DPIA. Justify this decision by referencing compliance with fundamental principles
and the necessity of any additional controls.]

[Signature]

JOCONDE D3.2: Part II - Data Protection Impact Assessment Template 1.0
11.05.2026 55/61



D-16-1223
Public

Glossary

Algorithm
Function(s) applied to the Input Data to produce Output Data, detailing the exact analysis to
be executed by the CT. Part of the CTS

Asymmetric Authentication Key Pair
This Key Pair is used by a Data Custodian to interact with a CT. The public key is signed by the
Asymmetric Signing Key Pair of the parent and stored as a Public Key Certificate (PKC)
Asymmetric Signing Key Pair
Key Pair identifying a Service Node. Users with the Task Organiser role in a Service Node can
use this key pair to sign Computation Task Specification Addendums (CTSAs)

Client
A System Member using the System to perform CTs in role of IP or OP

Client Node
Service Node of the Client

Computation Service Agreement
Agreement signed between the CT Consortium, from the one side, and members of the set
of CPs, from the other side

Computation Task (CT)
A coordinated activity governed by a contract where CPs process Restricted Data from IPs to
deliver a specific result to OPs through the use of SPC technologies

Computation Task Artefacts (CT Artefacts)
Any data which is part of the CTS or related to its lifecycle, except Input Data, Interim Data,
Output Data. This includes, for example, an explanation for rejection when the SO rejects a
CTSA, the CT VM addresses, or the current execution state of the respective CT.

Computation Task Consortium (CT Consortium)
Collaboration between the stakeholders who fulfill the IP and OP roles in a given CT

Computation Task Log (CT Log)
Logs concerning a specific CT, e.g. its state changes and any logging output produced by the
Algorithm itself

Computation Task Specification (CTS)
Definition of a CT including (among other details) a human-readable description, the cor-
responding computation Algorithm, data-model, identities of all CT Consortium Members,
involved CPs, Users and assignment of roles. CTS is first created as a draft and after signing
by relevant parties becomes a signed CTS

Computation Task Specification Addendum (CTSA)
Document containing information supplementary to a CTS regarding CT Consortium Mem-
ber-internal role assignment

Computation Task Telemetry (CT Telemetry)
Message streams carrying real time information about the deployment and runtime of CTs.
Produced at the Computing Node, it provides general observability and monitoring to the
SO and Clients

Computation Task Virtual Machine (CT VM)
A TEE-based virtual machine provisioned to host the functions of one CT at one CP
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Computing Node
Service Node of the CP

Computing Party (CP)
An independent System Member who owns, operates or otherwise provides a Computing
Node for hosting CTs

Consortium Agreement
Agreement signed by the CT Consortium. Together with the CTS, forms the full description
of the CT

Control Plane
The Plane for the planning, deployment, and coordination of CTs

CT Consortium Member
One partner organisation (either IP or OP) in the CT Consortium

Data Analyst
Individual who processes Output Data

Data Custodian
Individual who carries out the preparation and submission of Input Data

European Commission (Commission)
The European Commission is the executive body of the European Union

Eurostat
The statistical authority of the EU

Foundational Principle (FP)
Core design principles established during the business analysis phase to guide the develop-
ment of the System and ensure alignment with the goals of the Solution

Input Data
The pre-existing data used as input for a CT

Input Party (IP)
Client who uploads Input Data for a CT

Interim Data
The temporary data created during CT execution and not included as output of CT

JOCONDE Project (Project)
the project "JOCONDE" launched in cooperation between Eurostat and Cybernetica AS to de-
velop a detailed set of specifications for the envisioned System and to demonstrate its fea-
sibility through the implementation of a prototype version based on these specifications.
For more information, please see the JOCONDE website in the Internet: https://cros.ec.
europa.eu/joconde/

JOCONDE Solution (Solution)
Subject of the Project; an ICT solution together with supporting processes, agreements and
policies implementing the MPSPCaaS concept, whereby ESS members and their partners
could perform on-demand SPC tasks on their respective data without sharing it in intelligible
form, neither with each other nor with an external Trusted Third Party (TTP)

JOCONDE System (System)
A deployable ICT system, part of the Solution that employs SPC technologies to enforce poli-
cies set forth by the Solution
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Key Pair
One of the following, context dependent: (1) The Asymmetric Signing Key Pair which identi-
fies a service node, or (2) the Asymmetric Authentication Key Pair of a data custodian

Management Plane
The Plane for System management and auditing activities

MPC Engine
An abstraction layer for a software component to plug-in MPC implementations from differ-
ent System Vendors (Vendors)

Multi-Party Secure Private Computing (MPSPC)
The concept of using SPC technology in a setting with multiple data owners (IPs) and/or
output receivers (OPs)

Output Data
The new data resulting from a CT

Output Party (OP)
Client who downloads Output Data from a CT

Plane
Top-level conceptual element of the System that categorises responsibilities and functionality

Private Hosting Service Provider
An entity offering on-demand computing services - like storage, networking, and processing
power - over the internet

Protected Data
A representation of data that is made illegible by applying cryptographic techniques specific
to the chosen MPC technology. In most cases data values are secret shared, i.e. split into
several pieces so that no set of shares smaller than the given threshold reveals any informa-
tion about the data. The representation allows the System to perform computations on the
data without removing the protection

Protected Input Data
A secret-shared version of the Input Data. This protection is applied at the IP

Protected Interim Data
Interim Data in secret-shared form

Protected Output Data
A secret-shared version of Output Data

Public Key Certificate (PKC)
This certificate contains the public key of the Asymmetric Signing Key Pair of a Service Node
as well as additional meta information to identify the Service Node. It is signed by the Asym-
metric Signing Key Pair of the parent Service Node

Restricted Data
Input Data or Output Data that must be kept secret from other System Members and third
parties due to regulatory (e.g. data protection or confidentiality requirements) or other rea-
sons

Root Service Node
The Service Node of the SO

Secure Multiparty Computation (MPC)
Technique for evaluating a function with multiple parties so that the agreed party learns the
output value but not each other’s inputs
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Service Node
A server which is hosting System components, offering a concrete set of functionalities to
other Service Nodes and Users. Usually further classified by its main role: Root Service Node,
Client Node, Computing Node

Solution Policy (Policy)
A general policy set by the SO to prescribe how the Solution is intended to be used

System Agreement
Alegally enforceable agreement between a System Member and the SO regarding the mem-
bership in and use of the System

System Auditor (SA)
An authorised entity (independent from the SO) who provides auditing services to verify the
correctness of the operation of the System by, for example, detecting errors, attacks or at-
tempts to deviate from the intended workflow

System Log
Logs that transcend any specific CT

System Member
Legal persons or other entities with autonomous information systems who have been ac-
cepted by the SO to interface with the System in role of IP, OP, or CP

System Operator (SO)
Eurostat (European Commission) within the capacity to manage membership and coordinate
communication between System Members

System Vendor (Vendor)
An entity that, in cooperation with the SO, delivers components (Service Node, MPC Engine)
that make up the System

Task Organiser
Role of Users of a Client who lead the creation of CTSs within their organisation. There can
be more than one Task Organiser per Client to allow to cover in the case of absence. A Task
Organiser is often an Data Analyst as well

Trusted Execution Environment (TEE)
An input privacy technique based on specific CPU extensions

User
Natural person authorised by a Client to use the System
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Acronyms

CNIL
Commission Nationale de I'Informatique et des Libertés

DPIA
data protection impact assessment

EUDPR
EU Data Protection Regulation (EU) 2018/1725

EDPB
European Data Protection Board

ESS
European Statistical System

EU
European Union

GDPR
General Data Protection Regulation (EU) 2016/679

NSI
National Statistical Institute

ONA
other national authority

PET
Privacy-Enhancing Technology

RES
Regulation on European Statistics

SPC
Secure Private Computing

TTP
Trusted Third Party
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List of deliverables

Work in the JOCONDE Project is divided into six tasks, each producing one or more deliverables.
The following list provides an overview of all project deliverables. The items in grey font refer
to interim versions and should be considered as deprecated. All final deliverables are publicly
available from the project page https://cros.ec.europa.eu/joconde.

+ Task 1 - Usage scenarios and system requirements

- D1.1 Usage Scenarios and System Requirements - Interim version (deprecated)
- D1.2 Usage Scenarios and System Requirements - Final version

+ Task 2 - Technology analysis
- D2.1 Technology Survey and Analysis
+ Task 3 - Legal aspects

- D3.1 Legal Analysis
- D3.2: PartI- Governance Templates
- D3.2: Part II - Data Protection Impact Assessment Template (this document)

+ Task 4 - System specifications and architecture

- D4.1 System Specification and Architecture - Interim version (deprecated)
- D4.2 System Specification and Architecture - Revised version (deprecated)
- D4.3 System Specification and Architecture - Final version

+ Task 5 - Demonstrator prototype and functional testing

- D5.1 Demonstration Prototype, Test Cases and Test Results
* Task 6 - Trust building plan

- D6.1 Trust Building Plan
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