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Disclaimer
This document was prepared by Cybernetica AS as part of Service Contract No ESTAT 2023.0400.

The opinions expressed in this document are those of the authors. They do not purport to reflect
the opinions, views or official positions of the European Commission.

@‘ We encourage readers to provide feedback. If you would like to suggest corrections or im-
provements, or simply ask for clarifications, we are happy to hear from you. Please contact

us via email at joconde@cyber.ee.

1.0

JOCONDE D3.1 Legal Analysis
3/125

11.05.2026


mailto:joconde@cyber.ee

D-16-461

Public
Table of Contents
I Context 8
T ProjeCt OVeIVIEW. . ..ottt iiiiiiiieiieeeeeeeennnnnnsseesseeennnnns 9
1.1 BackgroUNnd . ... e 9
1.2 G0AIS . o 9
1.3 Foundational prinCiples. . . ... e e 10
T4 SO, ot e e e e e e 10
1.5 Deliverables . ... 12
2 DOCUMENE OVEIVIEW ...ttt tiiiittiininetennneeeennnesennenssonnnanenns 13
2.1 O ECEIVES . . vttt e e e 13
2.2 Target QUAIENCES . . vttt e e e e 13
2.3 General outhine. . . ... . e 13
2.4 Guidelinesforreading. ... .. .ottt e 14
3 SolutioN OVerVIeW ...ttt ittt iiitetennserennanennnns 15
3.1 Solution elements . . ... e 15
3.2 SOIULION 10lES . .o e 15
3.2.1 Solution Management . . ..ot 15
3.2.2 ROl arChetypes. . oottt e 16
3.2.3 Responsibilities attached to Solutionroles. . ...... ... .. .. i 17
3.2.4 Relationships between Solutionroles. ........ .. i e 19
3.3 SOIULION PrOCESSES. . o ottt ettt e e e e e 20
3.3.1 Normal and corrective workflows . . ... ... .. 20
3.3.2 System level. ... e 20
3.3.3 T leVel. o e 22
3.4 Solution data . ... 23
3.4.1 Sensitive data object categories . ..... ... e 23
3.4.2 Restricted Data ... ..ottt e 23
343 Logdata. ..ot e 24
3.4.4 Datavisibility .. ..o e 25
3.5 Main implications of adopting the Solution ........ ... ... ... i i, 25
JOCONDE D3.1 Legal Analysis 1.0

11.05.2026 4/125



D-16-461

Public
II Legal analysis 28
4 Methodology ....coiiiiiiiiiiiiiiiii it iiieieteeeeseroneasesoncasnsnnnns 29
4.1 Legal requirements .. ..ot e 29
4.2 Legal CoNtrols. ..ot e e e 29
4.2.1 OVEIVIEW . .ottt ettt et e e e e e e e e e e e e e 29
4.2.2 PoliCieS . o e 29
4.2.3 CONtracts ..ot e e 29
4.2.4 ASSESSIMENTS . . ittt e 30
5 Human rights, fundamental rights and freedoms........................... 32
5.l OVBIVIBW . . . ettt e e 32
5.2 Allocation of responsibility .. ... ... i 33
6 Cybersecurity .....cooiiiiiiiiiiiiii ittt iiittttitttetentnaaeannns 34
6.1  OVBIVIBW . . . ettt e e e 34
6.2 Applicable laws. . ... 34
6.3 Allocation of responsibility .. ... ... 35
6.3.1 System Operator (EUrostat) . ... ...ttt e e e e 35
6.3.2 System Members . ... e e 36
7 Official statistics ..o i ittt 38
T.1 OVRIVIBW . Lottt e e e e 38
7.2 Applicable laws. . ... e 38
7.3 Allocation of responsibility . ... .. i 39
7.3.1 Distinction between European and national statistics ............... ... ... .. .... 39
7.3.2 Statistical governance. . .. ... e 40
7.3.3 Use for statistical pUrpOSeS . . ..ottt e e 41
7.3.4 Statistical Principles ... ... e 42
7.3.5 Statistical quality . . ... oot e 48
7.3.6 Production of statistics. . .. ... . it e 50
7.3.7 European statistics under development. ... ... ... i 54
8 Data protection ........c.coiiiiiiiiiienineteeesesrenesersncssasoncsassnnnss 55
Bl OVBIVIBW . & .ttt e e 55
8.2 Applicable [aw . ... e e 55
JOCONDE D3.1 Legal Analysis 1.0

11.05.2026 57125



D-16-461

Public
8.3 Key legalissues . . ... e 57
8.3.1 The System as a means of pseudonymisation. .............. .. oo, 57
8.3.2 Special regime for statistical purposes. . ... e 61
8.3.3 Available derogations under the special regime for statistical purposes............ 64
8.3.4 International transfer of pseudonymous data by means of the Solution............ 68
III Reference case study 71
L = 1= T ol - T ot 72
10 Computation Taskdesign..........ccuiiiiiiiiiiiiiiiiiiiiiieenreeennnnns 75
10.1 Allocation of Solutionroles. . . ... . e 75
10.2 Legal relations between actors. . .. ..o e e 75
10.3 Description of data . .. ...t e 76
10.4 Description Of PrOCESSES. . . o\ttt et e e e e et 77
10.4.1 Onboard System Member (P1.2) . .. ..ot e e 78
10.4.2 Initiate CT (P2) . .ottt ettt e e et e e e e e e e e e e e 78
10.4.3 EXECULE CT (P3) « ittt et e et e e e e e e e e e e e 78
11 Legalevaluation..........coiiiiiiiiiiiiiiiiiiiiitiiieienrennneronnnannnns 80
110 INtrodUCHION . . .o et e e e 80
11.2 General consSiderations . . . ..ottt e 81
11.2.1 Applicable laws . . ..o e e e 81
11.2.2 Applicability of the special regime for statistical purposes. . ...................... 81
11.2.3 Availability of appropriate safeguards . ....... ... . i 81
10, 2.4 LiIMItatioNS . . o oot e 81
11.3 Visibility and processing of personaldata. . ......... ... ... i, 82
11.4 Initial assessment of the necessity and proportionality of personal data processing
o] 011 = 1 o o 3 85
11.4.1 Accountability ... ..o e 85
11.4.2 Purpose [Imitation. . . . ...t e e e e 88
11.4.3 Lawfulness, fairness, transparenCy . . ......cv ittt e ettt 89
11.4.4 Data minimisation. . ... ..ot i e e e 92
L ol of U | = oy AP 94
11.4.6 Storage lImitation . . .. ... o e 95
11.4.7 Confidentiality and integrity . ....... ... i e e 98
JOCONDE D3.1 Legal Analysis 1.0

11.05.2026 6/125



D-16-461

Public
11.5 Measures contributing to the rights of the data subjects .. .. ......... ... ... .. .... 101
11.5.1 Legal reqUIremMeNnts. . . ..ot e e 101
11.5.2 Data subject rights that cannot be deviated from............ ... ... ... .. .. .. .. 103
11.5.3 Data subject rights that can be deviated from under the special regime for statistical
PUI PO ES . o e ettt e et et e e e e e e e e e e e e e 103
GlOSSaANY . iiiitiiiiitiiiettteeeeetenesotsonesetoncssssonsssssnsssssanssansans 104
X of o 0 )/ 0 1 108
Listof deliverables ........ ...t it it ittt eannnns 111
IV Appendices 112
Appendix A Requirements for cybersecurity ..............coiiiiiiiiiiiiet 113
Appendix B Requirements for official statistics....................... ... ... 115
Appendix C Requirements for data protection................ccooiiiiiiiinn... 117
Appendix D Comparison of GDPR and EUDPR principles and rights, with dero-
gations for statistical processing ..........ccoiiiiiiiiiiiiiiiiiiiiiiiiiiiee, 124
JOCONDE D3.1 Legal Analysis 1.0

11.05.2026 77125



PartlI

Context



D-16-461
Public

1 Project overview

1.1 Background

Eurostat is the statistical authority of the European Union (EU)." Eurostat produces official statis-
tics in partnership with National Statistical Institutes (NSIs) and other national authorities (ONAs)
in the EU Member States. The partnership between Eurostat, NSIs and ONAs constitutes the Eu-
ropean Statistical System (ESS). Eurostat also coordinates statistical activities at EU level and more
particularly inside the European Commission (Commission).

The ESS is working towards the development of new statistical products based on the integra-
tion of multiple data sources, including new types of non-statistical data sources (e.g. privately
held data). To this end, Eurostat conceived the idea of a shared ESS infrastructure, based on
Privacy-Enhancing Technologies (PETs), enabling ESS members and their partners to perform
cross-organisational integration of confidential data. In order to move forward with the idea of
the shared PET infrastructure, in 2023 the Commission (Eurostat) issued an open call for tender
for provision as a service of a prototype privacy-preserving computation platform for processing con-
fidential sets of micro-data across organisations in support of statistical innovation?. The tender was
awarded to Cybernetica AS, an IT company specialised in security and privacy technologies from
early stage of research to production deployments.?

Following the successful finalisation of the procurement procedure, the JOCONDE Project (Project)”
was launched between Eurostat and Cybernetica in 2024. The main goal set out for the Project
was to develop a detailed set of specifications for the shared PET infrastructure - now called
the JOCONDE System (System) - and to demonstrate its feasibility through the implementation
of a prototype version based on these specifications. During the Project, the initial concept of
the System was augmented with supporting processes, agreements and policies - as a result, a
broader combination of technical and organisational measures emerged, which is referred to as
the JOCONDE Solution (Solution).

1.2 Goals

The Project is set out to demonstrate that:

1. the use of Secure Private Computing (SPC) technologies® - and the Multiparty Secure Private
Computation-as-a-Service (MPSPCaaS) model specifically - allows combining the privacy-by-
architecture approach with the privacy-by-policy approach®. For more information on the
concept and design of the MPSPCaaS model, please see Section 4 in D1.2 Usage Scenarios
and System Requirements - Final version. For an explanation of the difference between the
technical and organisational measures of the MPSPCaaS model, please see Chapter 5in D1.2
Usage Scenarios and System Requirements - Final version.

"Eurostat. Who we are? - Internet; https://ec.europa.eu/eurostat/web/main/about-us/who-we-are

2Tender reference number ESTAT/2023/0P/0004. For further information, please see the TED eTendering website.
- Internet: https://etendering.ted.europa.eu/cft/cft-display.html?cftId=12503

3Cybernetica. - Internet: https://cyber.ee

4Project website. - Internet: https://cros.ec.europa.eu/joconde/

>For more information on SPC technologies as a type of PETs, please see Section 3.5.

®The concepts of "privacy-by-architecture” and "privacy-by-policy” are based on: Sarah Spiekermann and Lorrie
Faith Cranor. Engineering Privacy. IEEE Transactions on Software Engineering, Vol. 35, No. 1, January/February 2009,
pages 67-82. - Internet: https://doi.org/10.1109/TSE.2008.88)(08.05.2026).
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2. the combination of privacy-by-architecture approach with the privacy-by-policy approach fa-
cilitates achieving not only data protection by design and by default, as required under EU
data protection law (General Data Protection Regulation (EU) 2016/679 (GDPR) Art. 25, EU
Data Protection Regulation (EU) 2018/1725 (EUDPR) Art. 27), but also compliance by design
in terms of EU laws regulating cybersecurity.” The relevant legal requirements from appli-
cable EU data protection and cybersecurity laws have been mapped in Chapters 6 and 8,
respectively. The evaluation as to the fulfilment of these legal requirements is provided in
Appendix B.2 in D1.2 Usage Scenarios and System Requirements - Final version.

3. in some areas, the privacy-by-architecture approach (technical measures) can enforce the
privacy-by-policy approach (organisational measures). This means that certain essential poli-
cies can now be encoded into hardware and software, rather than remain mere promises on
paper (procedures, agreements, legal obligations, etc.). Where possible, such technical en-
forcement can not only strengthen existing policies but allow new kinds of automatic compu-
tation settings, where there may be no need for applying some of the available organisational
measures. For a better understanding of the implications of technically enforced policies in
the MPSPCaaS model, please see Section 3.5. For a more specific analysis of technically en-
forced policies in the context of processing without identification, please see Sections 8.3.1
and 8.3.2.3.

1.3 Foundational principles

Chapter 4 “MPSPCaaS model overview” of D1.2 Usage Scenarios and System Requirements - Final
version provides the Foundational Principles (FPs) guiding the development of the System within
the anticipated Solution and ensuring that subsequent work is aligned with the Project’s goals. It
also explains the challenges associated with traditional statistical production methods and how
these are addressed by the System. It was acknowledged at the outset that a broader ecosystem
of user interfaces, operational processes, organisational structures and more are required in
order to implement the System within the field of official statistics.

These FPs in Section 4.2.3 of D1.2 Usage Scenarios and System Requirements - Final version are the
following:

1. the System is envisioned as a single instance within the ESS domain to serve all member NSIs
and their partners (FP 1);

2. the System is envisioned to be used for the development and production (excluding dissem-
ination) of European and national statistics (FP 2);

3. the business rules and processes associated with the users of the System are defined upfront
by the system operator (Eurostat) and prospective users are expected to align these rules and
processes into their organisation on an individual basis (FP 3).

1.4 Scope

The goals set out for the Project demand for an analysis of requirements and risks, so that suit-
able controls can be proposed to address them. Such an analysis was conducted in the Project
at three different levels:

"The concept of "compliance-by-design” is based on: Daniele Canavese, Afonso Ferreira, Liina Kamm, Adrian Que-
sada Rodriguez. Uncovering challenges of cybersecurity cross-regulation in EU legislation. Information and Software
Technology, Volume 193, May 2026, 108033. - Internet: https://doi.org/10.1016/j.infsof.2026.108033
(08.05.2026).
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* business analysis (see D1.2 Usage Scenarios and System Requirements - Final version),

+ technical analysis (see D2.1 Technology Survey and Analysis and D4.3 System Specification and
Architecture - Final version),

* legal analysis (see D3.7 Legal Analysis, D3.2: Part I - Governance Templates and D3.2: Part II -
Data Protection Impact Assessment Template).

As a critical starting point for the Project, itis recognised that the envisioned Solution is not going
to function in a vacuum - it will be situated in a context of pre-existing frameworks, institutions
and processes of the official statistics domain. As such, the Solution is intended to embrace
the pre-existing circumstances while offering practical ways to adjust to the new realities deriv-
ing from the need to integrate internal and external data sources. While such new realities are
bringing on changes to the whole world of official statistics,® the Project addresses only a subset
of these.

Effective use of the Solution depends on following correct procedures, including organisational
measures. Some procedures are covered by the Project, while others, unchanged by the Solution,
remain outside its scope due to pre-existing rules. As a result, this analysis is intended to cover
only the most critical parts of the Solution, which can be considered novel for all participating
organisations. The remaining parts depend on the implementing organisations and their field
of activity but should be considered as standard practice.

The System is designed to help statistical authorities perform computations on confidential data®
-itcan be used as a computation environment in a statistical business process (see Section 5.5 of
D1.2 Usage Scenarios and System Requirements - Final version). To provide context for readers not
familiar with the statistical business processes, we use the Generic Statistical Business Process
Model (GSBPM) as areference framework that is applied both by NSIs and the ESS. Some activities
in the GSBPM can apply to the Solution when confidential data from several data suppliers is to
be processed. The Project focuses on those activities of the GSBPM where the computation of
statistical results is prepared or carried through, i.e. the GSBPM phases "Build” and "Process”.
The remaining GSBPM phases are considered as supporting activities for the computation of
statistical results, which remain out of scope of the Project.

The Project presumes the existence of a broader workflow of development, production and dis-
semination of statistical products, but concentrates only on the part where the actual compu-
tation of statistical results takes place. Hence, dissemination of statistical results and analyses,
access to confidential data for scientific purposes and establishment of sampling frames have
been excluded as out-of-scope of this analyses.

Furthermore, the Project treats the Solution as any other information system of the prospective
operator of the Solution. Such an information system is subject not only to the operator’s internal
policies but also to applicable laws of the EU and the relevant Member State. For this reason, the
Project does not delve into the lifecycle of the Solution - it remains the responsibility of the or-
ganisation operating the Solution to make sure that the Solution is properly procured, deployed,
updated and decommissioned. For the same reason, the operating organisation’s internal poli-
cies and processes were excluded from the analysis - this must be addressed in procuring, devel-
oping and deploying the production version of the Solution along with proposals from the D6.17

8Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations and Challenges. Vol-
ume 41, Issue 3, September 2025, pages 813-819. - Internet: https://doi.org/10.1177/0282423X251340274
(19.09.2025).

°Please see Section 7.3.4.2 for the definition of confidential data.
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Trust Building Plan to raise the maturity level of the Solution and achieve wider acceptance of all
relevant stakeholders.

1.5 Deliverables

The work in the Project is structured into six distinct tasks:

Task 1 - Usage scenarios and system requirements
Task 2 - Technology analysis

Task 3 - Legal aspects

Task 4 - System specifications and architecture

Task 5 - Demonstrator prototype and functional testing
Task 6 - Trust building plan

Under each task, one or several documents are delivered. Each of the Project deliverables has its
own identity code in format "Dn.v", where "D” means "Deliverable”, "n” means the task number
(e.g. Task 3 - Legal aspects) and "v" refers to the deliverable released under that task.

JOCONDE D3.1 Legal Analysis 1.0
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2 Document overview

2.1 Objectives

This document, D3.7 Legal Analysis, is the first deliverable from Task 3 - Legal aspects. It is in-
tended to fulfill the following objectives:

1. explain the legal dimensions related to using the Solution, helping legal professionals gain
sufficient understanding of the associated risks and opportunities;

2. provide legal and information and communication technology (ICT) professionals with com-
mon terminology and common issues to discuss when evaluating the Solution and preparing
it for deployment;'°

3. serve as input for drafting model contracts for using the Solution and preparing a data pro-
tection impact assessment (DPIA) with regard to processing personal data by means of the
System (for the reference DPIA and model agreements in the Project, please refer to D3.2:
Part II - Data Protection Impact Assessment Template and D3.2: Part I - Governance Templates).

2.2 Target audiences

This document is addressed mainly to:

* legal and data protection professionals and

+ ICT professionals (business analysts, system architects, system engineers, software develop-
ers, data scientists and information security professionals)

of the following organisations and institutions:

* members of the ESS (Eurostat, NSIs, ONAS);
* private and public entities acting as partners of the ESS members;

* regulators and supervisors at national and EU level, including the national data protection
and cybersecurity authorities, the European Data Protection Supervisor (EDPS), the European
Data Protection Board (EDPB) and the European Union Agency for Cybersecurity (ENISA).

2.3 General outline

This document provides an overview of the legal implications of the System, covering the main
aspects and concerns that legal professionals need to consider when evaluating the System from
a legal perspective.

Part I "Context” lays out the general circumstances in which the Project is situated. In this part,
Chapter 1 summarises the content and boundaries of the Project; Chapter 2 explains the role of
this document, D3.7 Legal Analysis, in the broader framework of the Project; and finally, Chapter
3 describes features and characteristics of the planned Solution and its impact on the official
statistics domain.

Part II "Legal analysis” examines the legal implications associated with the deployment and
operation of the proposed Solution within the official statistics domain. It analyses the laws and

'°t is expected that legal professionals will need to consult ICT professionals, and vice versa, in order to better
understand the interdependence between technological and legal issues concerning the Solution.
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regulations that affect the adoption of the Solution. Chapter 4 explains the general approach of
mapping legal requirements and matching them with suitable legal controls. Chapters 5, 6, 7 and
8 list domain-specific laws that apply to using the Solution, refer to the legal requirements and
legal controls mapped during the legal analysis, assign responsibility for the legal requirements
and controls as well as address key legal issues related thereto, where relevant.

PartIII "Reference case study” provides a sample use case to help the reader better understand
the functioning of the Solution in more specific circumstances. It takes the conclusions of the
legal analysis in Part II and applies them to the sample use case. Chapter 9 establishes the
basic facts of the reference case study for using the Solution. Chapter 10 documents how to
configure the Solution for the reference case study. Chapter 11 focuses on use-case specific
legal requirements and legal issues arising from data protection law, serving as a scoping report
for the DPIA of the reference case study (please refer to D3.2: Part II - Data Protection Impact
Assessment Template).

2.4 Guidelines for reading

This document relies on the business analysis document D7.2 Usage Scenarios and System Re-
quirements - Final version. If the reader is not familiar with the Project, we suggest familiarising
oneself with D1.2 first and then proceed with this document. The D1.2 Usage Scenarios and System
Requirements - Final version provides more background information about the official statistics
domain, where the Solution is going to be used, explains the relationships between organisations
who take on roles in the Solution, and sketches the domain-specific governance framework to
suit the needs of the Project.

JOCONDE D3.1 Legal Analysis 1.0
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3 Solution overview

3.1 Solution elements

The Solution is a socio-technical system, which is comprised of three types of elements:

+ conceptual model which incorporates the underlying multi-party governance model, re-
usable features, and choice of technologies for the Solution. This is the object of the business
analysis (T1 - D1.2 Usage Scenarios and System Requirements - Final version).

+ technical measures which incorporate hardware and software, i.e. all technical means to
address various requirements for the Solution. These are the object of technical analysis (T2
- D2.1 Technology Survey and Analysis, T4 - D4.3 System Specification and Architecture - Final
version). The technical measures are jointly referred to as the System.

+ organisational measures, which incorporate policies, processes, contracts and other or-
ganisational means to address various requirements for the Solution. These are the object
of legal analysis (T3 - D3.7 Legal Analysis, D3.2: Part I - Governance Templates and D3.2: Part
IT - Data Protection Impact Assessment Template) and Trust Building (T6 - D6.1 Trust Building
Plan). Furthermore, the organisational measures can be divided as follows:

- measures to mitigate business risks (see D1.2 Usage Scenarios and System Requirements -
Final version),

- measures to mitigate technical risks (see D4.3 System Specification and Architecture - Final
version),

- measuresto mitigate legal risks (see D3.7 Legal Analysis, D3.2: PartI- Governance Templates
and D3.2: Part II - Data Protection Impact Assessment Template).

In addition, there are other measures, which affect and support the correct use of the Solution
but which are implemented prior to setting up or onboarding to the Solution. Many of those
fall outside the scope of the Project as best practices and standards that are routinely applied to
information systems with varying levels of risks.

Together, the different elements of the Solution complement each other and help unify the level
of security and data protection for all System Members.

3.2 Solution roles
3.2.1 Solution management
The responsibilities in the Solution are divided between two levels:

+ System level managed by the System Operator and
« Computation Task (CT) level managed by the Computation Task Consortium (CT Consor-
tium).

For a more in-depth analysis of the responsibility areas in the domain of official statistics in the
EU, please refer to Section 5.5 in the D1.2 Usage Scenarios and System Requirements - Final version.

JOCONDE D3.1 Legal Analysis 1.0
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3.2.2 Role archetypes

Each stakeholder interacting with the Solution assumes one or more roles. Each Solution role
represents a particular relationship between the stakeholder and the Solution. There are five
main roles and additional Contractor roles. Special role categories are used in case the require-
ments or the analysis needs to refer to several roles of the System at the same time. For example,
Input Parties (IPs), Output Parties (OPs) and Computing Parties (CPs) are all System Members.
The special role categories are depicted in Figure 1.

System level Computation Task level
System Operator

Input Party
CT Consortium

System Members

Members Output Party

Computing Party

Figure 1. Hierarchy of roles

+ System level

- System Operator is envisioned to be the party most concerned with ensuring public trust
in official statistics. System Operator (SO) has thus been assigned the task to provide the
service for approving the entities who are authorised to use the System, as well as re-
viewing computations for deployment in the System. At the same time, they also oversee
the operation of the System as a whole, ensuring adherence to the established policies.
There can be only one SO. Within the Project, it is assumed that the role of the SO will be
taken by Eurostat.

The SO can have various Contractors, which are illustrated in Figure 2:

* System Auditor is envisioned to be the party tasked to verify the correct operation of
the System, detect deviations and violations. System Auditor (SA) audits the use of the
System and searches for systemic risks. There can be several SAs, as needed.

* System Vendor is envisioned to be the role which delivers components that make up
the System. There might be multiple vendors for different System components.

« Computation Task level

- Input Party is envisioned to be the role most concerned with maintaining the integrity
and confidentiality of their Input Data. IP has thus been assigned the task to prepare and
validate the Input Data and apply protection to Input Data before distributing it among
CPs. There must be at least 2 distinct entities taking the role of IP, i.e. it is assumed
that the MPSPCaaS model is used for integrating data from sources under the control of
different organisations who are otherwise not able to share such data.

- Output Party is envisioned to be the role most interested in learning new information
from the Input Data. OP has thus been assigned the task to define and propose a CT.
There must be at least 1 entity taking the role of OP.

JOCONDE D3.1 Legal Analysis 1.0
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- Computing Party is the role associated with the execution of the CT. By design, there must
be exactly three (3) distinct entities taking the role of the CP in a given CT, i.e. one set of
CPs per CT. The CP is envisioned to be the party most interested in being entrusted by IPs
and OPs with the computations. CP has thus been assigned the task to verify Computation
Task Specification (CTS) and execute the CT according to the specification therein. There
must be 3 entities taking the role of CP, who are independent from each other, so as to
assure that they do not collude for the purpose of gaining visibility into the data (please
see the risk analysis in D4.3 System Specification and Architecture - Final version).

As a CT Consortium, the IPs and OPs can also have Contractors. In this sense, the CPs
qualify as three independent Contractors of the CT Consortium. The CT Consortium’s
Contractor relationships are illustrated in Figure 2.

System level Computation Task level
contracted by:

System Auditor
System Operator

System Vendor

CT Consortium { S 9f QORI
Parties

Computing Party { CP sub-contractors

Figure 2. Contractor relationships

3.2.3 Responsibilities attached to Solution roles

Asingle stakeholder may perform multiple roles even in the context of a single CT (e.g. by provid-
ing Input Data and receiving output results). For example, in the System, Eurostat could perform
the role of SO but also act as IP and/or OP for some specific CTs. Furthermore, it could act as
one CP. The same organisation performing all of these roles does not jeopardise the security of
the System. For transparency and building trust the SA must be separate and independent from
those acting as SO and CPs. Most important, the CPs must all be independent from each other.

For ease of reference, Table 1 provides a summary of the analysis presented in D1.2 Usage Scenar-
ios and System Requirements - Final version, which detail the foundational definitions, responsi-
bilities, and governance structure for the Solution roles, including their interactions, operational
planes, and accountability frameworks.
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Table 1. Alignment of roles and responsibilities

Solution role Role
description

Responsibility overview

Input Parties Provide
(IPs) Restricted Data
as input to a CT.

Output Define

Parties (OPs) computation
parameters and
retrieve results
from a CT.

Computing Execute CTs

Parties (CPs) using secure IT
resources
(Computing
Nodes).

IPs are responsible for:

Preparing and submitting Input Data in compliance with
the data model and privacy-enhancing techniques (e.qg.
encryption, secret sharing) as defined in the CTS.

Collaboratively defining (typically via offline negotiation)
and approving the CTS with OPs.

Accepting residual risks (e.g. disclosure risk) associated
with the computation function.

Being a System Member; must complete onboarding to
start engagement with the System.

Operating their Client Node.

IPs with OPs form a CT Consortium responsible for
managing the entire lifecycle of the task - including
preparing the CTS, executing the task in collaboration with
CPs, and ensuring compliance with legal and technical
requirements.

OPs are responsible for:

Initiating CTs and participating in CTS negotiation with IPs.

Validating the correctness and legality of the computation
function.

Accepting the final output and acknowledging any residual
risks.

Being a System Member; must complete onboarding to
start engagement with the System.

Operating their Client Node.

OPs with IPs form a CT Consortium responsible for
managing the entire lifecycle of the task - including
preparing the CTS, executing the task in collaboration with
CPs, and ensuring compliance with legal and technical
requirements.

CPs are responsible for:

Operating independent, secure Computing Nodes.

Ensuring physical and logical isolation from other nodes
and external threats.

Guaranteeing mutual independence from other CPs (e.g.
no shared infrastructure, identity, or access).

Managing access control to Protected Data according to
CTS.

processing Restricted Data in protected form (no visibility
into plaintext data).

Being a System Member; must complete onboarding to
start engagement with the System.

Detecting and reporting deviations, including errors,
attacks, or policy violations.
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Operator
(SO)

System
Auditor (SA)

System
Vendors

Manages the
overall System
infrastructure

and governance.

Independently
audits the
System for
compliance and
security.

Provide external
products/ser-
vices to the SO.
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SO is responsible for:

Overseeing onboarding, credential management, and
offboarding of System Members (one-time process).

Dealing with the PET procurement.

Operating Management Plane Subsystems (e.g. access
control, audit logs).

Operating their Root Service Node.

Ensuring compliance with the System Agreement and
usage policies.

Arranging independent audits and monitoring system
health; using SA.

Detecting and reporting deviations, including errors,
attacks, or policy violations.

Having no access to Restricted Data; acting as a centralised
but not-trusted entity.

SAis responsible for:

Periodically verifying correct System behaviour using
access to logs, code, and execution traces.

Detecting and reporting deviations, including errors,
attacks, or policy violations.

Reporting risks to Restricted Data exposure or protocol
breaches.

Acting in the interests of System Members; not affiliated
with any party involved in a task.

System Vendors are responsible for:

Delivering secure, compliant, and reliable technology (e.g.
Trusted Execution Environment (TEE) hardware/software,
cloud IaaS, Secure Multiparty Computation (MPC) libraries).

Complying with contractual obligations (SLAs,
procurement terms, outsourcing agreements).

Ensuring their solutions meet security and privacy
standards (e.g. cryptographic integrity).

Examples include:

TEE providers: Ensure hardware/software security and
integrity.

other Contractors: Support the SO in operating and the
System without becoming System Members.

3.2.4 Relationships between Solution roles

The operation and use of the Solution can, in principle, be subject to both public and private law,
depending on the type of legal relationship between the relevant parties. One of the key factors
in determining whether a legal relationship falls under public law is the presence of the state or
other public legal person as a party to that relationship. This key factor is certainly present in
the case of legal relations with the SO, the role of which is presumably fulfilled by Eurostat, an
EU institution. The same factor also occurs in case of legal relations with an OP, when this role
is fulfilled by Eurostat (an EU institution), NSIs or ONAs (Member State institutions). In principle,
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the presence of the state or other public legal person cannot be ruled out also in the roles of IP,
CP and SA.

At the same time, even states and other public legal persons can enter into contractual relation-
ships. While developing and producing national statistics or European statistics are largely reg-
ulated by imperative public law norms, there is room for contractual freedom for the relevant
parties to decide and agree how they intend to organise a specific activity. In this section, the
potential contractual relationships between roles in the Solution are mapped and briefly charac-
terised.

Altogether there are four contractual relationships mapped for the purposes of the legal analysis
in the Project:

+ SO - System Member: The SO, the IPs and OPs as well as the CPs are assumed to be bound
by a multilateral agreement, which determines the main terms and conditions of providing
and using the System. This System-wide agreement is referred to as System Agreement.

« IP - OP: The IPs from one side and OPs from the other side are envisioned to act as partners,
subject to a bilateral agreement. Due to the interdependent nature of their relationship, they
are also referred to jointly as CT Consortium and the corresponding agreement between
them as Consortium Agreement.

+ CT Consortium - CP: The CPs are envisioned to act as independent Contractors to the CT
Consortium, subject to the Computation Service Agreement. Due to the "entangled but sep-
arated” nature of their relationship, the CPs as a group of entities may also be referred to
simply as a "set of CPs".

+ SO - Contractor: The SA and System Vendors are envisioned to act as Contractors to the SO,
subject to a bilateral agreement with the SO. Because the SA and System Vendors are chosen
by the SO, their relationships with the SO will be determined by the SO as part of its internal
policy enforcement and will not be further analysed herein.

Draftagreement templates for the Solution Policy (Policy), System Agreement, Consortium Agree-
ment, and Computation Service Agreementwill be provided in D3.2: PartI- Governance Templates.

3.3 Solution processes
3.3.1 Normal and corrective workflows
In both management levels, two different workflows have been designed in the System:

« normal workflow - this is the default set of activities of using the System.

+ corrective workflow - this workflow or certain activities from it can be launched in case of
unplanned changes or errors or due to reasons outside the power of System Members, such
as cyberattacks.

System processes are listed in Table 2. For detailed process analysis, please refer to D1.2 Usage
Scenarios and System Requirements - Final version.
3.3.2 System level

According to D1.2 Usage Scenarios and System Requirements - Final version, the normal workflow
at the System level is the following:
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Area of Main processes Responsible
responsibility actor
Manage (static elements)
System (P1)

SO

Initiate CT
(P2); 10.4.2

Execute CT
(P3); 10.4.3

+ Setup the System (P1.1)

* Onboard a System Member (P1.2; see Sec. 10.4.1)

+ Offboard a System Member (P1.3)

* Procure new SPC technology (TEE or MPC Engine) (P1.4)
* Monitor System Security (P1.5)

* Audit the System (P1.6)

(dynamic elements)

* Create CT Consortium (P2.1)
+ Create CTS draft (P2.2)
« Consolidate CTS (P2.3)

(dynamic elements)

* Prepare and upload Input Data (P3.1)
+ Perform Computation (P3.2)

* Retrieve Output Data (P3.3)

+ Perform emergency cleanup (P3.4)

CT Consortium

CT Consortium
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1. System setup - the SO sets the System up, selects at least three CPs and checks that their
servers for hosting System components are fully operational and interfaced with the relevant
parts of the System.

2. Onboarding - candidates start applying for membership in the System, SO verifies their
identities and, once each candidate has signed the System Agreement, accepts them as a
System Member.

3. Offboarding - System Members leave or are removed from the System.
4. SPC procurement - the SO researches and procures new SPC technology for the System.

5. Security monitoring - SO monitors the security of the System on a daily basis, among other
inputs, based on logs generated by the System components.

6. Auditing - the SO appoints a SA to conduct regular audits for assessing System security and
compliance with policies, laws and regulations.

In addition to the normal workflow, the following corrective workflows can be launched:

* Manual abort of the CT - SO can abort a CT because SO itself or any CT Consortium Member
has noticed a deviation from the System Agreement or Consortium Agreement.

3.3.3 CT level

According to D1.2 Usage Scenarios and System Requirements - Final version, the normal workflow
at the CT level is the following:

1. Creation of CT Consortium - An OP starts by defining a new CT. First, relevant IPs and OPs
form the CT Consortium and sign the Consortium Agreement.

2. Creation of CT specificatons - CT Consortium Members formalise jointly the CT into a de-
tailed set of specifications, which is called Computation Task Specification (CTS). CTS repre-
sents the machine-readable description of the CT. Formalising CTS takes place outside the
System.

3. Consolidation of CT specifications - The CTS, when formalised, is put up for consolidation
between CT Consortium Members via the System. Each CT Consortium Member digitally
signs the CTS.

4. Preparation and upload of Input Data - After the CTS has become effective and is also
approved by the SO, the IPs start preparing their data for upload to the System (Input Data).
Once theIPs have applied the chosen SPC protections to the Input Data, it becomes Protected
Input Data. The Protected Input Data is delivered to CPs by means of the System.

5. Computation - CPs validate the Protected Input Data submissions by executing data quality
assurance algorithms (this is optional step, specified in the CTS), execute the given CT and
produce the results in protected form (Protected Output Data).

6. Retrieval of Output Data - Upon completion of the computation, the OPs retrieve the Pro-
tected Output Data from the CPs by means of the System and remove the applied protection
locally to obtain the final results (Output Data).

In addition to the normal workflow, the following corrective workflows can be launched:

+ Emergency data cleanup - in case of manual abort by SO, the CT is terminated and all
resources at CPs related to this CT are cleaned up.
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3.4 Solution data
3.4.1 Sensitive data object categories

Table 4 of D1.2 Usage Scenarios and System Requirements - Final version presents an overview of
data objects relevant to the System. Data objects are processed both at the System and the CT
level.

System-level data is not categorised or evaluated in this document - such matters are part of
routine information system management and fall outside the scope of the Project (see 1.4).

The following analysis concentrates on sensitive kinds of data processed at the CT level of the
Solution. Such data may qualify as confidental data under official statistics law or personal data
under data protection law. In order to assure a comprehensive understanding of sensitive data
flows and enable an evaluation of data lifecycle management, an overview of sensitive data ob-
jects is provided below.

3.4.2 Restricted Data

Table 3 focuses on data objects at the CT level that contain Restricted Data or a (possibly sensitive)
derivative of it.

All CT cryptographic keys and Protected Data shares are destroyed upon cleanup of the CT, hence
they are not specifically addressed herein.

Table 3. Main data objects (only those containing Restricted Data)

ID Data Holder Creation Retention Comment
object (storage) process policy
name

CT level data

E3.1 Input IP P3.1 — Unprotected Input Data exists
Data only in IP perimeter and never
enters the System.
E3.2 Pro- CP P3.1 delete ASAP  Deleted during P3 as soon
tected as consumed in CT computa-
Input tions.
Data
E3.3 Interim CcpP P3.2 delete ASAP Deleted during P3 as soon
Data as consumed in CT computa-
tions. Not accessible by any
party.
E3.4 Pro- CP P3.2 delete ASAP  Deleted during P3 as soon
tected as retrieved by OPs or upon
Output reaching the retention dead-
Data line (if the OP fails to retrieve

it), whichever comes first.
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Table 3. Main data objects (only those containing Restricted Data)
ID Data Holder Creation Retention Comment
object (storage) process policy
name
E3.5 Output OP P3.2 — Unprotected Output Data re-
Data constructed only in OP perime-
ter and never exists in the Sys-
tem.

3.4.3 Log data

Table 4 presents the log data objects maintained in the System, including both System-level (local
System Logs store) and CT-level (central Computation Task Logs (CT Logs) store and local CT Logs
Store) logs. It is derived from Table 4 of D1.2 Usage Scenarios and System Requirements - Final
version, but focuses on log-related data objects to support a targeted analysis of data processing
and accountability mechanisms. While logs do not contain Restricted Data, they may include
technical information (e.g. IP addresses, user identifiers, timestamps) that could be linked to
individuals. As such, log management must comply with data protection principles. Logs are
stored by various stakeholders and are subject to strict access controls to ensure accountability
and privacy protection.

Whilst D1.2 Usage Scenarios and System Requirements - Final version establishes the foundational
requirement for extended log retention to satisfy audit and regulatory obligations, D3.2: Part I
- Governance Templates operationalises this framework by prescribing specific retention periods:
local System Logs and CT Logs shall be retained for twelve months from the date of generation,
whilst central CT Logs shall be maintained in the SO repository for three years from the date
of transmission, or until the final resolution of any relevant audit, dispute, or regulatory inves-
tigation. These baseline periods are calibrated to comply with the storage limitation principle,
whilst permitting express extensions pursuant to the Consortium Agreement or binding internal
retention policies where legally justified.

Table 4. Log data objects containing system and CT-level event records

ID Data Holder Creation Retention Comment
object (storage) process policy
name

System level data

E1.5 Local SO, System P1 per Policy Stores non-CT-specific applica-
System Member (12 months) tion logs. Separate instance
Logs of System Log Storage exists
Store at each stakeholders’ IT in-

frastructure. Each stakeholder
bears responsibility to adhere
to the retention policy. Used
as one input for the audit.

CT level data
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Table 4. Log data objects containing system and CT-level event records
ID Data Holder Creation Retention Comment
object (storage) process policy
name
E3.6 Central SO P3.2 per Policy (3 The store contains CT Log: an
CT Logs years) archive of all events related to
Store execution and lifecycle of all
CTs.
E3.7 Local CcT Con- P3.2 per Policy Local CT Log is presentin each
CT Logs sortium (12 months) Service Node and it contains
Store Members, an archive of events about the
CPs execution and lifecycle of CTs
that are relevant to given Ser-
vice Node.

The System must maintain comprehensive logs of all CTs, including lifecycle events and key op-
erations, to ensure accountability and auditability. These logs are accessible to relevant Solution
roles to support coordination and monitoring. A secure audit trail captures critical events such
as data submission, task execution, and output retrieval. SAs have access to all logs and specifi-
cations to detect possible non-compliance.

3.4.4 Data visibility

Based on the division of Solution roles, the data visibility across the Solution roles is depicted in
Figure 3.

Because the statistical authorities in the OP role no longer see all the Input Data from data sup-
pliers, the System introduces visibility barriers for the statistical authorities as well as increases
the number of parties (data suppliers as IPs and computation service providers as CPs) who col-
laboratively carry out data operations by means of the System, while not seeing each other’s
Input Data.™

3.5 Main implications of adopting the Solution

The Solution is envisioned for ESS members and their partners to perform cross-organisational
integration of confidential data using PETs. PETs refer to a broad range of technologies aimed
at achieving privacy goals such as input privacy, output privacy and policy enforcement.’> PET
for Input Privacy (I-PET) enable forward computation from undisclosed input, while PET for Out-
put Privacy (O-PET) prevent backward inference from disclosed output.’® Traditionally, statistical
authorities have been more accustomed to using O-PETs - these are generally known as Statisti-

"For a more extensive analysis on how the adoption of the Solution will affect traditional statistical business pro-
cess, please see D1.2 Usage Scenarios and System Requirements - Final version.

12N Handbook on Privacy-Preserving Computation Techniques. The Privacy Preserving Techniques Task Team of
the UN Global Working Group on Big Data. 2023. - Internet: https://arxiv.org/abs/2301.06167 (15.07.2025).

31bid., page 3; Op. cit., Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations
and Challenges, 2025, pages 814-815.
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Figure 3. Description of data visibility according to roles in the Solution

cal Disclosure Control (SDC), aiming to conceal sensitive individual data from being identified or
re-identified from the disseminated output.’*

Compared with O-PETs, statistical authorities are yet less familiar with [-PETs. I-PETs either trans-
form the Input Data into a form that is unintelligible to the involved parties (through encryption
or secret sharing) or make the Input Data inaccessible by design. In both cases, I-PETs still allow
the computation of the exact intended result from the Input Data, even if it has been turned
unintelligible or when access to it has been obstructed by technical means. Examples of I-PETs
include MPC based on secret sharing, TEEs, and Fully Homomorphic Encryption.’ In order to
ensure consistency with relevant literature on the topic, we shall hereinafter refer to such I-PETs,
approaches and technologies collectively as SPC.

The Solution relies on SPC technologies.'® It is designed to help statistical authorities better face
the increasing need to integrate internal and external data sources. While there are various tech-
nologies and governance models available for integrating data from multiple parties (e.g. the
Trusted Third Party (TTP) model), they may not be feasible or accepted for multi-party scenarios,
where data protection, security and confidentiality requirements prevent all participating stake-
holders from seeing each other’s data. The Solution supports multi-party scenarios because it

4United Nations Committee of Experts on Big Data and Data Science for Official Statistics. United Nations Guide on
Privacy-Enhancing Technologies for Official Statistics. United Nations, 2023, New York, page 21. - Internet: https:
//unstats.un.org/bigdata/task-teams/privacy/guide/ (31.07.2025).

150p. cit., Fabio Ricciato, 15.03.2024, pages 4-5.

'®For a comprehensive overview of the state-of-the-art SPC technologies, please refer to D2.7 Technology Survey and
Analysis.
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builds on I-PETs which "allow multiple parties to execute computation tasks without exposing the
Input Data to each other”."”

When adopted in practice, the Solution will bring about significant changes in the traditional sta-
tistical production process.'® It will introduce visibility barriers for the statistical authorities as
well as increase the number of parties who collaboratively carry out data operations by means
of the Solution. In combination, these changes can trigger an evolution in designing new com-
putations on confidential data in the official statistics domain. The visibility of Input Data is no
longer an inevitability but a design choice - SPC technologies allow engineering data analysis
systems where the visibility of the data is brought to the minimum necessary level. SPC tech-
nologies enable new kinds of computation infrastructures to automate integration and analysis
of confidential data from different sources in a secure and privacy-preserving manner. This will
open up new cooperation opportunities and access to innovative sources of microdata, leading
to an increase in the number of parties who may act as data suppliers in a statistical computation
exercise.'’

"0p. cit., Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations and Chal-
lenges, 2025, page 814.

"8For a comparison of using traditional approaches and the SPC technologies for official statistics, please see D1.2
Usage Scenarios and System Requirements - Final version.

Please refer to D1.2 Usage Scenarios and System Requirements - Final version for a mode in depth overview of the
implications of adopting the Solution in practice.
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4 Methodology

4.1 Legal requirements

The following sections outline the legal acts that have been analysed during the Project, so as
to map legal requirements applicable to the use of the Solution. Those legal requirements that
necessitate a technical control, are targeted at the System and thus allocated to the SO as the
Solution role bearing responsibility for the System level management. The remaining legal re-
guirements that necessitate organisational controls are allocated to a specific Solution role (SO,
SA, IP, OP, CP). All legal requirements and their corresponding technical or organisational con-
trols are summarised in Appendices A, B and C.

4.2 Legal controls
4.2.1 Overview

In order to fulfil the mapped legal requirements, a set of legal controls must be applied in combi-
nation with other organisational controls and sometimes further enforced by technical controls.

The legal controls required to ensure compliance with legal requirements are formalised through
a set of key documents and processes, as summarised in Table 5. Those documents and pro-
cesses define the governance, operational rules, and accountability mechanisms for all partici-
pants in the Solution. The legal controls can be categorised as follows:

* Policies - principal rules for using the Solution.
+ Contracts - formal agreements between participants in the Solution.

+ Assessments - a series of actions to be taken by participants in the Solution to assess various
aspects of the Solution and data processing.

4.2.2 Policies

+ Solution Policy is a Solution-wide set of rules established by the SO, which includes delin-
eation of roles and responsibilities in the Solution. It serves as a mandatory regulatory in-
strument, which prescribes how the Solution is intended to be used and how to ensure the
fulfilment of all organisational (including legal) and technical requirements.

+ Internal policy is a unilateral set of rules, which can be established by any of the SO and
System Members. It provides mandatory internal rules for the relevant actor or stakeholder
with regard to using the Solution. It is the responsibility of every stakeholder to maintain
appropriate internal policies; however, this is outside the scope of this analysis.

4.2.3 Contracts

+ The Membership Application serves as the formal request for membership. By submitting
it, the Candidate Member confirms their acceptance of the Solution Policy, which becomes
effective immediately and governs the eligibility evaluation process. Please refer to Section
3.3 of the D3.2: Part I - Governance Templates for more information.
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+ System Agreement is a multilateral agreement that all System Members must sign. It estab-
lishes the overall governance framework. The development and drafting of the initial System
Agreement model for the Solution is included in the scope of D3.2: Part I - Governance Tem-
plates.

- Audit Agreements - Subject to the System Agreement, the SO also has to form a contract
with the organisation fulfilling the role of the SA.

+ Consortium Agreement is a bilateral agreement between IPs and OPs. It enables joint task
definition and collaboration and thus forms the foundation for the CTS. The development
and drafting of the initial Consortium Agreement model for the Solution is included in the
scope of D3.2: Part I - Governance Templates.

- Computation Service Agreements - Subject to the Consortium Agreement, the CT Con-
sortium also has to form a contract with each of the CPs.

For a more detailed analysis of the business processes where the contracts are formed, please
refer to Section 2.2 of the D3.2: Part I - Governance Templates.

4.2.4 Assessments

+ An audit refers to any kind of official examinations with regard to risk management and
regulatory compliance. Two types of audits are foreseen in the Solution:

- System audit refers to audits with regard to the Solution as a whole. It involves the SO
and the SA and functions as a monitoring and accountability tool for the purposes of the
Solution.

- other audit refers to audits with any other target related to the use of the Solution, e.qg.
internal audits of the SO or IP or OP concerning a specific CT.

+ A DPIA is a formal impact assessment process foreseen by the EU data protection law. It is
conducted by the SO at System level and by the CT Consortium or OP at the CT level to eval-
uate and mitigate risks associated with processing of personal data. The development and
drafting of the initial DPIA for the Solution is included in the scope of D3.2: Part I - Governance
Templates.

* Ahuman rights impact assessments (HRIA) is an impact assessment of interventions into
human rights. It is used to identify, assess, and mitigate adverse human rights impacts.
The OP or CT Consortium conduct HRIAs in high-risk contexts or when new technologies are
introduced, including community engagement and mitigation measures. This is outside the
scope of this analysis.

+ Afundamental rights impact assessments (FRIA) is an impact assessment of interventions
into fundamental rights. It can and should be carried out under relevant EU or Member
State constitutional laws whenever an intervention into fundamental rights is planned.?® For
example, it is mandated by the Artificial Intelligence Act (AIA)?" for high-risk Al systems (AIA
Art. 27). The use of Al models or systems in the Solution is not currently envisioned. However,

2CEDPO Al and Data Working Group, Fundamental Rights Impact Assessments:  What are they?
How do they work?, ~ January 2025. - Internet: https://cedpo.eu/wp-content/uploads/
CEDPO-micro-insight-paper-fundamental-rights-impact-assessments.pdf

21Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised
rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU)
2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial
Intelligence Act).
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should the CT Consortium decide to adopt such technologies, they must comply with the AIA.
That matter is outside the scope of this analysis.

Table 5. Legal controls by category

Document name Parties involved Key features
Policies
Solution Policy System Members Obligatory Solution regulation to ensure

fulfilment of requirements. Includes roles and
responsibilities

Internal policy IP, OP, SO Obligatory internal regulation to ensure
fulfilment of requirements

Contracts

Membership Every Candidate Formal request for membership

Application Member needs to sign it

System Every Client and CP Overall governance, legal framework

Agreement need to sign it

Consortium IPs, OPs Joint task definition, collaboration, foundation

Agreement for CTS

Computation CT Consortium and set Terms of executing the CT (service levels, data

Service of CPs handling, contractor status, liability, etc.)

Agreements

Audit Agreements SO Terms of conducting the audit (target, data
handling, contractor status, liability, etc.)

Assessments

Audit SO, SA, OP Includes System audit

DPIA SO, CT Consortium, OP Data protection impact assessment

HRIA OP or CT Consortium Identifies, assesses, and mitigates adverse
human rights impacts of data processing

FRIA OP or CT Consortium Identifies, assesses, and mitigates adverse
human rights impacts of data processing, incl.
in high-risk Al systems

JOCONDE D3.1 Legal Analysis 1.0

11.05.2026 31/125



D-16-461
Public

5 Human rights, fundamental rights and
freedoms

5.1 Overview

The presumed assumptions and values underlying the design of the Solution demand that indi-
viduals and their fundamental rights and freedoms be placed at the heart of technological de-
velopment and policy-making. The foundational principles underpinning such a vision are firmly
rooted in the constitutional and legal frameworks of Member States and the EU.

Each Member State is bound by its constitution and the deriving fundamental rights and free-
doms. When adopting the Solution in practice, the statistical authorities of the relevant Member
State must make sure that the fundamental rights and freedoms as well as other legal norms
of the national law are respected. For the purposes of the Project, however, such national laws
remain out of scope of the analysis because it is not possible to address all relevant Member
States laws in a meaningful way at this stage of developing the concept of the Solution.

At the European level, the Treaty on the European Union (TEU)?? and the Treaty on the Func-
tioning of the European Union (TFEU)?? together constitute the legal basis of the EU, enshrining
shared values such as human dignity, freedom, democracy, equality, the rule of law, and respect
for human rights?*. These values are not merely aspirational - they are binding principles that
guide all EU legislation and actions.

Equality and the prohibition of discrimination are now widely recognised as fundamental hu-
man rights, essential to the integrity of democratic societies and the functioning of the rule of
law. The TEU explicitly identifies non-discrimination, justice, and equal treatment as core values,
affirming that the rights enshrined in the European Convention on Human Rights and Funda-
mental Freedoms (ECHR)?® are fundamental principles of EU law. This legal foundation is further
strengthened by the Charter of Fundamental Rights of the European Union (Charter)?®, which
consolidates and clarifies rights derived from national constitutional traditions, international
obligations, and the jurisprudence of both the Court of Justice of the European Union (CJEU)?’
and the European Court of Human Rights (ECtHR)?®. The Charter covers a broad spectrum of
rights, including civil, political, economic, social, and cultural rights, and ensures their applicabil-
ity across all EU institutions and member states.

22The Treaty on the European Union. Consolidated version, O C 326, 26.10.2012. - Internet: https:
//eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.
02/D0OC_1&format=PDF

BTreaty on the Functioning of the European Union. Consolidated version, O) C 202, 7.6.2016, pp. 1-388. - Internet:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12016ME%2FTXT

ZEuropean  Union. Summary of the Treaty on the Functioning of the Euro-
pean Union. - Internet: https://eur-lex.europa.eu/EN/legal-content/summary/
treaty-on-the-functioning-of-the-european-union.html

2>Convention for the Protection of Human Rights and Fundamental Freedoms (ETS No. 005). - Internet: https:
//www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=005 (23.12.2025).

%Charter of Fundamental Rights of the European Union. OJ C 202, 7.6.2016, p. 389-405 (BG, ES, CS, DA, DE, ET,
EL, EN, FR, GA, HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV). - Internet: ELI: http://data.europa.eu/eli/
treaty/char_2016/07j (22.11.2024).

27Court of Justice of the European Union. - Internet: https://curia.europa.eu/jcms/jcms/j_6/en/

ZEyropean Court of Human Rights. - Internet: https://www.echr.coe.int

JOCONDE D3.1 Legal Analysis 1.0
11.05.2026 32/125


https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:2bf140bf-a3f8-4ab2-b506-fd71826e6da6.0023.02/DOC_1&format=PDF
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12016ME%2FTXT
https://eur-lex.europa.eu/EN/legal-content/summary/treaty-on-the-functioning-of-the-european-union.html
https://eur-lex.europa.eu/EN/legal-content/summary/treaty-on-the-functioning-of-the-european-union.html
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=005
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=005
http://data.europa.eu/eli/treaty/char_2016/oj
http://data.europa.eu/eli/treaty/char_2016/oj
https://curia.europa.eu/jcms/jcms/j_6/en/
https://www.echr.coe.int

D-16-461
Public

Beyond the EU, the principle of equal treatment and protection against discrimination is a corner-
stone of international human rights law. This is reflected in several key instruments such as the
Universal Declaration of Human Rights, a range of binding international conventions adopted
by the United Nations, and International Covenant on Civil and Political Rights.

In the context of digital development, these legal and ethical foundations are not abstract ideals
- they are essential guidelines for ensuring that technological innovation serves all members of
society equitably. By embedding human rights, equality, and non-discrimination into the design,
deployment, and governance of digital systems, Member States and the EU can lead the way in
building a digital future that is not only advanced but also just, inclusive, and respectful of human
dignity.

5.2 Allocation of responsibility

This Project addresses technical protection of confidential data while producing official statistics.
The assessment of fundamental and human rights issues, including HRIA and FRIA, is not only
use case specific but also depends on the applicable legal system and the value system attached
to it. Due to the intricate nature of such impacts, it is unfeasible to cover them comprehensively
as part of the Project.

Nevertheless, it can be expected that in certain scenarios - e.g. significant impact on people’s
fundamental rights - it might be necessary to conduct a FRIA while preparing the CT. The re-
sponsibility for conducting such assessments lies with the CT Consortium - it is the IPs and OPs
who must be trusted with evaluating the fundamental and human rights implications in light of
the specific purpose, role division, data, context, and affected populations of the given CT. It is
recommendable for the CT Consortium to consider making the specifications of the CT publicly
available to ensure transparency and exposure to public scrutiny - such publication may act as
a deterrent against CTs with a vague set of purposes and means.

The development and operation of the Solution as a digital public infrastructure necessitate de-
cisions that go beyond compliance with existing legal frameworks. While this Project will assess
legal and regulatory alignment - particularly in relation to data protection and cybersecurity -
there are fundamental ethical, societal, and human rights considerations that must be addressed
outside the scope of this Project. These are not merely technical or procedural matters - they
concern the very purpose, legitimacy, and long-term societal impact of the Solution. Hence, it is
up to the ESS as the ultimate oversight body to make sure that the Solution is sustainably aligned
with the underlying domain-specific governance framework (see Section 5.5 of D1.2 Usage Sce-
narios and System Requirements - Final version).
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6 Cybersecurity

6.1 Overview

This Section provides on overview of the applicable laws in the field of cybersecurity, the deriving
legal requirements and the anticipated legal controls. Most of the legal requirements mapped
from applicable cybersecurity laws can be allocated to Eurostat in its capacity as the presumed
SO. However, some requirements were also allocated to System Members. All cybersecurity re-
quirements along with corresponding legal controls are listed in Table 14 of Annex A.

Furthermore, many cybersecurity requirements allocated to the SO need to be matched with
suitable controls outside the scope of the Project. Those that fall within the scope of the Project,
can be addressed by means of the Policy and the System Agreement (see legal controls in Table
5). The precise specification of these legal controls will be addressed in D3.2: Part I - Governance
Templates.

With the exception of Eurostat as the presumable SO, the analysis does not delve into sectoral
legislation or other laws governing domain-specific cybersecurity requirements for entities tak-
ing any of the Solution roles (SA, IP, OP, CP). Should the need arise, such regulations will be
addressed in the D3.2: Part II - Data Protection Impact Assessment Template.

6.2 Applicable laws
The three key legal acts in the area of cybersecurity governing Eurostat as the entity presumably
taking the role of the SO are the following:

« Regulation (EU, Euratom) 2023/2841 (EUCR)??;

« Commission Decision (EU, Euratom) 2017/46 (CD2017/46)3°;

« Commission Decision (EU, Euratom) 2015/443 (CD2015/443)3".
Other cybersecurity-related legal acts were also examined as part of the legal requirement map-
ping exercise:

« Regulation (EU) 2019/881 (Cybersecurity Act)*?;

« Commission Implementing Regulation (EU) 2024/482 (CIR2024/482)33;

29Regulation (EU, Euratom) 2023/2841 of the European Parliament and of the Council, dated 13 December 2023,
establishing a high common level of cybersecurity for EU institutions, bodies, offices, and agencies. ELI: https:
//eur-lex.europa.eu/eli/reg/2023/2841

30Commission Decision (EU, Euratom) 2017/46, dated 10 January 2017, addressing the security of communication
and information systems within the Commission. ELL: https://eur-lex.europa.eu/legal-content/EN/TXT/
2uri=CELEX%3A32017D0046

3'Commission Decision (EU, Euratom) 2015/443, dated 13 March 2015, concerning security measures in the Com-
mission. ELL: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015D0443

32Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European
Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and
repealing Regulation (EU) No 526/2013 (Cybersecurity Act). ELL: http://data.europa.eu/eli/reg/2019/881/0j

3 Commission Implementing Regulation (EU) 2024/482 of 31 January 2024 laying down rules for the application of
Regulation (EU) 2019/881 of the European Parliament and of the Council as regards the adoption of the European
Common Criteria-based cybersecurity certification scheme (EUCC). ELL: http://data.europa.eu/eli/reg_impl/
2024/482/07j
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+ Directive (EU) 2022/2555 (NIS 2 Directive (NIS2))*%;
« Regulation (EU) 2024/2847 (Cyber Resilience Act (CRA))?>.

6.3 Allocation of responsibility
6.3.1 System Operator (Eurostat)

The System, managed by Eurostat as the SO, is subject to a range of EU cybersecurity regulations
due to its nature as an ICT system of an EU institution. The primary regulations applicable to the
System are EUCR, CD2017/46, and CD2015/443, as they are directly relevant to the security of ICT
systems within the Commission.

Eurostat, as the SO, is responsible for ensuring that the System complies with the cybersecurity
requirements of the applicable regulations. Under EUCR, Eurostat must establish, for example,
an internal cybersecurity risk management framework, conduct regular cybersecurity maturity
assessments, and report significant incidents to CERT-EU. The framework must cover the entire
ICT environment of Eurostat, including the System.

Under CD2017/46, Eurostat is the system owner of the System and is responsible for ensuring
that the System complies with the Commission’s IT security policy. This includes conducting
risk assessments, preparing security plans, and implementing appropriate security measures.
Eurostat must also report any IT security incidents to the relevant authorities.

CD2015/443 further reinforces the security requirements for Eurostat and the System, particu-
larly regarding physical and technical security, information systems security, and the handling
of classified information. Eurostat must ensure that the System complies with the Commission’s
security rules, including access control and asset protection.

The Table 6 outlines key cybersecurity regulations applicable to Eurostat as the presumable SO.
These legal acts collectively ensure a robust cybersecurity posture across EU institutions, with
specific requirements for risk management, system security, and incident reporting. The table
highlights the scope, objectives, and applicability of each regulation. A comprehensive list of
relevant norms and requirements from these acts is detailed in Table 14 of Annex A.

34Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for
a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU)
2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive). ELI: http://data.europa.eu/eli/dir/2022/
2555/07

35Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cy-
bersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU)
2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act). ELIL: http://data.europa.eu/eli/reg/2024/
2847 /07
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Table 6. Cybersecurity laws applicable to Eurostat (Commission) as the presumable SO

Legal act Aim Scope and applicability
Applicable to Eurostat as SO and the System, as it is
. : an ICT system of an EU institution. The regulation
. To establish a high . o
Regulation mandates a comprehensive cybersecurity risk man-
common level of cy- . : .
(EU, Euratom) . agement framework, including the establishment of
bersecurity across EU . .
2023/2841 institutions bodies | 2 Framework, regular maturity assessments, and in-
(EUCR) ' " | cident reporting. The System must comply with

offices, and agencies.

these requirements as part of Eurostat's ICT environ-
ment.

Commission
Decision (EU,
Euratom)
2017/46
(CD2017/46)

To ensure the security of
a communication and in-
formation system within
the Commission.

Applicable to Eurostat as SO and the System, asitis a
communication and information system owned and
operated by the Commission. The decision requires
the System to comply with the Commission’s IT secu-
rity policy, including risk assessments, security plans,
and incident reporting. The system owner (Eurostat)
is responsible for ensuring compliance.

Commission
Decision (EU,
Euratom)
2015/443
(CD2015/443)

To establish a compre-
hensive security frame-
work for the Commis-
sion.

Applicable to Eurostat as SO and the System, asiitis a
Commission department. The decision covers physi-
cal and technical security, information systems secu-
rity, and the handling of classified information. The
System must comply with the Commission’s security
rules, particularly regarding access control and asset
protection.

Commission
Implement-
ing Regu-
lation (EV)
2024/482
(CIR2024/482)

To lay down rules for
the application of the
Cybersecurity Act, specif-
ically for the European
Common Criteria-based
cybersecurity  certifica-
tion scheme (EUCCQC).

Currently, cybersecurity certification under the Cy-
bersecurity Act is voluntary for the System. However,
the System may benefit from developing a compre-
hensive vulnerability management program as re-
quired by CIR2024/482. Eurostat as SO can set an ex-
ample by following ISO/IEC standards such as 15408
and 18045.

6.3.2 System Members

IPs and OPs that access and process data through the System are also subject to applicable
cybersecurity regulations. While the System imposes security requirements on its users, IPs and
OPs remain responsible for securing their own systems and ensuring they do not compromise
the System’s integrity or operations.

The CPs are subject to cybersecurity regulations as service providers and must ensure their ser-
vices comply with the System'’s security requirements, as defined in relevant contracts (e.g. Sys-
tem Agreement and Computation Service Agreement (see more in Table 5)).

Although the System itself is exempt from the CRA due to its non-commercial, public-purpose
nature, the regulation’s principles - particularly the requirement for Software Bills of Materials
(SBOM) - remain relevant. Third-party System Vendors (including CPs) that place digital com-
ponents or services on the EU market may be subject to CRA. Ensuring SBOMs are provided by
such suppliers enhances supply chain transparency, supports vulnerability management, and
strengthens overall System security.
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The Table 7 outlines the key cybersecurity regulations that may apply to various members of
the System, depending on their roles and the nature of their activities. The table highlights the
scope and applicability of three major legal acts - Regulation (EU) 2019/881 (Cybersecurity Act),
Directive (EU) 2022/2555 (NIS2), and Regulation (EU) 2024/2847 (CRA) - and assesses how each
impacts different types of System Members, emphasising both direct applicability and broader

relevance for security best practices.

Table 7. Cybersecurity laws applicable to System Members

Legal act Aim Scope and applicability
While the certification is voluntary, the System may
benefit from adhering to the security objectives out-
lined in the Cybersecurity Act, particularly Articles 51
To boost cybersecu- . e
. and 55. The System could be subject to certification
. rity across the EU by .
Regulation . schemes in the future, and adherence to the Cyber-
strengthening ENISA . B .
(EU) 2019/881 . security Act's principles would be a good practice. It
and establishing a
(Cybersecu- framework for  volun- cannot be ruled out that some of the System Mem-
rity Act) bers may be subject to a certification scheme under

tary EU cybersecurity
certification.

the Cybersecurity Act, depending on their role, the
nature of their services, and future developments in
the certification framework; this assessment, how-
ever, falls outside the scope of this analysis.

Directive (EU)
2022/2555
(NIS2)

To achieve a high com-
mon level of cybersecu-
rity across the EU by set-
ting obligations for criti-
cal entities.

NIS2 establishes EU-wide cybersecurity principles
based on the criticality, importance, and size of en-
tities, but the detailed scope and final determination
of which organisations fall under the Directive are
defined by each Member State through national im-
plementing legislation. While NIS2 does not apply to
Eurostat, it may apply to other System Members de-
pending on national transposition. The scope of ap-
plication is subject to Member State implementation
and falls outside the scope of this analysis.

Regula-

tion (EV)
2024/2847
(Cyber Re-
silience Act
or CRA)

To strengthen the EU's
cybersecurity by estab-
lishing uniform legal
standards for products
with digital elements.

The CRA applies to products with digital elements
made available on the Union market in the course
of a commercial activity. The System is not a product
made available for commercial gain, so the CRA does
not apply directly. However, the CRA's requirements
for vulnerability handling and security updates could
be relevant for components within the System’s Data
Plane. Whether vendors of the System fall within the
scope of the CRA is not addressed in this analysis, as
it depends on the nature of the products and services
provided.
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7 Official statistics

7.1 Overview

This Section provides on overview of the applicable laws in the field of official statistics, the de-
riving legal requirements and the anticipated legal controls.

Most of the legal requirements mapped from applicable official statistics laws can be allocated
to Eurostat or Member State statistical authorities, when they are going through the Solution on-
boarding process or take the role of IP, OP or CP in a specific CT. All official statistics requirements
along with corresponding legal controls are listed in Table 15 of Annex B.

Furthermore, many data protection requirements allocated to Eurostat or Member State statisti-
cal authorities need to be matched with suitable controls outside the scope of the Project. Those
that fall within the scope of the Project, can be addressed by means of the Policy, System Agree-
ment, Consortium Agreement or Computation Service Agreement (see legal controls in Table 5).
The precise specification of these legal controls will be addressed in D3.2: Part I - Governance
Templates.

The scope of the analysis is limited to generally applicable statistical law, which applies as a gen-
eral part to laws regulating specific statistical fields - Regulation on European Statistics (RES) in
case of European statistics. These requirements come to play mostly at the System level, which
functions at the intersection of all specific use cases at the CT level. At the same time, some of
the requirements concern only specific stakeholders or domain-specific roles in official statistics
domain, in which case the requirement may have an effect also at the CT level.

7.2 Applicable laws

European statistics law is an area of public EU law. Within this field of law, the principles and
process of generating European statistics as well as the mandates for relevant stakeholders are
regulated in a fairly detailed manner. They govern both the development of European statistics
as well as the production of European statistics, although each of those processes is aimed at a
slightly different outcome.

The importance of statistical data is recognised in the EU constitutional law by inserting a specific
legal basis for its production in Art. 338 of the TFEU.3® TFEU Art. 338(1) allows the EU to adopt
acts for the production of statistics in accordance with the ordinary legislative procedure, while
TFEU Art. 338(2) enumerates the statistical principles that must be followed when producing
European statistics:

. impartiality,

. reliability,

. objectivity,

1

2

3

4. scientific independence,

5. cost-effectiveness and statistical confidentiality,
6

. avoidance of excessive burdens on economic operators,

36Eds. M. Kellerbauer, M. Klamert, J. Tomkin. The EU Treaties and the Charter of Fundamental Rights. ACommentary.
Oxford University Press, Oxford, United Kingdom, 2019, Article 338 TFEU, p 2024.
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hereinafter altogether referred to as Statistical Principles.

For European statistics, the Statistical Principles are therefore enshrined in the highest level of
EU legislative acts and constitute binding legal requirements (see 7.2). At the same, the Statisti-
cal Principles are often referred to in relevant official statistics laws of the Member States, thus
making them legally binding also for national statistics. The Statistical Principles are further
elaborated in the European Statistics Code of Practice (ESCoP)?’.

As an expression of the general legal principle of proportionality, TFEU Art. 338(1) requires that
statistics shall only be produced where necessary (“principle of necessity”).®

Based on TFEU Art. 338(1), the European Parliament and the Council have adopted the legal
framework for the development, production and dissemination of European statistics in the
RES3? (RES Art. 1(1)). The latest amendment of RES, which became effective on 26.12.2024, in-
troduced considerable changes in several parts of RES - for this reason, the following analysis
refers to the corresponding legal act amending the RES as Regulation 2024/3018 amending the
RES (RES2)%°.

RES provides the legal bases for further legal acts such as the European statistical programme
(RES Art. 13), the individual statistical actions (RES Art. 14) ("sectoral legislation”) and Commis-
sion implementing acts (RES Art. 12(2), Art. 14(2), Art. 20(4), Art. 23 and Art. 27(2)).

7.3 Allocation of responsibility
7.3.1 Distinction between European and national statistics

For the purposes of this document, the field of official statistics law is covered at two levels:

1. European statistics - European statistics is regulated mainly by EU law but complemented
also by national law of the relevant Member State. This area is at the main focus in the
following legal analysis.

2. national statistics - national statistics are regulated by the national law of the relevant Mem-
ber State. This area is addressed occasionally, only where needed in the following legal anal-
ysis.

37European Statistics Code of Practice.Eurostat website. - Internet: https://ec.europa.eu/eurostat/web/
quality/european-quality-standards/european-statistics-code-of-practice (22.10.2024).

38Eds. M. Kellerbauer, M. Klamert, J. Tomkin. The EU Treaties and the Charter of Fundamental Rights. ACommentary.
Oxford University Press, Oxford, United Kingdom, 2019, Article 338 TFEU, p 2025.

39Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March 2009 on European statis-
tics and repealing Regulation (EC, Euratom) No 1101/2008 of the European Parliament and of the Council on the
transmission of data subject to statistical confidentiality to the Statistical Office of the European Communities, Council
Regulation (EC) No 322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom establishing a Commit-
tee on the Statistical Programmes of the European Communities (Text with relevance for the EEA and for Switzerland),
OJ L 87,31.3.2009, p. 164-173 (BG, ES, CS, DA, DE, ET, EL, EN, FR, GA, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV),
ELL: http://data.europa.eu/eli/reg/2009/223/0j - Amended by: 1) Regulation (EU) 2015/759 of the European
Parliament and of the Council of 29 April 2015 amending Regulation (EC) No 223/2009 on European statistics (Text
with relevance for the EEA and Switzerland), O) L 123, 19.5.2015, p. 90-97 (BG, ES, CS, DA, DE, ET, EL, EN, FR, GA,
HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV) ELI: http://data.europa.eu/eli/reg/2015/759/07, 2) Reg-
ulation (EU) 2024/3018 of the European Parliament and of the Council of 27 November 2024 amending Regulation
(EC) No 223/2009 on European statistics (Text with EEA relevance), PE/65/2024/REV/1, OJ L, 2024/3018, 6.12.2024, ELI:
http://data.europa.eu/eli/reg/2024/3018/073(15.08.2025).

40Regulation (EU) 2024/3018 of the European Parliament and of the Council of 27 November 2024 amending Regula-
tion (EC) No 223/2009 on European statistics (Text with EEA relevance), PE/65/2024/REV/1, OJ L, 2024/3018, 6.12.2024,
ELL: http://data.europa.eu/eli/reg/2024/3018/07j(15.08.2025).
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In both areas, the national law of any Member State is analysed in abstract manner, as the specific
Member States who may decide to join the System are not known at the time of writing this
report.

The following analysis outlines the legal requirements applicable to the use of the Solution based
on RES (including recent amendments introduced by RES2). The objective of RES is the estab-
lishment of a legal framework for the development, production and dissemination of European
statistics (RES Rec 29 and Art. 1(1)). It is not intended to regulate any of the national statistics of
Member States, which fall under the scope of application of national law of the relevant Member
States. This justifies the following legal requirement:

The type of statistical results and analyses which are output from the System have to be clearly qualified
either as European statistics or national statistics of the relevant Member State(s), in order to properly
determine the applicable law.

7.3.2 Statistical governance

Overview

Statistical governance is an area of law addressed in Chapter II of the RES. It includes require-
ments for the ESS as a whole, for NSIs, ONAs and Eurostat as members of the ESS, and for gov-
erning bodies of the ESS (ESSC, ESGAB, ESAC). In addition, rules concerning statistical quality and
ESCoP are provided.

The NSI designated by each Member State acts as the coordinator of all activities at national level
for the development, production and dissemination of European statistics, which are determined
in the European statistical programme (RES Art. 5(1)). As national coordinator, the NSI shall
act as the sole contact point for the Commission (Eurostat) on statistical matters (RES Art. 5(1),
representing the views of ONAs as well as NCBs (RES Art. 5(2)). The head of NSI represents the
respective Member State’s national statistical system within the ESS (RES Art. 5a(1)(h).

RES does not provide Eurostat with a role in the statistical activities of the institutions and bodies
of the Member States. As one of the FPs is to ensure that the Solution can be used for developing
and producing not only European statistics but also national statistics of a Member State (see 1.2,
Eurostat’s mandate in providing the Solution for the purpose of national statistics may need to
be enhanced, either by means of relevant EU or Member State law, by means of decisions of the
relevant ESS governance bodies or by contractual means.

Conclusion

The legal requirements concerning statistical governance indicate that Member States have full
autonomy in deciding whether to join the Solution or not. At the same time, it remains open
whether each ONA can join the Solution as individual System Member at its own will and initiative
or does the membership need to be pre-approved by the relevant Member State’s NSI.

While all the above requirements are important prerequisites for ensuring statistical governance
in the ESS, they must be solved as part of standard governance mechanisms of the ESS when
considering the use of the Solution. At this stage of the Project, it is presumed that once the
Solution is adopted in practice, there will be relevant governance decisions and legal frameworks
in place to properly enable the use of the Solution for official statistics purposes both in the
domain of European statistics as well as national statistics. This remains a future line of work for
the ESS and the SO. For this reason, these requirements fall outside the scope of the Project.
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7.3.3 Use for statistical purposes

Overview

According to Eurostat’s vision, the Solution is intended to be used for the purposes of producing
or developing official statistics, including both European and national statistics (see Section 1.3).
This purpose defines the domain of implementation for the Solution and thereby lays out the
scope of law that applies to the set-up, operation and use of the Solution. For these reasons,
it is important to understand what does use for official statistics purposes entail from the legal
perspective.

RES provides for the legal term "use for statistical purposes”, which has been recently updated
by RES2 and now reads as follows:

‘use for statistical purposes’ means the exclusive use for the development, production and
dissemination of statistical results and analyses by statistical authorities, including for re-
search and scientific activities, or the establishment of sampling frames, (RES Art. 3(1)(8))

The term is mostly used in the context of defining the purpose of use of confidential data, includ-
ing sharing and transmitting this data (see, e.g. RES Art. 17e, Art. 17f, Art. 20, Art. 21). However,
there are also clauses on the use of non-confidential data and publicly available data which refer
to the "use for statistical purposes” (RES Art. 22 and Art. 25).

Compared to the earlier definition of the legal term "use for statistical purposes”, RES2 has speci-
fied that 1) "use for statistical purposes” must be conducted by statistical authorities, 2) it involves
also the purpose of dissemination of statistical results and analyses, and 3) it covers research
and scientific activities as well as the establishing of sampling frames. Dissemination of statisti-
cal results and analyses, access to confidential data for scientific purposes and establishment of
sampling frames have been excluded as out-of-scope of this analyses (see 1.4). However, devel-
opment and production of European statistics are considered within-scope. These activities are
defined in European statistics law as follows:

‘development’ means the activities aiming at setting up, strengthening and improving the
statistical methods, standards and procedures used for the production and dissemination
of statistics as well as at designing new statistics and indicators; (RES Art. 3(1)(2))

production’ means all the activities related to the collection, storage, processing, and anal-
ysis necessary for compiling statistics; (RES Art. 3(1)(3))

Conclusion

The main vehicle for generating statistical results by means of the Solution is the CT. It is thus
important to highlight at the outset that all CT carried out by means of the Solution must fit under
the legal definition of development or production of European statistics or national statistics, the
specific contents of the latter being subject to the relevant Member State’s national law.

When carrying out Computation Tasks by means of the System, such Computation Tasks must be limited
to the purposes of development or production of European statistics or national statistics.

RES2 added a new specification in the legal term "use for statistical purposes” that only statistical
authorities have the legal mandate to produce statistical results or analyses and use data for
these purposes (RES Art. 3(1)(8)). This new specification is of key importance to the Solution and
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its accompanying legal framework. Therefore, it is justified to translate this into the following
legal requirement:

LEG-2.3 Requirement (Official statistics)
The outcome of a Computation Tasks carried out by means of the System must be statistical results or
analyses by statistical authorities.

7.3.4 Statistical Principles

The System is foreseen as a single instance within the ESS governance domain to serve NSIs
and their partners for the development and production of European and national statistics. As
general principles, the Statistical Principles apply to the use of the Solution when producing or
developing official statistics. However, not all Statistical Principles are equally relevant at this
stage, when the Solution is being conceptualised at a general level. At the same time, the impli-
cations of Statistical Principles on the System architecture, operation, functioning and use can be
anticipated to a certain extent. In this regard, two Statistical Principles stand out - the principles
of professional independence (see Section 7.3.4.1 below) and statistical confidentiality (see Sec-
tion 7.3.4.2 below). The remaining Statistical Principles - impartiality, objectivity, reliability, cost
effectiveness - are presumed to have an effect mainly in the internal sphere of ESS members,
thus falling out of scope of this analysis.

7.3.4.1 Professional independence

Overview

Professional independence is the first Statistical Principle:

‘professional independence’, meaning that statistics must be developed, produced and dis-
seminated in an independent manner, particularly as regards the selection of techniques,
definitions, methodologies and sources to be used, and the timing and content of all forms
of dissemination, and that the performance of those tasks is free from any pressures from
political or interest groups or from Union or national authorities; (RES Art. 2(1)(a)).

This means, first and foremost, that the use of the Solution must be voluntary for statistical au-
thorities, i.e. statistical authorities must be free to decide whether to become a System Member
and whether to use the Solution for their statistical purposes.

It also derives from the principle of professional independence that statistics authorities must not
be subject to unexpected interference from other Solution participants as well as third parties,
such as political or interest groups or other Union or national authorities when using the Solution
to develop and produce official statistics. In the context of the Solution, this means that there
needs to be a balance of powers between the different roles of the Solution, so as to ensure
that none of the Solution participants can put pressure on statistical authorities or otherwise
excessively interfere with their independence in the sphere of the legal mandate to develop and
produce official statistics.

Furthermore, statistical authorities must be able to configure the use of the System for devel-
oping and producing official statistics in an independent manner, particularly as regards the se-
lection of techniques, definitions, methodologies and sources to be used, and the timing and
content of all forms of dissemination.

Conclusion
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While all the above requirements are important prerequisites for ensuring the professional inde-
pendence principle, they must be solved as part of standard governance mechanisms of statis-
tical authorities when considering the use of the Solution. For this reason, these requirements
fall outside the scope of the Project.

7.3.4.2 Statistical confidentiality

Overview

The Statistical Principle of statistical confidentiality is defined as follows:

Statistical confidentiality’, meaning the protection of confidential data related to single sta-
tistical units which are obtained directly for statistical purposes or indirectly from admin-
istrative or other sources and implying the prohibition of use for non-statistical purposes
of the data obtained and of their unlawful disclosure; (RES Art. 2(1)(e)).

Statistical confidentiality is the most prominent of all the Statistical Principles in terms of the
extent of legal regulation - the whole Chapter V of RES is dedicated to legal norms concerning
statistical confidentiality (RES Chapter V). The central concept in this domain is confidential data,
which is defined as follows:

‘confidential data’ means data which allow statistical units to be identified, either directly
or indirectly, thereby disclosing individual information. To determine whether a statistical
unit is identifiable, account shall be taken of all relevant means that might reasonably be
used by a third party to identify the statistical unit; (RES Art. 3(1)(7)).

There is one exception where data used for statistical purposes is not considered confidential -
data from public sources. This exception is provided in RES Art. 25:

Data obtained from sources lawfully available to the public and which remain available
to the public according to national legislation shall not be considered confidential for the
purpose of dissemination of statistics obtained from those data. (RES Art. 25).

Interim conclusion

The principle of statistical confidentiality entails protection of data related to single statistical
units - a natural person, a household, an economic operator and other undertakings (RES Art.
3(1)(6)) - from unauthorised use and unlawful disclosure. In order to operationalise this protec-
tion, the System must enable the identification and marking of such data as confidential, so as
to differentiate it from other Input Data or Output Data that is not confidential, e.g. data from
public sources.

The System must enable the identification and marking of Input Data as "confidential”.

Protection of confidential data

The EU legislator has explained that national and Community statistical authorities collect confi-
dential data for the production of European statistics and this data should be protected, in order
to gain and maintain the confidence of the parties responsible for providing that information
(RES Rec. 23). Furthermore, "the confidentiality of data should satisfy the same principles in
all the Member States” (RES Rec. 23). For these purposes, the EU legislator has concluded, "it
is necessary to establish common principles and guidelines ensuring the confidentiality of data
used for the production of European statistics and the access to those confidential data with due
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account for technical developments and the requirements of users in a democratic society” (RES
Rec. 24).

The EU legislator has emphasised the particular importance of availability of confidential data
for the needs of the ESS - "in order to maximise the benefits of the data with the aim of increas-
ing the quality of European statistics and to ensure a flexible response to the newly emerging
Community statistical needs” (RES Rec. 25). At the same time, the EU legislator has also acknowl-
edged the importance of confidential data for the research community, emphasising its need
for "wider access to confidential data used for the development, production and dissemination
of European statistics, for analysis in the interest of scientific progress in Europe” (RES Rec. 26).
In order to meet this need, the EU legislator has concluded that "[a]ccess to confidential data
by researchers for scientific purposes should therefore be improved without compromising the
high level of protection that confidential statistical data require” (RES Rec. 26).

The rules and measures concerning the protection of confidential data provided in RES Art. 20
apply "to ensure that confidential data are exclusively used for statistical purposes and to prevent
their unlawful disclosure” (RES Art. 20(1)). Consequently, the protection of confidential data
comprises two main rules, each of which has exceptions subject to the relevant statistical unit’s
approval:

(a) keeping secret - prohibition to disclose confidential data unlawfully. "Confidential data”
is defined as "data which allow statistical units to be identified, either directly or indirectly,
thereby disclosing individual information” (RES Art. 3(1)(8). Therefore, it can be presumed
that the prohibition to disclose confidential data is aimed at protecting the identity and other
individual information of a statistical unit. "Statistical unit” is "the basic observation unit,
namely a natural person, a household, an economic operator and other undertakings, re-
ferred to by the data” (RES Art. 3(1)(6)).

a. exception: statistical results which may make it possible to identify a statistical unit may
be disseminated by the NSIs, ONAs and Eurostat, where

(a) specific conditions and modalities are determined by an act of the European Parlia-
ment and of the Council acting in accordance with TFEU Art. 251 and

(b) the statistical results are amended in such a way that their dissemination does not
prejudice statistical confidentiality whenever the statistical unit has so requested (RES
Art. 20(3)(2));

b. exception: confidential data can be disclosed where the statistical unit has unambigu-
ously agreed to the disclosure of data (RES Art. 20(3)(b)).

(b) exclusive purpose of use - prohibition to use confidential data for non-statistical purposes.
RES Art. 20(2) further specifies that confidential data obtained exclusively for the production
of European statistics shall be used by the NSIs, ONAs and Eurostat exclusively for statistical
purposes. "Use for statistical purposes” is defined as "the exclusive use for the development,
production and dissemination of statistical results and analyses by statistical authorities [em-
phasis added], including for research and scientific activities, or the establishment of sam-
pling frames” (RES Art. 3(1)(8)).

+ exception: The only exception when confidential data obtained exclusively for the pro-
duction of European statistics can be used for any other purposes is when the relevant
statistical unit has unambiguously given its consent to such use (RES Art. 20(2)).

Interim conclusion

Based on the above considerations, two separate legal requirements can be distinguished:
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The System must prohibit the use of Input Data marked as “confidential” for unauthorised purposes.

The System must prohibit the disclosure of Input Data marked as “confidential” to unauthorised recipients.

Functional separation

According to the principle of statistical confidentiality, it is prohibited to use confidential data for
non-statistical purposes and to disclose it unlawfully (RES Art. 2(1)(e), RES Art. 20(1)). The EU
legislator has further explained this principle as follows:

The use of confidential data for purposes that are not exclusively statistical, such as admin-
istrative, legal or tax purposes, or for the verification against the statistical units should
be strictly prohibited. (RES Rec. 27)

Therefore, it is important to highlight that the above clarification provided in RES Rec. 27 dis-
tinguishes between two separate purposes of use which are both prohibited - non-statistical
purposes and verification against the statistical units. This seems to indicate that the EU leg-
islator wishes to expressly prohibit the use of confidential data "for the verification against the
statistical units”, even if it is carried out by ESS members for the purposes of official statistics
or by researchers for scientific purposes. If the purposes of official statistics or science do not
require or presume the identification of single individuals or other statistical units per se, then
such prohibition is justified.

Here the concept of “functional separation” becomes relevant. The EDPS has further clarified the
concept of "functional separation” in the context of statistical confidentiality as follows:

In the field of statistics, [...] ‘functional separation’ [...] is a requirement flowing from
the principle of statistical confidentiality, but is also considered by data protection au-
thorities as an essential safequard when processing personal data for statistical purposes.
Functional separation and statistical confidentiality require organisations to put in place
technical and organisational measures to ensure that personal data processed for statis-
tical purposes cannot be used for non-statistical purposes. This requirement, importantly,
includes the prohibition of using confidential data used for statistics for informing deci-
sions or measures that would directly affect the individuals concerned. For example, the
responses of an individual to a statistical survey cannot be used by tax authorities to de-
termine the respondent’s tax liability.*'

Interim conclusion

Based on EDPS's explanation, the SO and System Members must put in place technical and or-
ganisational measures to ensure that whenever they apply the Solution to process confidential
data, such data is not used for non-statistical purposes, including for informing decisions or
measures that would directly affect the individuals concerned.

“'European Data Protection Supervisor. Opinion 10/2017. EDPS Opinion on safeguards and derogations Un-
der Article 89 GDPR in the context of a proposal for a Regulation on integrated farm statistics. 20 November
2017, p 13. - Internet: https://edps.europa.eu/data-protection/our-work/publications/opinions/
farm-statistics_en(21.12.2024).
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LEG-2.7 Requirement (Official statistics)
SO, System Members, and CPs must take technical and organisational measures to prevent the use of
confidential data contained either in Input Data or in Output Data for non-statistical purposes (e.g. ad-
ministrative, legal or tax purposes as well as verification against the statistical units beyond statistical
purposes).

Transmission of confidential data

In European statistics law, there are special rules for transmitting confidential data within the ESS
and between ESS and European System of Central Banks (ESCB) (RES Art. 21). Such transmission
can take place under the following conditions:

Requirement ESS - ESS* ESS* - ESCB
Necessity: + +
a) for the purpose of developing, production N N

and dissemination of European statistics:

b) for the purpose of increasing the quality of N N
European statistics:
Limited to respective sphere of competence: + +
Justification of necessity required: - +
Further transmissions allowed: +¥* +H*
Access only to staff working on statistical activi- N N
ties:
Applicability of provisions on statistical confi- N N
dentiality in RES:

* If the data have been transmitted to the Commission (Eurostat), the approval of the NSI or [ONA]
which provided the data is required. (RES Art. 21(1)).

** Any further transmission beyond the first transmission shall require the explicit authorisation of the
authority that collected the data (RES Art. 21(3)).

The legal term transmission is not defined in the RES. This raises the question whether uploading
and processing of Protected Input Data and downloading Protected Output Data by means of the
System qualifies as transmission in terms of the RES, as long as it contains statistical confidential
data.

The answer to this question is not straightforward. The legal institute of transmission of confi-
dential data pre-dates the System and is presumably designed to support data transportation
between statistical authorities in intelligible form. At first sight, it seems not to be directly ap-
plicable to processing Input Data in the System - transmission presumes the data is kept as a
whole but the applied SPC protection in the System does not necessarily require that because, in
case of MPC, the Input Data can be split into several shares and each of the shares is transported
separately. The term transmission, per se, involves only transportation of the data, not compu-
tation on the data. The central feature of the System is not to transport Input Data but rather
to extract Output Data from it. Therefore, while the SPC protection in the System does enable

JOCONDE D3.1 Legal Analysis 1.0
11.05.2026 46 /125



D-16-461
Public

transportation of the Input Data in the form of split data shares, (transmitting confidential data in
the meaning of RES Art. 1), its main function is to allow CT Consortium Members to compute on
Input Data.

Overall, however, the special rules on transmission of confidential data do not directly contradict
with the functioning of the System, including the applied SPC protection. They merely provide
certain additional requirements for organising the transportation of data, which can also be ful-
filled in case of using the System.

Sharing of confidential and non-confidential data

RES2 clarifies that Eurostat may, in agreement with the NSIs, set up a secure infrastructure, to be
used on a voluntary basis, to facilitate the further sharing of privately held data with the NSIs and
the ONAs (RES Art. 17b(4)). At the same time, Eurostat is obliged to set up a secure infrastructure
to facilitate sharing of non-confidential data, which the NSIs, ONAs or members of the ESCB may
use on a voluntary basis (RES Art. 17f(3)).

When applying the commonly understood meaning of "data sharing”, it implies that the full set
of data or database is made available from one party to another. This is not what the System
is designed to do - on the contrary, the objective of introducing the System is to minimise data
access, i.e. leave out any unnecessary and excessive steps for processing data in intelligible
form. Therefore, the requirements on data sharing and secure infrastructures are not directly
relatable to the System. The data sharing by means of secure infrastructure is mainly directed
at making privately held data available to statistical authorities in a secure manner, while the
System is meant for enabling secure computations on privately held data without necessarily
making available the underlying data.

In comparison, there is a similar term in use in the Data Governance Act (DGA)*?, which provides
for a secure processing environment as follows:

‘Secure processing environment’ means the physical or virtual environment and organisa-
tional means to ensure compliance with Union law, such as Requlation (EU) 2016/679, in
particular with regard to data subjects’rights, intellectual property rights, and commercial
and statistical confidentiality, integrity and accessibility, as well as with applicable national
law, and to allow the entity providing the secure processing environment to determine and
supervise all data processing actions, including the display, storage, download and export
of data and the calculation of derivative data through computational algorithms; (DGA
Art. 2(1)(20)).

DGA also stipulates the general requirements that have to be met for each secure processing
environment, when re-using data thereby. Most importantly, the public sector body providing or
controlling the relevant secure processing environment shall:

*+ impose conditions that preserve the integrity of the functioning of the technical systems of the
secure processing environment used,

* reserve the right to verify the process, the means and any results of processing of data undertaken
by the re-user to preserve the integrity of the protection of the data;

42Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data gover-
nance and amending Regulation (EU) 2018/1724 (Data Governance Act) (Text with EEA relevance), PE/85/2021/REV/1,
OJ L 152, 3.6.2022, p. 1-44 (BG, ES, CS, DA, DE, ET, EL, EN, FR, GA, HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV),
ELL: http://data.europa.eu/eli/reg/2022/868/0j
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* reserve the right to prohibit the use of results that contain information jeopardising the rights and
interests of third parties. The decision to prohibit the use of the results shall be comprehensible
and transparent to the re-user (DGA Art. 5(4)).

Based on the above, the norms regulating data sharing and secure infrastructure do not apply
to the use of the System. Instead, the System can be subjected to the norms regulating secure
processing environments as per the DGA.

7.3.5 Statistical quality

Overview

Statistical quality is an important area of statistical governance, regulated in Chapter II of RES. In
order to guarantee the quality of results, European statistics shall be developed, produced and
disseminated on the basis of uniform standards and of harmonised methods. In this respect, sta-
tistical authorities must ensure statistical quality in accordance with the statistical quality criteria
outlined in EU official statistics law (RES Art. 12(1)) as follows:

1. To guarantee the quality of results, European statistics shall be developed, produced
and disseminated on the basis of uniform standards and of harmonised methods. In this
respect, the following quality criteria shall apply:

(a) ‘relevance’, which refers to the degree to which statistics meet current and potential
needs of the users;

(b) ‘accuracy’, which refers to the closeness of estimates to the unknown true values;

(c) ‘timeliness’, which refers to the period between the availability of the information and
the event or phenomenon it describes;

(d) ‘punctuality’, which refers to the delay between the date of the release of the data and
the target date (the date by which the data should have been delivered);

(e) ‘accessibility’ and ‘clarity’, which refer to the conditions and modalities by which users
can obtain, use and interpret data;

(f) comparability’, which refers to the measurement of the impact of differences in applied
statistical concepts, measurement tools and procedures where statistics are compared
between geographical areas, sectoral domains or over time;

(g) ‘coherence’, which refers to the adequacy of the data to be reliably combined in different
ways and for various uses (RES Art. 12(1)).

hereinafter altogether referred to as Statistical Quality Criteria

The specific quality criteria for European statistics, such as target values and minimum standards
for the production of statistics, may be laid down in sectoral legislation in specific statistical do-
mains. If so, then the Commission can adopt implementing acts laying down the modalities,
structure and periodicity of quality reports covered by such sectoral legislation (RES Art. 12(2)).

In addition to the quality reporting under sectoral legislation, Member States provide Eurostat
also with more general reports on the quality of data transmitted, including any concerns they
have regarding the accuracy of the data. Eurostat assesses the quality of the data transmitted
and publishes reports and communications on the quality of European statistics (RES Art. 12(3)-

(4)).

Furthermore, sectoral legislation may provide for fines in cases when Member States misrepre-
sent statistical data, in which case Eurostat may initiate and conduct investigations as necessary,
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including, where appropriate, on-site inspections in order to establish whether such misrepre-
sentation was serious and intentional or grossly negligent (RES Art. 12(5)).

Conclusion

The ultimate responsibility for assuring statistical quality lies with the relevant statistical author-
ities. When developing or producing European statistics, the relevant statistical authorities must
be ready to demonstrate and prove in relevant administrative, supervisory, regulatory and dis-
pute resolution proceedings that they have fulfilled their obligations with regard to ensuring the
Statistical Quality Criteria, in order to prevent inspections and fines. The same applies also when
developing or producing European statistics by means of the Solution.

Compared to traditional means of statistical production, many of the steps in a statistical busi-
ness process are automated in the Solution and thus less susceptible to human intervention
in case of production or development statistics. Therefore, statistical authorities need additional
tools in their pursuit for compliance with their different obligations concerning statistical qual-
ity (transparency, reporting, internal documentation, proof for procedures, contractual obliga-
tions etc.) when using the Solution. For example, tools helping IPs (private data holders, public
database owners, other statistical authorities etc) to demonstrate to OPs (e.g. other NSIs, ONAs
or Eurostat) that the underlying Input Data was accurate and has not been misrepresented. It is
advisable to ensure that there are additional tools available for statistical authorities in the Sys-
tem, whereby they can demonstrate compliance with Statistical Quality Criteria in case of using
it for developing or producing official statistics.

At the core of Statistical Quality Criteria lies data quality. It is foreseen in the Solution that there
are two main points where data quality assessment is going to take place (see Section 7.5.1 of
D1.2 Usage Scenarios and System Requirements - Final version for more details):

1. Input Data preprocessing outside the Solution - Firstly, there is an expectation that each
IP has established internal policy for ensuring data quality, which they already employ for all
types of analysis.

2. Data quality check within the Solution - Secondly, and optionally, the CTS allows the CT
Consortium Members to specify Data Quality Algorithms. These are pass/fail (yes/no) pro-
grams run on specified Input Data from one IP (i.e. it does not have to wait until other IPs
have uploaded their data) as part of the upload process. The Input Data is only "accepted”
by the CPs if the program passes (results in a "yes"). These programs are agreed upon by all
CT Consortium Members, so they can encode all necessary sanity checks (e.g. for ruling out
possible maliciously crafted input) in a holistic and transparent manner.

Therefore, the Solution is designed to offer assistance to CT Consortium Members regarding
the data quality checks within the Solution. The built-in data quality checks in the Solution are
a support function that can be applied on a voluntary basis to help ensure Statistical Quality
Criteria.

The statistical authorities who plan to use the Solution must evaluate the extent to which Statisti-
cal Quality Criteria can be fulfilled and take corresponding technical and organisational measures
to implement these criteria in the relevant CT.

LEG-2.8 Requirement (Official statistics)
When ESS statistical authorities are acting as IPs or OPs, they must evaluate the extent to which Statis-
tical Quality Criteria can be fulfilled and take corresponding technical and organizational measures to
implement these criteria in the relevant CT.
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7.3.6 Production of statistics

Chapter III of RES is dedicated to production of European statistics. Considering that the Solution
may be used for the production of European or national statistics in the future, it is important to
map and address the legal requirements for this process.

7.3.6.1 European statistical programme

Overview

One of the defining factors of European statistics is that they have to be determined in the Eu-
ropean statistical programme, by definition (RES Art. 1(2)). However, RES2 has introduced two
exemptions to this rule:

+ statistics under development may be included in the annual work programme (RES Art.
179).

+ urgent statistical actions may be undertaken as appropriate where both of the following
conditions are met:

- itis strictly necessary to respond to urgent policy needs which arise from the crisis situa-
tion concerned following the activation of established emergency mechanisms in accor-
dance with Union legal acts (RES Art. 16a(1)(a)), and

- those urgent policy needs cannot be met under the European statistical programme (RES
Art. 16a(1)(b)).

Either way, the European statistical programme must be implemented by individual statistical
actions decided by the European Parliament and Council, by the Commission or by means of a
written agreement between NSIs and ONAs from one side and Eurostat from the other side (RES
Art 14(1)~(3)).

Conclusion

While the European statistical programme as well as national statistical programmes of the Mem-
ber States may serve as a legal basis for using administrative or privately held or other personal
data as input to the development and production process of official statistics, it does not directly
influence the operation, functioning and use of the Solution. Hence, no dedicated legal require-
ment was identified in this area.

7.3.6.2 Collaborative networks

Overview

RES foresees that synergies must be developed, when possible, in the individual statistical ac-
tions within the ESS through collaborative networks by the sharing of expertise and results or
by fostering specialisation on specific tasks. (RES Art. 15(1)). The outcome of those actions
(joint structures, tools, processes, methods) shall be made available throughout the ESS (RES.
Art 15(2)). Both the initiatives for and outcomes of the collaborative networks are examined by
the ESSC (RES Art. 15(2)).

Conclusion

The Solution is intended to facilitate cooperation between statistical authorities by definition.
While the use of the Solution will hopefully contribute to the emergence of new and develop-
ment of existing collaborative networks, the RES norms on collaborative networks are consid-
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ered as supporting policy measures to that aim, rather than actionable legal requirements. For
this reason, no legal requirements were identified in this regard.

7.3.6.3 European approach to statistics

Overview

RES provides for a European approach to statistics aimed at maximising the availability of sta-
tistical aggregates at European level and improving the timeliness of European statistics, as well
as reducing the burden on the respondents, the NSIs and ONAs based on a cost-effectiveness
analysis (RES Art. 16(1)). The measures for implementing the European approach to statistics
must be laid down in individual statistical actions referred to in RES Art. 14(1) (RES Art 16(3)). The
European approach to statistics is relevant in cases including:

1. the production of European statistics by use of (i) non-published national contributions or na-
tional contributions from a subset of Member States; (ii) specifically designed survey schemes;
(iii) partial information by modelling techniques (RES Art. 16(2)(a));

2. the dissemination of statistical aggregates at European level by applying specific SDC tech-
niques without national dissemination provisions being impaired (RES Art. 16(2)(b)).

Conclusion

While the Solution is intended to facilitate harmonisation and unification of European statistics,
the RES norms on European approach to statistics are considered as supporting policy measures
to that aim, rather than actionable legal requirements. For this reason, no legal requirement is
identified in this regard.

7.3.6.4 Administrative data

Overview

RES2 has further strengthened the rules concerning access to and use and integration of admin-
istrative data for the development, production and dissemination of European statistics (RES Art.
17a). Although largely maintaining the general rules from the previous version of RES, RES2 has
added several specifications.

Most prominently, as a result of the changes from RES2, RES now sets a clear obligation for na-
tional public and semi-public bodies under national law, who are in charge of administrative data
sources, databases, interoperability systems or data relevant and necessary for the development,
production and dissemination of European statistics, to allow the NSIs and ONAs "to access, use
and integrate, free of charge, those data and the relevant metadata, in a timely manner and with
sufficient frequency and granularity for the purpose of developing, producing and disseminating
European statistics.” (RES Art. 17a(1)). Eurostat, on the other hand, has been given the right "to
access, use and integrate in a timely manner relevant data and metadata from databases and
interoperability systems maintained by Union bodies and agencies” upon request, without prej-
udice to Union acts establishing those databases and interoperability systems (RES Art. 17a(2a).
Both the NSIs and ONAs as well as Eurostat must cooperate with the relevant administrative data
owners (national public and semi-public bodies, Union bodies and agencies) to specify the terms
and conditions of access to and use of the relevant administrative data (RES Art. 17a(2a), Art.
17a(5)).
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It is important to highlight that the aforementioned rights of access and use granted to NSIs,
ONAs and Eurostat apply only to administrative data sources, databases or interoperability sys-
tems within the public administrative system of the NSI, ONA or Eurostat, respectively (RES Art.
17a(3)). Eurostat may share administrative data and metadata from Union bodies and agencies
with the relevant NSIs or ONAs responsible for the development, production and dissemination
of European statistics upon request, if such data and metadata needed for European statistics
are only available in databases and interoperability systems maintained by those Union bodies
and agencies (RES Art. 17a(2a)).

Conclusion

It is presumed that all arrangements for access, use and integration of administrative data and
the relevant metadata from administrative data sources, databases or interoperability systems
for the purpose of developing, producing and disseminating European statistics are done outside
the Solution, mostly at the national or local level of the relevant Member State and its statistical
authorities. For this reason, no specific legal requirement was identified for the Solution in this
area.

7.3.6.5 Privately held data

Overview

One of the biggest novelties introduced by RES2 compared to RES is the possibility for NSIs and
Eurostatto request a private data holder to make data and the relevant metadata available free of
charge "where the data requested are strictly [emphasis added] necessary for the development,
production and dissemination of European statistics and cannot be obtained by other means or
their reuse will result in a considerable reduction in the response burden on data holders and
other businesses.” (RES Art. 17b(1)). It is the first time that RES includes a requirement to make
privately held data available for the compilation of official statistics, while ensuring safeqguards
for sensitive information and reducing the reporting burden on businesses.*?

RES2 provides that collections of and access to such privately held data may be included by the
Commission in its annual work programme (RES Art. 17b(1)).

Requesting of data and access arrangements

When NSIs orEurostat request privately held data, they must specify the following:

(a) what data and metadata are required,;

(b) the statistical need for which the data are requested;

(c) the frequency with which and the deadlines by which the data are to be made available;

(d) the operational arrangements for making the data available (RES Art. 17¢(1)).

Requests for privately held data must follow the principle of data minimisation and proportional-

ity to the statistical need in terms of the level of detail and volume of the data and the frequency
with which the data are to be made available (RES Art. 17¢(2)).

Furthermore, following the request for privately held data, a dialogue shall take place between
the NSI, the ONA orEurostat and the private data holder concerned to discuss and agree on the
measures needed for making data available for the development, production and dissemination
of European statistics, with the aim of concluding an agreement (RES Art. 17¢(3)).

43Revised EU law heralds new chapter for official statistics. News articles, 06.11.2024,Eurostat. 06.11.2024. - Inter-
net: https://ec.europa.eu/eurostat/web/products-eurostat-news/w/cn-20241106-2 (12.12.2024).
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RES emphasises that the use of privately held data, just as the use of any other confidential data,
must be in conformity with the Statistical Principles (RES Art. 18e(1)(b)).

Interim conclusion

Regarding data requests and access arrangements, it is presumed that all arrangements for
requesting, access, use and integration of privately held data and the relevant metadata for the
purpose of developing, producing and disseminating European statistics are done outside the
Solution, mostly at the national or local level of the relevant Member State and its statistical
authorities. For this reason, no specific legal requirement was identified for the Solution in this
area (see also Subsection 1.4).

Protection measures

In order to ensure that privately held data is processed in compliance with pre-existing legislation
in the area of official statistics and data protection law, RES2 has also introduced several require-
ments for implementing measures to protect statistical confidentiality as well as safequard the
rights and freedoms of data subjects.

Firstly, the NSIs, ONAs (subject to request under RES Art. 17b(2) as per RES Art. 17e(4)) and Eu-
rostat shall use the privately held data for the development, production and dissemination of
European statistics: a) exclusively for statistical purposes; b) in conformity with the Statistical
Principles and c) in compliance with the obligation not to share the data outside the ESS unless
the private data holder has agreed to the sharing of those data(RES Art. 17e(1)). The first two
of these obligations are covered by previously identified legal requirements above (see sections
7.3.3 and 7.3.4), thus no additional legal requirement needs to be established related thereto.
However, the third obligation concerning the prohibition of use outside the ESS demands a sep-
arate legal requirement (RES Art. 17e(1)(c) (see the "Conclusion” in Section 7.3.6.5 below).

Second, the NSIs and the Eurostat shall put in place appropriate safequards relating to the pro-
cessing of personal data for statistical purposes in accordance with EU data protection law, in
particular in order to ensure compliance with the principle that data are to be pseudonymised
(RES Art. 17e(2)). This obligation overlaps with the legal requirements established in the area of
data protection law and will be covered in more detail in Section 8.3.2.2. Hence, no additional
legal requirement is mapped from this norm.

Third, the NSIs, ONAs (subject to request under RES Art. 17b(2) as per RES Art. 17e(4)) and Euro-
stat shall: a) take appropriate measures to protect statistical confidentiality and trade secrets; b)
implement, insofar as the processing of personal data is necessary, technical and organisational
measures which safeqguard the rights and freedoms of data subjects (RES Art. 17e(3)(a)-(b)). The
first norm regarding appropriate measures to protect statistical confidentiality and trade secrets
(RES Art. 17e(3)(a)) begs for an independent legal requirement (see the "Conclusion” in Section
7.3.6.5 below). The second norm concerning technical and organisational measures to safeqguard
processing of personal data (RES Art. 17e(3)(b)) overlaps with the corresponding normin the area
of data protection law and will be covered in more detail in Section 8.3.2.2. No separate legal re-
quirement is derived from this norm.

Conclusion

Regarding the requirements for protection measures, the obligation concerning the prohibi-
tion to use privately held data outside the ESS demands a separate legal requirement (RES Art.
17e(1)(c).
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LEG-2.9 Requirement (Official statistics)
The System must prohibit the sharing of privately held data outside the ESS, unless the private data holder
has agreed to the sharing of those data.

Also, new norm regarding appropriate measures to protect statistical confidentiality and trade
secrets (RES Art. 17e(3)(a)) begs for an independent legal requirement as follows:

LEG-2.10 Requirement (Official statistics)
When NSIs or Eurostat are acting as IPs or OPs, they must take appropriate measures to protect statistical
confidentiality and trade secrets in implementing the relevant Computation Task.

The remaining requirements regarding protection measures for processing personal data are
covered in Chapter 8 (see Section 8.3.2.2).

7.3.7 European statistics under development

Overview

Another important novelty introduced by RES2 is the dedicated Chapter for statistics under devel-
opment (RES Chapter IIIa). It reiterates the purpose of continuous innovation and development
in official statistics and, with that purpose in mind, authorises Eurostat to initiate the develop-
ment of new statistical outputs and insights across the ESS, in close cooperation with the ESSC
(RES Art. 17g(1)).

The new rules also provide for two potential, but not obligatory, legal bases for initiating such
statistical outputs and insights:

+ the annual work programme (RES Art. 17g(1)),
+ individual statistical actions (RES Art. 17g(1) and Art. 14(1)).

As aresult of the RES2 changes, RES now includes an expressis verbis rule stipulating that statistics
under development are not required to fulfil all the Statistical Quality Criteria (RES Art. 17g(2),
RES Art. 12(1)).

Conclusion

As concluded above in Section 7.3.5, the statistical authorities using the Solution must evaluate
the extent to which Statistical Quality Criteria can be fulfilled and take corresponding technical
and organisational measures to implement these criteria in the relevant CT. Because the statisti-
cal business process for statistics under development may be subject to relaxed rules compared
to the process for production statistics, it makes sense to differentiate whether the Solution is
used for the purposes of development or production of European statistics or national statistics.
A separate legal requirement is in order to signify this differentiation:

LEG-2.11 Requirement (Official statistics)
It needs to be specified whether the outcome of a Computation Task carried out by means of the System
is statistics under development or production statistics.
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8 Data protection

8.1 Overview

This Section provides on overview of the applicable laws in the field of data protection, the de-
riving legal requirements and the anticipated legal controls. In addition, the Section discusses
several key legal issues that the Solution is intended to address, so as to clarify the underlying
logic and design choices.

It can be foreseen that processing of personal data will take place both at the System level as well
as at the CT level. The System level processing is subject to standard data protection practices
as part of daily management of the System as an information system of the SO. For this reason,
the System level processing remains out of scope of the following analysis.

The focus of the following analysis is processing of personal data at the CT level. Here, most
of the legal requirements mapped from applicable data protection laws depend on the division
of roles between the actors, when they initiate a new CT. It is the IPs and OPs who may act as
controllers, while CPs are presumed to qualify as processors under applicable data protection law.
At the same time, the type of controllership may change from use case to use case - in some
cases, the OP may act as a single controller, while in other cases it may share this responsibility
with another OP or even an IP.

It can be presumed that the role of OP will always have to be borne by a Member State statisti-
cal authority (NSI or ONA) or the European statistical authority (Eurostat). Even then, there are
various options how the rest of the Solution roles may be divided in a specific CT and which juris-
diction they are subject to. Therefore, it is infeasible to firmly allocate accountability for specific
legal requirements under data protection law in the general case, as the division of Solution roles
varies case-by-case.

For the purposes of this analysis, all potential data protection requirements along with corre-
sponding legal controls are listed in an abstract manner in Table 16 of Annex C. However, the
allocation of responsibility for these requirements depends on the chosen use case. For demon-
stration purposes, Part III of this analysis investigates how to allocate responsibility for data
protection requirements in a specific case study.

It is also presumed that those data protection requirements that fall within the scope of the
Project, can be addressed by means of various legal controls listed in Table 5. The precise speci-
fication of these legal controls will be addressed in D3.2: Part I - Governance Templatesand D3.2:
Part II - Data Protection Impact Assessment Template.

8.2 Applicable law

The importance of data protection is recognised by the treaties in the EU law with partly overlap-
ping content:

1. TFEU Art. 16(1) and Charter Art. 8 enshrine the fundamental right to the protection of per-
sonal data;

2. TFEU Art. 16(2) provides for a two-fold mandate for passing secondary law under the ordinary
legislative procedure:

JOCONDE D3.1 Legal Analysis 1.0
11.05.2026 557125



D-16-461
Public

(a) rules relating to the protection of individuals with regard to the processing of personal
data by Union institutions, bodies, offices, and agencies, and by the MS when carrying
out activities falling within the scope of Union law;

(b) rules relating to the free movement of such data as /ex specialis to TFEU Art. 114.

3. TEU** Art. 39 confers special competence relating to the Common Foreign and Security Policy
of the EU.*°

In general, the EU data protection law can be characterised as an "omnibus” regime, applying
to private and public actors, having a sector-neutral nature and being enforced by independent
supervisory authorities.*® The main legal act in this field is the GDPR*’, which is adopted on the
basis of TFEU Art. 16(2).

There are, however, several qualifications to the above general characterisation of EU data pro-
tection law:

+ specific rules apply to EU institutions when processing personal data - these rules are pro-
vided in the EUDPR“8;

+ a special regime is provided for the telecommunications sector in the ePrivacy Directive
(ePD)*S;

+ specific rules apply in the area of freedom, security, and justice, as provided in the Law En-
forcement Directive (LED)*%, which is adopted on the basis of TFEU Art. 16(2);

+ GDPR Art. 23 allows Union or MS legislative measure to restrict the scope of the obligations
and rights provided for in part of the GDPR in order to safequard national security and de-
fence, public security, and other important objectives of general public interest of the Union
or of a MS, among others.”’

4Consolidated text: Consolidated version of the Treaty on European Union. - Internet: ELI: http://data.europa.
eu/eli/treaty/teu_2016/2024-09-01(22.11.2024).

4SEds. M. Kellerbauer, M. Klamert, . Tomkin. The EU Treaties and the Charter of Fundamental Rights. ACommentary.
Oxford University Press, Oxford, United Kingdom, 2019, Article 338 TFEU, pp. 406-407.

46Eds. M. Kellerbauer, M. Klamert, J. Tomkin. The EU Treaties and the Charter of Fundamental Rights. ACommentary.
Oxford University Press, Oxford, United Kingdom, 2019, Article 338 TFEU, p 407.

47Consolidated text: Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance). - Internet: ELL:
http://data.europa.eu/eli/reg/2016/679/2016-05-04 (22.11.2024).

48Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies
and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC
(Text with EEA relevance.), PE/31/2018/REV/1, O) L 295, 21/11/2018, p. 39-98 (BG, ES, CS, DA, DE, ET, EL, EN, FR, GA, HR,
IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV). - Internet: ELI:http://data.europa.eu/eli/reg/2018/1725/0j
(22.11.2024).

49Consolidated text: Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications sector (Directive on pri-
vacy and electronic communications). - Internet: ELL: http://data.europa.eu/eli/dir/2002/58/2009-12-19
(22.11.2024).

*’Consolidated text: Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by competent authorities for the
purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of crimi-
nal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA. -
Internet: ELL: http://data.europa.eu/eli/dir/2016/680/2016-05-04 (22.11.2024).

5Eds. M. Kellerbauer, M. Klamert, J. Tomkin. The EU Treaties and the Charter of Fundamental Rights. ACommentary.
Oxford University Press, Oxford, United Kingdom, 2019, Article 338 TFEU, p 407.
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It can be argued that the GDPR also contains a special regime for statistics, in parallel with the
special regime for scientific research.>? For more details, please see 8.3.2.

In addition to personal data, the EU law also regulates free flow of non-personal data. The dedi-
cated legal actin this field is the Regulation for the free flow of non-personal data in the European
Union (RNPD)>3. RNPD aims to ensure the free flow of data other than personal data within the
EU by laying down rules relating to data localisation requirements, the availability of data to
competent authorities and the porting of data for professional users (RNPD Art. 1).

8.3 Key legal issues
8.3.1 The System as a means of pseudonymisation

8.3.1.1 Legal requirements

GDPR applies only to processing of "personal data”, whether wholly or partly by automated
means or other than by automated means, if the processed "personal data” forms part of a filing
system or are intended to form part of a filing system (GDPR Art. 2(1)). The GDPR defines "per-
sonal data” as any information relating to an identified or identifiable natural person (‘data subject)
(GDPR Art. 1(1)).

Although RNPD applies to the processing of non-personal data ("data other than personal data
as defined in [GDPR Art. 4(1)(1)]" as per RNPD Art. 3(1)(1)), RNPD recognises that personal and
non-personal data are often mixed and processed in a way that their contents cannot be sep-
arated from each other. Such situations fall under RNPD Art. 2(2): "Where personal and non-
personal data in a data set are inextricably linked, this Regulation shall not prejudice the applica-
tion of [GDPR].” The European Commission has issued guidance on RNPD>*, explaining that the
data protection rights and obligations stemming from the GDPR fully apply to the whole mixed
dataset, also when personal data represent only a small part of the dataset.”>

EUDPR also applies to the processing of “personal data”, whether wholly or partly by automated
means or other than by automated means, if the processed "personal data” forms part of a filing
system or are intended to form part of a filing system (EUDPR Art. 2(1), Art. 2(5)). The EUDPR
defines "personal data” identically to GDPR (EUDPR Art. 3(1)). However, compared to the gen-
eral application of the GDPR, EUDPR applies only when such processing is carried out by Union
institutions and bodies (EUDPR Art. 2(1)), subject to a few exceptions (EUDPR Art. 2(2)-2(4)).

Pseudonymous data is considered personal data in the meaning of GDPR and EUDPR.>®

>2See more: DPIA Scoping Report. Project ESTAT.2019.0232. Eurostat, pp. 48-49. - Internet: https://cros.ec.
europa.eu/project-ESTAT-2019-0232 (22.11.2024).

>3Regulation(EU) 2018/1807 of the European Parliament and of the Council of 14 November 2018 on a framework
for the free flow of non-personal data in the European Union (Text with EEA relevance.) PE/53/2018/REV/1 OJ L 303,
28.11.2018, p. 59-68 (BG, ES, CS, DA, DE, ET, EL, EN, FR, GA, HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV). -
Internet: ELL: http://data.europa.eu/eli/reg/2018/1807/0j (22.11.2024).

>*COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL. Guidance on
the Regulation on a framework for the free flow of non-personal data in the European Union. COM/2019/250 final.
Brussels, 29.5.2019. - Internet: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2019:250:
FIN (22.11.2024).

>5Ibid., page 9.

5The relevance of pseudonymisation was analysed in a recent decision by the ECJ in EDPS vs SRB (Case C-413/23 P).
The definition of personal data in the EDPR and GDPR must be assessed in light of this judgment. - Internet: https://
infocuria.curia.europa.eu/tabs/affair?sort=AFF_NUM-DESC&searchTerm=%22C-413%2F23%22, https:
//curia.europa.eu/site/upload/docs/application/pdf/2025-09/cp250107en.pdf (22.01.2025)
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8.3.1.2 Choice of SPC technologies for the System

The Project is planned to use two SPC technologies: Secure Multiparty Computation (MPC) and
Trusted Execution Environment (TEE). Each of them will be briefly characterised below.

+ Secure Multiparty Computation - MPC uses cryptographic techniques to ensure data con-
fidentiality in cases where multiple parties are jointly computing on certain Input Data. It en-
ables multiple parties to collaboratively compute functions on their confidential data without
exposing individual inputs and revealing only the final result. The key techniques for MPC
include garbled circuits, homomorphic encryption, and secret sharing. Participants can as-
sume one or multiple roles, acting among the Input Parties, Computing Parties, and/or OPs.
The set of computing parties is typically fixed for each computation task, but may vary from
one computation task to another.>’

* Trusted Execution Environment - TEE ensures security through specialised hardware, which
provides additional guarantees for confidentiality and integrity. TEEs are secure hardware
subsystems integrated into processors, offering isolated and remotely verifiable computa-
tion environments. This technology enables secure data processing by protecting confiden-
tial information from unauthorised access, including malware and intrusion. Remote attesta-
tion ensures the authenticity of the deployed code, preventing manipulation and enabling se-
cure data transmission. For long-term data retention, TEEs can be combined with encrypted
external storage, with keys securely managed within the TEE. TEEs provide strong security
guarantees for centralised confidential data processing, making them a key technology con-
sidered in privacy-enhancing system architectures.

Note about physical security of TEEs. Current generations of widely available TEE platforms,
such as Intel TDX and AMD SEV-SNP, are not designed to provide strong protection against phys-
ical attacks. As demonstrated by the TEE.fail attack>®, physical attacks that break TEE security
guarantees are feasible in practice. Therefore, CPs must be trusted to provide adequate physical
security measures that protect TEE hardware from physical attacks.

Based on the analysis of individual limitations of each of the MPC and TEE, the Project opted for
their combination. There are certain assumptions and risks related to both MPC and TEE but
because their respective risks are not overlapping, there is the possibility to combine the best of
each. This combination enables to achieve both the security goals of confidentiality as well as
integrity.

8.3.1.3 Technical explanation

In the System, a form of cryptographic protection is applied to all Input Data (that may also
contain personal data) before this data is uploaded to the System. In this protection mecha-
nism, called secret sharing, each individual data point (i.e. each number) is split into several ran-
dom pieces so that none of them individually give any information about the original data point
(value). We call those shares Protected Input Data.

To reconstruct the original value, at least a given threshold of those pieces, called shares, are
needed. This threshold is dependent on the specific secret sharing scheme that is in use and,

*In principle, one may think of “dynamic” approaches where the computing parties change during each computa-
tion task, but this is left outside the scope of the project.

8TEE fail: Breaking Trusted Execution Environments via DDR5 Memory Bus Interposition. Internet: https://tee.
fail/ (24.12.2025)
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depending on the scheme, may also be equal to the number of total shares. For more informa-
tion on secret sharing schemes, we refer the reader to D2.71 Technology Survey and Analysis. It is
important to note that any combination of less than the threshold number of shares reveals no
information about the original value.

Next, the data supplier (IP) distributes the Protected Input Data between the CPs such that each
CP gets a single share. This way no CP alone receives any information about the original data
points in the Input Data. However, by participating in the MPC protocol, the CPs can collabo-
ratively compute on such secret-shared data. During the computation, Input Data is not recon-
structed and the protocol output is also in secret-shared form (Protected Output Data), so the
CPs do not learn Output Data either. Depending on the secret sharing scheme and MPC protocol
used, at least a given threshold number of CPs need to collude and combine their data views to
reconstruct any Restricted Data (Input Data, Output Data) or Interim Data. Finally, the recipient
of results (OP) is authorised to download the respective Protected Output Data share from each
CP and can locally reconstruct the Output Data.

Therefore, if the CPs do not break confidentiality by colluding, they learn nothing about the Re-
stricted Data or even Interim Data other than the values that are explicitly revealed by particular
MPC protocols or the approved Algorithm of the CT.

This process is shown in Figure 4. TEE provides an additional layer of confidentiality and integrity
at each CP, but does not otherwise change the functionality of secret sharing and MPC.

TEE

MPC MPC MPC
secret
sharing
_— >
MPC MPC MPC reconstruct
value
Q Q N e
secret
sharing
<@
MPC MPC MPC
@ MPC protpcol @ MPC protpcol
L ) L J %_J L J L )
T T
Input Data Protected Input Data Protected Interim Data Protected Output Data Output Data
Input Parties Computing Parties Output Party
data suppliers set of computing parties recipient of results

Figure 4. Description of the movement of data shares during computation in the Solution

As explained above, if the CPs manage to re-join the given threshold of shares, they can re-
construct the original data points or values. The threshold depends on the secret sharing scheme
chosen for each specific CT by the relevant CT Consortium - in some schemes, the threshold is
equal to the number of shares (e.qg. if there are altogether 3 shares, the threshold is 3 shares), in
others the threshold can be lower (e.q. if there are altogether 3 shares, the threshold is 2 shares).

There is always a possibility that organisations who act as CPs in a specific CT collude maliciously,
i.e. re-join the split shares that they hold for the CT. This can happen outside the System by bring-
ing all the shares together in one server. However, in order to achieve this, the colluding organ-
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isations must also break the guarantees provided by the TEE technology, as the secret sharing
protection mechanism is conducted in an isolated and remotely verifiable computation environ-
ment using specialised hardware.

The probability of collusion thus depends on the circumstances of each specific CT - who are the
organisations fulfilling the role of CPs, what is their technical capability, what motivations they
may have for potential collusion and what benefits they may seek out of it, etc. These are factors
beyond the scope of the Project, which must be assessed for each CT on a case-by-case basis. The
associated risks are further analysed in D4.3 System Specification and Architecture - Final version
and D3.2: Part II - Data Protection Impact Assessment Template.

8.3.1.4 Legal evaluation

The EU data protection law applies only to processing of “personal data”, not anonymous data.
GDPR Rec. 26 clarifies the difference between the two:

The principles of data protection should apply to any information concerning an identified
or identifiable natural person. Personal data which have undergone pseudonymisation,
which could be attributed to a natural person by the use of additional information should
be considered to be information on an identifiable natural person. To determine whether
a natural person is identifiable, account should be taken of all the means reasonably likely
to be used, such as singling out, either by the controller or by another person to identify the
natural person directly or indirectly. To ascertain whether means are reasonably likely
to be used to identify the natural person, account should be taken of all objective fac-
tors, such as the costs of and the amount of time required for identification, taking
into consideration the available technology at the time of the processing and tech-
nological developments. [emphasis added] The principles of data protection should
therefore not apply to anonymous information, namely information which does not relate
to an identified or identifiable natural person or to personal data rendered anonymous
in such a manner that the data subject is not or no longer identifiable. This Regulation
does not therefore concern the processing of such anonymous information, including for
statistical or research purposes.

According to the prevailing absolute view to anonymity, one could argue that the secret sharing
mechanism used in the System allows the relevant Restricted Data to be considered as anony-
mous data in the meaning of GDPR Rec. 26 only if the probability of collusion of the CPs for a
given CT is 0. If one is to accept the less prevalent relative view to anonymity, the probability of
collusion of the CPs for a given CT can also be greater than 0, in order to argue that the relevant
Restricted Data is turned into anonymous data in the meaning of GDPR Rec. 26. For the pur-
poses of the Project, it was decided to take a precautionary approach and opt for the prevailing
absolute view to anonymity described above - it is assumed that the probability of collusion is
greater than 0, meaning that the secret sharing mechanism alone does not convert the relevant
Restricted Data into anonymous data in the meaning of GDPR Rec. 26.

At the same time, it is recognised that suitable additional protection measures can and must be
taken at the CT level to reduce the probability of malicious collusion close to 0. Hence, it is rea-
sonable to expect that there may be use cases where the secret sharing mechanism can be used
to achieve anonymity of Restricted Data at least in the relative sense, as long as complementary
protection measures are applied.
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Either way, be it absolute or relative view to anonymity, the colluding CPs will need to act mali-
ciously, i.e. againstthe very purpose of the System as well as against the will of the CT Consortium
to reconstruct the original data points or values of Restricted Data. Such activity may result in
not only contractual and state liability but also criminal liability under applicable laws.

For the time being and in order to maintain within the scope defined for the Project, we shall pre-
sume that the secret sharing mechanism in the System produces pseudonymous data. According
to GDPR Art. 4(1)(5):

‘pseudonymisation’ means the processing of personal data in such a manner that the per-
sonal data can no longer be attributed to a specific data subject without the use of ad-
ditional information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person;

It is argued here that the data protection mechanism used in the CT level for processing Re-
stricted Data, as explained above, is a form of pseudonymisation because it can be reversed by
combining a threshold of shares. The shares needed to reverse the pseudonymisation (exceed-
ing the threshold) function as "additional information, which is kept separately and is subject to
technical and organisational measures to ensure that the personal data are not attributed to an
identified or identifiable natural person” in the meaning of the legal definition of pseudonymisa-
tion (GDPR Art. 4(1)(5)).

The data protection mechanism used in the CT level for processing Restricted Data is a partic-
ularity strong form of pseudonymisation as it uses an “all or nothing” approach - one either has
access to enough shares to reconstruct the original data point(s) or learn nothing at all as every
combination with less than the threshold number of shares looks random. The probability of
getting access to enough shares depends on the circumstances of each specific CT and must be
assessed on a case-by-case basis.

8.3.2 Special regime for statistical purposes
8.3.2.1 Main conditions

Both the GDPR and EUDPR provide for a special regime for processing personal data for statistical
purposes.”® The special regime for statistical purposes comprises two kinds of norms:

+ specific derogations for processing for statistical purposes (see Section 8.3.3.1 for a detailed
overview) and

+ the condition to apply appropriate safeguards for the rights and freedoms of the data subject
(GDPR Art. 89 and EUDPR Art. 13).

The first is dependent on the second, i.e. all the specific derogations apply only if appropriate
safequards are applied. In order to understand better which safequards are considered appro-
priate for the purposes of official statistics, GDPR Art. 89(1) and EUDPR Art. 13 are scrutinised in
more detail in the following section.

>9For more background and comparison with the special regime on processing personal data for scientific research
purposes, please see: DPIA Scoping Report. Project ESTAT.2019.0232. Eurostat, pp. 48-49. - Internet: https://
cros.ec.europa.eu/project-ESTAT-2019-0232 (29.12.2024)
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8.3.2.2 Appropriate safeguards

Pursuant to EU data protection law, appropriate safeguards have to be put in place whenever
personal data is processed for development, production and dissemination of European statis-
tics. According to GDPR Art. 89 and EUDPR Art. 13, the appropriate safeguards have three
qualifications:

1. they shall ensure that technical and organisational measures are in place in particular in
order to ensure respect for the principle of data minimisation, i.e. the processed personal
data must be adequate, relevant and limited to what is necessary in relation to the statistical
purposes for which they are processed (GDPR Art. 5(1)(c), EUDPR Art. 4(1)c)).

2. they may include pseudonymisation, provided that the statistical purposes can be fulfilled
in that manner - this qualification is not formulated as an imperative, leaving it up to the
relevant controller to decide whether pseudonymisation is necessary or not.

3. in case of further processing of personal data for statistical purposes, a special kind of safe-
guards is considered appropriate - "processing which does not permit or no longer permits
the identification of data subjects” (both GDPR Art. 89(1) and EUDPR Art. 13 last sentences).
Therefore, whenever further processing of personal data for statistical purposes can be ful-
filled without identification of data subjects, it must be fulfilled in that manner.

GDPR refers to the obligation to take appropriate safequards under GDPR Art. 89(1) along with
every special derogation under the special regime of processing for statistical purposes. EUDPR,
at the same time, includes references to the appropriate safequards obligation under EUDPR
Art. 13 only in case of derogations from the data protection principles of purpose limitation and
storage limitation.

8.3.2.3 Processing without identification

According to the special regime for statistical purposes, further processing of personal data for
statistical purposes must, as a rule, be fulfilled without identification of data subjects (see Section
8.3.2.2). In such case, the processing of personal data can be afforded additional derogations on
top of or instead of the derogations under the special regime for statistical purposes, depending
on whether the latter are really needed.®® This is because the EU data protection law has special
rules about processing which does not require identification:®’

1. the controller is not obliged to maintain, acquire or process additional information in order
to identify the data subject for the sole purpose of complying with the GDPR (GDPR Art. 11(1))
or EUDPR (EUDPR Art. 12(1));

2. the controller is released from assuring certain data subject rights (GDPR Art. 15-20) with
regard to processing personal data for which it is notin a position to identify the data subject,
unless the data subject provides additional information enabling his or her identification
(GDPR Art. 11(2), EUDPR Art. 12(2)).

®0EDPS. Opinion 10/2017. European Data Protection Supervisor Opinion on safeguards and derogations Un-
der Article 89 GDPR in the context of a proposal for a Regulation on integrated farm statistics. 20 November
2017, p 10. - Internet: https://edps.europa.eu/data-protection/our-work/publications/opinions/
farm-statistics_en (21.12.2024).

®The need for data subject identification is also relevant in the context of the "functional separation” concept in
official statistics law (see Section 7.3.4.2 for more information).
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The reasoning for these rules is provided in GDPR Rec. 57 and EUDPR Rec. 32:

If the personal data processed by a controller do not permit the controller to identify a nat-
ural person, the data controller should not be obliged to acquire additional information in
order to identify the data subject for the sole purpose of complying with any provision of
this Requlation. However, the controller should not refuse to take additional information
provided by the data subject in order to support the exercise of his or her rights. Iden-
tification should include the digital identification of a data subject, for example through
authentication mechanism such as the same credentials, used by the data subject to log-in
to the on-line service offered by the data controller. (GDPR Rec. 57, EUDPR Rec. 32)

8.3.2.4 Conclusion

The above analysis of the special regime for statistical purposes offers ground for the following
conclusions:

1. if further processing of personal data for statistical purposes is fulfilled without identification
of data subjects, then such processing can be afforded two types of derogations (see Section
8.3.2.3):

+ derogations under the special regime for statistical purposes (GDPR Art. 89(1) and 89(2)),
EUDPR Art. 13)

+ derogations under the special rules for processing which does not require identification
(GDPR Art. 11, EUDPR Art. 12).

2. these derogations can be applied only if appropriate safeguards are applied for the rights
and freedoms of data subjects (GDPR Art. 89(1), EUDPR Art. 13) (see Section 8.3.2.1).

Itis the direct and express intention of the initiators of the Project to demonstrate that the Solu-
tion as a combination of technical and organisational measures (see Section 3.1), functions as a
set of appropriate safeguards in order to remove the need for ESS statistical authorities to iden-
tify the data subjects whose personal data is being further processed for the purposes of official
statistics.

It is argued in this analysis that the Solution can be applied to achieve processing of personal
data without identification of data subjects in accordance with GDPR Art. 89 and EUDPR Art. 13.
This approach presumes that the Solution can be considered as a means of pseudonymisation
(GDPR Art. 4(1)(5); EUDPR Art. 3(1)(6)) or encryption (GDPR Art. 6(4)(e), Art. 32(1)(a), Art. 34(3)(a);
EUDPR Art. 6(1)(e), Art. 33(1)(a), Art. 35(3)(a), Art. 93(3)(a)), but not necessarily as a means of
anonymisation (GDPR Rec. 26; EUDPR Rec. 16). Therefore, it can be generally assumed that
processing personal data by means of the Solution does not automatically render it anonymous.

In conclusion, the Solution enables to unlock the derogations both under the special regime for
statistical purposes (GDPR Art. 89(1) and 89(2)), EUDPR Art. 13) as well as under the special rules
for non-identifiable processing (GDPR Art. 11, EUDPR Art. 12).

The next section discusses in more detail the specific derogations available under the special
regime for statistical purposes.
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8.3.3 Available derogations under the special regime for statistical
purposes

8.3.3.1 Overview

In this section, the specific derogations from certain controller obligations under the GDPR and
EUDPR special regime for statistics are focused on. As established earlier (see Section 8.3.2),
these derogations are subject to the condition to take appropriate safeguards for the rights and
freedoms of the data subject (see Section 8.3.2.2). The derogations available under EU data
protection law are established in three categories:

1. data protection principles,

2. data subject rights,

3. Union and national flexibilities,

each of which is addressed separately in the next sections.

The rules of data processing under the GDPR and the EUDPR are broadly aligned. The table in
Appendix D compares relevant norms and indicates where derogations for statistical purposes
are foreseen under the special regime (GDPR Art. 89, EUDPR Art. 13) and where under the special
rules for processing which does not require identification (GDPR Art. 11, EUDPR Art. 12).

8.3.3.2 Data protection principles

The section is structured based on the principles relating to processing of personal data, also
known as the Data Protection Principles. The Data Protection Principles act as the main basis for
choosing the relevant measures to fulfil the requirements of EU data protection law in the next
stages of the Project:

accountability (GDPR Art. 5(2), EUDPR Art. 4(2)),

purpose limitation (GDPR Art. 5(1)(b), EUDPR Art. 4(1)(b)),

lawfulness, fairness and transparency (GDPR Art. 5(1)(a), EUDPR Art. 4(1)(a)),

data minimisation (GDPR Art. 5(1)(c), EUDPR Art. 4(1)(c)),

accuracy (GDPR Art. 5(1)(d), EUDPR Art. 4(1)(d)),

storage limitation (GDPR Art. 5(1)(e), EUDPR Art. 4(1)(e)),

integrity and confidentiality (GDPR Art. 5(1)(f), EUDPR Art. 4(1)(f)).

N o v s wN =

Purpose limitation: Presumption of compatibility

The presumption of compatibility is a derogation from the principle of purpose limitation. It
applies to further processing of personal data, stipulating that further processing for statistical
purposes shall not be considered to be incompatible with the initial purposes, as long as appro-
priate safeguards are applied (GDPR Art. 5(1)(b), GDPR Art. 89(1), EUDPR Art. 4(1)(b) and EUDPR
Art. 13).

The EDPS has clarified the meaning of the presumption of compatibility in its Preliminary Opinion
on data protection and scientific research on 06.01.2020: "The presumption is not a general
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authorisation to further process data in all cases for historical, statistical or scientific purposes.
Each case must be considered on its own merits and circumstances.”®?

As a general rule, personal data collected for specified, explicit and legitimate purposes may not
be further processed in a manner that is incompatible with those purposes (GDPR Art. 5(1)(b),
EUDPR Art. 4(1)(b)).

In case of further processing personal data, the controller must carry out a compatibility assess-
ment in order to ascertain whether the further processing (secondary processing) is compatible
with the purpose for which the personal data were collected initially (primary processing) (GDPR
Art. 6(4), EUDPR Art. 6). The compatibility assessment is not required, if one of the following
conditions is fulfilled:

1. the current processing of personal data is based on the data subject’s consent (GDPR Art.
6(4) alt 1, EUDPR Art. 6 alt 1);

2. the current processing of personal data is based on Union or Member State law which con-
stitutes a necessary and proportionate measure in a democratic society to safeguard the
objectives referred to in GDPR Art. 23(1) or EUDPR Art. 25(1) (GDPR Art. 6(4) alt 2, EUDPR Art
6 alt 2),

There can be two types of data usages: primary processing and secondary processing. The dis-
tinction between primary or secondary processing of personal data, including special category
data, will become particularly important in the context of two Data Protection Principles: 'pur-
pose limitation’ from the one side and 'lawfulness, fairness and transparency’ from the other
side:

+ Primary processing or initial processing - signifies the activities that involve and directly
follow after the initial collection of personal data, thus subjected to one and the same primary
purpose which may be also covered by one and the same legal basis.

+ Secondary processing or further processing - refers to another use of the personal data
initially collected for the primary purpose, in which case a secondary purpose is defined and
a new legal basis is required.

Because the System is intended to be used for statistical purposes only, the presumption of
compatibility can be applied in case of secondary use of personal data by means of the System
(see Section 8.3.3.2 for more information). According to EDPS, this does not mean that there is
a general authorisation to process personal data for statistical purposes in all cases - each case
must still be considered on its own merits and circumstances.”®>

The presumption of compatibility can be relied on only if appropriate safeguards are in place
(GDPR Art. 89(1), EUDPR Art. 13). It is the direct and express intention of the initiators of the
Project to demonstrate that the System along with its accompanying business processes, legisla-
tive and contractual measures, policies and other technical and organisational measures does
function as a set of appropriate safeguards in order to ensure compatibility of any secondary
processing of personal data for statistical purposes.

®2EDPS. Preliminary Opinion on data protection and scientific research. 6 Jan 2020, p 22. - In-
ternet: https://www.edps.europa.eu/data-protection/our-work/publications/opinions/
preliminary-opinion-data-protection-and-scientific_en 26.04.2025.

83EDPS. Preliminary Opinion on data protection and scientific research. 6 Jan 2020, p 22. - In-
ternet: https://www.edps.europa.eu/data-protection/our-work/publications/opinions/
preliminary-opinion-data-protection-and-scientific_en 26.04.2025.
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Where it can be foreseen that the (joint) controller(s) responsible for processing personal data

by means of the System is (or are) going to process pre-existing personal data that were initially
collected for another purpose, a compatibility assessment has to be carried out.

Storage limitation: Longer storage periods

As a derogation from the principle of storage limitation, personal data may be stored for longer
periods insofar as the personal data will be processed solely for statistical purposes, subject to
implementation of the appropriate technical and organisational measures required in order to
safeguard the rights and freedoms of the data subject (GDPR Art. 5(1)(e), GDPR Art. 89(1); EUDPR
Art. 4(1)(e), EUDPR Art. 13.

In the context of the Solution, the possibility to store personal data for longer periods is of less
significance because all Input Data, Interim Data and forms of Protected Data are deleted as
soon as the CT is completed. Only the final outcome of the computation, i.e. the Output Data
is revealed to the OP. Nevertheless, if there remains a probability that Output Data may contain
personal data, longer storage periods under this derogation may need to be considered for such
data.

Lawfulness: Authorisation to process special categories of personal data

Another derogation concerns the principle of lawfulness. In general, it is prohibited to process
special categories of personal data, such as data revealing racial or ethnic origin, political opin-
ions, genetic data, health data, data concerning a natural person’s sex life etc (GDPR Art. 9(1),
EUDPR Art. 10(1)). Processing special categories of personal data for statistical purposes, how-
ever, merits an exception from this prohibition (GDPR Art. 9(2)(j), EUDPR Art. 10(2)(j)), subject to
two conditions:

1. the processing is necessary for statistical purposes,

2. the processing is based on Union (EUDPR only) and/or Member State (GDPR) law, which must
be:

* proportionate to the aim pursued,
+ respect the essence of the right to data protection and

+ provide for suitable and specific measures to safeqguard the fundamental rights and in-
terests of the data subject.

8.3.3.3 Data subject rights

Right to information

Where personal data has not been obtained from the data subject, the controller must provide
the data subject with information, within a reasonable period after obtaining the data, about
the identity and contact details of the controller, its data protection officer, the purposes of the
processing and the legal basis thereof as well as other information, to ensure fair and transparent
processing in respect of the data subject, among others (GDPR Art. 14(1)-14(3), EUDPR Art. 16(1)-
16(3)). In case of further processing for a purpose other than that for which the personal data
were obtained, information on that other purpose must be provided with any relevant further
information prior to the further processing (GDPR Art. 14(4), EUDPR Art. 16(4)).

Processing for statistical purposes allows a derogation here. The controller’s obligations to pro-
vide information to the data subject, as provided above, do not apply where and insofar as the
provision of such information proves impossible or would involve a disproportionate effort, in
particular for processing for statistical purposes or in so far as the obligation to provide informa-
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tion is likely to render impossible or seriously impair the achievement of the objectives of that
processing (GDPR Art. 14(5)(b), EUDPR Art. 16(5)(b)). Either way, the controller shall take ap-
propriate measures to protect the data subject’s rights and freedoms and legitimate interests,
including making the information publicly available (GDPR Art. 14(5)(b), EUDPR Art. 16(6)).

Right to erasure

In general circumstances, data subject shall have the right to obtain from the controller the era-
sure of personal data concerning him or her without undue delay and the controller shall have
the obligation to erase personal data without undue delay, under certain expressly provided
grounds (GDPR Art. 17(1), EUDPR Art. 19(1)). If the personal data subject to erasure has been
made public, the controller shall take reasonable steps to inform controllers which are process-
ing that personal data that the data subject has requested the erasure by such controllers of any
links to, or copy or replication of, those personal data (GDPR Art. 17(2), EUDPR Art. 19(2)).

As a way of derogation, these obligations regarding the right to erase personal data do not apply
to the extent that processing is necessary for statistical purposes, in so far as the right to era-
sure is likely to render impossible or seriously impair the achievement of the statistical purposes
(GDPR Art. 17(3)(d), GDPR Art. 19(3)(d)).

Right to object

As a general rule, the data subject shall have the right to object, on grounds relating to his or her
particular situation, at any time to processing of personal data concerning him or her which is:

+ necessary for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller (GDPR Art. 6(1)(e), EUDPR Art. 5(1)(a)) or

+ necessary for the purposes of the legitimate interests pursued by the controller or by a third
party, except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data, in particular where
the data subject is a child (GDPR Art. 6(1)(f)),

including profiling based on those provisions (GDPR Art. 21(1), EUDPR Art. 23(1)).

There is one derogation from this general right to object - if the processing is conducted for
statistical purposes (GDPR Art. 21(6) EUDPR Art. 23(4)). But even here, the right to object may
limited only with regard to processing necessary for the performance of a task carried out for
reasons of public interest, including profiling based on that provision.

As statistical authorities are public bodies, they cannot rely on legitimate interest (GDPR Art.
6(1)(f)) for processing personal data. Instead, they must base processing on public interest or
official authority (GDPR Art. 6(1)(e), EUDPR Art. 5(1)(a)). This means that they can rely on the
derogation from the right to object, as long as they process personal data for official statistics
purposes, which is a public interest task.

8.3.3.4 Union and national flexibilities

The full extent of the special regime for statistical purposes is not precisely delineated because
of two reasons:

1. GDPR Art. 89(2) in unison with GDPR Art. 89 (4) afford Member States and the EU with re-
stricted flexibility to provide for derogations from certain data protection rights (GDPR Art.
15, 16, 18 and 21) for statistical purposes, subject to the conditions and safeguards of GDPR
Art. 89(1),
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2. EUDPR Art. 25(3) allows Union law, including internal rules adopted by Union institutions and
bodies in matters relating to their operation, to provide for derogations from certain data
protection rights (EUDPR Art. 17, 18, 20 and 23), subject to the conditions and safeguards of
EUDPR Art. 13,

in so far as such rights are likely to render impossible or seriously impair the achievement of
the specific purposes, and such derogations are necessary for the fulfiiment of those purposes
(GDPR Art. 89(2), EUDPR Art. 25(3)).

Furthermore, according to EUDPR Art. 25(5), where such derogations are based on internal rules
of Union institutions and bodies referred to in the previous sentence, such internal rules must
be:

+ clear and precise acts of general application, intended to produce legal effects vis-d- data
subjects,

+ adopted at the highest level of management of the Union institutions and bodies and

* subject to publication in the Official Journal of the European Union.

The data protection rights that Union institutions and Member States can derogate from under
the special regime for statistical purposes are the same under GDPR and EUDPR:

* right of access by the data subject (GDPR Art. 15, EUDPR Art. 17),
* right to rectification (GDPR Art. 16, EUDPR Art. 18),

* right to restriction of processing (GDPR Art. 18, EUDPR Art. 20),

* right to object (GDPR Art. 21, EUDPR Art. 23).

The decision whether certain derogations under the special regime for statistical purposes are
applicable may be dependent on the applicable Member State law as well as the factual circum-
stances of each specific processing of personal data, excluding a one-size-fits-all solution across
different jurisdictions and statistical products.

8.3.4 International transfer of pseudonymous data by means of the
Solution

Overview

According to GDPR Art. 44(1) and EUDPR Art. 46, any transfer of personal data which are un-
dergoing processing or are intended for processing after transfer to a third country or to an
international organisation shall take place only if, subject to the other provisions of GDPR and/or
EUDPR, the conditions laid down in GDPR Chapter V and/or EUDPR Chapter V are complied with
by the controller and processor, including for onward transfers of personal data from the third
country or an international organisation to another third country or to another international or-
ganisation. All provisions in GDPR Chapter V and/or EUDPR Chapter V shall be applied in order
to ensure that the level of protection of natural persons guaranteed by GDPR and/or EUDPR is
not undermined.

Neither the GDPR nor the EUDPR provide for a legal definition of the notion "transfer of personal
data to a third country or to an international organisation”. However, based on the relevant
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findings in the CJEU judgment in the case of Lindqvist®#, the EDPB has identified three cumulative
criteria that qualify processing as a transfer:®.

1. a controller or processor is subject to the GDPR for the given processing,

2. this controller or processor (hereinafter "exporter”) makes personal data, subject to this pro-
cessing, available to another controller, joint controller or processor (hereinafter "importer”)

3. the importer is in a third country or is an international organisation, irrespective of whether
or not this importer is subject to the GDPR in respect of the given processing in accordance
with GDPR Art 3.

The EDPB has provided recommendations regarding the methodology for assessment of the im-
pact of data transfers outside the EU and for choosing the supplementary protection measures,
where needed - Recommendations 01/2020 on measures that supplement transfer tools to en-
sure compliance with the EU level of protection of personal data®® (hereinafter "EDPB Data Trans-
fer Recommendations”).

The EDPB Data Transfer Recommendations contain a non-exhaustive list of examples of sup-
plementary measures with some of the conditions they would require to be effective (in Annex
2). One of the example scenarios referring to cases in which effective measures are identified
is "Use Case 5: Split or multi-party processing”, which essentially describe the conditions of us-
ing MPC technology as a supplementary protection measure in case of transferring personal
data outside the EU. Besides the general characteristics of using MPC technology, there are two
additional conditions for the EDPB to consider that the split processing performed provides an
effective supplementary measure:®’

1. each CP is located in a different jurisdiction and

2. the algorithm used for the shared computation is secure against active adversaries.

Discussion

We do not anticipate using Solution for international data transfers, as our objective is not to
transfer data outside the EU. However, such transfers could occur in certain scenarios - for ex-
ample, if a cloud service provider used as a computation service provider (CP) is located outside
the EU, or if an NSI from a non-EU country wishes to use the Solution. This, in itself, raises the
guestion whether processing of personal data by means of the System can amount to transfer
of personal data outside the EU. If that is the case, such data transfer will need to comply with
all relevant data protection requirements of both GDPR Chapter V and EUDPR Chapter V.

Taking into account this Project’s analysis and System architecture, it can be argued that the re-
quirements of the EDPB Data Transfer Recommendations can be fulfilled. However, the situation
must be assessed case-by-case, as the aspects of such processing is affected not only by the tech-
nical solution, but also by the specific aspects of the processing (for example in which Solution

%4EU Court of Justice. Judgment of the Court of 6 November 2003. Criminal proceedings against Bodil Lindqvist.
Case C-101/01. - Internet: https://curia.europa.eu/juris/liste.jsf?num=C-101/01 (24.04.2025)

®SEDPB. Guidelines 05/2021 on the Interplay between the application of Article 3 and the provisions on international
transfers as per Chapter V of the GDPR. Version 2. Adopted on 14 February 2023. Adopted - version for public consulta-
tion, paragraph 7. - Internet: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-052021-1interplay-between-application-article-3_en (24.04.2025)

®EDPB. Recommendations 01/2020 on measures that supplement transfer tools to ensure compli-
ance with the EU level of protection of personal data. Version 2.0. Adopted on 18 june 2021. - In-
ternet: https://edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_
supplementarymeasurestransferstools_en.pdf (17.08.2025)

®7Ibid., page 34.
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role the person located outside EU is) and also organisational measures (for example the exact
wording of the agreements and policies).
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9 Basic facts

In order to demonstrate the capabilities of the Solution in the field of official statistics, we propose
a simple “baseline” example that represents one possible use case. From there, we will derive
considerations based on data protection law that may vary for different use cases. To this end, we
hereby introduce a sample use case which is designed to encompass the common characteristics
of typical use cases for official statistics (“reference case study”).

The reference case study features three basic characters:

1. a national statistical institute ("NSI”), who has been producing official statistics about social
and economical aspects based on statistical surveys;

2. a public sector organisation ("Ministry”), who has been providing the NSI with relevant ad-
ministrative data in its area of government;

3. a private sector entity (“Company”) conducting business in the domain of electronic com-
merce.

The response rates to NSI's statistical surveys are declining year by year. However, administrative
data provided by the Ministry remains a valuable data source for the NSI's statistical products.
Furthermore, the NSI has identified a new data source that can be utilised for statistical purposes
to reduce manual data gathering and speed up the official statistics production process. The new
data source is privately held data managed by the Company and collected as a natural result of
conducting business in the domain of electronic commerce.

The NSI, the Ministry and the Company are established and located in one and the same EU Mem-
ber State,°® whose national laws on official statistics oblige the Ministry as well as the Company
to provide their respective data to the NSI for official statistics purposes (including development
and production of European and national statistics), as long as the security and confidentiality of
the data are ensured. Hence, if the NSI requests the Ministry and the Company to share their
data for official statistics purposes, the Ministry and the Company must do so, unless the NSI is
unable to ensure the security and confidentiality of the data.

Each of the NSI, the Ministry and Company provide a dataset, which includes personal data. The
qualities of these datasets are summarised in Table 9.

When the NSI submits a request for the privately held data under the law, the Company asks for
additional protection measures before it is willing to share the relevant data with the NSI. The
NSI proposes to use the Solution for carrying out computations for practical research work to
define the statistical outputs, variables, methodologies etc related to integrating the privately
held data with the survey data and administrative data so as to improve the existing statistical
products of the NSI.

The NSI also wishes to engage the Ministry in the computations to evaluate the quality of the
administrative data for continued suitability for statistical purposes and ensure coherence with
the privately held data.

®8The proper functioning of the Solution nor any of the legal requirements mapped during the Project do not ne-
cessitate that all the participants in the computation - the future CT Consortium Members - have to be located or
established in one and the same Member State. Nevertheless, for the purposes of the reference case study, it is
assumed that the parties may wish to stay close to each other in terms of physical presence so as to facilitate man-
agement of security issues and simplify legal proceedings.
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Dataset Holder Includes Primary purpose of Secondary use for
personal use official statistics
data? purposes allowed?
Survey data NSI Yes Public purposes (official  Yes
statistics)
Administrative Ministry Yes Public purposes Yes
data (administrative
proceedings and
policymaking)
Privately held Company Yes Private purposes Yes
data (conducting business in

Table 9. Description of datasets

electronic commerce)

The NSI, the Ministry and the Company conclude a Memorandum of Understanding ("MoU") with
the following intentions:

to combine the survey data, administrative data and the privately held data for official statis-

tics purposes, using the Solution;

to run a set of pre-agreed computations on the combined datasets, using an algorithm de-
veloped by the NSI in cooperation with the Ministry and the Company ("algorithm A”);

to provide the output of the computations to the NSI, while allowing the NSI to conduct data
quality checks on the Input Data from the Ministry and the Company;

to use the three default computation service providers in the Solution as a standard set of

CPs for their computations.

The Solution is managed by Eurostat as the SO assigned by the ESS. The SO has also engaged an
independent audit service provider in the role of SA, so as to screen potential systemic risks in
the Solution and gather input for improving the Solution. The organisations assigned by the SO
as the three default CPs in the Solution are Eurostat (EU institution), an IT-agency of the same EU
Member State where the NSI, the Ministry and the Company are co-located (Member State gov-
ernment institution) and an EU-based Private Hosting Service Provider with relevant SPC capa-
bilities for running the Solution.®® The characteristics of the standard set of CPs are summarised
in Table 10.

®For the purposes of the reference case study, the Private Hosting Service Provider refers to a random private

sector company who provides hosting services for software, including cloud services.
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CcP CP stakeholder Ownership type Location Computation
No service type
CP1 Eurostat EU institution Luxembourg (EU)  On premise
(government)
cP2 IT-agency Member State Member State On premise
institution (EV)
(government)
CP3 Private Hosting Privately owned Member State Cloud service
Service Provider (EV)
Table 10. Description of computation service providers
JOCONDE D3.1 Legal Analysis 1.0
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10 Computation Task design

10.1 Allocation of Solution roles

Based on the facts of the reference case study, the NSI, the Ministry and the Company need to set
up a CT Consortium to prepare their CT for execution in the Solution. The most natural division
of roles for their CT in the Solution will be the following:”®

Solution role  Actor Task description

SO Eurostat Set up and operate the Solution, provide related support
services, onboard the stakeholders as System Members,
pre-screen and monitor the CT.

SA Independent audit Post-screen the CT as part of a System-wide audit.
service provider

OoP NSI Initiate Consortium Agreement negotiations, organise the
signing of the Consortium Agreement, organise the
consolidation of CTS, receive the Output Data from the CT.

IP1 NSI Provide survey data as Input Data to the CT.

IP2 Ministry Provide administrative data as Input Data to the CT.
IP3 Company Provide privately held data as Input Data to the CT.
CP1 Eurostat Execute the CT.

CP2 IT-agency Execute the CT.

CP3 Private Hosting Execute the CT.

Service Provider

Table 11. Division of Solution roles

10.2 Legal relations between actors

This section describes the legal relations between actors in the reference case study.

Regarding the use of the Solution, the Eurostat (SO, CP1) and the NSI (OP, IP1), the Ministry (IP2),
the Company (IP3), IT-agency (CP2) and cloud service provider (CP3) have a relationship where
the Eurostat (SO, CP1) sets up the Solution and onboards the NSI (OP, IP1), the Ministry (IP2), the
Company (IP3), IT-agency (CP2), cloud service provider (CP3) and itself (CP1) as System Members.
The Eurostat (SO, CP1), the Ministry (IP2), the Company (IP3), IT-agency (CP2) and cloud service
provider (CP3) conclude the System Agreement.”’

To ensure compliance and correct functioning of the Solution, the Eurostat (SO) contracts an
independent audit service provider (SA).

The NSI (OP, IP1), the Ministry (IP2) and the Company (IP3) are data suppliers. At the same time,
the NSI (OP, IP1) is the statistical authority. As the NSI (OP, IP1), the Ministry (IP2) and the Com-

70All roles applied in the Solution are comprehensively detailed in D1.2 Usage Scenarios and System Requirements -
Final version.

""Regarding possible conflict of roles, please see Section 3.2.3.
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pany (IP3) have become System Members, they can initiate a CT. For this, they enter into Con-
sortium Agreement and become CT Consortium Members. As a part of Consortium Agreement
they negotiate and consolidate a CTS. The CT Consortium Members must take into account the
requirements from the System Agreement and Policy.

To execute the CT, the CT Consortium contracts computation parties: the Eurostat (CP1), IT-
agency (CP2) and cloud service provider (CP3). The CT Consortium concludes Computation Ser-
vice Agreement with the CPs.

According to the reference case study, System Members do not have any other contractors. How-
ever, the CPs may need third party vendors, in which case they must conlude contracts, that take
into account the System Agreement, Policy and Computation Service Agreement.

10.3 Description of data
This section describes the data processed in the reference case study.

Data objects containing Restricted Data

The NSI, the Ministry, and the Company each hold datasets that are essential for producing offi-
cial statistics, but differ in their nature and sensitivity. The NSI holds survey data, which includes
personal data, statistical confidential information (in the meaning of RES Art. 3(1)(7))’?, and trade
secrets, and is used for statistical analysis. The Ministry provides administrative data, which con-
tains personal data and trade secrets but not confidential data, and is used to support official
statistics. The Company holds privately held data from electronic commerce activities, which in-
cludes personal data and trade secrets but not confidential data, and is of interest for improving
statistical methodologies.

All three datasets are legally required to be shared with the NSI for official statistics purposes,
provided that data security and confidentiality are ensured. To enable this, the NSI proposes
using the Solution to perform secure computations on the combined datasets, allowing the NSI
to evaluate the quality of the administrative and privately held data and develop new statistical
products. The data flow involves the submission of Input Data (E3.1) by the NSI, Ministry, and
Company, which is then protected and processed by the CPs to generate Protected Output Data
(E3.4), ultimately delivered to the NSI as Output Data (E3.5). Throughout this process, all data
objects containing Restricted Data are handled securely, with strict retention policies ensuring
that no unprotected data enters the System and that all intermediate data is deleted after use.

Log data objects

Each participant (the SO and System Members) will deploy and maintain system components that
generate logs (local system and local CT logs) in accordance with the technical specifications.
The SO will establish and maintain a centralised CT Log repository (for central CT Logs). Log
transmission will be automated, with all participants securely forwarding their logs to this central
repository. This central collection will be used exclusively for System monitoring, operational
traceability, compliance auditing, and security incident investigation. For detailed specifications
of the log data objects and the proposed retention periods, refer to Section 3.4.3.

Relevant data elements for D3.7 Legal Analysis (see Table 12) are derived from Table 4 of D1.2
Usage Scenarios and System Requirements - Final version.

72please refer to Subsection 7.3.4.2 for more information.
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Table 12. Main data objects in the reference case study
ID Data ob- Holder Comment
ject (storage)
Data objects containing Restricted Data
E3.1 Input IP (NSI, Min- In the reference case study, the NSI, Ministry, and Company extract
Data istry, Com- data from their respective datasets (survey, administrative, and pri-
pany) vately held data) within their own perimeters and ensure no raw re-

stricted data enters the System without protection, which aligns with
the data protection obligations under national law.

E3.2 Pro- CP (Eu- Once encrypted, the Input Data is transferred to the CPs (Eurostat, IT-
tected rostat, agency, Cloud provider) as Protected Input Data, which remains pro-
Input IT-agency, tected throughout the computation phase and is deleted immediately
Data Cloud after use in P3.1, ensuring that sensitive data is never exposed in plain-

provider) text.

E3.3 Interim CcP (Eu- During P3.2, the CPs (Eurostat, IT-agency, Cloud provider) generate In-
Data rostat, terim Data as intermediate results of the computation. Interim Data is

IT-agency, securely processed and deleted as soon as consumed - this ensures
Cloud that no sensitive intermediate data is retained or accessible to any
provider) party, including the CPs themselves.

E3.4 Pro- CP (Eu- The Protected Output Data is generated by Eurostat, IT-agency, Cloud
tected rostat, provider as CPs during P3.2 and remains encrypted until retrieved by
Output IT-agency, the NSI (OP), ensuring that the statistical results are only decrypted in
Data Cloud OP premises, preserving confidentiality throughout the process.

provider)

E3.5 Output OP (NSI) Finally, the Output Data is reconstructed only in the NSI's perimeter as
Data unprotected data, allowing the NSI to conduct quality checks and use

the results for official statistics, while ensuring that no raw or protected
output ever leaves the NSI's premises.

Log data objects (non-restricted but critical for audit and traceability)

E3.6 CT Log SO (Euro- Central CT Logs Store is managed by Eurostat (SO), who collects and
(Central) stat) archives all CT execution events from the consortium, enabling cen-
tralised oversight of the computation process.

E3.7 CT Log CP, CT Con- Local CT Logs Store, stored at each CP (Eurostat, IT-agency, Cloud
(Local) sortium provider) and CT Consortium Members (NSI, Ministry, Company), re-
Member tains event logs relevant to individual service nodes, ensuring trace-
ability and compliance with data protection principles throughout the

secure computation workflow.

10.4 Description of processes

The reference case study actors have to go through the System processes described in Table 3
of the D1.2 Usage Scenarios and System Requirements - Final version. Not all System processes are
relevant for this purpose, as the reference case study does not delve into System deployment
and other System lifecycle phases. For the purposes of the rest of the analysis in this D3.7 Legal
Analysis, only the most relevant System processes have been addressed as follows.

JOCONDE D3.1 Legal Analysis 1.0
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10.4.1 Onboard System Member (P1.2)

In order to initiate and run any CTs in the Solution, the relevant actors need to become System
Members. Itis up to the SO (presumably Eurostat) to decide who are eligible to become a System
Member. There can be three types of System Members:

1. statistical authorities - because the Solution is called to existence by the ESS for the ESS,
the natural first type of System Members covers statistical authorities who are themselves
members of the ESS. It is through this gateway that the NSI (OP/IP1) becomes a System
Member.

2. partners of statistical authorities - the second type of System Members concerns the part-
ners of the members of the ESS, i.e. data suppliers. It is through this gateway that the Min-
istry (IP2) and the Company (IP3) become a System Member.

3. computation service providers - the third type of System Members consists of different
vendors of SPC technologies that are needed to operate the Solution. It is through this gate-
way that Eurostat (CP1), the IT-agency (CP2) and the Private Hosting Service Provider (CP3)
become a System Member.

Organisational measures to be implemented during the "Onboard System Member” (P1.2) Sys-
tem level process are listed by Solution roles: All System Members, OP,CP,IP and System Oper-
ator (see Subsection 7.3.2 and Appendix A.1 of D1.2 Usage Scenarios and System Requirements -
Final version).

10.4.2 Initiate CT (P2)

Once all the reference case study actors have been added by Eurostat (SO) as System Members,
the NSI(OP/IP1)invites the Ministry (IP2) and the Company (IP3) to join a new CT Consortium with
the aim to use the Solution for running the Algorithm A on the combined data sets of survey data,
administrative data and privately held data. As a result of this process:

1. the NSI(OP/IP1), the Ministry (IP2) and the Company (IP3) negotiate and sign the Consortium
Agreement;
2. the NSI (OP/IP1), the Ministry (IP2) and the Company (IP3) negotiate and sign the CTS;
3. the NSI (OP) sends the signed CTS to Eurostat (SO) for approval;
4. once the CTS is approved by Eurostat (SO), the CT is ready for execution.
Organisational measures to be implemented during the "Initiate CT” (P2) process are listed by

Solution roles in Section 7.4 and Section A.1 of D1.2 Usage Scenarios and System Requirements -
Final version.

10.4.3 Execute CT (P3)

As soon as the CT is ready for execution, the NSI (IP1), the Ministry (IP2) and the Company (IP3)
can start preparing their data for upload to the Solution. They may also conduct optional data
quality checks. Once the data is ready for upload, all the IPs apply protection to it and upload it
to the Solution in protected form as Protected Input Data.

If all the agreed data sets of survey data, administrative data and privately held data have been
uploaded to the Solution in protected form, then Eurostat (CP1), IT-agency (CP2) and Private Host-

JOCONDE D3.1 Legal Analysis 1.0
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ing Service Provider start running the Algorithm A. Once the Algorithm A has been completed,
then NSI (OP) receives a message that Protected Output Data is available for retrieval.

Organisational measures to be implemented during the "Execute CT” (P3) process are listed by
Solution roles in Section 7.5 and Appendix A of D1.2 Usage Scenarios and System Requirements -
Final version.

JOCONDE D3.1 Legal Analysis 1.0
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11 Legal evaluation

11.1 Introduction

One of the goals of the Project is to demonstrate that the combination of privacy-by-architecture
approach (the technical measures of the Solution) with the privacy-by-policy approach (the or-
ganisational measures of the Solution) facilitates fulfilment of several legal requirements (see
Section 1.2). This combination of approaches is based on the MPSPCaaS model) developed and
specified during the Project (see Section 4 in D1.2 Usage Scenarios and System Requirements - Final
version).

Furthermore, the privacy-by-architecture approach (the technical measures of the Solution) can
augment the privacy-by-policy approach (the organisational measures of the Solution) by allow-
ing technical enforcement of organisational rules. For example, the the processing of the per-
sonal data in the CT takes place automatically as authorised by the CT Consortium in the CTS,
without manual intervention by the CPs (see Section 4.4 in D1.2 Usage Scenarios and System Re-
quirements - Final version), including automatic automatic deletion of processed data upon com-
pletion of CT (see Sections 3.4 and 10.3).

As will be seen throughout the following legal evaluation, the Solution is designed to system-
atically limit the processing of directly identifiable data. Depending on the specific use case at
hand, this may reduce the need for certain data subject rights to be exercised in practice. In
other words, if the data subject cannot be identified from the processed data, the possibility for
the data subject to be faced with potential misuse is also minimal. For this reason, the legal eval-
uation that follows will pay special attention to derogations from general data protection rules
and data subject rights under GDPR and EUDPR in case of processing personal data by means
of the Solution for official statistics purposes.

The focus on derogations from EU data protection rules is by no means intended to encourage
the involved stakeholders to maximise their reliance on the flexibilities provided in data protec-
tion law. Each derogation in EU data protection law serve a specific purpose. For example, the
GDPR Art. 11 rules on processing without identification (see Section 8.3.2.3) are meant to relax
the controller’s burden to collect and maintain information regarding the identity of the data
subject solely to comply with the provisions of the GDPR, if the controller has otherwise no need
to process identifiable data.

The Solution has been designed from the start with the idea that "less is more”, i.e. the built-in
technical protection measures allow controllers to process data in a way that the need to reveal
the identity of the data subjects is kept to the bare minimum (privacy-by-architecture approach).
If those technical measures are properly set up for a given CT and mirrored adequately in the cor-
responding Consortium Agreement and CTS to ensure minimum or no identifiability (see Section
8.3.1), then the relevant CT Consortium Members can be allowed more derogations from organ-
isational protection measures such as data subject rights (privacy-by-policy). This shows that the
GDPR Art. 11 derogations and the Solution are aimed at the same goal - to promote uniden-
tifiable processing as the preferred type of processing because of its lower impact on specific
individuals.

JOCONDE D3.1 Legal Analysis 1.0
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11.2 General considerations
11.2.1 Applicable laws

In this Chapter, the reference case study is given a legal evaluation under EU data protection law.
Such evaluation is needed because the reference case study involves processing of three datasets
which include personal data (see Section 9). According to the basic facts of the reference case
study, there is no processing of special categories of personal data.

Next, it needs to be determined whether such processing falls under GDPR or EUDPR. Even
though an EU institution - Eurostat (Commission) - is involved in the processing as SO and CP1,
it does not act as a statistical authority in a statistical production process in the reference case
study. In the shoes of SO and CP1, the role of Eurostat (Commission) is limited to a mere service
provider. Therefore, Eurostat (Commission) has no decision-making power over the means and
purposes of the processing taking place in the reference case study. Hence, Eurostat (Commis-
sion) will not act as data controller under EUDPR.

11.2.2 Applicability of the special regime for statistical purposes

The reference case study does not specify whether it is directed at generating European statistics
or national statistics. Either way, statistical authorities may gather and derive information from
different sources in order to collect input for the statistical development and production process.
In the hands of statistical authorities, such input information is processed for the purposes of
official statistics. Therefore, it can be concluded that all three datasets in the reference case
study are subject to the special regime for processing personal data for statistical purposes (see
Section 8.3.2).

11.2.3 Availability of appropriate safeguards

In order to unlock the derogations under the special regime for statistical purposes, appropriate
safeguards have to be applied (see Section 8.3.2). Whether certain derogations can be unlocked,
has to be evaluated for each CT on a case-by-case basis and thus falls out of scope of the Project.
Nevertheless, the Solution as a whole can be considered a holistic set of appropriate safeguards
to enable this (see Section 8.3.2.4), as long as they are adjusted to the identified risks and im-
pacts on fundamental rights and freedoms of affected data subjects (please refer to the relevant
deliverables of the Project - see Section 1.5).

11.2.4 Limitations

For the purposes of the legal evaluation of the reference case study, it is presumed that all rele-
vant DPIAs, HRIAs and FRIAs have been conducted along with required information security risk
assessments before launching the processing of personal data by means of the Solution. The
final responsibility for these assessments lies with the CT Consortium Members who decide to
set up a specific CT.”? For this reason, a deeper analysis of interventions into fundamental rights
and freedoms is excluded (see Chapter 5).

3See Sections 5.5.2 and 5.5.4 of the D1.2 Usage Scenarios and System Requirements - Final version.
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11.3 Visibility and processing of personal data

It is important to highlight that the reference case study involves several stages of processing
personal data:

1. Preparation stage - this stage takes place partly outside, partly within the System. First, the
data suppliers - NSI, Ministry and Company - look up the requested datasets, make relevant
excerpts and pre-process those excerpts to make them fit for Algorithm A. Second, the rele-
vant pre-processed excerpts are encrypted by means of SPC tools provided with the System
and uploaded to the System. Upon uploading, the relevant pre-processed excerpts from the
three data suppliers’ datasets become Input Data and the three suppliers themselves be-
come Input Parties for the purposes of the System. Once in the System, the Input Data is put
on hold until the CTS is finalised and sent to the set of CPs for execution. Only then does the
data proceed to the next stage.

2. Computation stage - Throughout the computation stage in the Solution, the underlying
data is protected by SPC technologies. In this stage, the Input Data is put into active use by
means of running the Algorithm A in the System’s SPC environment. During execution, Al-
gorithm A may produce Protected Interim Data. Once Algorithm A has finalised, it produces
Protected Output Data, which is released from the System to the NSI (OP) as Output Data.
The remaining Protected Data are deleted.

3. Analysis stage - the NSI (OP) verifies that the Output Data fulfils all Statistical Quality Crite-
rias and proceeds with derivative analyses.

4. Dissemination stage - excluded from the Project scope (see Section 1.4).

The visibility of personal data in its different forms - from Input Data to Output Data - is tied
to the need for the relevant organisation to see such data. This is ensured through the built-
in visibility barriers for different Solution roles in the reference case study, which is depicted in
Figure 5.

Regardless of the visibility barriers in the SPC-protected "Computation stage”, the overall process-
ing of personal data starts before entering it into the System, i.e. as soon as the NSI, Ministry and
Company take the first step in gathering requested data. The processing of personal data ends
as soon as the respective parts or all of the Protected Data are deleted. Because the processing
of personal data starts outside the System, the mere fact of using the System for conducting
computations does not affect its legal grounds.

Figure 6 shows how the Solution integrates into the GSBPM process for producing statistics.’*
This integration is achieved in three layers:

1. the GSBPM process (blue lane in the top),

2. the processes in the System (pink lane in the middle), and

3. the SPC environment within the System (grey lane in the bottom).
The System primarily affects two GSBPM phases: 3. Build and 5. Process, which are highlighted
in red in Figure 6. In the GSBPM 3. Build phase, the System is used to conduct the Solution Process
P2: Initiate CT, which results in creating a signed CTS. In the GSBPM 5. Process phase, the signed

CTS is the trigger for launching Solution Process P3: Execute CT, where personal data is processed
under SPC protection.

74The Figure 6 uses a legend to clarify symbols for data flow, control flow, and artefacts.
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Figure 5. Description of data visibility with respect to the actors in reference case study according
to their role in the Solution

The Solution extends beyond the System and interfaces directly with the GSBPM. From that in-
terface, several artefacts are born also in other phases of the GSBPM:

+ 1. Specify needs - initial risk assessments, including DPIAs, FRIAs and HRIAs;
+ 2. Design - design documentation;
+ 3. Build - final risk assessments, including DPIAs, FRIAs and HRIAs.

+ 4. Collect - while not relevant in the reference case study, the 4. Collect phase can be used
to conduct additional surveys or otherwise collect data directly from statistical units.

+ 5. Process - this phase is where the System’s technical measures are most relevant, while
the organisational measures of the wider Solution provide support.

* 6. Analyse - not relevant in the context of the reference case study.
+ 7. Disseminate - excluded from the Project scope (see Section 1.4).

+ 8. Evaluate - excluded from the Project scope (see Section 1.4).

Even if there is processing of personal data throughout the "Preparation stage” and "Compu-
tation stage” of the reference case study (see Figure 5), the underlying decisions regarding con-
trollership, purpose limitation and legality will be done before the creation of the CT Consortium,
outside the System. Based on Figure 6 (see also Figure 13 of D1.2 Usage Scenarios and System Re-
quirements - Final version), the decisions are made during the GSBPM 1. Specify Needs phase,
potentially revised during the GSBPM 2. Design phase and likely finalised somewhere between
the GSBPM phases 3. Build and 4. Collect. The decisions affect the data processing within the CT
and will not change during the preparation and execution of the CT.
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11.4 Initial assessment of the necessity and proportionality
of personal data processing operations

11.4.1 Accountability
11.4.1.1 Controllership

Legal requirements

The Data Protection Principle accountability defines one of the central issues for the purposes
of this analysis - who is accountable for data protection compliance. According to this principle,
it is the controller who shall be accountable for, and be able to demonstrate compliance with all
the other Data Protection Principles upon processing personal data (GDPR Art. 5(2), EUDPR Art.
4(2)).

A controller is the natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data.
If the purposes and means of such processing are determined by Union or Member State law,
the controller or the specific criteria for its nomination may be provided for by Union or Member
State law (GDPR Art. 4(7)). If a Union institution or body or the directorate-general or any other
organisational entity, alone or jointly with others, acts as controller, then it is subject to the EUDPR
(EUDPR Art. 3(1)(8)).

Controllers can be difficult to identify if there are several entities involved in the processing of
personal data, especially if the entities have roles which are interdependent or may change dur-
ing different processing operations. For determining, whether the controllers are joint controllers,
the main question is who decides (GDPR Art. 26(1)), EUDPR Art 28(1)):

1. purpose of the processing; and
2. essential means.
The EDPB has explained that decisions in case of joint participation can be done in two ways:’>

+ common decision - i.e. deciding together with common intention (EDPB Controllership
Guidelines Sec 3.2.2, Paragraph 55);

+ converging decision - i.e. decisions complement each other, each decision is needed for
the processing to take place. "An important criterion to identify converging decisions in this
context is whether the processing would not be possible without both parties’ participation
in the purposes and means in the sense that the processing by each party is inseparable, i.e.
inextricably linked” (EDPB Controllership Guidelines Sec 3.2.2, Paragraph 55).

Overview

For the computation stage, the NSI decides to initiate Consortium Agreement and CT negotia-
tions. The NSIis in the roles of IP and OP. Purposes of the CT are decided by the OP.

The NSI firstly submits request for Input Data to the Company. The Company will be an IP. The
NSI also engages the Ministry as an IP. The data of all IPs include personal data.

Each IP is responsible for the quality of its Input Datasets. The NSI as an OP has the right to
conduct data quality checks on the Input Datasets.

7SEDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR. Version 2.1, 2021,
p. 19. Available at: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-072020-concepts-controller-and-processor—-gdpr_en.
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The NSI, Ministry and Company agree to combine their data. The Ministry and Company as IPs
have legal obligation to provide their data, however, they must still ensure the security of the data.
The IPs request that due to their legal obligation, the security of their data must be ensured. In
case the security will not be ensured, they refuse to provide the data. The processing, planned
by the NSI as an OP, would not be possible if all IPs - the NSI, the Ministry and the Company -
do not provide their datasets.

The NSI (OP/IP1) as an OP proposes to use the Solution, Algorithm and assigned CPs. The Com-
pany (IP3) and the Ministry (IP2) can object and propose their own ideas.

The Solution and System will be managed by Eurostat (SO).

The processing would not be possible if everyone (the NSI (OP/IP1), the Ministry (IP2) and the
Company (IP3)) do not agree with using the Solution, the algorithm and the CPs. The NSI (OP/IP1)
as an OP will receive the Output Data from the CT. The Company and the Ministry will not receive
the Output Data.

Assessment

EDPB has emphasised’®, that the controllership can change from processing operation to pro-
cessing operation. Therefore the reference case study shall be divided into separate processes
regarding personal data processing:

* As for the individual datasets and providing them for the CT, each data holder is the inde-
pendent controller of the dataset (i.e. the NSI (OP/IP1) is the controller of its survey data,
the Ministry (IP2) is the controller of its administrative data and the Company (IP3) is the
controller of its privately held data).

* Regarding the CT, the OP makes the main decisions - the OP decides the purposes of the
processing and decides the essential means. The other IPs, besides NSI (OP/IP1), decide
the processing details mainly regarding security aspects and have the possibility to object,
however, again mainly due to security aspects. EDPB has found that security aspects are non-
essential means in the context of deciding about the purposes and means of the processing
operation’’. Based on the aforementioned, the OP is the controller.

+ However, if the other IPs provide input to the computation out of their own interest or estab-
lish an additional purpose regarding the processing (for example, algorithm A is modified to
take additional input or carry out additional computations during the CT) and such input or
additional purpose is agreed by the OP, then the relevant IPs may become joint controllers
together with the OP because they make a common decision regarding additional processing
activity. Joint controllership may also occur when the means of processing initially proposed
by the OP are considerably modified as a result of negotiating the data sharing arrangements
between the IPs and the OP, resulting in a common decision (e.g. additional technical solu-
tions are developed). In addition, if the IPs decide to process supplementary data without
legal obligation to do so, it can be deemed a converging decision, as long as the supplemen-
tary data processing would not be possible without the initial processing requested by the

78EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR. Version 2.1, 2021,
p. 26. Available at: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-072020-concepts-controller-and-processor-gdpr_en.

77EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR. Version 2.1, 2021,
p. 15. Available at: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-072020-concepts-controller-and-processor-gdpr_en.
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OP. Furthermore, the fact that the actors are joint controllers may also stem from Union or
Member State law (if the law states that the actors act as joint controllers)’®.

It must be taken into account that as the NSI (OP/IP1), the Ministry (IP2), the Company (IP3) and
also Eurostat (SO) can terminate the CT, then depending on which grounds or in which situations
they can terminate, they may become joint controllers (joint controllership is explained above).

11.4.1.2 Processorship

Legal requirements

A processor is a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller (GDPR Art. 4(8), EUDPR Art. 3(1)(12)).

The distinction between controller and processor is functional and based on actual influence over
processing, not contractual labels. The controller makes decisions on the "why” (purpose) and
"how" (essential means), such as which data is processed, who has access, and for what goal.
The processor may handle operational implementation - such as technical execution or security
measures - but only under the controller’s instructions’®.

Assessment

The CPs (Eurostat (CP1), IT-agency (CP2), Private Hosting Service Provider (CP3)), are contracted
by the CT Consortium. The CPs process personal data only on behalf of the CT Consortium.
They do not determine the purpose or means of processing. Their role is strictly operational
- executing the computation within a secure enclave. Under GDPR Art. 4(8) and EUDPR Art.
3(1)(12), the CPs are processors.

Eurostat (SO) does not decide purposes nor essential means during the CT, therefore, the SO is
mainly processor regarding the System needed for CT.

The independent audit service provider (SA), engaged by the SO, post-screens the CT. The SA
has access to both CT Logs and System Logs, allowing for comprehensive auditing of System
operations, including all lifecycle events of individual CTs and activities not specific to individual
CTs. SAis data processor, who acts in the name of SO.

11.4.1.3 Liability

In the JOCONDE System, processing of Protected Data terminates upon secure deletion after a
CT completes. As processing ceases when data is no longer accessible or usable, the controller
and processor roles are no longer active in relation to that data. This time-bound approach
supports data minimisation and complies with storage limitation principles. However, the ter-
mination of processing does not affect accountability for non-compliance during the CT. Thus,
while processing ceases upon deletion, liability for any non-compliance during the CT remains
enforceable under the relevant agreements governing the System. Please see Sections 11.4.4
and 11.4.6 for information on data minimisation and storage limitation, as applicable.

78EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR. Version 2.1, 2021,
p. 11. Available at: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-072020-concepts-controller-and-processor-gdpr_en.

7EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR. Version 2.1, 2021,
p. 3. Available at: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-072020-concepts-controller-and-processor-gdpr_en.
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11.4.1.4 Interim conclusion

Accountability is distributed across Solution roles in the System, as follows:

+ SO: Eurostat is responsible for managing the System, ensuring compliance with the System
Agreement, organising the selection, onboarding, and attestation of CPs, checking compli-
ance with all legal and technical requirements before they are admitted to operate in the
System.

+ OP: NSI is responsible for ensuring that the processing is in compliance with statistical and
other applicable legislation, results are used only for statistical purposes and are disclosed
only if allowed and in compliance with legal obligations.

+ IPs: NSI, Ministry and the Company are responsible for ensuring that data they provide are
accurate, complete, and in compliance with the Consortium Agreement.

« CPs: The CPs are responsible for executing the computation only as specified in the CTS and
for ensuring that data is not retained beyond the task lifecycle.

NSI (OP/IP1) as an OP is the controller as it decides the purposes and essential means of the CT.
The Ministry (IP2) and the Company (IP3) as IPs are independent controllers, however, they may
become joint controllers along with the OP, if they decide together the purpose of the processing
and the essential means®’. The CPs are processors, who process personal data only on behalf
of the controller (OP). CPs do not decide purposes nor essential means. The SO (Eurostat) does
not decide purposes nor essential means during the CT, therefore, the SO is mainly processor
regarding the System needed for CT. The SA is processor assigned by the SO.

11.4.2 Purpose limitation
11.4.2.1 Legal requirements

One of the Data Protection Principles relating to processing personal data under the GDPR is pur-
pose limitation. It requires that personal data shall be collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes shall, in accordance with [GDPR Article 89(1)J[EUDPR Art. 13], not be considered to
be incompatible with the initial purposes (GDPR Art. 5(1)(b), EUDPR Art. 4(1)(b)).

The Article 29 Working Party (WP29) has clarified the meaning of the purpose limitation principle
in the WP29 Opinion on Purpose Limitation (WP29-03/2010)8" - the purpose limitation principle
is designed to establish the boundaries within which personal data collected for a given purpose
may be processed and may be put to further use (WP29-03/2010, p 4). The WP29 has developed
two main building blocks of purpose limitation, in order to aid the analysis of purpose limitation:

1. purpose specification (primary processing) - data are collected for certain aims, which
are the raison détre of the processing operations. It will determine the relevant data to be
collected, retention periods, and all other key aspects of how personal data will be processed
for the chosen purpose/s (WP29 Opinion on Purpose Limitation, pp 11-12);

8For more thorough explanation regarding joint controllership see Section 11.4.1.1

8'WP29. Opinion 03/2013 on purpose limitation. Adopted on 2 April 2013, 00569/13/EN WP 203.
In the Internet: https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/
files/2013/wp203_en.pdf (26.01.2023).
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2. compatible use (secondary processing) - the prohibition of incompatible use sets a limita-
tion on further use, requiring that a distinction be made between “compatible further use”
and “incompatible further use”. (WP29-03/2010, pp 12-13).

11.4.2.2 Purpose identification

In the context of the System, processing of personal data is exclusively for statistical purposes,
as defined under Regulation (EC) No 223/2009 (RES) Art. 3(1)(8), which permits the use of per-
sonal data for the development, production, or dissemination of statistical results and analyses
by statistical authorities. The System is designed to support only the development and production
phases of the statistical lifecycle, excluding dissemination. This aligns with the legal framework,
which permits further processing for statistical purposes only when it is necessary and propor-
tionate to the intended statistical outcome.

In case of reference case study, NSI wishes to update statistics product as the response rates
to surveys are declining. For statistical purposes NSI wishes to include privately held data from
the Company and administrative data from the Ministry to the process of developing and pro-
ducing statistics. NSI aims to reduce manual data gathering and speed up the official statistics
production process. Therefore, the general purpose is to develop and produce official statistics.
However, case-by-case, the more specific purpose must be determined (i.e. what is the specific
purpose of developing and producing the statistics at hand) to comply with the requirements of
GDPR and EUDPR. For example, it could be enhancement of some specific public service.

11.4.2.3 Interim conclusion

The reference case study provides very general purpose on why the NSI wishes process personal
data. To ensure compliance with applicable laws, the purpose must be specified case-by-case.
After the specification, the purpose must be assessed, to determine, whether the derogations
for statistical purposes apply.

11.4.3 Lawfulness, fairness, transparency
11.4.3.1 Legal requirements

The processing of personal data in the System is governed by the Data Protection Principles of
lawfulness, fairness, and transparency under GDPR Art. 5(1)(a), EUDPR Art. 4(1)(a), and the special
regime for statistical purposes under Regulation (EC) No 223/2009 () Art. 3(1)(8).

Lawfulness

The "lawfulness” component requires that controllers must process personal data in reliance on a
legal ground specified in GDPR Art. 622 or, by analogy, in EUDPR Art. 5. Where such controllers
process special categories of personal data, they also need to satisfy one of the conditions in
GDPR Art 923 and, by analogy, EUDPR Art. 10. For the processing of special categories of data,

82EDPB. Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the con-
text of the provision of online services to data subjects.  Version 2.0. 8 October 2019, paragraph
1. - In the Internet: https://edpb.europa.eu/our-work-tools/our—-documents/guidelines/
guidelines-22019-processing-personal-data-under-article-61b_en (26.01.2023).

8EDPB Document on response to the request from the Commissions for clarifications on the consis-
tent application of the GDPR, focusing on health research. Adopted on 2 February 2021, paragraphs
12-13. - In the Internet: https://edpb.europa.eu/our-work-tools/our-documents/other-guidance/
edpb-document-response-request-european-commission_en (26.01.2023).
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the legal basis identified under GDPR Art. 6 shall be applied only if GDPR Art. 9 provides for a
specific derogation from the general prohibition to process special categories of personal data®*.
For the purposes of this analyses, we presume that the same logic also applies for EUDPR, where

EUDPR Art. 5 can be relied on only if EUDPR Art. 10 provides for a specific derogation from the
general prohibition to process special categories of personal data.

In addition to GDPR and EUDPR, Member State and/or EU law may be needed to choose the right
legal basis and reason the usage of such legal basis.

Fairness and transparency

In addition to lawfulness, the processing must be fair and transparent to data subjects. GDPR
Art. 12(1) and EUDPR Art. 14(1) require that any information provided to data subjects must be
in a concise, transparent, intelligible, and easily accessible form, using clear and plain language.

EDPB has brought out that the principle of fairness "requires that personal data is not processed
by unfair methods, or by deception, or in a way that is unjustifiably detrimental, unlawfully dis-
criminatory, unexpected or misleading to the data subject®°.

The EDPB has also explained that "[t]he principle of fairness includes, inter alia, recognising the
reasonable expectations of the data subjects, considering possible adverse consequences pro-
cessing may have on them, and having regard to the relationship and potential effects of imbal-
ance between them and the controller”.8°

The principles of fairness and transparency are closely linked and aim to provide the data subject
clear and concise information about the processing.

In case of statistics, the applicable law provides some derogations regarding lawfulness, fairness
and transparency 8.3.2.

11.4.3.2 Lawfulness

To ensure lawfulness, processing must have suitable legal basis, that is in compliance with the
purpose of the processing and applicable legislation. However, the legal basis must be assessed
case-by-case based on the specific purpose, computation and data that will be processed. In case
of the reference case study, it is assumed that before the CT, suitable legal basis is determined.
It must be taken into account, that the possible choices of legal basis may also depend on who
the controller is (public authority or not) and whether the controller is carrying out its tasks or
not.

In case of reference case study, the legal basis may change throughout the data and processing
lifecycle. The first processing phase would be the Company, the Ministry and the NSI providing
personal data. For this phase the Company, the Ministry and the NSI must determine suitable
legal basis themselves. According to the reference case study, the Company and the Ministry
have legal obligation to provide data - therefore the legal basis from GDPR would be Art. 6(1)(c).

84European Data Protection Board, Opinion 3/2019 concerning the Questions and Answers on the interplay between
the Clinical Trials Regulation (CTR) and the GDPR (art. 70.1.b)), Adopted on 23 January 2019, p 7, https://edpb.
europa.eu/sites/default/files/files/filel/edpb_opinionctrq_a_final_en.pdf.

85EDPB. Opinion 28/2024 on certain data protection aspects related to the processing of personal data in the con-
text of Al models. 2024, p 19. - In the Internet: https://www.edpb.europa.eu/system/files/2024-12/edpb_
opinion_202428_ai-models_en.pdf

8EDPB. Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in the con-
text of the provision of online services to data subjects.  Version 2.0. 8 October 2019, paragraph
12. - In the Internet: https://edpb.europa.eu/our-work-tools/our-documents/guidelines/
guidelines-22019-processing-personal-data-under-article-61b_en (26.01.2023).
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As the reference case study regards official statistics, the possible legal basis for the computation
could be RES Art. 3(1)(8) and GDPR Art. 6(1)(e).

11.4.3.3 Fairness

In case of reference case study, compliance with the principles of fairness is verified through the
following mechanisms:

+ Consortium Agreement: The Consortium Agreement is a legally binding document that
specifies the purpose, data types, roles, and legal obligations of all parties. It is signed by
the NSI (OP, IP1), the Ministry (IP2) and the Company (IP3) and approved by the SO, ensuring
that all parties are aware of and agree to the processing conditions.

+ Public disclosure of analysis code: The source code of the algorithm is made publicly avail-
able after the computation completes, allowing independent scrutiny by external experts
and improving public acceptance.

+ System Logs and audit trails: All actions are logged in the CT Logs and System Logs. These
logs are retained permanently and are accessible to all CT Consortium Members and the SA,
ensuring accountability and non-repudiation.

+ Automated enforcement: The System enforces access control based on the CTS and role
assignments, ensuring that no party can access data beyond their authorised scope.

Through these mechanism it is ensured that the processing is fair to the data subject. These
mechanisms allow to manage the whole personal data processing, including assessing fairness
throughout the process.

11.4.3.4 Transparency

As the principles of fairness and transparency are closely linked, in case of reference case study,
the same mechanism allow to comply with the principles. Therefore, the mechanisms described
in Section 11.4.3.3 also ensure that the principle of transparency is followed.

In addition, to ensure data subjects rights, including transparency, the data visibility is based on
roles. All roles do not see all the data. An overview of data visibility is provided in Figure 5.

11.4.3.5 Interim conclusion

The processing activities in reference case study are lawful, fair, and transparent. The use of a
legally binding Consortium Agreement and the automated enforcement of access control ensure
that processing is conducted in accordance with GDPR, EUDPR, and RES. The visibility table con-
firms that data is only accessible to authorised parties, and the System Logs provide a verifiable
audit trail. The architecture of the System, combined with the legal framework of the Consortium
Agreement, ensures that the rights and freedoms of data subjects are protected throughout the
processing lifecycle.

Fairness is ensured through the Consortium Agreement, which defines roles, purposes, and obli-
gations, and is approved by the SO. Public disclosure of the analysis code allows independent
scrutiny. Automated access control based on the CTS and role assignments restricts data access
to authorised parties. All actions are logged in the CT Logs and System Logs, which are retained
permanently and accessible to CT Consortium Members and the SA, ensuring accountability.
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Transparency is supported by the same mechanisms, including the Consortium Agreement, pub-
lic code, and role - based data visibility, as shown in Figure 5. No party accesses data beyond
their authorised scope.

The NSI, as a statistical authority, is responsible for ensuring a suitable legal basis throughout
the process. The System’s design, combined with the Consortium Agreement, ensures compli-
ance with GDPR, EUDPR, and RES, and protects data subjects’ rights. Thus, the reference case
study provides a lawful, fair, and transparent framework for secure, privacy-enhancing statistical
computation across cross-sectoral boundaries.

11.4.4 Data minimisation
11.4.4.1 Legal requirements

The principle of data minimisation is enshrined in GDPR Art. 5(1)(c) and EUDPR Art. 4(1)(c), which
require that personal data be adequate, relevant and limited to what is necessary in relation to
the purposes for which they are processed. This principle is not merely a procedural check but
a foundational requirement that must be applied throughout the data lifecycle - from design
to disposal. The principle is reinforced by GDPR Rec. 25 and EUDPR Rec. 25, which mandate
that data minimisation be implemented as part of the data protection by design and by default
framework. This means that data minimisation must be proactively integrated into the system
architecture, not just enforced at the point of data submission.

Under the special regime for statistical purposes, EU data protection law mandates that personal
data should, as arule, be processed without identification of the data subject (see further Section
8.3.2.3) where possible, which also enhances the possibility of data minimisation.

11.4.4.2 Relevant organisational measures

Each stakeholder in the System has a distinct role in ensuring compliance with the data minimi-
sation principle.

Organisational measures support data minimisation by defining clear roles and responsibilities
across the System lifecycle.

In the context of the System, data minimisation is achieved through:

+ the use of pseudonymisation (see Section 8.3.1) and secure computation (MPC and TEE) to
prevent re-identification;

+ retention of data only for the duration of the CT, after which all data is securely deleted or
rendered permanently illegible. Notably, all Protected Data - including Input Data, Interim
Data, and Output Data - are subject to automated deletion upon completion of the CT or
upon reaching the deadline during the processes P3.2, P3.3 and P3.4 (see Table 12), ensuring
compliance with the principle of data minimisation.

The reference case study, as described, involves the NSI (IP1/0P), the Ministry (IP2), and the Com-
pany (IP3), each holding datasets that include personal data and confidential data. NSI (IP1/0P),
as the statistical authority, is tasked with developing and producing official statistics, which in-
cludes the integration of survey data, administrative data, and privately held data. Use of the
Solution ensures that data is processed in a manner that minimises the risk of re-identification,
thereby aligning with the principles of data minimisation and protection by design.
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NSI, as both an Input Party (IP1) and Output Party (OP), is responsible for defining the statisti-
cal purpose and ensuring that only the data necessary for the analysis is submitted and used. It
must approve the Consortium Agreement and ensure that the final results are used solely for the
intended statistical purposes. The Ministry, as Input Party 2 (IP2), must ensure that its admin-
istrative data is limited to what is required for the analysis and that it is securely prepared and
uploaded. The Company, as Input Party 3 (IP3), must similarly ensure that its privately held data
is limited to what is necessary and is securely prepared and uploaded. Both the Ministry (IP2) and
the Company (IP3) can define data quality assurance algorithms in the Consortium Agreement
to ensure that the data meets the required standards before the computation begins.

Eurostat, as CP 1 (CP1), is responsible for securely processing the Protected Input Data using
MPC and TEE technologies. It must ensure that no raw data is exposed during the computation
and that it only executes the approved algorithms and functions as defined in the Consortium
Agreement. The IT-agency, as CP 2 (CP2), and the Private Hosting Service Provider, as CP 3 (CP3),
have similar responsibilities to Eurostat, ensuring that their access to the data is limited to what
is necessary for the computation and that they do not retain or disclose any data beyond what
is required. The SA is responsible for auditing the System to detect misbehaving components or
actors. It must ensure that the audit is limited to what is necessary for detecting errors, attacks,
and workflow deviations, and that it does not retain or disclose any data beyond what is required
for the audit. The SA must report its findings to Eurostat (SO) to ensure that the audit is used
only for improving the System'’s security and compliance.

11.4.4.3 Relevant organisational requirements

Organisational measures supporting data minimisation are embedded across the Solution lifecy-
cle and defined by roles in the System Agreement. The NSI (IP1/0P) ensures purpose limitation
and data relevance, while Eurostat (CP1/SO) oversees statistical integrity and compliance. NSI
(IP1), Ministry (IP2), Company(IP3) (IP) are responsible for preparing only necessary Input Data,
applying agreed transformations, and validating data locally. Eurostat (CP1), IT-agency (CP2),
Private Hosting Service Provider (CP3) (CPs) execute only approved Algorithms, with access re-
stricted to required data, and must ensure secure deletion of protected input and interim data
post-task. Eurostat as SO enforces role-based access, monitors compliance, and manages log re-
tention and audit trails. The Independent System auditor (SA) independently verifies adherence
to data minimisation principles without retaining sensitive data. All parties are bound by the
System Agreement, which mandates strict data handling, access control, and automated dele-
tion of data after task completion. These controls align with GDPR Art. 5(1)(c) and ensure data is
processed minimally, securely, and transparently.

11.4.4.4 Interim conclusion

The principle of data minimisation, enshrined in GDPR Art. 5(1)(c) and EUDPR Art. 4(1)(c), requires
that personal data be adequate, relevant, and limited to what is necessary for the specified statis-
tical purpose. This principle is not a one-time check but must be embedded throughout the data
lifecycle - design, processing, and disposal - through data protection by design and by default.
For statistical processing, this means only necessary data should be collected, retained only as
long as needed, and processed in a way that prevents re-identification.

Inthe System, data minimisation is achieved via technical and organisational measures: pseudonymi-
sation, secure computation (MPC and TEE), and strict data retention policies. All Protected Data
are automatically deleted or rendered illegible upon completion of a CT, ensuring no unneces-
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sary retention. The System architecture limits access to only what is essential for each role, with
access rights governed by the principle of least privilege. The CTS ensures that only approved
algorithms and functions are executed, preventing misuse or broader data processing.

Stakeholders - NSI (IP1/0P), Ministry (IP2), Company (IP3), Eurostat (CP1/SO), IT-agency (CP2),
Private Hosting Service Provider (CP3), and SA - each have defined roles in upholding data min-
imisation. The NSI, as both IP and OP, ensures purpose limitation and data relevance. CPs
process data securely without access to raw inputs, while the audit service provider monitors
compliance without retaining unnecessary data. Technical requirements enforce these princi-
ples, ensuring data is processed minimally, securely, and transparently, aligning with both legal
obligations and operational efficiency.

11.4.5 Accuracy
11.4.5.1 Legal requirements

The principle of accuracy is enshrined in GDPR Art. 5(1)(d) and EUDPR Art. 4(1)(d), which require
that personal data shall be accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having regard to the purposes
for which they are processed, are erased or rectified without delay (GDPR Art. 5(1)(d)and EUDPR
Art. 4(1)(d)).

This principle applies to all processing of personal data, including statistical processing. However,
in the context of official statistics, the ESS recognises that data may be subject to temporary
inaccuracies due to errors in source data, processing, or model assumptions - particularly during
the development phase of statistical products (RES Art. 17g(2)).

11.4.5.2 Relevant organisational requirements

Data accuracy in the System is supported by a structured division of responsibilities among stake-
holders, underpinned by organisational controls and technical safequards. NSI (IP1), Ministry
(IP2), and Company (IP3) - collectively the IPs - are responsible for providing accurate, validated,
and compliant Input Data at the time of submission. They must ensure data completeness, cor-
rect formatting, and adherence to the agreed data model. The System supports this through
server-side data validation, including optional data quality assurance algorithms defined in the
CTS, and by enforcing a well-structured tabular format.

Eurostat (CP1), IT-agency (CP2), and Private Hosting Service Provider (CP3) - the CPs - execute
data analysis strictly as defined in the CTS, ensuring algorithmic correctness and secure pro-
cessing. They maintain isolated, trusted execution environments (e.g. TEEs) and are prohibited
from accessing or disclosing raw Input Data or interim results. Their role includes validating the
integrity of the computation process and ensuring that only approved functions are executed.

SO oversees compliance with the System Agreement, verifies the independence and operational
readiness of CPs, and enforces data quality and access controls throughout the CT lifecycle. It
ensures that logs are retained, access is restricted, and all parties adhere to their obligations. SA
performs independent audits of logs, outputs, and processes to verify compliance, detect errors
or malicious behaviour, and confirm that data integrity is preserved.

These organisational measures collectively ensure that data accuracy is maintained from input
validation through secure computation and output delivery, supporting the reliability of statisti-
cal outputs.
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11.4.5.3 Interim conclusion

The principle of accuracy, as enshrined in GDPR Art. 5(1)(d) and EUDPR Art. 4(1)(d), requires
personal data to be accurate and kept up to date. While absolute precision is not required in sta-
tistical processing, the System ensures a high degree of accuracy through role-specific respon-
sibilities, data validation, and secure computation. IPs ensure data quality at source, while CPs
execute analysis only as defined in the CTS. SO and SA enforce compliance and audit integrity.

The System mitigates risks of inaccuracies arising from errors in source data, processing, or
model assumptions through technical and organisational controls. Although temporary inaccu-
racies may occur during development or due to data limitations, the framework ensures that
only verified and processed results are delivered. This supports the trustworthiness of outputs
for official statistical use.

Ultimately, the combination of defined roles, validation mechanisms, secure execution, and inde-
pendent oversight ensure that data accuracy is upheld throughout the lifecycle. The SA provides
assurance that accuracy requirements are met, reinforcing confidence in the integrity of statis-
tical outputs.

11.4.6 Storage limitation
11.4.6.1 Legal requirements

Storage limitation is a Data Protection Principle defined in GDPR Art. 5(1)(e) and EUDPR Art.
4(1)(e), which stipulates that personal data shall be kept in a form which permits identification
of data subjects for no longer than is necessary for the purposes for which the personal data
are processed. Personal data may be stored for longer periods insofar as the personal data will
be processed solely for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with GDPR Art. 89(1) and EUDPR Art. 13 subject
to implementation of the appropriate technical and organisational measures required by GDPR
and EUDPR in order to safeguard the rights and freedoms of the data subject.

11.4.6.2 Relevant organisational requirements

Data retention policies are structured to ensure compliance with data minimisation and security
principles. Under the D3.2: Part I - Governance Templates, local System Logs and CT Logs are
subject to a 12-month retention period, whilst central CT Logs are retained for three years to
satisfy requirements for audit, compliance verification, and operational oversight.8” In contrast,
sensitive data - including protected Input Data, Interim Data, Output Data, and cryptographic
keys - are deleted immediately after use, as it is only required during processing and must not
persist beyond its necessity.

Notably, all Protected Data are subject to automated deletion via the Task State Machine upon
completion of the CT or upon reaching the deadline, ensuring compliance with data minimisa-
tion. Upon completion of the computation, both Protected Input Data and Protected Interim
Data are automatically and immediately deleted. This erasure is governed by a dual-trigger
mechanism: either upon successful completion of the computational process, or in the event
of the deadline set by the CT Consortium and agreed in the CTS. The earlier of these two events
initiates the deletion process.

8For a comprehensive specification of the log data objects, including their processing purposes and retention
parameters, refer to Sections 3.4.3 and 10.3.
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The nature and content of the Output Data - including whether it contains allowed personal
data - is determined by the CT Consortium as part of its decision-making process. If the Output
Data includes allowed personal data, the CT Consortium must explicitly agree on and define the
retention period for such data, and this period must be formally stipulated in the Consortium
Agreement. This ensures that the OP is bound by the agreed retention obligations, even after
the data has left the System and is no longer under its technical oversight. Finally, data stored
outside the System - such as unprotected Input Data and Output Data - is managed by external
parties (e.g. IP or OP) and falls outside the scope of this analysis.

As outlined in D1.2 Usage Scenarios and System Requirements - Final version, to ensure trans-
parency and auditability, the System maintains two types of logs:

1. CT Logs: Capture all events related to a specific CT, including state changes (e.g. CTS creation,
signatures, Input Data submission, computation execution) and associated telemetry. All
logs content is accessible to the SO and the SA.

The same CT Log events are technically used for coordination of CT execution between the
IPs, CPs, OPs. CT Consortium Members and CPs of given CT have access to a subset of the
CT Logs that is required for fulfilling their role in this CT.

2. System Logs: Record system-wide events not tied to a single CT, such as Management Plane
and Control Plane activities, availability, and configuration. These are accessible to the SA.

While logs do not inherently contain Restricted Data, they may include technical information
(e.g. IP addresses, user identifiers, timestamps) that could be linked to individuals. Therefore,
log management must comply with data protection principles, including the principle of storage
limitation. A comprehensive overview of log data objects is provided in Section 3.4.3 and Table
4, as well as in Table 4 of D1.2 Usage Scenarios and System Requirements - Final version.

All other data objects - including Input Data (E3.1), Protected Input Data (E3.2), Interim Data
(E3.3), Protected Output Data (E3.4), and Output Data (E3.5) - are either automatically deleted by
the System upon consumption or do not enter the System at all, and therefore fall outside the
scope of this analysis.

Cryptographic keys (E3.x) are protected within a hardware-based TEE and are destroyed automat-
ically when the Computation Task Virtual Machine (CT VM) terminates. No long-term retention of
keys is required or permitted. To ensure GDPR compliance, the following must be implemented:

+ use strong, up-to-date encryption algorithms and key lengths, following relevant interna-
tional standards;

* implement secure access controls to protect cryptographic keys;
+ delete all cryptographic keys, including those for encrypted backups;
+ document key management processes and conduct periodic reviews.

The deletion of encryption keys renders the associated data inaccessible, and the removal of a
virtual machine (VM) image also results in the deletion of any keys stored within it; this process
is further detailed in D4.3 System Specification and Architecture - Final version.

Table 13 provides an overview of data retention policies for data objects within the System, cat-
egorised by data level: System-level and CT-level. Data objects are grouped by their type, with
log data (system and CT-level) presented together within each level. The table includes details on
the data object name, storing organisation, creation process, retention policy, and relevant com-
ments. Cryptographic keys are included as a separate entry, reflecting their critical role in secure
data processing. All Protected Data and Interim Data are encrypted in CT VM and the encryp-
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tion key is kept only in memory. Cryptographic keys used for the encryption of Protected Data
(data-at-rest) are destructed automatically along with the termination of the CT VM, ensuring no
residual key material persists.

Table 13. Overview of data retention policies

ID Data Who Where Retention Comment
object stores created
System level data
E1.5 Local SO, System P1 per Policy Stores non-CT-specific application logs.
tem Logs Member Separate instance of System Log Storage
Store exists at each stakeholders’ IT infrastruc-
ture. Each stakeholder bears responsibility
to adhere to the retention policy. Used as
one input for the audit.
CT level data
E3.6 Central CT SO P3.2 per Policy The store contains CT Log: an archive of all
Logs Store events related to execution and lifecycle of
all CTs.
E3.7 Local CcT Con- P3.2 per Policy Local CT Log is present in each Service
Logs Store  sortium Node and it contains an archive of events
Members, about the execution and lifecycle of CTs
CPs that are relevant to given Service Node.
E3.1 InputData IP P3.1 — Unprotected Input Data exists only in IP
perimeter and never enters the System.
E3.2 Protected CP P3.1 Deleted au- Deleted automatically by CT VM during P3
Input Data tomatically as soon as consumed in CT.
ASAP
E3.3 Interim CP P3.2 Deleted au- Deleted automatically by CT VM during P3
Data tomatically as soon as consumed in CT. Not accessible
ASAP by any party.
E3.4 Protected CP P3.2 Deleted au- Deleted automatically by CT VM during P3
Output tomatically as soon as retrieved by OPs.
Data ASAP
E3.5 Output OP P3.2 — Unprotected Output Data is reconstructed
Data only in OP perimeter and never exists in the

System.

All stakeholders are bound by the data retention policies defined in the System Agreement and
the CTS. The following outlines the responsibilities of stakeholders.

+ Eurostat (SO) oversees retention and enforcement for System Logs (E1.5) and Central CT Logs
(E3.6), applying the retention periods defined in the Policy across the System.

+ NSI, Ministry, Company (IPs) and Eurostat, IT-agency, Private Hosting Service Provider (CPs)
are responsible for maintaining their respective local CT Logs (E3.7) and local System Logs
(E1.5) in strict accordance with the retention and operational requirements stipulated in the

Policy.
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+ Eurostat, IT-agency, Private Hosting Service Provider (CPs) have strict obligations to securely
delete all Protected Input Data, Interim Data, and Protected Output Data immediately upon
completion of the CT, upon reaching the deadline, or in the event of a CT abort. No residual
data may persist in the System environment.

* NSI, Ministry, Company (IPs) are responsible for ensuring that unprotected Input Data is not
entered into the System and is retained only as necessary within their own perimeter.

+ NSI (OP) are responsible for retrieving Protected Output Data within the retention deadline
and ensuring that the data is used only for the purposes defined in the Consortium Agree-
ment and CTS.

*+ All CT cryptographic keys and Protected Data shares are destroyed upon cleanup of the CT,
hence they are not specifically addressed herein.

Internal data protection policies of Eurostat (SO) regarding system-level personal data retention
are outside the scope of this assessment. The System’s design, including automated deletion via
the Task State Machine and secure log management, ensures compliance with the principle of
storage limitation.

11.4.6.3 Interim conclusion

The principle of storage limitation under GDPR Art. 5(1)(e) and EUDPR Art. 4(1)(e) requires that
personal data be kept only for as long as necessary for the processing purpose. Data may be
retained longer for archiving, research, or statistical purposes, provided appropriate safequards
are in place (GDPR Art. 89(1), EUDPR Art. 13).

All stakeholders are bound by data retention policies defined in the System Agreement and CTS,
with long-term retention limited to System Logs and CT Logs for auditability and compliance.
Eurostat, as the SO, is responsible for ensuring the long-term retention of System Logs and CT
Logs in corresponding Stores (E1.5, E3.6), and for enforcing log retention policies across the sys-
tem. CT Consortium members are responsible for maintaining the long-term retention of their
local CT Logs in local Store (E3.7) in accordance with the policy. All Protected Data, Interim Data,
and cryptographic keys are automatically deleted upon use, ensuring compliance with storage
limitation principles. Internal Eurostat data protection policies for system-level personal data are
outside this scope, with System design supporting secure, automated data management.

In summary, the System implements a robust framework for data retention that aligns with le-
gal requirements, with clear responsibilities assigned to each stakeholder. The combination of
technical controls and organisational measures ensures that data is retained only for as long as
necessary and securely deleted when no longer required.

11.4.7 Confidentiality and integrity
11.4.7.1 Legal requirements

The Data Protection Principle of "integrity and confidentiality” requires that personal data shall
be processed in a manner that ensures appropriate security of the personal data, including pro-
tection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures (GDPR Art. 5(1)(f), EUDPR Art.

4(1)(f)).
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This principle is also reflected in GDPR Art. 24(1) and EUDPR Art. 26(1), which provide for the
controller's obligation to implement appropriate technical and organisational measures to pro-
tect data subjects, taking into account the nature, scope, context and purposes of processing as
well as the risks of varying likelihood and severity for the rights and freedoms of natural persons.
Those measures shall be reviewed and updated where necessary.®®

11.4.7.2 Factual circumstances

In the reference case study, the protection of confidentiality and integrity of personal and sensi-
tive data is paramount, as the involved parties - the NSI, the Ministry, and the Company - are
processing personal data for official statistics purposes under strict legal obligations. The use of
the Solution is designed to uphold these principles throughout the data lifecycle, from input to
computation and output delivery.

The NSI acts as the data controller and requests the integration of data from the Ministry and the
Company for statistical purposes. Under national law, both the Ministry and the Company are
obligated to provide their data, provided that the NSI can guarantee data protection. By deploy-
ing the Solution, the NSI ensures that the legal requirements for confidentiality and integrity are
met, thus enabling lawful data processing. The Solution’s design allows for secure data reuse
without exposing raw data.

To ensure the integrity and confidentiality of data and computations within the JOCONDE So-
lution, a robust framework of organisational measures has been established (see D2.7 Technol-
ogy Survey and Analysis). These measures are aligned with the System’s distributed trust model
and are designed to prevent unauthorised access, detect tampering, and enforce accountability
across all stages of the solution lifecycle. The organisational controls are distributed among the
roles defined in the System: System Members, OP, CP, IP, and SO. These controls are derived
from System analysis (D1.2 Usage Scenarios and System Requirements - Final version) and technical
design (D4.3 System Specification and Architecture - Final version).

11.4.7.3 Confidentiality-focused measures

Confidentiality is ensured through a multi-layered approach that leverages both hardware-based
and cryptographic mechanisms. The Solution employs TEEs to create secure enclaves where
data can be processed without exposure to the underlying operating system or external par-
ties. These enclaves are complemented by MPC protocols that enable joint computation without
any single party ever seeing the confidential Input Data or confidential Interim Data. This en-
sures that the Company’s privately held data, which may include sensitive business information,
remains protected even during joint analysis with the NSI and the Ministry.

In particular, the use of secret sharing and homomorphic encryption prevent any single CP from
reconstructing the original data, thereby safequarding confidentiality. As outlined in D2.7 Tech-
nology Survey and Analysis, these techniques are applied across the computation process to en-
sure that data remains encrypted or split until the final output is generated. Furthermore, the
architecture limits access to data only to execution within Trusted Execution Environments, and
all communication between components is secured via end-to-end encryption.

8Where proportionate, the measures shall include the implementation of appropriate data protection policies
(GDPR Art. 24(2)). Adherence to approved codes of conduct as referred to in GDPR Art. 40 or approved certifica-
tion mechanisms as referred to in GDPR Art. 42 may be used as an element by which to demonstrate compliance with
GDPR (GDPR Art. 24(3)).
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11.4.7.4 Integrity-focused measures

The reference case study involves the integration of three distinct datasets: survey data (held
by the NSI), administrative data (held by the Ministry), and privately held commercial data (held
by the Company). Each dataset contains personal data, and some include trade secrets or other
forms of confidential information, as indicated in Table 9. Given the nature of the data and the
legal requirement for data protection, the Solution must ensure that no party gains unauthorised
access to raw Input Data, and that the results of computations are accurate and tamper-proof.

Integrity is maintained through a combination of robust security controls and verification mech-
anisms. The System is designed to detect attacks on data integrity during CTs, halting execution
if anomalies are detected to prevent incorrect or indistinguishable results. This includes local
pre-validation of Input Data by each data holder and optional server-side checks using MPC-
based protocols. Integrity of the computation process is further reinforced by the distributed
trust model, where Eurostat as SO, Eurostat, IT-agency and Private Hosting Service Provider as
CPs, and independent audit service provider as SA play distinct roles: the SO manages the sys-
tem and orchestrates the process, the CPs perform computations using MPC in TEE, and the SA
conducts independent audits to verify compliance and detect systemic risks.

The System manages onboarding and offboarding via identity verification, System Agreement
signing, and compliance checks. Upon offboarding, credentials are revoked and data is removed
to preventresidual access or leakage. Access is strictly governed by identity verification and role-
based authentication. Compliance with formal procedures requires formal approval of the CTS
by all CT Consortium members. Independent oversight by the SA ensures auditability through
periodic audits, with logs retained as per the System Agreement for traceability and forensic anal-
ysis. Resilience is achieved through a diverse set of CPs, tolerating up to two out of three Com-
puting Nodes failures, and preventing collusion by limiting control to one CP per entity per task.
Tamper-proof computation execution ensures all tasks follow the approved CTS, with anomaly
detection halting any deviations to prevent dissemination of incorrect or forged results.

The use of a standard set of CPs - Eurostat, IT-agency and Private Hosting Service Provider -
introduces a diverse and distributed trust model. This mitigates the risk of a single point of
failure or compromise. The architecture is resilient against the intrusion of up to two out of
three Computing Nodes, and identities of all participants are locally verified, ensuring that only
authorised entities can participate in computations.

The full set of organisational controls, mapped to roles and lifecycle phases, is detailed in D1.2
Usage Scenarios and System Requirements - Final version.

11.4.7.5 Interim conclusion

The data protection principle of "integrity and confidentiality” requires that personal data shall
be processed in a manner that ensures appropriate security of the personal data, including pro-
tection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures (GDPR Art. 5(1)(f), EUDPR Art.
4(1)(f)). The reference case study demonstrates how the Solution enables secure, lawful, and
trustworthy integration of sensitive data from public and private sectors for official statistics,
while upholding the core principles of confidentiality and integrity throughout the data lifecycle
- from input to computation and output delivery.

The integration of technical and organisational safeguards creates a cohesive framework that
ensures both confidentiality and integrity are preserved. The System is resilient to failure and
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tampering, maintains computational accuracy, and supports accountability through verifiable
audit trails.

11.5 Measures contributing to the rights of the data subjects
11.5.1 Legal requirements

11.5.1.1 Transparency and modalities

According to GDPR Art 12(1) and EUDPR 14(1), the controller shall take appropriate measures to
provide, free of charge (GDPR Art. 12(5), EUDPR Art. 14(5)) any information referred to in GDPR
Art. 13-14 and EUDPR Art. 15-16 and any communication under GDPR Art. 15-22 and 34 as well
as EUDPR Art. 17-24 and 35 relating to processing to the data subject in a concise, transparent,
intelligible and easily accessible form, using clear and plain language. The information shall be
provided in writing, or by other means, including, where appropriate, by electronic means. When
requested by the data subject, the information may be provided orally, provided that the identity
of the data subject is proven by other means.

The controller must facilitate the exercise of data subject rights under GDPR Art. 15-22 and EU-
DPR Art. 17-24.

In the cases referred to in GDPR Art. 11(2) and EUDPR Art. 12(1), the controller may refuse to
act on the request of the data subject for exercising his or her rights under GDPR Art. 15-20
and EUDPR Art. 17-24, respectively, if the controller demonstrates that it is not in a position to
identify the data subject.

11.5.1.2 Information and access to personal data

GDPR Art. 13 and EUDPR Art. 15 specify the requirements for providing information to the data
subject in a situation where personal data are collected from the data subject. GDPR Art. 14 and
EUDPR Art. 16 apply in cases of providing information to the data subject where personal data
have not been obtained from the data subject.

The data subject shall have the right to obtain from the controller confirmation as to whether
or not personal data concerning him or her are being processed, and, where that is the case,
access to the personal data and the information stipulated in GDPR Art. 15(1)(a)-(h) and EUDPR
Art. 17(1)(@)-(h).

Where personal data are transferred to a third country, the data subject shall have the right to be
informed of the appropriate safequards pursuant to GDPR Art. 46 and/or EUDPR Art. 48 relating
to the transfer (GDPR Art. 15(2), EUDPR Art. 17(2)).

The controller must provide the data subject with a copy of the personal data undergoing pro-
cessing in a commonly used electronic form, which shall not adversely affect the rights and free-
doms of others (GDPR Art. 15(3)-(4), EUDPR Art. 17(3)-(4)).

11.5.1.3 Rectification and erasure

Rectification

GDPR Art. 16 and EUDPR Art. 18 stipulate that the data subject shall have the right to obtain
from the controller without undue delay the rectification of inaccurate personal data concerning
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him or her. Taking into account the purposes of the processing, the data subject shall have the
right to have incomplete personal data completed.

Erasure

In some cases, the data subject shall have the right to obtain from the controller the erasure of
personal data concerning him or her without undue delay (GDPR Art 17(1), EUDPR Art. 19(1)).

Restriction of processing

In certain cases, the data subject shall have the right to obtain from the controller restriction of
processing (GDPR Art. 18(1), EUDPR Art. 20(1)), in which case such personal data shall, with the
exception of storage, only be processed with the data subject’s consent or for the establishment,
exercise or defence of legal claims or for the protection of the rights of another natural or legal
person or for reasons of important public interest of the Union or of a Member State (GDPR
Art. 18(2), EUDPR Art. 20(2)). A data subject who has obtained restriction of processing must be
informed by the controller before the restriction of processing is lifted (GDPR Art. 18(3), EUDPR
Art. 20(3)). For EU institutions and bodies, the restriction of processing shall in principle be
ensured by technical means in automated filing systems - the fact that the personal data are
restricted shall be indicated in the system in such a way that it becomes clear that the personal
data may not be used (EUDPR Art. 20(4)).

Notification

According to GDPR Art. 19 and EUDPR Art. 21, the controller shall communicate any rectification
or erasure of personal data or restriction of processing carried out in accordance with GDPR
Art. 16, 17(1) and 18 to each recipient to whom the personal data have been disclosed, unless
this proves impossible or involves disproportionate effort. The controller shall inform the data
subject about those recipients if the data subject requests it.

Right to data portability

In certain cases, the data subject shall have the right to receive the personal data concerning
him or her, which he or she has provided to a controller, in a structured, commonly used and
machine-readable format and have the right to transmit those data to another controller without
hindrance from the controller to which the personal data have been provided (GDPR Art. 20(1),
EUDPR Art. 22(1)).

11.5.1.4 Right to object and automated individual decision-making

The data subject shall have the right to object, on grounds relating to his or her particular sit-
uation, at any time to processing of personal data concerning him or her which is based on
necessity for the performance of a task carried out in the public interest or in the exercise of of-
ficial authority vested in the controller (GDPR Art. 6(1)(e), EUDPR Art. 5(1)(a)) or for the purposes
of the legitimate interests pursued by the controller or by a third party (GDPR Art. 6(1)(f)), in-
cluding profiling based on those provisions. The controller shall no longer process the personal
data unless the controller demonstrates compelling legitimate grounds for the processing which
override the interests, rights and freedoms of the data subject or for the establishment, exercise
or defence of legal claims (GDPR Art 21(1), EUDPR Art. 23(1)).

With a few exceptions, the data subject shall have the right not to be subject to a decision based
solely on automated processing, including profiling, which produces legal effects concerning
him or her or similarly significantly affects him or her (GDPR Art. 22(1), EUDPR Art. 24(1)).
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11.5.2 Data subject rights that cannot be deviated from
11.5.2.1 Information provided to the data subjects

GDPR Article 13 foresees that controllers must provide data subjects with specific information
about the processing of their personal data - such as the purpose, legal basis, recipients, and
their rights at the time data is collected. This norm cannot be deviated from when processing
personal data for statistical purposes.

In case of reference case study, the obligations of the NSI, the Ministry and the Company as
controllers regarding their own datasets are outside the scope of this analysis.

11.5.3 Data subject rights that can be deviated from under the special
regime for statistical purposes

11.5.3.1 Special regime for statistical purposes

This analysis has determined, that deviations from GDPR Articles 14(5)(b), 15, 16, 18 and 21 for
statistical purposes may be allowed. Data subject rights under the special regime for statistical
purposes are addressed in Section 8.3.2.

Based on the applicable law, in case of reference case study, it may be possible to deviate from
requirements set by GDPR Articles 14(5)(b), 15, 16, 18 and 21. However, the analysis, whether
deviation is allowed and to what extent, must take into account the specific domain and compu-
tation (algorithm). In case of reference case study, the specific domain and computation are not
known.

11.5.3.2 Processing without identification

This analysis has identified possible derogations from GDPR Art. 15 to 20 for statistical purposes
(see Section 8.3.2). Processing without identification is further elaborated in Section 8.3.2.3,
where the legal framework and practical implications for statistical purposes are discussed in
detail.

Any deviation from processing without identification must be proportionate, justified by a legit-
imate statistical purpose, and subject to appropriate safeguards, including data minimisation,
purpose limitation, and robust security measures.

In case of reference case study, it can be argued that the usage of the Solution is deemed as pro-
cessing without identification and that the appropriate safeguards requirements are fulfilled.
However, as the reference case study does not specify the domain, nor specific computation (in-
cluding algorithm), further analysis is needed. Deviation from GDPR Art. 15-20 may be possible,
if it is reasoned taking into account the domain and computation.
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Glossary

Algorithm
Function(s) applied to the Input Data to produce Output Data, detailing the exact analysis to
be executed by the CT. Part of the CTS

Candidate Member
An entity that is in the process of becoming a System Member

Client
A System Member using the System to perform CTs in role of IP or OP

Client Node
Service Node of the Client

Computation
Execution of the CT

Computation Service Agreement
Agreement signed between the CT Consortium, from the one side, and members of the set
of CPs, from the other side

Computation Task (CT)
A coordinated activity governed by a contract where CPs process Restricted Data from IPs to
deliver a specific result to OPs through the use of SPC technologies

Computation Task Consortium (CT Consortium)
Collaboration between the stakeholders who fulfill the IP and OP roles in a given CT

Computation Task Log (CT Log)
Logs concerning a specific CT, e.qg. its state changes and any logging output produced by the
Algorithm itself

Computation Task Specification (CTS)
Definition of a CT including (among other details) a human-readable description, the cor-
responding computation Algorithm, data-model, identities of all CT Consortium Members,
involved CPs, Users and assignment of roles. CTS is first created as a draft and after signing
by relevant parties becomes a signed CTS

Computation Task Virtual Machine (CT VM)
A TEE-based virtual machine provisioned to host the functions of one CT at one CP

Computing Node
Service Node of the CP

Computing Party (CP)
An independent System Member who owns, operates or otherwise provides a Computing
Node for hosting CTs

Consortium Agreement
Agreement signed by the CT Consortium. Together with the CTS, forms the full description
of the CT

Contractor
A legal or natural person contracted by the SO, a System Member or the CT Consortium to
supply products or services, or perform work related to the Solution, such as software au-
diting, data science, or cloud provisioning. These parties operate under formal agreements
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and are not System Members, however, they may have derived obligations due to relations
with System Members and access to the System.

Control Plane
The Plane for the planning, deployment, and coordination of CTs

CT Consortium Member
One partner organisation (either IP or OP) in the CT Consortium

Cybersecurity Act
Regulation (EU) 2019/881

Data Plane
The Plane encompassing any operation on Restricted Data

Data Protection Principle
Principle relating to processing of personal data as set out in GDPR Art. 5

European Commission (Commission)
The European Commission is the executive body of the European Union

Eurostat
The statistical authority of the EU

Foundational Principle (FP)
Core design principles established during the business analysis phase to guide the develop-
ment of the System and ensure alignment with the goals of the Solution

Input Data
The pre-existing data used as input for a CT

Input Party (IP)
Client who uploads Input Data for a CT

Interim Data
The temporary data created during CT execution and not included as output of CT

JOCONDE Project (Project)
the project "JOCONDE” launched in cooperation between Eurostat and Cybernetica AS to de-
velop a detailed set of specifications for the envisioned System and to demonstrate its fea-
sibility through the implementation of a prototype version based on these specifications.
For more information, please see the JOCONDE website in the Internet: https://cros.ec.
europa.eu/joconde/

JOCONDE Solution (Solution)
Subject of the Project; an ICT solution together with supporting processes, agreements and
policies implementing the MPSPCaaS concept, whereby ESS members and their partners
could perform on-demand SPC tasks on their respective data without sharing it in intelligible
form, neither with each other nor with an external TTP

JOCONDE System (System)
A deployable ICT system, part of the Solution that employs SPC technologies to enforce poli-
cies set forth by the Solution

Management Plane
The Plane for System management and auditing activities

Management Plane Subsystems
Software and deployments which consolidate Management Plane functionality
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Membership Application
A formal request submitted by a Candidate Member to join the JOCONDE Solution

MPC Engine
An abstraction layer for a software component to plug-in MPC implementations from differ-
ent System Vendors

Multiparty Secure Private Computation-as-a-Service (MPSPCaaSs)
MPSPCaas is a model where a shared MPSPC infrastructure is developed and operated by a
network of institutions and made available to users on demand as a service

Output Data
The new data resulting from a CT

Output Party (OP)
Client who downloads Output Data from a CT

PET for Input Privacy (I-PET)
Privacy-Enhancing Technology designed to solve input privacy requirements

PET for Output Privacy (O-PET)
Privacy-Enhancing Technology designed to solve output privacy requirements

Plane
Top-level conceptual element of the System that categorises responsibilities and functionality

Private Hosting Service Provider
An entity offering on-demand computing services - like storage, networking, and processing
power - over the internet

Protected Data
A representation of data that is made illegible by applying cryptographic techniques specific
to the chosen MPC technology. In most cases data values are secret shared, i.e. split into
several pieces so that no set of shares smaller than the given threshold reveals any informa-
tion about the data. The representation allows the System to perform computations on the
data without removing the protection

Protected Input Data
A secret-shared version of the Input Data. This protection is applied at the IP

Protected Interim Data
Interim Data in secret-shared form

Protected Output Data
A secret-shared version of Output Data

Restricted Data
Input Data or Output Data that must be kept secret from other System Members and third
parties due to regulatory (e.g. data protection or confidentiality requirements) or other rea-
sons

Root Service Node
The Service Node of the SO

Secure Multiparty Computation (MPC)
Technique for evaluating a function with multiple parties so that the agreed party learns the
output value but not each other’s inputs

Service Node
A server which is hosting System components, offering a concrete set of functionalities to
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other Service Nodes and Users. Usually further classified by its main role: Root Service Node,
Client Node, Computing Node

Solution Policy (Policy)
A general policy set by the SO to prescribe how the Solution is intended to be used

Statistical Principle
A principle established in TFEU Article 338 Section 2, which the production of European statis-
tics shall conform to

Statistical Quality Criteria
The criteria established in RES Art. 12(1) for ensuring the quality of European statistics

System Agreement
Alegally enforceable agreement between a System Member and the SO regarding the mem-
bership in and use of the System

System Auditor (SA)
An authorised entity (independent from the SO) who provides auditing services to verify the
correctness of the operation of the System by, for example, detecting errors, attacks or at-
tempts to deviate from the intended workflow

System Log
Logs that transcend any specific CT

System Member
Legal persons or other entities with autonomous information systems who have been ac-
cepted by the SO to interface with the System in role of IP, OP, or CP

System Operator (SO)
Eurostat (European Commission) within the capacity to manage membership and coordinate
communication between System Members

System Vendor
An entity that, in cooperation with the SO, delivers components (Service Node, MPC Engine)
that make up the System

Trusted Execution Environment (TEE)
An input privacy technique based on specific CPU extensions

User
Natural person authorised by a Client to use the System
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Acronyms

WP29
Article 29 Working Party

AIA
Artificial Intelligence Act

Charter
Charter of Fundamental Rights of the European Union

CD2015/443
Commission Decision (EU, Euratom) 2015/443

CD2017/46

Commission Decision (EU, Euratom) 2017/46
CIR2024/482

Commission Implementing Regulation (EU) 2024/482
CJEU

Court of Justice of the European Union
CRA

Cyber Resilience Act
DGA

Data Governance Act
DPIA

data protection impact assessment
ePD

ePrivacy Directive
EUDPR

EU Data Protection Regulation (EU) 2018/1725
EUCC

European Common Criteria-based cybersecurity certification scheme

ECHR
European Convention on Human Rights and Fundamental Freedoms

ECtHR
European Court of Human Rights

EDPB
European Data Protection Board

EDPS

European Data Protection Supervisor
ESS

European Statistical System

ESCoP
European Statistics Code of Practice

ESCB
European System of Central Banks
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EU

European Union
ENISA

European Union Agency for Cybersecurity
FRIA

fundamental rights impact assessments
GDPR

General Data Protection Regulation (EU) 2016/679
GSBPM

Generic Statistical Business Process Model
HRIA

human rights impact assessments
ICT

information and communication technology
LED

Law Enforcement Directive
NSI

National Statistical Institute
NIS2

NIS 2 Directive
ONA

other national authority
PET

Privacy-Enhancing Technology
RES2

Regulation 2024/3018 amending the RES
EUCR

Regulation (EU, Euratom) 2023/2841
RNPD

Regulation for the free flow of non-personal data in the European Union

RES
Regulation on European Statistics

SPC
Secure Private Computing

SBOM
Software Bills of Materials

SDC
Statistical Disclosure Control

TEU
Treaty on the European Union

TFEU
Treaty on the Functioning of the European Union
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TTP
Trusted Third Party
WP29-03/2010
WP29 Opinion on Purpose Limitation
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List of deliverables

Work in the JOCONDE Project is divided into six tasks, each producing one or more deliverables.
The following list provides an overview of all project deliverables. The items in grey font refer
to interim versions and should be considered as deprecated. All final deliverables are publicly
available from the project page https://cros.ec.europa.eu/joconde.

+ Task 1 - Usage scenarios and system requirements

- D1.1 Usage Scenarios and System Requirements - Interim version (deprecated)
- D1.2 Usage Scenarios and System Requirements - Final version

+ Task 2 - Technology analysis
- D2.1 Technology Survey and Analysis
+ Task 3 - Legal aspects

- D3.1 Legal Analysis (this document)
- D3.2: PartI- Governance Templates
- D3.2: Part II - Data Protection Impact Assessment Template

+ Task 4 - System specifications and architecture

- D4.1 System Specification and Architecture - Interim version (deprecated)
- D4.2 System Specification and Architecture - Revised version (deprecated)
- D4.3 System Specification and Architecture - Final version

+ Task 5 - Demonstrator prototype and functional testing

- D5.1 Demonstration Prototype, Test Cases and Test Results
* Task 6 - Trust building plan

- D6.1 Trust Building Plan
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Table 14 outlines a comprehensive set of cybersecurity requirements for the System, derived
from key regulatory frameworks including EUCR, CD2017/46, and CD2015/443. These require-
ments are categorised by their source, control type (organisational or technical), the role of the
SO or System Members, and the specific controls and processes involved.

This table covers critical aspects such as cybersecurity maturity assessments, risk management,
access control, incident response, secure data processing, and compliance with procurement
and contractual obligations. Each requirement is mapped to relevant legal provisions and asso-
ciated implementation mechanisms, providing a structured reference for ensuring robust cyber-
security governance and operational resilience across the System and its components.

No
LEG-1.1

LEG-1.2

LEG-1.3

LEG-1.4

LEG-1.5

LEG-1.6

LEG-1.7

LEG-1.8

Requirement

The SO must carry out regular cybersecurity maturity assessments
to evaluate the System’s cybersecurity preparedness and resilience,
and to identify areas for improvement.

The System Members and SO must use all appropriate and propor-
tionate technical, operational and organisational measures to en-
able management of the cybersecurity risks [identified under the
Framework], and to prevent or minimise the impact of incidents.

The SO should ensure that the System abides by the cybersecurity
plan to be adopted by the Union institution or body on 2026 August
1st.

Where appropriate, the cyber crisis management plan of the Union
institution or body for major incidents must also take into account
the security considerations of the System.

When the System entails, integrates with or otherwise depends in
its functioning on a separate component that qualifies as a ommuni-
cation and information system under CD2017/46, the terms of the
agreement or contract with the provider of that component must
comply with the CD2017/46.

Confidentiality, integrity and availability of the System and its com-
ponents and the data sets that they process must be preserved.

SO shall document information regarding the System and its
components inventories, including information relating to cyber
threats, near misses, vulnerabilities, indicators of compromise, cy-
bersecurity alerts and recommendations regarding configuration of
cybersecurity tools to detect incidents.

The System must enable the gathering of evidence and informa-
tion that is relevant for submitting information to CERT-EU, includ-
ing early warnings, incident notifications, intermediate reports on
relevant status updates, progress reports, and final reports, along
with supporting documents and proof.
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No Requirement Source

LEG-1.9 System Members and SO need to notify relevant institutions, coop- EUCR, CD2017/46,
erate and communicate with relevant parties in order to manage and CD2015/443.
and resolve incidents.

LEG-1.10 The System should incorporate robust levels of access control ap- EUCR Art.  8(2)(h)

propriate to each role within the System. and (CD2015/443

Art. 10(2).
LEG-1.11 The System must have functionalities for maintaining security mon- EUCR Art.  8(2)(n)
itoring and logging. and (CD2015/443

Art. 22(2).

LEG-1.12 The SO must carry out audits as part of the initial cybersecurity re- EUCR Art. 6(1) and
view [to ensure the effectiveness of the Framework]. Rec. 26.

LEG-1.13 The SO must take concrete steps to move towards zero-trust princi- EUCR Art. 8(3)(b).
ples regarding the System.

LEG-1.14 The System must use multifactor authentication as a norm across EUCR Art. 8(3)(c).
network and information systems.

LEG-1.15 The System must use cryptography and encryption, including end- EUCR Art. 8(3)(d).
to-end encryption, and secure digital signing.

LEG-1.16 The System must implement proactive measures for the detection EUCR Art. 8(3)(f).
and removal of malware and spyware.

LEG-1.17 The SO must establish software supply chain security through crite- EUCR Art. 8(3)(g).
ria for secure software development and evaluation.

LEG-1.18 The SO must enhance procurement rules to facilitate a high com- EUCR Art. 8(3)(k)(i).
mon level of cybersecurity by removing contractual barriers that
limit information sharing from ICT service providers about inci-
dents, vulnerabilities, and cyber threats with CERT-EU.

LEG-1.19 The SO must enhance procurement rules to facilitate a high com- EUCR Art. 8(3)(k)(ii).
mon level of cybersecurity by including contractual obligations to
report incidents, vulnerabilities, and cyber threats and to have ap-
propriate incident response and monitoring mechanisms in place.

LEG-1.20 Access to the System must be granted only to organisations that CD2015/443  Art.
meet security standards equivalent to those of the CD2015/443, 10.
with the SO monitoring compliance and enforcing strict access con-
trols when necessary.

LEG-1.21 SO and System Members need to establish a risk management pro- CD2017/46 Art. 3.
cess to ensure appropriate levels of authenticity, availability, con-
fidentiality, integrity, non-repudiation, protection of personal data,
and professional secrecy.

LEG-1.22 System Members must be provided with references to the System’s CD2017/46.
IT security policy and IT security incident reporting system.

LEG-1.23 Agreements related to the System must comply with the security CD2017/46.
principles set forth in CD2015/443.
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Appendix B Requirements for official
statistics

The Table 15 presents a set of legal requirements governing the use of the Solution for the de-
velopment and production of official statistics, as defined by the RES and related legal provisions.
These requirements ensure that the Solution is used exclusively for statistical purposes, respects
the legal mandate of statistical authorities, and upholds the Statistical Principle and Statistical
Quality Criteria.

No Requirement Source

LEG-2.1  The type of statistical results and analyses which are output from
the System have to be clearly qualified either as European statistics
or national statistics of the relevant Member State(s), in order to

properly determine the applicable law.

RES Rec. 29, Art 1(1)

LEG-2.2 When carrying out Computation Tasks by means of the System, such  RES Art. 3(1)(8)
Computation Tasks must be limited to the purposes of development
or production of European statistics or national statistics.

LEG-2.3 The outcome of a Computation Tasks carried out by means of the RES Art. 3(1)(8)
System must be statistical results or analyses by statistical authori-
ties.

LEG-2.4 The System must enable the identification and marking of Input RES Art. 2(1)(e)
Data as "confidential”.

LEG-2.5 The System must prohibit the use of Input Data marked as “confi- RES Art. 2(1)(e)
dential” for unauthorised purposes.

LEG-2.6  The System must prohibit the disclosure of Input Data marked as RES Art. 2(1)(e)
"confidential” to unauthorised recipients.

LEG-2.7 SO, System Members, and CPs must take technical and organisa- RES Rec. 27, RES
tional measures to prevent the use of confidential data contained Art. 2(1)a, Art.
either in Input Data or in Output Data for non-statistical purposes 20(1), EDPS Opin-
(e.g. administrative, legal or tax purposes as well as verification ion on safeqguards
against the statistical units beyond statistical purposes). and derogations

Under Article 89
GDPR in the con-
text of a proposal
for a Regulation
on integrated
farm statistics. 20
November 2017, p
13

LEG-2.8 When ESS statistical authorities are acting as IPs or OPs, they must  RES Art. 12(1), RES

evaluate the extent to which Statistical Quality Criteria can be ful-
filled and take corresponding technical and organizational mea-
sures to implement these criteria in the relevant CT.

Art. 17(9)(2)
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Source

LEG-2.9

LEG-2.10

LEG-2.11

The System must prohibit the sharing of privately held data outside
the ESS, unless the private data holder has agreed to the sharing of
those data.

When NSIs or Eurostat are acting as IPs or OPs, they must take ap-
propriate measures to protect statistical confidentiality and trade
secrets in implementing the relevant Computation Task.

It needs to be specified whether the outcome of a Computation Task
carried out by means of the System is statistics under development
or production statistics.

RES Art. 17e(1)(c)

RES Art. 17e(3)(a)

RES Art.  3(1)(1),
Art. 179(1) and Art.
179(2)
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Appendix C Requirements for data
protection

The Table 16 outlines a comprehensive set of data protection requirements applicable to the
processing of personal data at the CT level of the Solution, as mandated by the GDPR, the EUDPR,
and related legal provisions. These requirements ensure that personal data is processed lawfully,
fairly, and transparently, while safeguarding the rights and freedoms of data subjects.

This table details obligations related to data minimisation, purpose limitation, data protection
by design and by default, accountability, and the rights of data subjects, including access, rec-
tification, erasure, and data portability. It also addresses joint controller responsibilities, data
breach notification, and the necessity of conducting DPIAs for high-risk processing activities.
Each requirement is mapped to its legal source, control type (organisational or technical), the
responsible role - such as the SO, SA, IP, OP, or CP - and the corresponding controls and pro-
cesses.

No Requirement Source

LEG-3.1  When personal data is processed for statistical purposes, appropri- RES Art. 17e(2)

ate safeguards must be implemented to protect the rights and free-
doms of the data subjects, in order to rely on the special regime for
statistical purposes.

and Art 17e(3)(a)-
(b), GDPR Art 89(1),
EUDPR Art 13

LEG-3.2 When personal data is processed for statistical purposes, the per- GDPR Art. 5(1)(c),
sonal data must be adequate, relevant and limited to what is nec- EUDPR Art. 4(1)(c)
essary in relation to the statistical purposes for which they are pro-
cessed.

LEG-3.3 When personal data is further processed for statistical purposes,a GDPR Art. 5(1)(b),
compatibility assessment must be carried out in order to determine  GDPR Art.  89(1),
if the further processing for statistical purposes is compatible with EUDPR Art. 4(1)(b),
the initial purposes of collecting the personal data. EUDPR Art. 13

LEG-3.4 When personal data is further processed for statistical purposes, GDPR Art 89(1), EU-
they must conduct the further processing in a manner that does DPR Art 13
not permit or no longer permits the identification of data subjects
related to those personal data, unless such processing cannot be
fulfilled in that manner.

LEG-3.5 It must be specified whether the data processed by means of the GDPR Art. 11, EU-
System requires the identification of a data subject by the controller DPR Art. 12
or not, in order to determine the extent of the applicable rights of
the affected data subjects and the corresponding obligations of the
controller(s).

LEG-3.6  Controller(s) must implement, review and update appropriate tech- GDPR Art.  24(1)
nical and organisational measures to ensure and to be able to and 24(2), EUDPR

demonstrate that processing of personal data by means of the Sys-
tem is performed in accordance with GDPR.
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No
LEG-3.7

LEG-3.8

LEG-3.9

LEG-3.10

LEG-3.11

LEG-3.12

LEG-3.13

LEG-3.14

LEG-3.15

Requirement

Controller(s) must implement appropriate technical and organisa-
tional measures in a manner that effectively implement the Data
Protection Principles and are integrated into the processing both at
the time of the determination of the means for processing as well
as at the time of the processing itself (data protection by design).

Controller(s) must implement appropriate technical and organisa-
tional measures for ensuring that, by default, only personal data
which are necessary for each specific purpose of the processing are
processed (amount, extent, storage period, accessibility).

Joint controllers must: a) determine in a transparent manner their
respective responsibilities of compliance with their data protection
obligations (e.g. rights of the data subject, duties to provide infor-
mation) by means of an arrangement between them, unless the re-
spective responsibilities are determined by Union or Member State
law to which the joint controllers are subject, b) reflect in their ar-
rangement the respective roles and relationships of the joint con-
trollers vis-a-vis the data subjects, and c) make the essence of the
arrangement available to the data subject

If controllers or processors not established in the EU process per-
sonal data of data subjects who are in the EU, then the controller or
the processor shall designate in writing a representative in the EU.

Controller(s) must use only processors who provide sufficient guar-
antees to implement appropriate technical and organisational mea-
sures in such a manner that processing will meet the requirements
of the GDPR and/or EUDPR (if controller is a Union institution or
body) and ensure the protection of the rights of the data subject.

Controller(s) must maintain a record of processing activities under
the controller’s or its representative’s, as applicable, responsibility,
including a record of all categories of processing activities carried
out on behalf of the controller or processor in writing, including in
electronic form. If the controller is a Union institution or body, the
records must be kept in a central register and made publicly acces-
sible, unless not appropriate considering the size of the Union insti-
tution or body.

Controller(s) and processor(s) must cooperate, on request, with the
supervisory authority in the performance of its tasks. If the con-
troller or processor is a Union institution or body, the cooperation
obligation applies with regard to the EDPS in the performance of his
or her tasks.

Controller(s) and processor(s) must implement appropriate techni-
cal and organisational measures to ensure a level of security appro-
priate to the risk.

Controller(s) and processor(s) must implement appropriate techni-
cal and organisational measures to ensure a level of security appro-
priate to the risk, taking into account in particular of the risks that
are presented by processing.
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Public

Source

GDPR Art.  25(1),
EUDPR Art. 27(1)

GDPR Art.  25(2),
EUDPR Art. 27(2)

GDPR Art.  26(2),
EUDPR Art. 28(2)

GDPR Art. 27(1)

GDPR Art.  28(1),
EUDPR Art. 29(1)

GDPR Art.  30(1)
and 30(2), EUDPR
Art. 31(1) and 31(2),
EUDPR Art. 31(5)

GDPR Art. 31, EU-
DPR Art. 32

GDPR Art. 32(1),
EUDPR Art. 33(1)

GDPR Art.  32(1)
and 32(2), EUDPR
Art. 33(1) and 33(2)
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No
LEG-3.16

LEG-3.17

LEG-3.18

LEG-3.19

LEG-3.20

LEG-3.21

LEG-3.22

LEG-3.23

LEG-3.24

Requirement

Controller(s) and processor(s) must take steps to ensure that any
natural person acting under either of their authority who has access
to personal data does not process them except on instructions from
the controller, unless he or she is required to do so by Union law or
Member State law.

Controller(s) must notify the competent supervisory authority a per-
sonal data breach which is likely to result in a risk to the rights and
freedoms of natural persons, do so without undue delay and, where
feasible, no later than 72h after having become aware of it.

Processor(s) must notify controller(s) without undue delay after be-
coming aware of a personal data breach.

Controller(s) must document any personal data breaches, compris-
ing the facts relating to the personal data breach, its effects and the
remedial action taken.

Controller(s) must communicate the personal data breach, which is
likely to result in a high risk to the rights and freedoms of natural
persons to the data subject without undue delay, unless exceptions

apply.

If a controller or processor is a Union institution or body, it must en-
sure the confidentiality of electronic communications, in particular
by securing their communications networks, but also by protecting
the information transmitted to, stored in, related to, processed by
and collected from the terminal equipment of users accessing their
publicly available websites and mobile applications.

If a controller or processor is a Union institution or body, it must take
all the necessary measures to prevent personal data contained in
directories of users from being used for direct marketing purposes
regardless of whether they are accessible to the public or not. Per-
sonal data in such directories and access to such directories must
be limited to what is strictly necessary for the specific purposes of
the directory.

Where the processing of personal data by means of the System is
likely to result in a high risk to the rights and freedoms of natural
persons, the controller(s) must carry out a DPIA prior to the pro-
cessing and review the DPIA when there is a change of the risk rep-
resented by processing operations.

When conducting a DPIA, the controller must seek the views of data
subjects or their representatives on the intended processing.
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Public

Source

GDPR Art.  32(4),
EUDPR Art. 33(3)

GDPR Art.  33(1),
EUDPR Art. 34(1)

GDPR Art. 33(2),
EUDPR Art. 34(2)
GDPR Art.  33(4),

EUDPR Art. 34(6)

GDPR Art.  34(1)
and 34(3), EUDPR
Art. 35(1) and 35(3)

EUDPR Art. 36 and
37, ePD Art. 5(3)

EUDPR Art. 38(1)
and 38(2)

GDPR Art. 35(1)
and 35(11), EUDPR
Art. 39(1) and
39(11)

GDPR Art. 35(9),
EUDPR Art. 39(9),

WP29 DPIA Guide-
linesp 15
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No
LEG-3.25

LEG-3.26

LEG-3.27

LEG-3.28

LEG-3.29

LEG-3.30

Requirement

If the DPIA indicates that the processing would result in a high risk
in the absence of measures taken by the controller to mitigate the
risk, the controller shall consult the supervisory authority prior to
processing and provide it with the relevant information, including
the DPIA. If the controller is a Union institution or body, it shall seek
the advice of the data protection officers on the need for prior con-
sultation with the EDPS and consult the EDPS prior to the processing
where a DPIA indicates that the processing would, in the absence of
safeguards, security measures and mechanisms to mitigate the risk,
result in a high risk to the rights and freedoms of natural persons
and the controller is of the opinion that the risk cannot be mitigated
by reasonable means in view of the available technologies and costs
of implementation.

Processors must not engage another processor without prior spe-
cific or general written authorisation of the controller, including in-
tended changes concerning the addition or replacement of other
processors.

Processors must abide by a contract or other legal act under EU or
Member State law in writing, including in electronic form, that is
binding on the processor with regard to the controller and that sets
out the subject-matter and duration of the processing, the nature
and purpose of the processing, the type of personal data, the cat-
egories of data subjects and the obligations and rights of the con-
troller, as well as impose the same arrangements also on its autho-
rised sub-processors.

When processing personal data by means of the System, it must
be ensured that processors do not process personal data by means
of the System otherwise than according to the controller’s instruc-
tions.

It must be specified whether the data processing by means of the
System is carried out by the Union institutions and bodies, in order
to define the scope of data protection law applicable to such pro-
cessing.

It must be specified whether personal data, non-personal data or
mixed datasets of personal and non-personal data are being pro-
cessed by means of the System, in order to define the scope of data
protection law applicable to such processing.
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Public
Source
GDPR Art. 36(1)
and 36(3), EUDPR
Art. 40(1) and
40(3)(e)
GDPR Art. 28(2),

EUDPR Art. 29(2)

GDPR Art.  28(4),
EUDPR Art. 29(4)

GDPR Art.  4(9),
“EDPB. Guidelines
on the concepts
of controller, pro-
cessor and joint
controllership un-
der Regulation
(EU) 2018/1725, 7
November 2019,
Sec 4, Paragraph
80"

EUDPR Art.  2(1),
Art. 2(5), RNPD Art.
2(1), Art. 2(2)

RNPD Art. 2(1),
Art. 2(2), GDPR Art.
1(1), Art. 2(1) and
Art.  4(1), EUDPR
Art. 1(1), Art. 2(1)
and Art. 3(1)
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No
LEG-3.31

LEG-3.32

LEG-3.33

LEG-3.34

LEG-3.35

LEG-3.36

LEG-3.37

LEG-3.38

LEG-3.39

Requirement

It must be specified whether general personal data or special cat-
egories of personal data are being processed by means of the Sys-
tem, in order to define the scope of data protection law applicable
to such processing.

It must be specified whether confidential data in the meaning of
European statistics law contains personal data in the meaning of
European data protection law, when it is being processed by means
of the System, in order to determine whether European data pro-
tection law will apply to such processing.

It must be specified who bears the role of controller for each pro-
cessing of personal data by means of the System.

It must be specified who bears the role of processor for each pro-
cessing of personal data by means of the System.

When processing personal data by means of the System, a purpose
must be determined and, where necessary, a compatibility assess-
ment has to be carried out.

When processing personal data by means of the System, it must be
determined whether the processing is primary or secondary.

When carrying out secondary processing of personal data by means
of the System, it must have a purpose compatible with the purpose
of the primary processing of personal data.

When processing personal data by means of the System, it must be
determined which separate processing operations have related pur-
poses, so that they can take place under the umbrella of an overall
purpose.

When processing personal data by means of the System, a legal
basis must be determined for each processing of personal data by
means of the System.
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Source

GDPR Art. 2(1), Art.
4(1)(1)and Art. 9(1),
EUDPR Art.  2(1),
Art. 3(1)(1) and Art.
10(1)

RES Art.  1(1)7),
GDPR Rec. 162,
GDPR Art. 1(1), Art.
2(1) and Art. 4(1),
EUDPR Art. 1(1),
Art. 2(1) and Art.
3(1)

GDPR Art. 5(2) and
Art. 26, EUDPR Art.
4(2) and Art. 28

GDPR Art. 28, EU-
DPR Art. 29

GDPR Art.  5(1)(b),
EUDPR Art. 4(1)(b)

GDPR Art. 5(1)(b),
EUDPR Art. 4(1)(b),
WP29. Opinion
03/2013 on pur-
pose limitation.
Adopted on 2 April
2013, 00569/13/EN
WP 203, pp 11-13

GDPR Article
5(1)(b), EUDPR
Art. 4(1)(b)

GDPR Art.  5(1)(b),
EUDPR Art. 4(1)(b),
WP29. Opinion
03/2013 on pur-
pose limitation.
Adopted on 2 April
2013, 00569/13/EN
WP 203, p 16

GDPR Art.  5(1)a),
EUDPR Art. 4(1)a),
WP29. Opinion
03/2013 on pur-
pose limitation.
Adopted on 2 April
2013, 00569/13/EN
WP 203, p 16
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Public
No Requirement Source

LEG-3.40 When processing personal data by means of the System, it must be GDPR Art. 5(1)(a),

fair in relation to the relevant data subject(s). Rec. 39, Rec. 60,
Rec. 71, EUDPR
Art. 4(1)(a), Rec. 20,
Rec. 35, Rec. 43

LEG-3.41 When processing personal data by means of the System, it must be  GDPR Art. 5(1)(a),

transparent in relation to the relevant data subject(s). Rec. 39, Rec. 60,
Rec. 71, EUDPR
Art. 4(1)(a), Rec. 20,
Rec. 35, Rec. 43

LEG-3.42 When processing personal data by means of the System, the System  GDPR Art. 5(1)(d),
must enable it to be kept up to date and inaccurate personal data EUDPR Art. 4(1)(d)
to be erased or rectified without delay.

LEG-3.43 When processing personal data by means of the System, the System  GDPR Art. 5(1)(e),
must enable it to be kept in a form which permits identification of EUDPR Art. 4(1)(e)
data subjects for no longer than is necessary for the purposes for
which the personal data are processed.

LEG-3.44 When processing personal data by means of the System, the System  GDPR Art.  5(1)(f),
must enable to ensure appropriate security of the personal data. EUDPR Art. 4(1)(f)

LEG-3.45 When processing personal data by means of the System, the Sys- GDPR Art.  12(1),
tem must enable the controller to provide and the data subject to EUDPR Art. 14(1)
receive sufficient information about such processing in accordance
with applicable data protection laws.

LEG-3.46 When processing personal data by means of the System, the System  GDPR Art.  12(2),
must enable the controller to facilitate the exercise of data subject EUDPR Art. 14(2)
rights by means of the System.

LEG-3.47 When processing personal data concerning a data subject by means GDPR Art.  12(2),
of the System, the System must enable the controller to refusetoact EUDPR Art. 14(2)
on the request of the data subject for exercising his or her rights, as
long as it is not in a position to identify the data subject by means
of the System.

LEG-3.48 When processing personal data by means of the System, the System  GDPR Art. 13-14,
must enable the controller to distinguish between situations when EUDPR Art. 15-16
personal datais collected from the data subject and situations when
personal data is not obtained from the data subject, in order to pro-
vide the data subject with corresponding information.

LEG-3.49 When processing personal data concerning a data subject by means GDPR Art.  15(1),
of the System, the System must enable the relevant data subjectto EUDPR Art. 17(1)
obtain confirmation from the controller to that effect and access
such personal data concerning him or her along with the informa-
tion required in applicable data protection laws.

LEG-3.50 When processing personal data concerning a data subject by means GDPR Art.  15(2),
of the System, the System must enable the relevant data subjectto EUDPR Art. 17(2)
receive information about the appropriate safeguards relating to
the transfer.
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No
LEG-3.51

LEG-3.52

LEG-3.53

LEG-3.54

LEG-3.55

LEG-3.56

LEG-3.57

LEG-3.58

LEG-3.59

Requirement

When processing personal data concerning a data subject by means
of the System, the System must enable the relevant data subject
to receive a copy of the personal data undergoing processing in a
commonly used electronic form.

When processing personal data concerning a data subject by means
of the System, the System must enable the relevant data subject
to order the controller to rectify the inaccurate personal data and
complete the incomplete personal data concerning him or her and
the controller to do so without undue delay.

When processing personal data concerning a data subject by means
of the System, the System must enable the relevant data subject
to order the controller to erase personal data concerning him or
her without undue delay and the controller to do so without undue
delay.

When processing personal data concerning a data subject by means
of the System, the System must enable the relevant data subject to
order the controller to restrict processing of personal data concern-
ing him or her and the controller to do so.

When processing personal data concerning a data subject by means
of the System, the System must enable the controller to inform each
recipient to whom the personal data have been disclosed of any rec-
tification or erasure of personal data or restriction of processing.

When processing personal data concerning a data subject by means
of the System, the System must enable the data subject to receive
that personal data concerning him or her in a structured, commonly
used and machine-readable format and transmit those data to an-
other controller, if (a) he or she provided that data to the initial con-
troller, (b) the processing is based on consent or contract and (c) is
carried out by automated means.

When processing personal data concerning a data subject by means
of the System, the System must enable the data subject to object
to processing of personal data concerning him or her and the con-
troller to stop processing thereafter.

When processing personal data concerning a data subject by means
of the System, the System must enable the data subject not to be
subject to a decision based solely on automated processing, includ-
ing profiling, which produces legal effects concerning him or her or
similarly significantly affects him or her.

If the System is used to transfer personal data outside the EU, it
must qualify as an effective supplementary measure.
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D-16-461
Public

Source

GDPR Art. 15(3)-(4),

EUDPR Art. 17(3)-
(4)

GDPR Art. 16, EU-
DPR Art. 18

GDPR Art.  17(1),

EUDPR Art. 19(1)

GDPR Art.  18(1),
EUDPR Art. 20(1)
and (4)

GDPR Art. 19, EU-
DPR Art. 21

GDPR Art. 20, EU-
DPR Art. 22

GDPR Art.  21(1),
EUDPR Art. 23(1)

GDPR Art. 22(1),
EUDPR Art. 24(1)

EDPB Data Transfer
Recommendation
Use Case 5
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Public

Appendix D Comparison of GDPR and
EUDPR principles and rights, with
derogations for statistical processing

Based on the analysis in Section 8.3.2, Table 17 compares the GDPR and EUDPR principles and
rights, demonstrating their close alignment in core data protection norms. This table also high-
lights two types of key derogations that allow for flexibility in statistical processing under specific

safequards:

1. special regime for statistical purposes (*),

2. processing which does not require identification (**).

Table 17. Comparison of GDPR and EUDPR principles and rights, with derogations for statistical

processing

Category

Accountability

*Lawfulness of pro-
cessing

Fairness and trans-
parency

*Purpose limitation

Data minimisation

Accuracy

GDPR

EUDPR

Data protection principles

Principle: Art. 5(2)

Principle (Art. 5(1)(a)),
lawfulness require-
ments (Art. 6).

Principle: Art. 5(1)(a)

Principle: specified,
explicit and legitimate
purposes (Art. 5(1)(b)).

Principle:  Adequate,
relevant, limited to
what is necessary (Art.
5(1)(C)).

Principle: accurate
and, where necessary,
kept up to date (Art.
5(1)(d)).
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Principle: Art. 4(2)

Principle (Art. 4(1)(a)),
lawfulness require-
ments (Art. 5).

Principle: Art. 4(1)(a)

Principle: specified,
explicit and legitimate
purposes (Art. 4(1)(b)).

Principle:  Adequate,
relevant, limited to
what is necessary (Art.
4(1)(c)).

Principle: accurate
and, where necessary,
kept up to date (Art.
4(1)(d)).

Derogations for statistical

purposes

No derogation foreseen. Con-
troller must ensure and demon-
strate compliance with data
protection principles.

*Derogation possible: Process-
ing special categories of per-
sonal data for statistical pur-
poses merits an exception un-
der GDPR Art. 9(2)(j), EUDPR
Art. 10(2)(j)-

No derogation foreseen.

*Derogation possible: further
processing for statistical pur-
poses may be compatible with
initial purposes if appropriate
safeguards are taken in accor-
dance with Art. 89 GDPR / Art.
13(1) EUDPR.

No derogation foreseen.

No derogation foreseen.
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Category GDPR EUDPR Derogations for statistical
purposes

*Storage limitation Principle: storage lim- Principle: storage lim- *Derogation possible: longer

ited to what is neces-
sary (Art. 4(1)(e)).

ited to what is neces-
sary (Art. 5(1)(e)).

storage allowed if solely for
statistical purposes with safe-
guards (GDPR Art. 89(1), EUDPR
Art. 13(2)).

Integrity and confi-
dentiality

Principle: processed in
a manner that ensures a manner that ensures
appropriate security of appropriate security of
the personal data (Art. the personal data (Art.

5(1)(F)). 4(1)(f)).

Principle: processed in

No derogation foreseen.

*Information to

data subject

Data subject rights

Transparency and in- Transparency
formation rights (Arts. (Arts. 14-16).
12-14).

duties

*Derogation possible: rights
may be restricted if they would
seriously impair statistical pur-
poses (GDPR Art. 89(2); GDPR
Art 14(5)(b) EUDPR Art. 13(3)).

**Right of access Art. 15 Art. 17 **Derogation possible: GDPR
Art. 11(2), EUDPR Art. 12(2).
**Right to rectifica- Art. 16 Art. 18 **Derogation possible: GDPR
tion Art. 11(2), EUDPR Art. 12(2).
*/**Right to era- Art.17 Art. 19 *Derogation possible: GDPR
sure Art. 89(2), EUDPR Art. 13(3).
**Derogation possible: GDPR
Art. 11(2), EUDPR Art. 12(2).
**Right to restrict Art. 18 Art. 20 **Derogation possible: GDPR
Art. 11(2), EUDPR Art. 12(2).
**Notification obli- Art. 19 Art. 21 **Derogation possible: GDPR
gation regarding Art. 11(2), EUDPR Art. 12(2).
right to restrict
**Right to data Art.20 Art. 22 **Derogation possible: GDPR
portability Art. 11(2), EUDPR Art. 12(2).
*Right to object Art. 21 Art. 23 *Derogation possible: GDPR
Art. 11(2), EUDPR Art. 12(2).
*Automated indi- Art. 22 Art. 24 No derogation foreseen, ex-
vidual decision- cept in case of processing for
making, including statistical purposes under pub-
profiling lic interest justification, which
includes profiling (GDPR Art.
21(6) EUDPR Art. 23(4)).
Other
Processor obliga- Controller-processor  Processor obligations No derogation foreseen.
tions relations (Art. 28). (Art. 29).
International Safeguards for trans- Transfers (Arts. 47-50). No derogation foreseen.
transfers fers (Chapter V).

Prior consultation

Prior consultation with Prior consultation with
supervisory authority EDPS (Art. 40).
(Art. 36).

No derogation foreseen.
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