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Disclaimer

This document was prepared by Cybernetica AS as part of a procured project under Service Con-
tract No ESTAT 2023.0400.

The opinions expressed in this document are those of the authors. They do not purport to reflect
the opinions, views or official positions of the European Commission.

This document replaces the earlier technical report D1.7 Usage Scenarios and System Require-
ments - Interim version published on 20.01.2025 (deprecated).

@‘ We encourage readers to provide feedback. If you would like to suggest corrections or im-
provements, or simply ask for clarifications, we are happy to hear from you. Please contact
us via email at joconde@cyber.ee.
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1 Introduction

1.1 Background

Eurostat is the statistical authority of the European Union (EU)." Eurostat produces official statis-
tics in partnership with National Statistical Institutes (NSIs) and other national authorities (ONAs)
in the EU Member States. The partnership between Eurostat, NSIs and ONAs constitutes the Eu-
ropean Statistical System (ESS). Eurostat also coordinates statistical activities at EU level and more
particularly inside the European Commission (Commission).

The ESS is working towards the development of new statistical products based on the integra-
tion of multiple data sources, including new types of non-statistical data sources (e.g. privately
held data). To this end, Eurostat conceived the idea of a shared ESS infrastructure, based on
Privacy-Enhancing Technologies (PETs), enabling ESS members and their partners to perform
cross-organisational integration of confidential data. In order to move forward with the idea of
the shared PET infrastructure, in 2023 the Commission (Eurostat) issued an open call for tender
for provision as a service of a prototype privacy-preserving computation platform for processing con-
fidential sets of micro-data across organisations in support of statistical innovation?. The tender was
awarded to Cybernetica AS, an IT company specialised in security and privacy technologies from
early stage of research to production deployments.?

Following the successful finalisation of the procurement procedure, the JOCONDE Project (Project)*
was launched between Eurostat and Cybernetica in 2024. The main goal set out for the Project
was to develop a detailed set of specifications for the shared PET infrastructure - now called
the JOCONDE System (System) - and to demonstrate its feasibility through the implementation
of a prototype version based on these specifications. During the Project, the initial concept of
the System was augmented with supporting processes, agreements and policies - as a result, a
broader combination of technical and organisational measures emerged, which is referred to as
the JOCONDE Solution (Solution).

1.2 Goals

The Project is set out to demonstrate that:

1. the use of Secure Private Computing (SPC) technologies® - and the Multiparty Secure Private
Computation-as-a-Service (MPSPCaaS) model specifically - allows combining the privacy-by-
architecture approach with the privacy-by-policy approach®. For more information on the
concept and design of the MPSPCaaS model, please see Section 4. For an explanation of
the difference between the technical and organisational measures of the MPSPCaaS model,
please see Section 5.

"Eurostat. Who we are? - Internet: https://ec.europa.eu/eurostat/web/main/about-us/who-we-are

2Tender reference number ESTAT/2023/0P/0004. For further information, please see the TED eTendering website.
- Internet: https://etendering.ted.europa.eu/cft/cft-display.html?cftId=12503

3Cybernetica. - Internet: https://cyber.ee

4Project website. - Internet: https://cros.ec.europa.eu/joconde/

>For more information on SPC technologies as a type of PETs, please see Section 1.3

®The concepts of "privacy-by-architecture” and "privacy-by-policy” are based on: Sarah Spiekermann and Lorrie
Faith Cranor. Engineering Privacy. IEEE Transactions on Software Engineering, Vol. 35, No. 1, January/February 2009,
pages 67-82. - Internet: https://doi.org/10.1109/TSE.2008.88)(08.05.2026).
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2. the combination of privacy-by-architecture approach with the privacy-by-policy approach fa-
cilitates achieving not only data protection by design and by default, as required under EU
data protection law (General Data Protection Regulation (EU) 2016/679 (GDPR) Art. 25, EU
Data Protection Regulation (EU) 2018/1725 (EUDPR) Art. 27), but also compliance by design
in terms of EU laws regulating cybersecurity.” The relevant legal requirements from applica-
ble EU data protection and cybersecurity laws have been mapped in Chapters 6 and 8 in D3.7
Legal Analysis. The evaluation as to the fulfilment of these legal requirements is provided in
Appendix B.2.

3. in some areas, the privacy-by-architecture approach (technical measures) can enforce the
privacy-by-policy approach (organisational measures). This means that certain essential poli-
cies can now be encoded into hardware and software, rather than remain mere promises on
paper (procedures, agreements, legal obligations, etc.). Where possible, such technical en-
forcement can not only strengthen existing policies but allow new kinds of automatic compu-
tation settings, where there may be no need for applying some of the available organisational
measures. For a better understanding of the implications of technically enforced policies in
the MPSPCaaS model, please see Section 4.5. For a more specific analysis of technically en-
forced policies in the context of processing without identification, please see Sections 8.3.1
and 8.3.2.3in D3.1 Legal Analysis.

1.3 Project scope

As a critical starting point for the Project, it is recognised that the envisioned System is not going
to function in a vacuum - it will be situated in a context of pre-existing frameworks, institutions
and processes of the official statistics domain. As such, the System is intended to embrace the
pre-existing circumstances while offering practical ways to adjust to the new realities deriving
from the need to integrate internal and external data sources. While the new realities are bring-
ing on changes to the whole world of official statistics,® the Project addresses only a subset of
these.

The System is envisioned for ESS members and their partners to perform cross-organisational
integration of confidential data using PETs. PETs refer to a broad range of diverse technologies
aimed at achieving different privacy goals such as input privacy, output privacy and policy en-
forcement.” The Project relies on the distinction between Input Privacy and Output Privacy, which
was first introduced in the context of protecting confidentiality of data in official statistics.'® Es-
sentially, PETs for Input Privacy (I-PETs) enable forward computation from undisclosed input,
while PETs for Output Privacy (O-PETs) prevent backward inference from disclosed output.'”

"The concept of "compliance-by-design” is based on: Daniele Canavese, Afonso Ferreira, Liina Kamm, Adrian Que-
sada Rodriguez. Uncovering challenges of cybersecurity cross-regulation in EU legislation. Information and Software
Technology, Volume 193, May 2026, 108033. - Internet: https://doi.org/10.1016/j.infsof.2026.108033
(08.05.2026).

8Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations and Challenges. Vol-
ume 41, Issue 3, September 2025, pages 813-819. - Internet: https://doi.org/10.1177/0282423X251340274
(19.09.2025).

®UN Handbook on Privacy-Preserving Computation Techniques. The Privacy Preserving Techniques Task Team
(PPTTT) of the UN Global Working Group (GWG) on Big Data. 2023. - Internet: https://arxiv.org/abs/2301
.06167 (15.07.2025).

0F, Ricciato, A. Bujnowska, A. Wirthmann, M. Hahn, E. Barredo-Capelot. A reflection on privacy and data confiden-
tiality in Official Statistics. 62nd ISI World Statistics Conference (ISI-WSC 2019) , Kuala Lumpur, 18-23 August 2019
(Session IPS-177: Benefitting from Data Sharing Between Institutions). - Internet: https://doi.org/10.5281/ze
nodo.10246516 (14.08.2025).

"Ibid., page 3; Op. cit., Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations
and Challenges, 2025, pages 814-815.
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In a statistical business process, both I-PETs and O-PETs are needed to protect confidential data
- this is relevant not only when executing the relevant analysis code on confidential source data
but also when exploring the data and designing suitable analysis code for the anticipated statis-
tical result. At the core of the Project, however, is the sub-process of actual computation of the
statistical result, as opposed to any activities immediately preceding or following it - the Project
does not cover the full spectrum of activities of the statistical business process (see Figure 1).

Statistical business process

%

Legend
- Delegation flow
- Knowledge flow
o Stakeholder
— Process

Figure 1. Project scope is limited to the computation of statistical results

The Project investigates a multi-party scenario where the holders of input data (public sector
entities, private sector entities) differ from the entities interested in generating output informa-
tion from those data (statistical authorities). This multi-party scenario necessarily puts the I-PETs
at the center stage in the Project because they "allow multiple parties to execute computation
tasks without exposing the input data to each other”.’> While many I-PET solutions available
today have achieved sufficient technological maturity, they are not yet being used in statistical
production settings. The Project is expected to contribute to improving the readiness to embrace
I-PETs components in statistical production.’

While not the main focus of the Project, the Project allows room for O-PETs to be added and
configured in the System on a case-by-case basis. Output Privacy is expected to be addressed

120p. cit., Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations and Chal-
lenges, 2025, page 814.

'30p. cit., Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations and Chal-
lenges, 2025, pages 817-818.
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in accordance with pre-existing frameworks, institutions and processes, reflecting decades of
experience accumulated in the official statistics domain.'*

The Project also foresees that the System enforces defined policies with technical means to
strengthen organisational measures for data protection and ensuring confidentiality.

Further specifications of the Project scope are explained in dedicated sections in the following
analysis.

1.4 Project documents

The work in the Project is structured into six distinct tasks:
+ Task 1 - Usage scenarios and system requirements
* Task 2 - Technology analysis
+ Task 3 - Legal aspects
+ Task 4 - System specifications and architecture
+ Task 5 - Demonstrator prototype and functional testing
+ Task 6 - Trust building plan

Under each task, one or several documents are delivered. Each of the Project documents has its
own identity code. This document, D1.2 Usage Scenarios and System Requirements - Final version,
is referred to by its identity code as D1.2, where "D" means "Deliverable”, "1” signifies the task
number (Task 1 - Usage scenarios and system requirements) and "2" refers to the number of the
deliverable released under that task. When this document refers to other Project documents, the
relevant document’s identity code is used (e.g. the D3.7 Legal Analysis document is referred to as
"D3.1").

1.5 Document objectives

This document, D1.2 Usage Scenarios and System Requirements - Final version, is the final deliver-
able from Task 1 - Usage scenarios and system requirements. It is intended to fulfil the following
objectives:

1. provide an introduction to the domain for technical experts;
2. provide terminology to talk about the System and developing it further;
3. describe processes the System implements.

1.6 Document audiences

This document is addressed mainly to

+ ICT professionals (business analysts, system architects, system engineers, software develop-
ers, data scientists and information security professionals)

of the following organisations and institutions:

* members of the ESS (Eurostat, NSIs, ONAS);

'“Josep Domingo-Ferrer, David Sanchez, and Krishnamurty Muralidhar. Statistical Disclosure Control: Moving For-
ward. Journal of Official Statistics, Volume 41, Issue 3, September 2025, pages 820-826. - Internet: https://doi.or
g/10.1177/0282423X241312023 (19.09.2025)
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* private and public entities acting as partners of the ESS members;

* regulators and supervisors at national and EU level, including the national data protection
and cybersecurity authorities, European Data Protection Supervisor (EDPS), the European
Data Protection Board (EDPB) and European Union Agency for Cybersecurity (ENISA).

1.7 Document scope

This document, D1.2 Usage Scenarios and System Requirements - Final version, specifies the usage
scenarios and system requirements for the Solution. It is structured into eight main chapters,
followed by four appendices containing the detailed requirements and control mappings.

Chapter 1 (Introduction) explains the role of this document within the Project, outlines the
project goals, defines the project scope, and describes the document structure, audiences, and
objectives.

Chapter 2 (Official statistics domain) outlines the official statistics domain in the EU, emphasiz-
ing the role of national statistical authorities and Eurostat within the ESS. It introduces key frame-
works - Generic Activity Model for Statistical Organizations (GAMSO) for strategic and corporate
activities and Generic Statistical Business Process Model (GSBPM) for operational statistical pro-
duction - and highlights the transformation of official statistics from the traditional Trusted Third
Party (TTP) model toward an emerging data ecosystem setting where statistical authorities act
as data stewards.

Chapter 3 (Secure Private Computation) explains the promise of input privacy techniques in
serving the needs of the official statistics domain. It introduces four options of data flow archi-
tectures, ranging from classical trust-based TTP models to SPC-based models where control over
computation is shared among multiple parties.

Chapter 4 (MPSPCaaS model overview) characterises the MPSPCaaS model, including the choice
of SPC technologies (Secure Multiparty Computation (MPC) and Trusted Execution Environment

(TEE)), their combination, and the associated benefits. This chapter establishes the foundational

business model for the System.

Chapter 5 (Solution overview) characterises the stakeholders of the Solution, distinguishes the
Solution from the underlying System and positions the Solution in relation to the general statis-
tical business process (GSBPM).

Chapter 6 (Security aspects) outlines the primary security goals of the System, presents an
analysis of the attack surface, and describes the layered security strategies employed to mitigate
security risks.

Chapter 7 (System processes) describes the system-level and Computation Task (CT)-level pro-
cesses, including the three logical planes (Data Plane, Control Plane, Management Plane), the
main business processes (P1 Manage System, P2 Initiate CT, P3 Execute CT), and the associated
data objects.
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Chapter 8 (Business use cases for prototype demonstration) presents the use cases designed
to serve the testing activities in the Project. These use cases are illustrative examples for testing
the Prototype implementation and are not intended as detailed representations of official statis-
tics products.

In addition, the documentincludes several appendices that provide supplementary technical and
business details:
+ Appendix A lists organisational and technical controls that support the Solution.
+ Appendix B maps business, system and legal requirements to controls and contract clauses.
+ Appendix C presents the full set of business requirements, along with supplementary details.
+ Appendix D presents the full set of system requirements, along with supplementary details.
Throughout this document, the established requirements are first introduced in-line with the
main content, supported by the text that precedes it. This enhances traceability and clarity by

connecting the requirement with the original reasoning for it. The in-line requirement block is
structured as follows:

<Requirement text>
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2 Official statistics domain

This chapter outlines the official statistics domain in the EU, emphasizing the role of national

statistical authorities and Eurostat within the ESS. It introduces key frameworks - GAMSO for
strategic and corporate activities and GSBPM for operational statistical production - used to struc-
ture statistical work. The chapter highlights the transformation of official statistics in a data-rich en-
vironment, where traditional data-sharing models (TTP approach) face limitations in trust, security,
and cross-border collaboration. To address these challenges, it introduces the concept of statistical
data stewardship, where statistical authorities act as stewards to enable secure, collaborative data
use across public and private sectors while protecting confidentiality and privacy. Readers familiar
with official statistics domain can skip to Chapter 3.

2.1 Overview of official statistics in the EU

The Project is carried out in the official statistics domain. Official statistics are numerical informa-
tion on the various phenomena affecting the development and well-being of people, providing
a factual basis for the assessment and decisions on economic, social and environmental issues
at all levels of society.” According to common understanding, official statistics are published by
government agencies or other public bodies as public goods.? Furthermore, official statistics
are developed, produced and disseminated in accordance with internationally agreed statistical
standards and recommendations.?

In the EU, every Member State has their own national statistical system. At the heart of each
national system lie one or more national statistical authorities, depending on the type and level
of government of the relevant Member State. The work of the system actors at national level is
guided by the national statistical programme, a tool for planning statistical activities. Although
compiled for a period spanning over several years, the programme is usually updated each year.
Member States are free to decide upon the scope and content of their national statistics in ac-
cordance with national law.

Notwithstanding the foregoing, each Member State must also contribute to official statistics at
the EU level, i.e. “European statistics”. Policy decisions, planning, and implementation have to be
based on reliable and comparable statistics at EU level. The ESS was built to accomplish this -
it is the responsibility of ESS to develop, produce and disseminate European statistics. The ESS
functions as a network where Eurostat’s role is to lead the way in harmonising statistics in close
cooperation with the national statistical authorities.” The ESS work is guided by a multi-annual
programme implemented through annual financing decisions and work programmes that spec-
ify actions and outputs for each year for the European statistics part.> For more information

TUnited Nations. Department of Economic and Social Affairs. Handbook on Management and Organization of Na-
tional Statistical Systems. Version 2025/A. Chapter 2.1 Official statistics. - Internet: https://projects.officials
tatistics.org/hb-mgnt-org-nss/handbook/chapters/C2/2_1_0Official_statistics.html (19.06.2025).

2Wikipedia. Official statistics. - Internet: https://en.wikipedia.org/wiki/Official_statistics
(19.06.2025); Sofi Nickson. Statistics for the public good: What it means and why it matters. Statistical Journal of the
IAOS, Volume 40, Issue 3. - Internet: https://doi.org/10.3233/SJ1-230116 (19.06.2025).

3United Nations Economic Commission for Europe (UNECE) website. Official statistics. 30 years / Fundamental
Principles of Official Statistics 1992-2022. - Internet: https://w3.unece.org/fpos30/official-statistics.
htm1l (19.06.2025).

“Eurostat website. Overview - European Statistical System (ESS). - Internet: https://ec.europa.eu/eurostat/
web/european-statistical-system/overview (20.06.2025)

>Eurostat website. Statistical programmes. - Internet: https://ec.europa.eu/eurostat/web/european-sta
tistical-system/programmes-and-activities/statistical-programmes (20.06.2025).
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on the organisation of national statistical systems and ESS, please see the following external
sources:

+ United Nations "Handbook on Management and Organization of National Statistical Sys-
tems” Version 2025/A.°

« Eurostat website "European Statistical System (ESS)".

2.2 Statistical business process and supporting activities

In a typical statistical organisation, many activities take place at different levels of management.
While the actual statistics are generated by means of a statistical production process at the op-
erational level, various additional activities are needed at the corporate and strategic levels to
support it. These kinds of supporting activities are described in the Generic Activity Model for
Statistical Organizations (GAMSO)Z?, a reference framework developed under the auspices of the
High-Level Group for the Modernisation of Official Statistics’ ("HLG-MOS"). GAMSO addresses
three levels of management in a statistical organisation:

1. The strategic level encompasses high-level strategic activities that enable the statistical or-
ganisation to deliver the products and services needed by governments and communities na-
tionally and internationally (e.g. understanding the operating environment and the emerg-
ing issues, determining high-level goals and directions, defining and managing the statistical
programme, planning capability improvements, coordinating within a statistical system).'°

2. The corporate level covers the development and transfer of new or improved capabilities
(research, development and innovation activities)'" as well as support of standardised activ-
ities required by the organisation to deliver its work programme efficiently and effectively
(e.g. management of statistical methodology, quality, IT, human resources)'?.

3. The operational level focuses exclusively on those activities directly involved in the statisti-
cal production process.’? Such activities are described in another reference framework de-
veloped under the auspices of HLG-MOS, i.e. the Generic Statistical Business Process Model
(GSBPM)'4, GSBPM has gained wide adoption within official statistical community and be-

®United Nations "Handbook on Management and Organization of National Statistical Systems” Version 2025/A. -
Internet: https://unstats.un.org/capacity-development/handbook/index.cshtml (20.06.2025).

"Eurostat website "European Statistical System (ESSY”. - Internet: https://ec.europa.eu/eurostat/web/euro
pean-statistical-system/ (20.06.2025).

8UNECE Statswiki. Generic Activity Model for Statistical Organizations. - Internet: https://statswiki.unece.
org/spaces/GAMSO/pages/105580149/Generic+Activity+Model+for+Statistical+Organizations
(25.06.2025).

9UNECE Statswiki. High-Level Group for the Modernisation of Official Statistics. - Internet: https://statswiki.
unece.org/spaces/hlgbas/overview (25.06.2025).

"UNECE Statswiki. Generic Activity Model for Statistical Organizations. GAMSO Version 1.2, January 2019, Word
version, page 6. - Internet: https://statswiki.unece.org/spaces/GAMSO/pages/247302245/Strategy+an
d+Leadership (25.06.2025).

" 0p. cit.,, GAMSO Version 1.2, January 2019, page 8.

20p. cit.,, GAMSO Version 1.2, January 2019, page 10.

3United Nations. Economic and Social Council. Economic Commission for Europe. Conference of European Statis-
ticians, Seventy-third plenary session, Geneva, 16-18 June. Item 8 (f) of the provisional agenda. Reports, guidelines
and recommendations prepared under the umbrella of the Conference: Update of the Generic Statistical Business
Process Model, 2025ECE/CES/2025/8, page 2. - Internet: https://unece.org/sites/default/files/2025-04/
ECE_CES_2025_08_update%200f%20GSBPM. pdf (25.06.2025).

"4UNECE Statswiki. Generic Statistical Business Process Model. - Internet: https://statswiki.unece.org/d1
splay/GSBPM/Generic+Statistical+Business+Process+Model (23.07.2024).
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come a de-facto standard for process model in official statistics.' The relationship of GSBPM
and GAMSO is depicted in Figure 2.'® The GSBPM is illustrated in Figure 3."”

Strategy and Leadership

Define vision Govern and Lead Manage Strategic Collaboration

and Cooperation

Capability Development
Plan Capability Monitor Capability | Manage Business Manage Manage Manage Managee
Improvements Improvements Performance and Quality Consumers Finances IT
Legislation
Develop Capability Transfer Support | Manage Statistical Manage Manage Data | Manage Humans Manage
Improvements of Capability Manage Information Suppliers Resources Buildings and
Improvements Methodology and Knowledge Physical Space

T ——

Generic Statistical Business Process Model

Figure 2. A schematic diagram of the GAMSO and its relationship to GSBPM. Source: United Nations.

Both GAMSO and GSBPM have been revised multiple times since their first public release. This
document relies on the latest publicly released version of each framework, regardless of their en-
dorsement by the Plenary Session of the relevant Conference of European Statisticians ("CES"),"®
unless an earlier version the respective standard is expressly referred to.

In the context of the GSBPM, organisations or groups of organisations perform statistical busi-
ness processes to create official statistics to satisfy the needs of the users (e.g., policymakers,
researchers, businesses, and the public). A statistical business process involves a collection of

>High-Level Group for the Modernisation of Official Statistics. Finer-level of Activities of Generic Statistical Business
Process Model GSBPM Task (Version 1.0, August 2022), p 5. - Internet: https://statswiki.unece.org/display/
GSBPM/GSBPM+Tasks (25.06.2025).

'®Source of Figure 1 - United Nations. Department of Economic and Social Affairs. Handbook on Management and
Organization of National Statistical Systems. Version 2025/A. Chapter 1.3 Main topics, key concepts, and terminolo-
gies. - Internet: https://projects.officialstatistics.org/hb-mgnt-org-nss/handbook/chapters/C1/
1_3_Main_topics,_key_concepts,_and_terminologies.html (25.06.2025).

7Source of Figure 2 - United Nations Economic Commission for Europe (UNECE), Generic Statistical Business Pro-
cess Model (GSBPM) v5.2, May 2025. - Internet: https://unece.org/sites/default/files/2025-06/GSBPM%
20v5.2%20with%20further%20amendments.pdf (01.08.2025).

"8For GAMSO, the latest publicly released version is GAMSO v1.2 from January 2019 available online at https:
//statswiki.unece.org/spaces/GAMSO/pages/247302205/GAMSO+v1.2 (25.06.2025), while the latest version
endorsed by CES is GAMSO v1.1 from June 2017 (see Decision 5: Work of the High-level Group for the Modernisa-
tion of Official Statistics (agenda item 6) available online at https://unece.org/info/events/event/19079
(25.06.2025)). For GSBPM, the latest publicly released version is GSBPM v5.2 from May 2025 available online at https:
//unece.org/sites/default/files/2025-06/GSBPM%20v5.2%20with%20further%20amendments.pdf
(25.06.2025), which is also the latest version endorsed by CES Plenary Session on 18.06.2025 (see Decision 8f: Update
of the Generic Statistical Business Process Model (GSBPM 5.2) available online at https://unece.org/statisti
cs/events/CES2025 (25.06.2025)).
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related and structured activities and tasks to convert inputs into outputs.' These activities are
divided between several levels in GSBPM (see Figure 3).

Overarching Activities

Specify needs Design Build Collect Process Analyse Disseminate Evaluate
21 il 4.1 6.1 7.1 8.1
1.1 oo Reuse or build : 51 : .
Identify needs Dm!:n nll!'pnllx and ST Create frame and Integrate data Prepare draft Update output Cauw_r evaluation
dissemination ~ select sample outputs systems inputs
instruments
12 32 7.2 8.2
- 22 Reuse or build 42 52 62 Produce Conduct evaluation
Consult and conflem Design variables pracessing and Set up colleetion Classify and code Validate outputs dissemination
analysis components products
13 a4 e 7.3 83
e 23 Reuse or build 43 53 . Release Agree an action plan
Ll o tpat Design collection dissemination Run collection Review and validate i dissemination
objectives outputs
components products
74
o Design — a4 A b4 Apply o Lt
Identify concepts Configure workflows Finalise collection Edit and impute dissemination
sample control
products
15
25 35 55
Check data . . " . . 65 15
availability and Design processing Test production Derive new variables e P e

suitability

L6
Prepare and submit
business case

and analysis

2.6
Design production
systems and
warkflows

systems

36
Test statistical
business process

a7
Finalise production
systems

units

56
Caleulate weights

57
Calculate aggregates

58
Finalise data files

Figure 3. The phases (level 1) and sub-processes (level 2) of the GSBPM. Source: GSBPM v5.2, United
Nations Economic Commission for Europe.

2.3 Transformation of official statistics

The world of official statistics is under transformation.?® While official statistics institutions were
created in a world of scarce data, they are now facing a new data-rich and data-driven society
awash in data. In this context, the value of official statistics as a source of trustworthy informa-
tion is more important than ever before - there is a need for a factual basis on which democratic
deliberations and decisions can be made and evaluated. While the fundamental principles of
official statistics remain fully valid, the way in which statistical authorities operationalise those
principles needs to be updated. The statistical system of today is confronted with gaps and barri-
ers to using new data sources - these must be addressed if statistical authorities are to continue
to play their key role in delivering essential, impartial, high-quality public information.?’

9 GSBPM V5.2, May 2025, pages 5-6. - Internet: https://unece.org/sites/default/files/2025-06/
GSBPM%20v5.2%20with%20further%20amendments.pdf (25.06.2025), endorsed by CES Plenary Session on
18.06.2025 (see Decision 8f: Update of the Generic Statistical Business Process Model (GSBPM 5.2) available online at
https://unece.org/statistics/events/CES2025 (25.06.2025)).

2Fabio Ricciato. Steps Toward a Shared Infrastructure for Multi-Party Secure Private Computing in Official Statistics.
Journal of Official Statistics, Volume 40, Issue 1, first published online 15.03.2024, page 4. - Internet: https://do1.
org/10.1177/0282423X241235259 (25.06.2025).

2The High-Level Expert Group on facilitating the use of new data sources for official statistics. Empowering society
by reusing privately held data for official statistics — A European approach. Final report. 2022 edition. Luxembourg:
Publications Office of the European Union, 2022, page 18. - Internet: https://ec.europa.eu/eurostat/docume
nts/7870049/14803739/KS-FT-22-004-EN-N.pdf (15.07.2025).
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2.3.1 The current traditional setting

The traditional setting of statistical production assumes that a single statistical authority collects
all input data (confidential data) and uses it to compute the desired output information (final
statistics) according to some data analysis methodology.?” Here, the statistical authority takes
care of all statistical needs either single-handedly or in collaboration with other organisations
in the public sector. For example, the input data for national statistics is collected by national
statistical authorities or other administrative bodies and shared only between NSIs and/or ONAs
for computing the relevant final statistics. For European statistics, while most input data is still
collected by national statistical authorities and other administrative bodies just as in the case of
national statistics, it can be shared also with other Members of the ESS and European System of
Central Banks.

If the desired output information requires the integration of different input data sets held by dif-
ferent organisations, then an exchange of input data is arranged either directly between the con-
cerned organisations or with a TTP.?3 Either way, such data sharing arrangements are based on
plain data transmission, possibly with some mild form of protection, e.g. standard pseudonymi-
sation.”* The transmitting party (a statistical authority or an external data supplier) shares the
relevant input data with the receiving party (another statistical authority or a TTP) in intelligible
form based on mutual agreements on allowed usage and security. The receiving party computes
the desired statistical results using traditional statistical methods on input data in the clear and
obliges to protect the input data (e.g. not to use the data to extract other information for other
purposes, to delete the data immediately afterwards, to secure the data against intrusions).?
For ease of reference, this approach is hereinafter referred to as the “TTP model” or the "TTP
approach”.

The reliance on the TTP model as the de facto standard for handling sensitive data in official
statistics has several deficiencies:

(a) requires strong trust relationship - the transmitting party or parties must trust the receiv-
ing party that it will not breach the obligations to protect the input data because there are
no technical means to enforce and verify the actual respect of these obligations.?® Gaining
trust is especially problematic in scenarios where data from private entities is involved, as
these organisations may be reluctant to share proprietary or confidential information with a
single, centralised authority.

(b) amplifies information security risks - trusting data to another entity increases the number
of copies of the data and the number of actors that have access to the data.?’ The receiving
party represents a single point of failure or potential misuse, risking data breaches and unau-
thorised access.

(c) data sharing restrictions - in contexts involving cross-border data sharing or collaboration
between multiple organisations, the TTP model may conflict with legal or regulatory frame-
works that restrict data sharing with external entities.

22UNECE Statswiki. UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, page 35. -
Internet: https://statswiki.unece.org/x/mQCQFw (25.06.2025).

B0p. cit., UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, page 35.

240p. cit., Fabio Ricciato, 15.03.2024, page 4.

20p. cit., UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, page 35.

20p. cit., UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, page 35.

270p. cit., UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, page 35.
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These limitations of the TTP model highlight the need for alternative methods that minimise
reliance on a single trusted entity while preserving confidentiality and integrity.

2.3.2 The emerging data ecosystem setting

In official statistics domain, there is an increasing demand for producing output statistics based
on the integration of multiple sets of input data held by different organisations. Such demand is
driven by several innovation trends:

+ growing interest of statistical authorities to produce new, richer, and timelier statistics based
on external data sources such as privately held data,

* increasing demand of cross-border and trans-national statistics based on the combination
of national data from different countries or regions,

+ further opportunities for multi-source statistics based on the combination of data from sta-
tistical authorities and other national or international bodies holding complementary data
(e.g. financial authorities, central banks).”®

These innovation trends underline the need of modern statistical organisations to become part
of a data ecosystem.?’ To meet this need, statistical authorities should improve their capacities
and capabilities to deal with new, more complex sources of data, including those generated by
the private sector and civil society.>°

In the data ecosystem setting, the input data is collected not only by statistical authorities but
also by external data suppliers (e.g. banks, mobile network operators, social network providers,
non-governmental organisations). Such external data suppliers initially collect the relevant data
for their own purposes and later share those with statistical authorities for re-use purposes in the
official statistics domain. In some cases, the input data may even be considered for re-use beyond
the official statistics domain (e.g. for scientific research and innovation purposes), provided that
the confidential parts of such data are not disclosed as a result of allowing re-use.>’

If the desired output information requires the integration of different input data sets held by
different organisations, then currently there are no clear best practices or blueprint solutions for
such integration in the data ecosystem setting - stakeholders both in official statistics domain
and beyond are looking for feasible solutions. There is a need for technical and organisational
measures that enable new use cases for official statistics in the data ecosystem setting while
protecting fundamental rights of citizens and ensuring security of processing.

2.4 The rise of statistical data stewardship

The TTP model has its merits and will probably remain a viable option for certain use cases in the
data ecosystem setting also in the future.>? That being said, the data ecosystem setting is likely to
gradually become the more dominant setting and thereby nurture a variety of new use cases for
official statistics, triggered by the emerging cross-organisational, cross-sector, and cross-border

20p. cit., Fabio Ricciato, 15.03.2024, pages 3-4.

20p. cit., UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, page 5.

300p. cit. The High-Level Expert Group on facilitating the use of new data sources for official statistics. Final report.
2022 edition, page 18.

31See Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on European data
governance and amending Regulation (EU) 2018/1724 (Data Governance Act), PE/85/2021/REV/1, OJ L 152, 3.6.2022, p.
1-44, Article 3(1)(b) and Article 5(8). - Internet: ELL: http://data.europa.eu/eli/reg/2022/868/07j (15.07.2025).

320p. cit., Fabio Ricciato, 15.03.2024, page 4.
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statistical needs. In order to facilitate this process, statistical authorities may need to re-evaluate
their tasks and responsibilities in the wider data ecosystem.

According to the High-Level Expert Group on facilitating the use of new data sources for official
statistics, set up by Eurostat in the context of the data and digital strategy of the Commission,
some kinds of privately held data sources have an irreplaceable role to play in the process of
making the statistical system of today fit for the society of tomorrow.>* Currently, “the use of
such data for official statistics is still far below the level required to provide society with the high-
quality and timely official statistics it needs in the increasingly data-driven world”.>* In order
to move towards sustainable reuse of privately held data in the regular production of official
statistics, the High-level Expert Group proposed to prioritise action in four areas:

First, fair and effective partnerships between businesses and statistical authorities
must be promoted on a systematic and regular basis. Such partnerships have to be based
on a mutual recognition that it is legitimate for the different parties to have different roles
and interests; they also need to be based on trust, social responsibility, and the premise
that the reuse of privately held data for official statistics will benefit the whole of society
- including the partners themselves. This presupposes a balanced regulatory framework
that makes it possible to reuse privately held data for statistical purposes in a sustainable
way.

Second, the approach to dealing with data and producing statistics should be mod-
ernised to make the best possible use of emerging opportunities and to make the system
of official statistics for for the future.

Third, given the lack of direct involvement of the general public at the data collection stage,
the reuse of privately held data for statistical purposes requires social validation based
on engaging with the general public and involving all stakeholders;

Fourth, the reuse of privately held data should involve the wider data ecosystem in the
innovation of official statistics.>>

In the fourth area, the Expert Group recognised a call for new institutional arrangements and
practices, such as data intermediaries, data spaces and data altruism, where data stewards can
play a key role by facilitating data collaboratives and partnerships focused on providing func-
tional access to and re-usability of data in the public interest.?® It proposed the “Principle of
statistical data stewards"” as one of the two main enablers for the wider data ecosystem:

Principle of statistical data stewards. Statistical authorities should be encouraged to
serve as data stewards for the public sector. Statistical authorities in Member States as well
as Eurostat may become more proactive in the new, complex data ecosystem. They may
further develop their responsibilities in the direction of supporting other public authorities
in transforming data into trustworthy information, effectively serving as data stewards for
the public sector.>’

30p. cit. The High-Level Expert Group on facilitating the use of new data sources for official statistics. Final report.
2022 edition, page 14.

341bid., page 13.

3Ibid., pages 6-7.

3 1bid., pages 37-39.

31bid., page 47.
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2.5 Challenges

Besides the potential benefits, transitioning to the data ecosystem setting brings along several
potential challenges for the relevant stakeholders:

1. for statistical authorities, this means that more granular and more frequent input data is
gathered and pre-processed in an external environment that they often have no immediate
control over, adding complexities related to data quality, data access and interoperability, as
well as information security;

2. for data suppliers, this means that their valuable information is made available for further
processing for new purposes, adding complexities related to protecting business confiden-
tiality, potential revenue loss and opportunity costs;

3. for data subjects, this means a deeper public insight into their everyday conduct as well as
more pervasive limitations of their fundamental rights, such as the right to privacy and right
to data protection;

4. for data protection authorities, this means addressing new legal complexity and uncer-
tainties arising from the need to ensure adequate oversight for multi-party collaboration,
most likely across multiple jurisdictions.
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3 Secure Private Computation

3.1 Overview

Based on the circumstances outlined in previous chapters, statistical authorities face a strategic
choice - whether to resort to traditional data sharing arrangements used in official statistics to-
day or invest in developing advanced solutions to prepare official statistics for the future data
ecosystem setting. With regard to the latter option, input privacy techniques hold great promise
in terms of addressing the current deficiencies of the TTP model (see Section 2.3.1), the needs
arising from the future data ecosystem setting (see Section 2.3.2) and the data stewardship func-
tion (see Section 2.4) as well as the accompanying challenges (see Section 2.5).

In what follows below, we shall briefly explain how input privacy techniques can be leveraged for
the purposes of official statistics in general and how this opportunity is tackled in the Project,
more specifically.

3.2 The promise of input privacy techniques

Traditionally, statistical authorities have been more accustomed to using PETs for Output Privacy
(O-PETs) - these are generally known as Statistical Disclosure Control (SDC), aiming to conceal
sensitive individual data from being identified or re-identified from the disseminated output.’
Compared with O-PETs, statistical authorities are yet less familiar with PETs for Input Privacy (I-
PETSs).

[-PETs either transform the input data into a form that is unintelligible to the involved parties
(through encryption or secret sharing) or make the input data inaccessible by design. In both
cases, [-PETs still allow the computation of the exact intended result from the input data, even if
it has been turned unintelligible or when access to it has been obstructed by technical means.
Examples of I-PETs include MPC based on secret sharing, TEEs, and Fully Homomorphic Encryp-
tion.?

In order to ensure consistency with relevant literature on the topic, we shall hereinafter refer to
such I-PETs, approaches and technologies collectively as SPC. For the explanation of choice of
SPC technologies for the System, please see Section 4.1.

3.3 Options of data flow architecture

There are several potential advantages of SPC in the future data ecosystem setting compared
to plain sharing of clear data that statistical authorities may be currently used to in the tradi-
tional setting. In order to unpack the advantages of SPC, four options of potential data flow ar-
chitectures are discussed below, along with implications on data visibility. In this context, "data
visibility” means intelligibility of the data and/or access to the data in intelligible form.

TUnited Nations Committee of Experts on Big Data and Data Science for Official Statistics. United Nations Guide
on Privacy-Enhancing Technologies for Official Statistics. United Nations, 2023, New York, page 21. - Internet: https:
//unstats.un.org/bigdata/task-teams/privacy/guide/ (31.07.2025).

2Qp. cit., Fabio Ricciato, 15.03.2024, pages 4-5.
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3.3.1 Statistical authority as the TTP

The most typical situation in current practice of official statistics data flows is the TTP model as
illustrated on Figure 4. Here, a statistical authority (an NSI in the national statistical system or
Eurostat in case of ESS) acts as a TTP.

The TTP model in the traditional setting presupposes three stages of data processing operations:

1. data upload - data is moved from the data suppliers to the TTP,
2. computation - the TTP conducts the agreed computation on the data,

3. publishing statistical output - the TTP (relevant statistical authority acting as the TTP) pub-
lishes the statistical product to the public.

The data suppliers trust the TTP and give the input data to the TTP for performing all necessary
processing operations. Thus, the TTP has access to the input data and the input data may be
intelligible to the TTP. The input data does not exit TTP, as the statistical output is expected to
be de-identified at the TTP by means of output privacy techniques before disseminating them to
the public - essentially, the second stage of “computation” includes the de-identification process.

Statistical
authority

Data

supplier

Regular > Stakeholder ‘ Input data ‘ Output data . Final statistics
data flow visibility visibility (public information)

——-» SPC protected
data flow

Figure 4. Data visibility in case of statistical authority as TTP

3.3.2 An external contractor as the TTP

Another option for official statistics data flows is illustrated on Figure 5, where a statistical au-
thority (an NSI in the national statistical system or Eurostat in case of ESS) outsources the data
processing operations to an external entity (either private contractors such as an IT company
and a specialised service provider, or another public institution). In such case, the external entity
acts as the TTP.

This scenario is not typical in practice. It is included merely to illustrate the main similarity be-
tween the prevailing TTP model and potential data processing architectures enabled by SPC -
the data operations are delegated to an external service provider.

The three stages of data processing operations from the previous option - statistical authority as
the TTP - remain in place but a new stage of “retrieving intermediate results” is added before the
publishing stage so that the intermediate results of the computation are returned to the statis-
tical authority for further operations, e.g., preparing for dissemination to the public. Therefore,
in this data flow architecture the four stages are as follows:

1) data upload,
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2) computation,

3) retrieving intermediate results, and

4) publishing statistical output.
The data suppliers trust the TTP and give the data directly to the TTP for performing all the
necessary data operations. Thus the TTP has access to the input data and the input data may
be intelligible to the TTP. The original input data does not exit the TTP - only the de-identified

results received as output from the second stage of “computation” are moved to the statistical
authority for further processing and publishing.

Data Statistical
supplier authority

Trusted
Third
Party

Regular > Stakeholder ‘ Input data . Output data . Final statistics
data flow visibility visibility (public information)

- —» SPC protected
data flow

Figure 5. Data visibility in case of external contractor as the TTP

3.3.3 A set of parties as the computation service provider

The third option of data flow architecture incorporates SPC techniques. In this scenario, depicted
on Figure 6, the input data is passed on to the SPC system where the results are computed under
additional protection measures provided by SPC techniques.

Similar to the previous option, the data operations are here delegated outside the organisation
of the statistical authority. However, contrary to the TTP model, the external entity - that we call
a Computing Party (CP) - cannot itself see the input data nor the results of the computation in
intelligible and accessible form. A Computing Party (CP)'s only task is to provide computation
services.

Moreover, in Secure Multiparty Computation - the main SPC technology in the System (as dis-
cussed in the following Section 4.1) - uses multiple CPs and requires that they maintain mutual
isolation from each other, i.e. that they do not collude. As long as this is true, none of them see
the individual data values. In such case, we call the CPs collectively as “set of Computing Parties
(set of CPs)". Essentially, the set of CPs in case of using MPC technology in the System act as a
collective TTP. Because MPC is the chosen SPC technology for the System, Figure 6 also depicts
multiple CPs.
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The data flow architecture with SPC techniques has the same four stages as the previous archi-
tecture, but employs cryptographic protection across the first three. This ensures that the input
data remains unintelligible and inaccessible to any party not only during transportation from one
party to another but also during the computation. Control over the data processing operations
is de-centralised among multiple entities, ensuring that no single entity - data suppliers, service
providers, recipients of intermediate results - has visibility into all the raw data from different
sources throughout the data lifecycle. More specifically:

+ each data supplier is still able to see and access the data they made available to the SPC
system for computation, as they hold or otherwise control this data irrespective of the use
of the SPC system;

+ the individual computing parties belonging to the set of CPs carry out the computation and
have no need for visibility into the data as they act as mere technical executors;

+ the recipients of the intermediate results (in this case the statistical authority) only need
the outcome of the computation, hence their visibility is limited to that.

Statistical
authority

Data
supplier

) 4

Regular  Stakeholder . Input data . Output data . Final statistics
data flow visibility visibility (public information)

- —-» SPC protected
data flow

Figure 6. Data visibility in case of a set of computing parties

3.3.4 Data supplier as one of the SPC computing parties

The data flow architecture introduced last has much lower requirement of trust than the two
classical TTP architectures mentioned first: there is no need to fully trust any single third party
with a full set of input (and output) data. Instead, data suppliers now have to trust that the set
of computing parties as a collective behave according to the rules. For many use cases, the third
data flow architecture - a set of parties as the computation service provider - will be sufficient to
manage risks related to data leakage and misuse.

At the same time, similar to the first two data flow architectures, the data operations are still
delegated to an external service provider in the third data flow architecture. It is an outsourcing
model - once the input data is uploaded (although in protected form) to the computing parties,
they may, in principle, collude together to break the confidentiality of the data.
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Such risk might not be acceptable for some data holders. 3 Luckily, for MPC technology that
requires multiple computing parties, there is a solution where a data holder* can take the role
of one of the computing parties in the set of CPs and thus have a stake in the SPC computation
(see Figure 7). This works in a case where the underlying MPC protocol is secure in the dishonest
majority setting, i.e. the security properties hold even if all but one of the computing parties
are colluding. The data supplier acting as one of the computing parties in the set of CPs can
be sure that at least one CP - in this case itself - is the honest party. Moreover, as it is actively
participating in the MPC protocol, this data supplier has a technical veto right and can stop the
secure computation whenever it senses that something is out of order.

Data Statistical _
supplier authority "
A3
N ‘1
N\ // 1
\ VA
\\\ ¢ 1
\ Sa // /
\\ kN ; /
\ /
/
/
Legend:
Regular  Stakeholder . Input data . Output data . Final statistics
data flow visibility visibility (public information)

--» SPC protected
data flow

Figure 7. Data visibility in case of a data supplier participating in the set of CPs

The above-described solution enabled by MPC technology allows moving from delegated control
over computation to other entities (either a single TTP or a set of CPs acting as a collective TTP)
to shared control with other entities. In particular, as dishonest majority MPC protocols are in most
cases also actively secure (i.e., they also provide integrity of computed values), this is one of the
strongest MPC settings possible in terms of security.”

As seen from the third and fourth data flow architectures, the application of SPC techniques
eliminates centralised oversight, while reinforcing confidentiality. Because of the de-centralised
nature of these data flow architectures, where the set of CPs acts as the computation service
provider, several collaborative computation scenarios can arise. This triggers further design choices
in order to enable implementation in the System. Such design choices are further explained in
the next sections below.

3In the System architecture, the use of TEE layer mitigates the risk, as the colluding CPs would have to break also the
TEE protection measures in order to break the confidentiality of the input data (See risk T7 in the technical risk analysis
in D4.3 System Specification and Architecture - Final version). However, notwithstanding the additional protection layer,
relying on an external set of CPs may not be considered sufficient by certain data holders. In such case, the data
holder may want to take the role of CPs, as shown in Figure 7.

“In principle, even a recipient of computation results can take the role of a computing party in the set of CPs. The
choice for this option depends on the factual circumstances of the underlying use case.

>We refer the reader to D2.1 Technology Survey and Analysis for a thorough overview of dishonest majority, active
security and other relevant security properties of MPC protocols.
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3.3.5 Comparison of the data flow architecture models from a risk
management perspective

Previous subsections introduced four possible data flow architectures, ranging from classical
trust-based TTP model to SPC-based model where the control over computation is shared rather
than delegated. Table 1 summarises their level of providing data confidentiality from a risk man-
agement perspective. It's crucial to recognise that SPC-based architectures only deliver their
enhanced security guarantees when the underlying technical components are correctly imple-
mented and deployed. As a result, established cybersecurity practices - including software sup-
ply chain management, thorough code reviews, and regular audits - are essential for ensuring a
successful and secure deployment. The residual risks specified for the SPC-based architectures
both assume dishonest majority MPC protocol.

Table 1. Data flow architectures and their residual risk from the viewpoint of one concrete data
supplier

Type Data flow architecture Controls Residual risk
1.(TTP)  Statistical authority as Organisational measures -au- Internal adversary has access;
the TTP (Section 3.3.1) dit of TTP, background check external adversary breaks
of TTP, etc. through access protection
mechanisms
2.(TTP) External contractor as Same as above. Same as above.
the TTP (Section 3.3.2)
3.(SPC)  Fully delegated SPC SPC + organisational mea- Data confidentiality breached
(Section 3.3.3) sures of data suppliers and if all SPC Computing Parties
recipients of computation are compromised or collude
output, audit of supply chain, (given dishonest majority MPC
audit of System owner who protocol)
manages supply chain audit
4.(SPC) Data supplier is one of SPC + organisational mea- None - assuming the System

the SPC Computing Par-
ties (Section 3.3.4)

sures of data suppliers and
recipients of computation
output, audit of supply chain,
audit of System owner who
manages supply chain audit

works as intended.

Analysis assumes that if an
external adversary has com-
promised the CP node inside
data supplier’s perimeter then
it can compromise the input
data directly and the protec-
tion provided by the use of the
System becomes irrelevant.

Generally speaking, the combination of state-of-the-art SPC technologies and cybersecurity prac-
tices enforcing a shared control model with no single-point-of-trust implies a very high cost for
potential external attackers, higher than the cost of attacking the premises of the individual data
suppliers. In other words, an external attacker willing to gain access to the confidential data may
find it easier to attack the data suppliers, rather than attacking directly the relevant information
systems implementing SPC technologies.

The data suppliers must trust the SPC computing parties collectively, not individually. For this
reason, it is important to select CPs that neither have interest nor can be compelled to collude
against the data suppliers. Collusion may be compelled e.g., by a very powerful state-level actor
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that can exert influence over the CPs, as a result of political pressure, or in the context of an
authoritative regime, as hinted by the RESIL Consultation Group in their Final Report.®

In principle, we may encounter situations where a data supplier is not willing to trust the pro-
posed set of CPs. In such extreme case, the fourth data flow architecture based on SPC makes
is possible for the data supplier to assume itself the role of an SPC computing party (see Sec-
tion 3.3.4). This choice, coupled with the adoption of an MPC protocol secure against dishonest
majority, effectively transforms the trust model from delegating computation (and control) to a
set of external CPs, to sharing computation (and control) with the other CPs. In the latter setting,
the confidentiality and integrity of the data supplier’s data remain protected as long as the data
supplier itself does not collude with the other SPC computing parties - in other words, the data
supplier must trust itself.

®RESIL CONSULTATION GROUP'S REPORT. Consultation prior to setting up the statistical directory of individuals
and housing. November 2022, page 7. - Internet: https://www.cnis. fr/wp-content/uploads/2023/05/rsi
l-consultation-group-en-ligne-version2-en-ligne-sur-cnis.pdf (22.09.2025).
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4 MPSPCaaS model overview

4.1 Choice of SPC technologies
4.1.1 Overview

The Projectis focused on SPC-based data flow architectures introduced in Sections 3.3.3and 3.3.4.
These data flow architectures apply cross-organisational computation scenarios where the de-
sired computation task takes in input data held by multiple parties. For such scenarios, the most
relevant SPC technologies are MPC and TEEs, each of which will be briefly characterised below.

+ Secure Multiparty Computation (MPC) uses cryptographic techniques to ensure data con-
fidentiality in cases where multiple parties are jointly computing on certain input data. It
enables multiple parties to collaboratively compute functions on their confidential data with-
out exposing individual inputs and revealing only the final result. The key techniques for MPC
include garbled circuits, homomorphic encryption, and secret sharing. Participants can as-
sume one or multiple roles, acting among the Input Parties, Computing Parties, and/or Out-
put Parties (OPs). The set of computing parties is typically fixed for each computation task,
but may vary from one computation task to another.’

* Trusted Execution Environment (TEE) ensures security through specialised hardware, which
provides additional guarantees for confidentiality and integrity. TEEs are secure hardware
subsystems integrated into processors, offering isolated and remotely verifiable compu-
tation environments. This technology enables secure data processing by protecting confi-
dential information from unauthorised access, including malware and co-located tenants (in
multi-tenant environments like public clouds). Remote attestation ensures the authenticity
of the deployed code, preventing manipulation and enabling secure data transmission. For
long-term data retention, TEEs can be combined with encrypted external storage, with keys
securely managed within the TEE. TEEs provide strong security guarantees for centralised
confidential data processing, making them a key technology considered in privacy-enhancing
system architectures.

Based on the analysis of individual limitations of each of the MPC and TEE, the Project opted for
their combination.

The System should incorporate security measures at both the hardware and software levels, complement-
ing one another in order to secure the computation environment and achieve the highest possible degree
of protection and trustworthiness.

This choice is illustrated in Figure 8. There are certain assumptions and risks related to both MPC
and TEE but because their respective risks are not overlapping, there is the possibility to combine
the best of each. This combination enables to achieve both the security goals of confidentiality
as well as integrity:

+ even if the individual entities fulfilling the roles of CPs in a set, who isolated from each other,
still manage to collude in order to break confidentiality, this will leave traces in the System
Logs thanks to TEE, ensuring integrity;

'In principle, one may think of “dynamic” approaches where the computing parties change during each computa-
tion task, but this is left outside the scope of the project.
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+ even if an attacker manages to break the security of TEE, the MPC still allows to ensure con-
fidentiality of the data.

TEE
PC

©

TEE

o

—L0— A&

<>
‘.‘ TEE

MPC
computation
@ results
data suppliers set of computing parties recipient of results

Figure 8. Combination of MPC and TEE chosen for the System. The green and red circles represent
the input data of two data suppliers and the yellow circle represents the computation output at the
statistical authority.

For more detailed description of MPC and TEE technologies and the role they play in the Sys-
tem, see Chapter 6. Even more in-depth overview of the current state of the art of MPC and
TEE is presented in D2.1 Technology Survey and Analysis, which provides a thorough overview of
the main foundations, protocols, existing tools and services available for both technologies. D2.7
Technology Survey and Analysis also examines the strengths of MPC and TEE and considers the lim-
itations and practical challenges associated with each technology, including performance over-
heads, scalability constraints, and trust assumptions.

4.1.2 Benefits

The main benefit of using the combination of MPC and TEE in the System is that it enables the
data to be protected while in storage, during transit as well as during processing. This helps to
ensure better fulfillment of the three principal security goals:

+ confidentiality - the information is safe from accidental or intentional disclosure,

* integrity - the information is safe from accidental or intentional modification or alteration,

+ availability - the information is available to authorised users when needed.

The combination of MPC and TEE binds together the strengths of both technologies in order to
protect data that is being handed over to the set of CPs:

+ Set of CPs level - MPC as a distributed computation technology provides protection in situ-
ations where some of the entities in the set of CPs are compromised;
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+ Individual CP level - TEE signicantly improves protection of individual server nodes with
hardware level protection at each of the computing entities which form part of the set of
CPs. The improved protection is based on several additional control mechanisms:

- protective mechanisms against attacks on the server,
- mechanisms for detecting whether the software is tampered on the server.

Both MPC and TEE contribute to the mitigation of risks concerning confidentiality and integrity.
Neither of them specifically addresses availability, which is assumed to be a relatively low priority
goal in the Project because the System is not envisioned to be a mission-critical system.

Chapter 6 gives an overview of the risks that chosen SPC technologies mitigate. D4.3 System Speci-
fication and Architecture - Final version provides detailed description of architectural choices made
around the SPC technologies and in-depth analysis of technical risks. Data protection and privacy
risk analysis is given in D3.2: Part II - Data Protection Impact Assessment Template.

4.2 MPSPCaaS model
4.2.1 The underlying collaborative computation scenario

The Project focuses on collaborative, or equivalently multiparty computation scenarios with the
following characteristics:

1. multiple parties make data available as inputs to the computation, and

2. multiple parties actually carry out the computation process.

Therefore, all the data suppliers (irrespective of their number) make their data available to the
set of CPs during a limited time period. The action of making the data available involves using
SPC technologies provided by the SPC system both at the data supplier side and at the set of CPs
side to transform the visibility of the data - during upload to the SPC system, the data is turned
non-intelligible and non-accessible to all parties involved.

Notably, in the computing scenario of interest for the Project, the set of CPs is distinct from (i.e.
not bound to coincide or even overlap with) the set of data suppliers. In such scenario, the stake-
holders in the set of data suppliers and within the set of CPs may but do not have to coincide or
overlap - itis important not to assume that stakeholders act as data suppliers and take partin the
set of CPs at the same time. This distinction is critical for designing a flexible, privacy-preserving
infrastructure and thus serves as a foundational reference for the design of the System.

4.2.2 Objectives

Within the range of SPC approaches, MPC in particular offers a promising solution for enabling
statistical analysis without exposing raw data to any single party. However, current applications
of MPCin pilot projects for official statistics have been highly customised and project-specific, re-
quiring significant time, resources, and technical expertise to implement. Such bespoke solutions
are not scalable or cost-effective, as each deployment must be tailored to unique data sources,
algorithms, or regulatory requirements. This fragmentation limits the widespread adoption of
MPC, as statistical agencies face prohibitive development and maintenance costs.
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To address these concerns, the concept of MPSPCaaS has been proposed as a viable framework.?
By reusing a single, standardised MPC deployment across multiple statistical tasks and across
statistical offices, agencies can reduce redundancy, lower costs, and streamline operations. This
approach allows for shared infrastructure that adheres to consistent security and compliance
standards, making it feasible to handle diverse data sources - including private-sector contri-
butions - without compromising privacy or requiring excessive trust in a single entity. MPSP-
Caas thus represents a critical step toward democratising access to secure computation tools
for official statistics. This approach is hereinafter referred to as the "MPSPCaaS model” or the
"MPSPCaaS approach”.

One of the main aims of the Project is to specify the MPSPCaaS model and test it in practice.
The System is going to be an implementation of the MPSPCaaS model in the official statistics
domain. However, integrating MPC and TEE into a practical system requires careful consider-
ation and thorough analysis. These technologies have unique assumptions and requirements
that may not align with conventional information systems, for example, ensuring the presence
of multiple parties that do not collude or maintaining the control of source data throughout its
usage. Therefore, the implementation process might not be straightforward, necessitating the
design of novel workflows. The objective is to develop a well-rounded SPC system that includes
comprehensive processes, specifically tailored for the statistical setting, while maintaining the
robust privacy and security assurances provided by the SPC technologies. If this succeeds, then
the System can be deployed in variety of new use cases for official statistics in the emerging data
ecosystem setting (see Section 2.3.2).

Deriving from the concerns outlined above, the MPSPCaaS model envisioned for the System has
to achieve dual aims:

1. define a holistic and robust SPC system, suitable for adoption in the official statistics domain;

2. facilitate the systematic scaling-up of the use of SPC system among statistical authorities and
their partners.

4.2.3 Foundational principles

The concepts of SPC and MPSPCaa$S have applications beyond just statistical analysis, extending
to various different scenarios. However, these concepts alone do not specify the operational pro-
cesses of a complete functional system. To utilize SPC technologies within the field of statistics, a
broader ecosystem is required, including user interfaces, operational processes, organisational
structures and more.

A service dedicated to provisioning SPC must be specifically tailored to the needs and constraints
of the domain it is intended to serve. In this project, the System will be designed around the
needs, capabilities and legal context of the ESS. As a consequence, the System might not fit with-
out modification to other domains (e.g., other public sectors) for reasons such as differing scale,
jurisdiction or technological capabilities. Nonetheless, we believe that several concepts, design
aspects and components of the System may be reused in other contexts and the System may
serve as a reference or inspiration for SPC provisioning developments in other domains.

Taking the above into account, we define three Foundational Principles (FPs) that underpin the
JOCONDE System:

2Qp. cit., Fabio Ricciato. Steps Toward a Shared Infrastructure for Multi-Party Secure Private Computing in Official
Statistics, page 9; Op. cit.,, UNECE Project on Input Privacy Preservation: Final Report, Version 28 March 2023, pages
36-37.
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1. the System is envisioned as a single instance within the ESS domain to serve all NSIs and
their partners (FP 1);

2. the System is envisioned to be used for the development and production (excluding dissem-
ination) of European and national statistics (FP 2);

3. the business rules and processes associated with the users of the System are defined upfront
by the system operator (Eurostat) and prospective users are expected to align these rules and
processes into their organisation on an individual basis (FP 3).

4.2.4 Areas of responsibility

In order to make the use of SPC technologies scalable in a cost-effective manner, a single instance
System (see FP 1 above) must enable the execution of several computations by multiple sets of
users. This necessitates a differentiated approach - while the algorithms and parties can vary
dynamically from computation to computation, a static set of rules and institutions is needed
across all computations. In order to meet this need, the MPSPCaaS model has to establish differ-
ent responsibility areas for the static cross-computation level and dynamic computation-specific
level. This is achieved through separating the System into two distinctive areas of responsibility:

+ System level - The System level serves to enable re-use of the SPC technologies for various
computations across time. It is designed to support the individual computations by means of
general coordination activities as well as more specific activities such as SPC technology pro-
curement, member onboarding and offboarding, security monitoring and other supporting
processes.

+ Computation Task level - While the System level describes an environment which must
support many non-overlapping collaborative computations, the CT level describes the envi-
ronment of any one of them. The CT level is where the individual computations take place.
Each unit of collaborative computation is called a Computation Task, i.e. the CT bounds one
instance of a collaborative computation within the System.

At a conceptual level, it is important to differentiate between allocation of management respon-
sibility for the System level and management responsibility for the CT level. In the MPSPCaaS
model, the System level responsibility area is allocated to a role called System Operator (SO),
while the CT level responsibility area is allocated to the role of Computation Task Consortium
(CT Consortium). These roles are foreseen to have management responsibility with associated
decision-making power to specify the purpose and use of the System (SO) as well as the condi-
tions for executing each computation (expected results, choice of input data, choice of algorithm,
related access rights, etc.) at the CT level (CT Consortium).

As for the CT level, these policies need to be unambiguous to be executed correctly. For this
reason, they are described in the Computation Task Specification (CTS), expressed in a formal
language as code and access restrictions.

BUS-4.1 Requirement (Policies)
Restricted Data access controls for the Computation Task shall be expressed in a non-proprietary formal
language.

Furthermore, the policies both at the System level and at the CT level also depend on the domain
or field of life where the MPSPCaaS model is implemented. Each policy must reflect upon the
actors, processes, business models and other facts of life relevant in the chosen implementation
domain. For the purposes of the Project, the chosen implementation domain is official statistics
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(see Chapter 2) - the policies decided by the SO at System level define the governance framework
for applying the MPSPCaaS model in a specific domain or field of life in practice. The governance
framework designed for the official statistics domain in the EU as per FPs is further detailed in
Chapter 5.

The different responsibility areas and roles in the System are depicted in Figure 9 and further
detailed in the next sections below.
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Figure 9. Responsibility areas of roles in the JOCONDE Solution

4.3 Roles in the MPSPCaaS model
4.3.1 Main roles

Each stakeholder interacting with the System assumes one or more roles. Each “role” represents
a particular relationship between the stakeholder and the System. A single stakeholder may per-
form multiple roles even in the context of a single CT (e.g., by providing input data and receiving
output results). The four main roles are described below.
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Input Parties (IPs) as data suppliers provide Restricted Data as input to the CT>. The Input Party
(IP) role may be assumed by NSIs, by other ESS members or by their partners, e.g. private data
holders or public administrations that do not belong to the ESS system but cooperate with their
members. IPs are responsible for the preparation and submission of data to the System. They
also take part in the specification and approval of the CT that involves their data.

BUS-1.1 Requirement (System roles)
Input Parties shall make their Input Data available in protected form to the Computation Task.

Output Parties (OPs) define the parameters of the CTs in collaboration with IPs. OPs are re-
sponsible for initiating the CTs and retrieving the results upon completion. For example, NSIs or
Eurostat may act as OPs for CTs intended to produce national or European statistics, respectively.

BUS-1.2 Requirement (System roles)
Output Parties shall extract results of the Computation Task to use in a statistical product.

Computing Parties (CPs) execute the CT. Each CP provides the IT resources for one Computing
Node, enabling secure execution and warding off unauthorised access at its node. A single CT
requires cooperation by at least three mutually independent CPs in the Data Plane.

BUS-1.3 Requirement (System roles)
Computing Parties shall contribute resources to ensure availability of the System to carry out secure com-
putations on demand.

System Operator (SO) manages and maintains the overall System. The SO oversees the overall
IT infrastructure and manages the processes of onboarding new System Members and revoking
membership rights for past System Members. It takes responsibility for ensuring that CTs comply
with the usage policy as defined in the System Agreement.

BUS-2.1 Requirement (Governance roles)
The System Operator organises the selection, onboarding, and attestation of Computing Parties, checking
compliance with all legal and technical requirements before they are admitted to operate in the System.

BUS-2.4 Requirement (Governance roles)
The System Operator operates the System components responsible for collaboration and coordination
mechanisms in a manner which, within the scope of the considered attack model, rules out any possibility
of attacks against System Members and their data.

Thefourrolesintroduced above can be grouped hierarchically as depicted in Figure 10. This struc-
ture comes in useful when referring to operations, functions and responsibilities that involve a
particular sub-group.

4.3.2 Supplemental roles and planes

Taking inspiration from the architecture of connection-oriented telecom and computer networks,
the System shall be organised into three distinct planes: the Management Plane, the Control
Plane, and the Data Plane.

3The term “Restricted Data” denotes data that must be kept secret from other members of the System and third
parties due to regulatory (e.g. data protection or confidentiality requirements) or other reasons. Before uploading
it to the System, it is made illegible to others (e.g., by encrypting or secret sharing it). This process is detailed in
Section 7.5.1.
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Figure 10. Hierarchy of roles. All System Members have gone through an onboarding process. Clients
form a CT Consortium when they start planning a new CT

+ Management Plane gathers all horizontal functions that are independent from the CTs. It
includes activities such as System setup and maintenance, auditing, member management,
and enforcing system-wide policy.

+ Control Plane gathers all the functions necessary for setting up new CTs and tearing them
down after completion. It includes all the functions involved in the workflow by which the CT
Consortium defines, approves and launches new CTs to be executed by the System.

+ Data Plane leverages SPC technologies such as MPC and TEEs to execute the CT established
in the Control Plane. The Data Plane must ensure confidentiality and integrity of the data
during the whole processing phase, allowing only the final result(s) of the desired computa-
tion function to be delivered (only) to the pre-defined stakeholder(s). The Data Plane must
provide mechanisms to securely erase all exchanged data upon CT termination.

Organising the functions of the System in the three different planes brings multiple benefits.
First, such a structure helps to categorise the different activities (processes) and responsibilities
(roles) in the System. Second, it allows designing, implementing and maintaining the software
components related to the different planes independently. By establishing clear interfaces be-
tween the planes, they can be developed and evolved independently from each other, thus sim-
plifying the maintenance of the overall System. Mapping of System roles to planes is shown in
Figure 11.

The SO is positioned in the Management Plane of the System and takes care of System gover-
nance activities. Among other management responsibilities, SO ensures continuous monitoring
of the System and arranges for independent auditing. It does so by employing a special type of
Contractor: System Auditor.

BUS-2.3 Requirement (Governance roles)
The System Operator appoints System Auditors.

System Auditor (SA) acts in the interests of System Members. Given the right set of tools and
access rights (e.g., to software code and execution logs), the System Auditor (SA) shall periodi-
cally monitor the System and individual CTs to verify correct behaviour. The SA must expose and
duly report any deviation from correct behaviours, including accidental errors and deliberate at-
tempts to break or attack the System. The latter includes actual or potential actions by System
Members, SO or external intruders aimed at deceiving the System, exceeding the given autho-
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risation rights, and in general any violation of the System Agreement that ultimately could put
Restricted Data at risk of exposure.

Management Plane

Figure 11. Mapping of System roles to planes

BUS-2.5 Requirement (Governance roles)
A System Auditor shall audit the System to detect misbehaving components or actors including the System
Operator, System Members, Computing Parties, and external entities that could put Restricted Data at risk.

BUS-2.6 Requirement (Governance roles)
The System Auditor should be independent of the Computing Parties.

BUS-3.7 Requirement (Powers)
A System Auditor should be able to audit the correctness of a Computation Task after its completion.

Furthermore, the SO manages access to the service. This involves organising the onboarding
processes of new System Members by which the new stakeholders prove their identity and qual-
ification, sign the System Agreement, and receive credentials for using the System.

BUS-2.7 Requirement (Governance roles)
System Members shall undergo a manual onboarding procedure with the System Operator to ensure
conformance with all legal and technical requirements set in the System Agreement before being able to
use the System.

The SO is responsible for the System as a whole, operating all System components (or subsys-
tems) of the Management Plane and centralised components of the Control Plane. None of these
subsystems handle Restricted Data and therefore the SO never comes into contact with it. These
subsystems are characterised as supporting services that aid the creation and execution of CTs
or enable access management. For an in depth overview of System subsystems and how they
are divided between stakeholders, see D4.3 System Specification and Architecture - Final version.

Centralising the operation of Management Plane subsystems to a single stakeholder, the SO,
improves the maintainability of the System without introducing a single point of trust.

BUS-2.8 Requirement (Governance roles)
The System Operator shall not represent a single point of trust.
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The SO is not a single point of trust because all of the functions and components in the Control
Plane and Data Plane that may influence the processing of Restricted Data are implemented in a
distributed privacy-preserving manner among the System Members who are separate from the
SO. In other words, the carefully designed combination of centralised and distributed compo-
nents, together with role separation, achieves a high level of system security while preserving
system manageability.

System Members refer to stakeholders that interact with the System for the purpose of carrying
out CTs. IPs, OPs, and CPs are all System Members. In the context of the JOCONDE System, stake-
holders taking the role of System Member will be legal persons with IT systems who have gone
through a member onboarding process coordinated by the SO*. All stakeholders that want to
partake in a CT must pass the member onboarding process as a preliminary. The System Mem-
ber onboarding process is a function of the Management Plane and it ensures that:

* their identity has been verified;
+ they have agreed to the System Agreement;
+ they have been granted access to the relevant System services;

* their credentials are recognised by the System and therefore also by the other System Mem-
bers.

The onboarding process is executed only once and may involve manual administrative and IT
operations. This simplifies performing multiple future instances of Control Plane operations ded-
icated to specific CTs.

In a context of a specific CT, IPs and OPs represent the Clients of the service provided by the
System (refer again to Figure 10). Each CT is always initiated by a Client (initiator) that invites one
or more other Clients to join the specific CT, together forming a Computation Task Consortium
(CT Consortium). Within a single CT, a single stakeholder may perform both the IP and OP roles
at once.

BUS-1.4 Requirement (System roles)
Clients shall be able to initiate new Computation Tasks with minimal manual intervention by other entities
such as the System Operator or Computing Party to streamline operations and lessen personnel workload.

BUS-1.5 Requirement (System roles)
Clients can invite other Clients to take part in their Computation Task as Input Parties or Output Parties.

Such a dual taxonomy - System Members at system level and Clients or CT Consortium Members
at task level - is necessary because the System may support multiple parallel CTs, each with their
own set of IPs, OPs, CPs, and the same stakeholder may perform different roles in different CTs.

The roles of IP and OP entail operation in the Control Plane and Data Plane (see Figure 11).In the
Control Plane they negotiate and agree on the details of the CT, i.e., they collaboratively produce
the Computation Task Specification (CTS).

However, before the technical details of the CT can be decided upon, the Clients have to agree on
organisational and legal terms of their cooperation - this is achieved by all CT Consortium Mem-
bers signing the Consortium Agreement. By formally approving the Consortium Agreement, they

4Although System Members are considered as legal persons (i.e., organisations), it is important to note that natural
persons (i.e., employees) are actually in charge of interacting with the System. The term User is adopted in other
Project documents to denote such natural persons authorised by the respective System Member.
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also commit to participating in the CT as their specified role according to the terms defined in
the agreement.

Forming both the Consortium Agreement and CTS may involve multiple rounds of communi-
cation among the CT Consortium Members, i.e., among the IPs and OPs. We assume that this
process takes place offline, outside the System. When the CT Consortium Members have reached
consensus, one of them submits the CTS to the System and invites all other CT Consortium Mem-
bers to review and approve it. Approval implies that all parties understand and agree on the
computation function that defines the computation result. They also acknowledge and accept
any potential residual risk associated with the agreed computation function (e.g., the final re-
sult may carry a small but non-zero disclosure risk under certain conditions). As such, CTS is
tightly bound to the Consortium Agreement and contains technical details regarding the CT.
A CT Consortium Member expresses its approval of the CTS by digitally signing it. Together, the
Consortium Agreement and CTS, signed by all CT Consortium Members contain all the necessary
information about the CT.

BUS-1.6 Requirement (System roles)
All Input Parties and Output Parties must accept and approve the details of the planned statistical com-
putation as defined in the Consortium Agreement and Computation Task Specification, and acknowledge
any residual risk, before the Computation Task is executed.

In the Data Plane, IPs are responsible for preparing and providing the input data sets ahead of
the computation. Data preparation involves bringing raw Restricted Data to conformance with
the data model set in the CTS to ensure proper formatting. The data prepared in this way are
then protected, i.e., made unintelligible to CPs and external intruders, by applying the agreed
privacy-preserving primitive (e.g., encryption or secret sharing) from among the primitives made
available by the Control Plane. Finally, the IPs upload the Protected Input Data to the Computing
Nodes hosted by CPs.

At the end of the computation process, the OPs use the primitives made available in the Data
Plane to fetch the Protected Output Data from the Computing Nodes and reveal them (e.g., by
decryption or reconstruction from multiple shares).

As with the IPs and OPs, the CPs must also be onboarded as a preliminary. They hold no gov-
erning power in the System except for the responsibility of managing their Computing Node
infrastructure and making it available to the CTs defined by the Clients. The Computing Node
is a crucial component of the System as a whole, and in fact the CP is the role that technically
enforces MPC guarantees by assuring its independence from other CPs. It is the responsibility
of SO to pick the default set of CPs for the System. However, CT Consortium also has the right to
choose a custom set from a list of onboarded CPs.

BUS-2.2 Requirement (Governance roles)
The System Operator appoints three Computing Parties to act as the default for all Computation Tasks for
which the CT Consortium have not identified specific Computing Parties.

BUS-3.5 Requirement (Powers)
CT Consortium shall be able to agree on a custom set of Computing Parties to use for a specific Compu-
tation Task.

As already said above, a single organisation (stakeholder) can take on several roles. For example,
in the JOCONDE System, Eurostat could perform the role of SO but also act as IP and/or OP for
some specific CTs. Furthermore, it could act as one of the CPs. The same organisation performing
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all of these roles does not jeopardise the security of the System. However, for transparency and
building trust, the stakeholder taking the role of SA should be separate and independent from
those acting as SO and CPs. And most importantly, as iterated above, the Computing Parties
must be all independent from each other.

In addition to the roles described above, Contractors are external entities or suppliers who pro-
vide products or services to the stakeholders performing some of the above roles on the basis
of a contractual relationship, without being System Members themselves. Examples include:

« System Auditor is an independent external party, contracted by SO to audit the System. The
role of SA is described in more detail in Section 7.3.6.

+ System Vendor is envisioned to be the role which delivers components that make up the
System. There might be multiple System Vendors for different System components, e.g.:

- TEE technology providers offer TEE hardware and the accompanying software kit that CPs
or Private Hosting Service Providers deploy. Products from several different TEE vendors
might be used in parallel in a single deployment of the System.

- Software vendors offer software components of the System, including the MPC technol-
ogy and other Data Plane, Control Plane, and Management Plane subsystem components.

+ Private Hosting Service Providers offering hosting services to CPs, most probably as IaaS.

+ Other types of Contractors offer their services (e.g. reviewing code in CTS) for Clients, but do
not need to be System Members themselves.

4.4 Comparison of TTP model and MPSPCaaS model

The MPSPCaaS model in the data ecosystem setting relies on the same core stages of data oper-
ations as the TTP model. However, the MPSPCaaS model provides a more complex infrastructure
and governance framework to effectively replace the TTP. As a result, the set of CPs may be
considered collectively as a sort of virtual TTP that supports the same core stages of data op-
erations of a regular TTP (data upload, performing computation, retrieving intermediate results
(from external TTP) and publishing output, see Section 3.3.1 for more), albeit with the following
differences:

1. unintelligible data - the data sent to the set of CPs is protected, such that no single CP could
infer any meaningful information from the data (Protected Input Data).

2. consensus-based shared control - any operations on the Protected Input Data require con-
sensus from all of the CPs, meaning that no single CP could deviate from the intended pro-
cessing steps (up to the security guarantees of the chosen SPC technology or combination
thereof) e.g. by decrypting, altering, or reusing data.

BUS-4.5 Requirement (Policies)
Computing Parties shall strictly follow the Computation Task Specification for all decisions in order
to counter any possibility of data being used outside of the pre-agreed context.

3. pre-agreed processing - the CT Consortium must pre-define and approve the processing
details up front. This is achieved by means of CTS. The System ensures that tasks that have
not been pre-agreed cannot be executed.

BUS-4.4 Requirement (Policies)
A Computation Task shall be executed only after approval by all CT Consortium Members.
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4. automation - the processing takes place automatically, without manual intervention by the
CPs, as authorised by the CT Consortium in the CTS.

The pre-agreed processing and automation are different features which arise from the privacy
goal of policy enforcement and the as a Service (aaS) quality of the MPSPCaaS model, respectively,
whereas unintelligible data and shared control are directly associated with the use of the chosen
SPC technologies (MPC and TEE).

To better summarise the distinctive elements of the MPSPCaaS model compared to the TTP
model, a set of technical concerns were formulated based on the innovation trends in Section 2.3.2.
The concerns are listed in Table 2, expressing in two separate columns how they are addressed
in the TTP model and in the MPSPCaaS model implemented in the System.

Concern

IP needs to protect its data

IPs and OPs need guarantees
that data processing is
performed as agreed

Outputs are sent only to
intended parties

The statistical quality
principles require consistency
of data over multiple sources

The statistics production
process must be managed

TTP model

There is a trusted party who
by process design sees the
data

Organisational measures to
mitigate the risk inside TTP

Organisational and access
control measures to mitigate
the risk inside TTP

TTP can see all data and can
analyse data consistency ad
hoc

Central management by a
statistical authority

MPSPCaaS model

By design, nobody can see the Input
Party’s data or can operate on the
data other than for executing the
pre-agreed CT

The attacker has to overcome
multiple layers of technical and
organisational measures across
multiple organisations/entities

The attacker has to overcome
multiple layers of technical and
organisational measures across
multiple organisations/entities

Consistency checks must be
planned and pre-programmed

Collaborative management by the
CT Consortium, technically

supported by the System

Table 2. Main technical concerns underlying the System design

4.5 Main implications of adopting the MPSPCaaS model
4.5.1 Implications common to all use cases

The world of official statistics is interested in SPC technologies primarily because of their po-
tential to augment the protection of confidential data that is provided as input to the statistical
business process. SPC technologies allow to take the principle of statistical confidentiality to the
next level. They provide technical assurances that data is visible only to the parties who have a
need to know it. Because the Input Data and Output Data do not need to be visible to the CPs,
they can act as mere executors of the computations in-between IPs and OPs (the set of CPs).

No single entity shall have the possibility to reveal the Restricted Data (Input Data, Interim Data, or Output
Data), unless explicitly stated in the Computation Task Specification.
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In the MPSPCaaS model, all the data operations are carried out on protected forms of input and
output data, as opposed to data in the clear or mild protection measures applied in the case of
the TTP model. This creates two fundamental changes in the factual circumstances underlying
the computation:

+ full removal of visibility - neither input nor output data is intelligible or accessible to the
individual entities providing the computation service (CPs in the MPSPCaaS model),

+ partial removal of visibility - while output data remains intelligible and accessible to the
statistical authorities (OPs in the MPSPCaaS model), input data does not.

Because the output data are essentially a derivative of the input data and the final statistics are
a derivative of the output data, both the output data and the final statistics may still reveal infor-
mation about the initial input data. Therefore, suitable protection measures need to be applied
at different stages:

1. making initial input data available to the statistical production process,

2. processing the initial input data during the statistical production process,

3. accessing and further processing output data created during the statistical production pro-
cess,

4. preparing the final statistics for dissemination.
A correct application of the MPSPCaaS model helps to create visibility barriers in all of these four

stages, so as to protect the statistical units represented in the initial input data. This is illustrated
in Figure 12.
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Figure 12. Data visibility across the different levels of a statistical business process

JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
21.05.2026 42 /133



D-16-711
Public

The non-accessibility and unintelligibility of the data in the System using the MPSPCaaS model
is assured through the combination of applying protection on input data at the source (stage 1),
consensus-based shared control (stages 2 and 3), pre-agreed processing and automation (stages
2 and 3) - neither humans nor machines cannot comprehend the data undergoing computations,
but machines are still able to operate on it. If CT Consortium agrees to apply the System for
producing statistical results for dissemination purposes, it is their responsibility to choose and
implement suitable SDC as part of the CT algorithm (stage 4) (see also Section 1.3).

The change in visibility into the data has important implications across use cases and domains:

+ it transforms the way that information is passed on - or rather not passed on - from one
stakeholder to another, as visibility into the initial input data is considerably decreased on
the side of CPs and statistical authorities, as compared to the earlier TTP model|,

* it causes an increase in the number of parties who collaboratively carry out data opera-
tions. First, there are now multiple parties responsible for the computation in the MPSPCaa$S
model (CPs) instead of one single party in the TTP model. Second, there might be increase in
data suppliers interested in the collaboration.

Both of these implications are further elaborated below. It is expected that, in combination, they
can trigger an evolution in designing new computations on confidential data in the official statis-
tics domain. This evolutionary effect is further elaborated below.

4.5.1.1 Transformation of passing information

Thanks to “downgrading” the CPs to mere executors, the data can be effectively turned unintel-
ligible throughout its lifecycle in the System, starting from the Input Data upload to the System
(visible to the IPs) until Output Data download from the System (visible to the OPs). This means
that the visibility of input data is no longer an inevitability but a design choice - SPC technolo-
gies allow engineering data analysis systems where the visibility of the data is brought to the
minimum necessary level.

BUS-3.1 Requirement (Powers)
System Members shall have their access rights associated with a given Computation Task, limited in ac-
cordance with the principle of least privilege to permit only the minimal set of actions necessary for their
role(s) in the Computation Task at hand.

Nevertheless, even if the amount of Input Data uploaded to the System is brought to the min-
imum and unintelligible to the CPs, it must still adhere to a clear lifecycle policy. All derivatives
of Restricted Data (Protected Input Data, Protected Output Data and Protected Interim Data, if
any) must be securely deleted or rendered permanently illegible as soon as possible.

BUS-4.3 Requirement (Policies)
Protected Data connected to a Computation Task shall be securely deleted or rendered permanently as
soon as possible.

Working on unintelligible data is not an intuitive approach for the official statistics community,
who have been accustomed to analysing directly accessible intelligible data. In the traditional set-
ting, itis assumed that the TTP as the computation service provider has full control over the data
they compute on and this is balanced primarily by organisational measures (e.g. non-disclosure
agreements). The SPC techniques will change this paradigm - the control over computation will
be shared within the set of CPs (that may involve CT Consortium Members) and ensured with a
combination of technical and organisational measures (see Table 1).

JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
21.05.2026 43/133



D-16-711
Public

To the extent that current laws and institutions rely on the pre-existing TTP model, they do not
foresee the possibility of working on unintelligible and inaccessible data. Nor do they encompass
the possibility to distribute or even share control over computations between different entities.
This means that effective practices and tools will need to be developed in order to analyse data
that statisticians cannot directly see. Eventually, such practices and tools will be institutionalised,
i.e. encoded in the body of soft norms that shape and regulate official statistics production).
Until then, various contractual arrangements are needed to overcome the lack of standardised
practices, tools and guidelines. Furthermore, new interpretations may be needed of currently
applicable norms which relate to sharing, transmitting or otherwise processing confidential data
for statistical purposes.

4.5.1.2 Increased number of parties

As the MPSPCaaS model enables more complex statistical computations involving diverse data
sources, the number of parties involved in statistical processing increases significantly. This ex-
pansion affects both IPs (data suppliers) and CPs, introducing new challenges in governance,
legal compliance, and operational coordination.

Once the CTS is formed, IPs and OPs delegate control to the set of CPs assigned for that CT. The
System therefore relies on the assigned set of CPs to strictly follow the CTS in all actions. To split
control to a reasonable degree, at least three CPs should be assigned to any individual task.

There shall be at least three Computing Parties for any particular Computation Task.

The risk of collusion is minimised by requiring that all CPs assigned to the same CT are fully
independent legal entities from each other, not sharing any common authority or shared interest
that would motivate collusion.

A Computing Party shall be a legal entity independent of other Computing Parties.

No single entity shall have control over more than one Computing Party involved in a Computation Task.

In principle, the more the CPs the lower the risk of successful collusion, as more stakeholders
would need to collude to gain access to the data outside the agreed terms. In practice, every ad-
ditional CP adds complexity, communication and computation overhead, and a greater likelihood
for reducing the overall System availability. Three independent CPs have been demonstrated to
be suitable by MPC deployments working with real data and several IPs, balancing privacy and
availability risks [1, 2].

On the other hand, increasing number of IPs introduces new complexities in data governance,
legal compliance, and stakeholder management.

Integrating and analysing confidential data from different sources has long known to be a labo-
rious work for statisticians, who mostly use data in the clear. For the first time, SPC technologies
now enable new kinds of computation infrastructures to automate much of that work in a se-
cure and privacy-preserving manner, while maintaining statistical principles and statistical quality
criteria. Once the MPSPCaaS model proves to be a viable approach in practice, organisational

>QOp. cit.,, Fabio Ricciato. Input Privacy Enhancing Technologies for Statistical Production: Motivations and Chal-
lenges, 2025, page 818.
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measures can be combined with technical measures. This assures more transparency into the
handling of data by the computation service providers (the set of CPs) and - ultimately - safer
access to innovative data sources (e.g. privately held data). This will open up new cooperation op-
portunities and access to innovative sources of microdata, leading to an increase in the number
of parties who may be involved in a statistical computation exercise also as data suppliers.

More input data suppliers means more input data. The range of potential input data for the sta-
tistical production process (survey data, administrative data, etc.) will be likely extended to cover
privately held data as well as data held by other public institutions. The use of such wide range of
data may be regulated not only by statistical laws (confidential data) and data protection laws (per-
sonal data) but also by laws on protecting intellectual property (patents, trade marks, copyright
and related rights, etc.) and competition (trade secrets and know-how), as well as sector-specific
laws from telecommunications (traffic data and location data), banking and finance (banking se-
crecy), health (medical records, genetic data), etc.). Hence, extended data sources will bring along
increased legal complexity related to accessing and combining data from different sources.

The identity and rights of persons vary significantly based on the type of input data and the spe-
cific stakeholders involved in a CT. For instance, data from a private insurance company may
relate to individual and corporate policyholders, while data sourced from a national tax author-
ity could involve different taxpayers, and data from an educational institution might pertain to
students or staff. This diversity necessitates case-by-case approaches to data governance, as the
nature of the input data and the role of the data supplier directly shape the scope of rights af-
fected and the measures required to protect them. The design of a CT must account for these
variations, ensuring transparent, proportionate, and legally compliant mechanisms that address
the unique needs of each interest group.

To the extent that current laws and institutions rely on the pre-existing TTP model, they may be
lacking in clear data access rights and data governance rules in case of combining different types
of data from a multiplicity of data suppliers.

Increase in the number of involved parties also implies that MPSPCaaSs is a distributed system
where participants need to know whom they are communicating with. While SO provides central
management as a whole, trust in that role must be balanced in order to avoid SO becoming
single point of trust (see BUS-2.8). The parties involved in a CT must be given the option to verify
each other identities directly, without necessarily relying on the claim by the SO. This option is
meant to serve as an additional measure against impersonation attacks involving the SO. While
not mandatory, the activation of this option is strongly recommended.

CT Consortium Members shall be able to reliably verify the identities of each other and the Computing
Parties to mitigate attacks involving impersonation.

4.5.2 Implications specific to certain use cases

The data flow architectures based on SPC (see Subsections 3.3.3 and 3.3.4) allow the IP (private or
public entity) to maintain control over the Input Data even if the SO (Eurostat) or the OPs (relevant
statistical authorities) are compromised. Both of these data models introduce new trust models
to the official statistics domain, compared to the earlier TTP model.

For some data, the requirements concerning their protection and re-use are especially high. In
such cases, data suppliers may be reluctant to make the data available for official statistics pur-
poses, unless they are able to maintain control over data re-use. For these kinds of use cases,
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the fourth data flow architecture (see Section 3.3.4) may prove to be a good option. This is where
the data supplier can join the set of CPs, while also acting as an IP. Instead of delegating com-
putation to a set of external CPs, a data supplier acting as a CT Consortium Member can also
share the computation with other CPs. Paired with the use of actively secure MPC protocols with
dishonest majority, it results in one of the strongest possible MPC settings and thus provides ex-
tra guarantees. The data supplier participating in the computation in the role of both IP and CP
can be sure that as long as it remains honest itself, the confidentiality and integrity of its Input
Data is protected. Moreover, as MPC protocols are interactive, this CT Consortium Member has
the power to use the technical veto right granted to all CPs - to stop further computation at any
time by just refusing to participate in it.

The option for data suppliers to become part of the set of CPs directly impacts the choice of CPs.
In a dishonest majority MPC setting, if a data supplier acting as IP also takes on the role of a CP,
the risk of the set of CPs collectively breaking the rules to get visibility into the data is minimised,
as long as at least the data supplier itself follows the rules (see Section 3.3.4). This means that
there is more leeway for choosing the remaining two CPs in the set of CPs.

These kinds of assurances can be powerful protection measures in more demanding use cases.
Knowing that control over Input Data can be maintained during the Computation even against
potential internal intruders as well as non-EU entities gives data suppliers an additional guaran-
tee for allowing the re-use of their data for official statistics purposes.

4.6 Supplementary business rules

Users should be able to use the core functionality of the System without necessarily being pro-
ficient in SPC technologies. Complexity inherent to these technologies should be hidden, auto-
mated, or otherwise covered by comprehensive instructions and procedural guides. The System
should enable Clients and their Contractors to assess the residual risk of partaking in a certain
Computation Task.

BUS-5.1 Requirement (Supplementary)
All operations within the System shall be as simple and lightweight as possible for the Clients.

The System should adhere to the principles of as-a-Service platforms, particularly emphasising
the aspects of on-demand, self-service and observability. Clients should be empowered to pro-
vision and manage CTs independently through a user-friendly interface with minimal support.
Additionally, the System should incorporate observability features providing the Clients insight
into the progress, status, errors, or necessary actions regarding a CT. Such transparency will
facilitate agile workflows, troubleshooting, and greater awareness.

BUS-5.2 Requirement (Supplementary)
The System shall provide Clients with an up-to-date overview of active workflows and status updates for
ongoing Computation Tasks.

The System shall expect Input Data in vector or tabular format. Tabular data is the most fitting
for a statistical scenario as it integrates well with existing workflows, operations, and data sets.
Tabular data offers a flexible yet well-defined structure, allowing for precise specification of re-
quired formats and column criteria prior to data exchange, ensuring compatibility with the CT.
The vectorised or tabular data structure, i.e., data model, is part of the CTS as described in Sec-
tion 7.4.
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BUS-5.3 Requirement (Supplementary)
Computation Tasks shall expect Input Data in a well-defined vector or tabular format.

The System should not be bound to a specific MPC and/or TEE technology. The Data Plane should
support multiple MPC and TEE technologies, including proprietary and open-source technolo-
gies. This acts as a preventative measure against vendor lock-in. It additionally allows to evolve
and adapt the System in light of changing requirements or advancing state-of-the-art. For exam-
ple, the initial MPC technology might be replaced with one that targets a different point on the
security-performance scale in order to keep up with either more strict compliance requirements
or increased workload.

The Control Plane and Management Plane components need to be open source, while the Data
Plane components may make use of proprietary closed source code if necessary.

BUS-5.4 Requirement (Supplementary)
The Data Plane shall support a portfolio of multiple different MPC and TEE technologies.

BUS-5.5 Requirement (Supplementary)
All Management Plane and Control Plane components shall be open-source.
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5 Solution overview

5.1 Introduction

Previous chapters introduced the concepts of Secure Private Computing, MPSPCaaS (MPC-as-a-
service) and focused on laying out the general business requirements for the System. Next, we
put these concepts in to the domain of official statistics, while keeping the two conflicting forces
in mind:

1. legacy of pre-existing institutions - on the one hand, the domain of official statistics has
well-established principles, standards, organisations and practices settled for the traditional
setting that also come to play when using the Solution (see Sections 2.1, 2.2 and Subsection
2.3.1);

2. drive towards data ecosystem setting - on the other hand, the domain of official statistics
is in transition from the current traditional setting to the emerging data ecosystem setting
(see Subsection 2.3.2 and Section 2.4).

In both cases, the System will need to be augmented with potentially new organisational man-
dates, business processes, rules and agreements specific to the domain of official statistics in the
EU. This indicates that the technical measures of the System need to be complemented by match-
ing organisational measures. This work is undertaken in the next sections below, after clarifying
the conceptual model and the scope of the analysis.

5.2 The Solution in relation to the System

The System does not function onits own. It needs to be supported and enhanced by a governance
framework customised for the official statistics domain in the EU. For this purpose, the term
Solution is introduced - the Solution is a socio-technical system, which comprises three types of
elements:

+ conceptual model which incorporates the underlying multi-party governance model, re-
usable features, and choice of technologies for the Solution. This is the object of the business
analysis (T1 - D1.2 Usage Scenarios and System Requirements - Final version).

+ technical measures which incorporate hardware and software, i.e. all technical means to
address various requirements for the Solution. These are the object of technical analysis (T2
- D2.1 Technology Survey and Analysis, T4 - D4.3 System Specification and Architecture - Final
version). The technical measures are jointly referred to as the System.

+ organisational measures, which incorporate policies, processes, contracts and other or-
ganisational means to address various requirements for the Solution. These are the object
of legal analysis (T3 - D3.7 Legal Analysis, D3.2: Part I - Governance Templates, D3.2: Part II -
Data Protection Impact Assessment Template) and Trust Building (T6 - D6.1 Trust Building Plan).
Furthermore, the organisational measures can be divided as follows:

- measures to mitigate business risks (see D1.2 Usage Scenarios and System Requirements -
Final version),

- measures to mitigate technical risks (see D4.3 System Specification and Architecture - Final
version),
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- measures to mitigate legal risks (see D3.7 Legal Analysis, D3.2: Part I - Governance Templates
and D3.2: Part IT - Data Protection Impact Assessment Template)

In addition, there are other measures, which affect and support the correct use of the Solution
but which are implemented prior to setting up or onboarding to the Solution. Many of those fall
outside the scope of the Project as best practices and standards that are routinely applied to
information systems with varying levels of risks.

Together, the different elements of the Solution complement each other and help unify the level
of security and data protection for all System Members.

5.3 Scope of the Solution analysis
5.3.1 General scope: operational level of a statistical organisation

In Section 4.2.4, the distinction between the System level and the CT level was introduced and the
responsibility areas in each level were sketched out along with key questions for each level. An-
swers to these key questions depend on the Solution, which embeds the System into the frame-
work of pre-existing institutions and must provide potential new institutions to accommodate
the drive towards data ecosystem setting.

The following Solution analysis is seen as an interface whereby the MPSPCaaS model can interact
with pre-existing institutions, while also adding its own specifics based on the anticipated use of
SPC technologies in the future data ecosystem setting. At the same time, it is recognised that the
Project set-up and framework does not support going into depth with all pre-existing institutions
nor is it expected that the Project will sufficiently map out all potential new institutions suitable
for the future data ecosystem setting. The scope of the Solution analysis needs to be further
limited.

The main implications of adopting the MPSPCaaS model (see Section 4.5) occur mostly at the
operational level of a statistical organisation, although there are some implications also at the
corporate level (see Section 2.2). The operational level of a statistical organisation is also where
the TTP model is currently applied - the TTP model can thus be considered an analogue of the
CT level of the MPSPCaaS model. Due to the focus on the operational level of a statistical organ-
isation, the Project uses the GSBPM framework for defining the context in which the Solution is
going to be operated (see Figure 13).

The GSBPM describes the whole workflow of a statistical production process as a sequence of
8 phases. The Solution is envisioned to be used for performing secure computations as a sub-
process to the GSBPM, which potentially involves several GSBPM phases. The secure computation
sub-process necessarily covers both the System level and the CT level of the MPSPCaaS model
(see Section 4.2.4).

The remaining general statistics development and production workflow under the GSBPM frame-
work are governed outside of the Solution. The positioning of the Solution with respect to the
GSBPM framework is described on Figure 13.

In line with the core workflow of the MPSPCaaS model (see Section 4.3), the Solution directly
interacts with the GSBPM framework in a manner of two steps:

1. in GSBPM 3. phase "Build”, the machine-readable specification (CTS) between the IPs and
OPsis consolidated (digitally signed by all CT Consortium Members) and distributed to all par-

JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
21.05.2026 49/133



D-16-711
Public

ties involved in the secure computation step. The specification and signatures are machine-
readable to enable fully automated use in the relevant GSBPM phases;

2. in GSBPM 5. phase "Process” the consolidated specification is executed in the secure com-
puting step. Secure computing is a sequence of three sub-steps:
a. IPs upload their confidential data,

b. the computation is performed by CPs,
c. OPs download the result.

In both steps, the signing of the specification as well as the data upload and download involve

manual interaction by the signing parties. Step (2.b.) is fully automated and applied technologies
protect the confidentiality of processed data.
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5.3.2 Main focus area: Computation Task level of the MPSPCaaS model

Within the general scope of the Solution analysis (see Section 5.3.1), a further qualification is
made towards narrowing the analysis down to the area of statistical business process where the
computation of statistical results actually takes place. This is the area where SPC technologies are
directly at play, offering a new SPC process instead of the pre-existing one. Figure 14 explains how
the different levels of Solution analysis interact.

b

Abstraction level

Statistical business process

b
%

Secure Private Computing

Time

Legend:
—+ Delegation flow > Stakeholder
———» Knowledge flow [ Process

Figure 14. Levels of Solution analysis

The CT level of the MPSPCaaS model lies at the heart of the SPC process and is thus chosen as
the main focus of the Solution analysis. This focus is chosen in line with FP2 (see Section 4.2.3), as
the Solution analysis is tasked to specify the general governance framework developed for the
MPSPCaaS model in the Project for the official statistics domain (see the technical architecture

and general governance framework developed for the MPSPCaaS model in the Project in Section
4.2).

The most effective method to develop and specify the Solution is by way of use case analysis,
i.e. relying on real-world needs and problems. The number of actual and potential use cases is
currently low, as the uptake of I-PETs in official statistics domain has been slow - it is one of the
aims of the Project to accelerate this process (see Section 1.3). By going deeper into the function-
ing and implications of the CT level of the MPSPCaaS model, the types of potential use cases can

be uncovered at an abstract level and tested in real-world scenarios in future extensions of the
Project.

The System level of the MPSPCaaS model is covered only to the extent relevant for answering the
System level questions (see Section 4.2.4) and discussing answers to the CT level questions (see
Section 4.2.4), taking into account the main implications of adopting the MPSPCaaS model (see
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Section 4.5). This is because the System level is largely covered by other broader frameworks,
which the Solution builds on:

1. the governance frameworks underlying the ESS and national statistical systems (see Sec-
tion 2.1),

2. GSBPM reference framework guiding the statistical production process activities at the oper-
ational level and the GAMSO reference framework with supporting activities at strategic and
corporate levels (see Section 2.2).

Figure 15 summarises the relationship between the Solution and the different other frameworks
that feed into it.

is a standard
ESS framework

supported by GAMSO
is a standard
framework
supported by is production part of
is operated
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Figure 15. The context of business analysis in JOCONDE Project

5.3.3 Exclusions from the Solution analysis

In the sphere of pre-existing institutions, the System level of the MPSPCaaS model is largely
covered by the governance frameworks of statistical systems (ESS, national statistical systems),
reference frameworks of statistical organisations (GAMSO) and the statistical production process
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(GSBPM), which mostly fall outside the scope of the Project. The reason for this is that the gov-
ernance frameworks of statistical systems (national statistical systems, ESS) and the reference
frameworks of the statistical organisations (GAMSO) and the statistical production process (GS-
BPM) are broad pre-existing institutions which are expected to mostly stay intact, irrespective
of whether statistics are generated using the TTP model or the MPSPCaaS model. An informed
reader will be able to overlay those governance frameworks to the Solution with the help of ex-
tensive other sources and there is no need to repeat them here.

The Solution analysis covers the interactions between the different frameworks, not the frame-
works per se. These points of interactions can be characterised as follows:

+ the national statistical systems provide the key stakeholders, business processes, input data
and rules necessary for using the Solution at the Member State level,

+ the ESS provides additional stakeholders, business processes, input data and rules necessary
for using the Solution at the EU level,

* GAMSO provides structural support for the strategic and corporate level at a statistical or-
ganisation when dealing with the transition from the TTP model to the SPC model,

+ GSBPM provides coherence for the statistical outputs produced by means of the TTP model
and MPSPCaaS model.

GAMSO will not be further touched upon, as the transition from the TTP model to the SPC model
is a complex issue, in which the Solution forms just one aspect - the issue of transitioning from
the TTP model to the SPC model has to be solved at the corporate and strategic level of relevant
statistical organisations. This work falls outside the scope of the Project.

5.4 Stakeholders and their needs
5.4.1 Overview

The use of the Solution affects or may trigger the attention of many different interest groups,
such as technology experts form academia and industry, civil society representatives from non-
governmental organisations etc. The needs and concerns of these interest groups as well as the
public at large are addressed in technical deliverables of the Project and D6.1 Trust Building Plan,
which summarises trust building activities.

The focus of this analysis is on the stakeholders who are envisioned to be directly involved with
the Solution. Stakeholders of the Solution can have different roles in the System (see Section 4.3).
Such roles are defined mostly by the SPC technologies chosen to implement it in the System (see
Section 4.1) and the characteristics of the MPSPCaaS model (see Section 4.2). All roles deemed
necessary for the purposes of the Solution have been identified in Section 4.3.

From the perspective of the Solution, the roles in the Solution (“"Solution roles”) need to be dis-
tinguished from the roles set out for the field of life or business sector in which the Solution is
going to be implemented (“domain-specific roles”). Since the implementation domain in the
Project is official statistics in the EU, the domain-specific roles from the real-world environment
of that domain have to be applied on top of the Solution roles.

In what follows, it is clarified which stakeholders can act in which roles in the System and how
this affects the statistical production process.
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5.4.2 European Statistical System

In the official statistics domain in the EU, the key stakeholder is the ESS, which is the partnership
between Eurostat (the European statistical authority) and national statistical authorities of the
Member States’. The Solution is developed to serve the needs of the ESS, as a whole.

The Solution is of critical importance to the ESS as it addresses key challenges in data privacy, scal-
ability, and operational efficiency. By serving as a unified platform within the ESS domain (FP1),
the Solution enables statistical authorities and their partners to collaborate seamlessly while
safeqguarding sensitive data. Its application for the development and production of European and
national statistics (FP2) ensures that statistical outputs are generated without exposing raw data
to individual entities, aligning with the ESS’s mandate to produce high-quality, secure, and trust-
worthy statistics. Furthermore, the Solution’s reliance on Eurostat-defined business rules and
processes (FP3) ensures consistency, compliance, and interoperability across diverse statistical
workflows, reducing fragmentation and administrative burdens for statistical authorities.

5.4.3 Statistical authorities
5.4.3.1 Eurostat

One of the central bodies in the ESS governance system is Eurostat, the European statistical
authority?. Eurostat is the main driver behind developing the Solution, responsible for setting
up the Project and conducting follow-up activities related thereto under the mandate granted to
it by the ESS.

Eurostat sees value in the Solution due to its potential to standardise secure data processing,
which is essential for harmonising practices across Member States. The proposed MPSPCaaS
model mitigates the limitations of currently used TTP model (see Subsection 2.3.1) and helps
to overcome the concerns with highly customised MPC implementations, which are resource-
intensive and non-scalable (see Subsection 4.2.2). By reusing a uniform SPC deployment, the
Solution lowers costs, minimises technical complexity, and ensures adherence to security and
compliance standards. This is particularly critical for integrating private-sector data contribu-
tions - such as mobile location data from Mobile Network Operators (MNOs) - into statistical
processes without requiring excessive trust in any single entity. Thus, the Solution directly sup-
ports Eurostat’s objectives of fostering innovation, transparency, and cross-border collaboration
while upholding data protection principles.

In the scope of the present Project, Eurostat is presumed to take the role of the SO in the System.
In addition, when using the System for developing or producing European statistics, Eurostat can
also act as an IP, OP or even CP.

5.4.3.2 National statistical authorities

There are two types of national statistical authorities:

+ National Statistical Institute (NSI) - NSIs coordinate all activities for the development, pro-
duction and dissemination of European statistics at the national level. In each Member State,

"Eurostat website. What is the European Statistical System? - Internet: https://ec.europa.eu/eurostat/we
b/european-statistical-system/overview (17.08.2025).

2Eurostat website. Who we are. - Internet: https://ec.europa.eu/eurostat/web/main/about-us/who-w
e—are (17.08.2025).
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they are the sole contact point for Eurostat on statistical matters (Regulation on European
Statistics (RES) Art. 5(1)).

« other national authority (ONA) - these are other bodies with responsibilities concerning
the development, production and dissemination of European statistics (RES Art. 5(2)). For
example, typical ONAs are national central banks (National Central Bank (NCB)), who also
have the public task to provide official statistics in their area of responsibility.

Both NSIs and ONAs have a legal mandate under European or national statistical law to develop,
produce or disseminate relevant official statistics. Hence, it is most natural for NSIs and ONAs
to take the role of OP in the System. At the same time, especially when developing or producing
European statistics, NSIs and ONAs can also act as IPs and even CPs in the System.

5.4.4 Data suppliers

Every statistical production process takes in data as a source for its computations and analysis.
Input data for a statistical production process can come from many sources, which can be divided
in two broad categories:

+ private data holders - these are mobile network operators, banks, retail stores, universities,
research institutes, non-governmental organisations, civil society organisations and other
private organisations who have data of interest to the ESS members.

* public authorities - these are ministries, public agencies and other government authorities
who have data of interest to the ESS members (mainly administrative data).

Statistical authorities can request input data from different data holders. Once successfully en-
gaged in the statistical production process, the data holders become data suppliers to the pro-
cess. Therefore, data suppliers are naturally inclined to take the role of IP in the System, although
they may also act as CPs. In certain limited cases, it is conceivable that data supplier may also
take the role of OP (e.g. when data suppliers need additional assurances about the correct use
of their data for statistical purposes).

In order to convert the data holders into data suppliers for the specific statistical production pro-
cess, the data holders need assurances with regard to the security of their data. Data suppliers
provide data for official statistical purposes on the basis of existing legal requirements and coop-
eration agreements with statistical authorities. In addition, as IPs, data suppliers are given the
power to abort an ongoing CT if they detect potential violations to the Consortium Agreement.

BUS-3.4 Requirement (Powers)
Each Input Party shall be able to terminate an ongoing Computation Task at any time, in line with condi-
tions outlined in the System Agreement, if it detects a potential violation of the Computation Task Specifi-
cation.

5.4.5 Various suppliers and contractors

Various suppliers of products or services can be contracted by the stakeholders, when using or
providing the System in different roles. For example:

+ SO needs to contract a System Auditor;

+ IP may need to contract code review service providers or external software auditors;

+ OP may need to contract data quality auditors or data scientists;
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+ CP may need to contract cloud service providers.

All these suppliers are not members of the System, but merely act on behalf of the relevant stake-
holder who contracted them under a specific Solution role. Therefore, these various suppliers -
Contractors - are considered as third parties in relation to members of the System and may need
authorisation from them for limited access and use rights for the purposes of their contract.

5.4.6 Statistical units

The Solution may be used for producing statistical results about different statistical units. In EU
statistics law, a statistical unit is the basic observation unit, namely a natural person, a household,
an economic operator and other undertakings, referred to by the data (RES Art. 3(1)(6)). Therefore,
at least two types of persons may be affected by the use of the Solution for official statistics
purposes:

* natural persons - natural persons may have a stake in the Solution if their personal data
is processed as part of statistical activities. When personal data is involved, natural persons
may be interested in understanding what kind of statistics is generated from their personal
data and how they can interact with their personal data in the statistical production process.
The fundamental rights and freedoms of natural persons must be upheld in accordance with
applicable laws.

+ legal persons - legal persons may have a stake in the Solution if data about their business
operations and other activities is used as part of statistical activities. This may involve in-
formation protected under intellectual property law, trade secret law and competition law,
which the legal persons may be keen to protect. At the same time, legal persons may also
be interested in understanding the immediate environment and market conditions that they
operate in - for this reason, they may be interested in contributing to better statistics related
to their field of activity.

These persons can act as data suppliers to a statistical production process conducted by means
of the System and are hence candidates for taking the role of IP in the System, with a view to
future extensions of the Project.

5.4.7 Regulators and supervisors

There are several government bodies with oversight, regulation and supervision mandates that
may have an interest in the Solution:

+ official statistics - the governance of the ESS is structured through several official bodies,
each with defined oversight and coordination roles?.

+ digital governance - the EU has established a coordinated framework of institutions and
authorities to oversee, enforce, and guide policy in data protection and cybersecurity. These
efforts aim to safequard fundamental rights, ensure secure digital infrastructure, and foster
trust in digital services. These authorities act in two levels:

- EU-level authorities include:
* European Data Protection Board (EDPB)*

3Eurostat website. ESS governance. - Internet: https://ec.europa.eu/eurostat/web/european-statist
ical-system/governance-bodies (17.08.2025).

4EDPB is an independent EU body that ensures consistent application of the General Data Protection Regulation
(GDPR) and facilitates cooperation between national data protection authorities. The EDPB issues guidelines, binding
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+ European Data Protection Supervisor (EDPS)°
+ European Union Agency for Cybersecurity (ENISA)®
+ Computer Security Incident Response Team for the EU Institutions (CERT-EU)’

- National-level authorities (in each Member State) typically include:

+ National data protection supervisory authority®
# National cybersecurity authority”
+ Computer security incident response teams (CSIRTs)'°

Together, these EU and national authorities form a multi-level governance structure that strength-
ens Europe’s digital resilience, ensures data privacy, and promotes a secure digital environment
for citizens and businesses. These authorities may step in and fulfil part of the SA role in the
System, based on their area of expertise.

5.5 Domain-specific governance framework
5.5.1 Domain specification

FPs 1 and 2 define the domain of implementation for the Solution (see Section 4.2.3) - it is built
for the purposes of official statistics in the EU.

Official statistics in the EU are developed and produced both at the Member State level (national
statistical systems) as well as at the EU level (ESS) (see Section 2). Because FP 2 requires address-
ing both, there is a need to distinguish when official statistics are generated as part of European
statistics or as part of national statistics. Both the European level and the national level have their
own specificities, which are relevant mostly for implementing the FP 3 (prospective users need
to align their organisation with the rules and processes of the Solution) - this work remains out
of scope of the Project.

The decision to use the Solution for European or national statistics is made at the CT level, i.e.
application of the related specificities depend on the specific use case at hand.

decisions, and provides advice to the European Commission on privacy matters. - Internet: https://www.edpb.e
uropa.eu/edpb_en (7.05.2026).

EDPS is the supervisory authority for data protection within EU institutions and bodies. The EDPS monitors compli-
ance, advises on legislative proposals, and cooperates closely with the EDPB in matters of cross-institutional concern.
- Internet: https://www.edps.europa.eu/_en (7.05.2026).

®ENISA supports the EU and Member States in developing and implementing cybersecurity strategies, enhancing
operational cooperation, and contributing to policy and capacity-building. It also manages the EU cybersecurity certifi-
cation framework and coordinates cybersecurity exercises. - Internet: https://www.enisa.europa.eu(7.05.2026).

’CERT-EU protects the IT infrastructure of EU institutions by detecting, responding to, and preventing cyber inci-
dents. It operates as a central point of threat intelligence and incident handling for EU bodies. - Internet: https:
//cert.europa.eu(7.05.2026).

8These national bodies are tasked with enforcing data protection laws, such as the GDPR, within their respective
jurisdictions. Their responsibilities include handling complaints, conducting investigations, issuing fines or sanctions,
and participating in the EDPB's cross-border cooperation mechanisms. - Internet: (7.05.2026).

These authorities lead the development and implementation of national cybersecurity strategies, supervise criti-
cal infrastructure protection, and ensure compliance with EU directives such as the NIS2 Directive.

'®National teams that manage cybersecurity incidents and threats. They play a crucial role in threat detection, mit-
igation, information sharing, and cooperation with EU and international partners under the CSIRTs network coordi-
nated by ENISA.
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5.5.2 Value framework

The EU is a collection of cultures and societies, each with their own value systems. Even the best
technologies and strongest protection measures cannot justify activities or objectives which go
against such value systems. The Solution can be seen as a digital public infrastructure, which
must not only be regulated, but “created and governed for the common good by maximising
public value creation”."" In order to achieve this, the assumptions and values that are driving the
design and implementation of the Solution with the public interest in mind, have to be made
explicit. In addition, it has to be made clear what assumptions and values underlie each CT, in
order to evaluate their adherence to applicable ethical and legal norms.

The SO is responsible for managing the System level, while the management of the CT level falls
in the hands of CT Consortium (IPs and OPs) (see Section 4.2.4). In this context, the management
function at both levels - System level and CT level - includes accountability for respecting the
applicable value systems in the EU and the relevant Member States. Furthermore, the manage-
ment function also includes accountability for ensuring that these assumptions and values are
built into the Solution. The assumptions and values underlying the Solution are documented as
part of the D6.1 Trust Building Plan.

Although it remains outside of the scope of the Project to define these assumptions and values,
some of the underlying premises for designing and using the Solution in the official statistics
domain in the EU can be presumed as follows:

1. generating more timely, detailed and relevant official statistics about the economy and the
society;

2. helping societies to get to know themselves better and thus be able to better organise them-
selves, maximising public value and fortifying the common good;

3. aspiring towards fairer and more human-centric digital society.

5.5.3 Purpose of use
5.5.3.1 System level

FP 2 further clarifies the intended purposes of use for the Solution - either development or pro-
duction of official statistics (see Section 4.2.3). This means that, in broad terms, there can be two
kinds of outputs from the Solution:

1. statistics under development (aka experimental statistics) - the outcome of the develop-
ment process. It is an incomplete statistical result or analysis, often experimental in nature,
which may not be suitable for publishing as a final statistical outcome due to gaps in adher-
ing to all Statistical Principles and Statistical Quality Criteria. At the same time, the outcome
of the development process can be a vital building block in creating a new production process
for a statistical product.

2. production statistics - the outcome of the production process. It is a complete statistical
result or analysis, which relies on comprehensive research and development and is in full
line with the relevant Statistical Principles, ready for the dissemination process to generate
final statistics and make them available to users.

""Mazzucato, M., Eaves, D., and Vasconcellos, B. (2024). Digital public infrastructure and public value: What is 'pub-
lic' about DPI? UCL Institute for Innovation and Public Purpose, Working Paper Series (IIPP WP 2024-05), page 4. -
Internet: https://www.ucl.ac.uk/bartlett/public-purpose/wp2024-05 (19.08.2025).
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In the starting phases, the Solution will be used primarily for development of official statistics.'?
In the future, the Solution can also be used for production of official statistics, in order to com-
plement the existing protection measures applied to the statistical production process in the
traditional setting.

The Solution is not going to be used for dissemination of European and national statistics as per
FP 2 (see Subsection 4.2.3). Although technically feasible, statistical outputs from the System
are not intended to be provided directly to the public nor to any other user groups beyond the
authorised recipients identified above, unless all the requirements set out for dissemination are
fulfilled.

Furthermore, any use for research and scientific activities outside the statistical systems, e.qg.
by universities, other academic institutions, private sector research and development centers is
also excluded because this kind of use is considered out of scope of the Project and falls under
separate legal regulations not addressed herein. The use of the System for research and scientific
activities may be the focus of future extension and follow-up activities of the Project.

5.5.3.2 CT level

The general purpose of use at the System level has to be specified at the CT level on a case-
by-case basis either as national statistics or European statistics. Each type of official statistics has
its own statistical system and related governance framework along with applicable laws, which
cannot be mixed with the other due to a different area of responsibility and balance of powers.

In addition, the general purpose of use at the System level has to be specified at the CT level on
a case-by-case basis as oriented towards development or production of official statistics.

The exact purpose of the computations and the kind of output is also to be decided at the CT level
on a case-by-case basis. In case of national statistics, each type of output data may have its own
regulations depending on the applicable laws in the relevant Member State. In case of European
statistics, each statistical product may have a separate legal act (sectoral legislation) to be abided

by.

5.5.4 Allocation of responsibilities
5.5.4.1 Overview

The SO must ensure that the Solution is used for the purpose it was set up for - developing or
producing European or national official statistics. This requires SO to review all new CTSs deployed
on the System before the corresponding CTs can be executed. It is assumed that such explicit
approval is required by default, at least in the early usage phase of the Solution. The SO has the
possibility to disable such explicit approval requirement in order to let Clients create new CTs
without further supervision. In the latter case the SO can review the CTSs by sampling.

By default, all Computation Tasks shall be approved by the System Operator before execution in order to
enforce compliance to System Agreement. The System Operator shall be able to disable this option if the
context of the deployment allows it.

12See: TSS-PET Section 1.4.1
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In addition to the aforementioned proactive measure, SO is provided with the power to reactively
abort any ongoing computation in case it detects potential violation of System Agreement or
otherwise anomalous behaviour.

BUS-3.3 Requirement (Powers)
The System Operator shall be able to terminate a Computation Task at any time to mitigate a System
violation, abuse, or possible harm when detected.

However, it is important to note that the SO is not equipped with the mandate to decide whether
statistics described in CTs are, in fact, ethically and legally sound. This is the task for the relevant
stakeholders involved in generating the statistics - the CT Consortium (IPs and OPs).

The CT Consortium’s responsibilities are not evenly distributed among all CT Consortium Mem-
bers but are instead role-based, reflecting the distinct functions assigned to the participating
entities within the MPSPCaaS framework. As a collective entity, the CT Consortium is responsible
for the SPC operations, which encompass the technical execution of processing the Protected
Data and the adherence to cryptographic protocols at the CT level. However, responsibilities re-
lated to ethical oversight, data governance, or other non-technical aspects of a statistical busi-
ness process - such as those typically subject to oversight by ethics committees or regulatory
bodies - remain with the statistical authorities acting as OPs. This delineation ensures that the
CT Consortium’s responsibility is strictly confined to its defined role in securing and executing
computations, while the broader accountability for ethical, legal and operational standards rests
with the statistical authorities as OPs, who must ensure that both the process and the outcome
of using the System align with societal expectations.

Furthermore, when considering national statistics, it is possible that Member States also wish to
use the System for cross-border comparison or mutual cross-border statistics. This would be a
new practice area for many Member States enabled by the System. If realised, then such cross-
border cooperation necessitates not only new rules on data access and governance but also new
oversight mechanisms, e.g. boards of ethics. However, the details of these rules, bodies and the
related business processes remains out of scope of this Project.

5.5.4.2 System level

The Solution is called to existence by the ESS based on its mandate under the EU law to develop
and produce European statistics as a partnership between the European statistical authority (Eu-
rostat) and Member State statistical authorities. When the relevant governing body in the ESS
appoints an entity to fulfil the role of the SO, the SO is required to act within the limits of the
authorisation from the ESS governing body. At the time of writing, it is presumed that:

+ the role of the SO will be fulfilled by Eurostat (Commission).
+ the ESS governing body will authorise the entity taking the role of the SO to:

- establish the conditions for eligibility for membership in the System as well as lay out the
rules for evaluating these conditions for different types of members and run relevant due
diligence checks to verify compliance;

- further specify the domain-specific governance framework at the System level.
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5.5.4.3 CT level

The responsibility for a statistical production process is allocated differently at Member State and
EU level:

* in a national statistical system, it is the NSI or NCB who bears the ultimate responsibility
for the relevant national statistical production process,

* in the ESS, the responsibility for the European statistical production process is divided be-
tween multiple stakeholders - while the overall process is coordinated by Eurostat, the actual
statistical calculations for each Member State are carried out by NSIs and ONAs at national
level and only later aggregated by Eurostat at the EU level.

The number and identity of statistical authorities has to be specified at the CT level on a case-by-
case basis. In case of national statistics, besides the relevant NSI of the relevant Member State,
ONAs may need to be engaged either as IP, OP or CP or all of the above. In case of European
statistics, Eurostat may need to be involved either as IP, OP, CP or all of the above.

5.6 Related deliverables

The specific rights and obligations between System providers and System users need to be fur-
ther specified by means of contractual arrangements between them. To the extent that the var-
ious implications of using the MPSPCaaS model in the official statistics domain have not been
accounted for in currently applicable laws (see Section 4.5), such contractual arrangements need
to be defined in the Project.

Some contractual arrangements are use case specific, requiring more details with regard to the
purpose of the computation, the exact organisations involved and the surrounding factual cir-
cumstances. The System has sufficient flexibility to implement context-specific approaches based
on cutting-edge technologies and a selection of commonly available protection measures that
can be tuned to each computation scenario, including the most demanding use cases (see Sec-
tion 3.3.4). This flexibility is managed at the CT level. Therefore, the CT level policies remain to
be set by the CT Consortium on a case-by-case basis. At the same time, the CT Consortium will
have to abide by the domain-specific governance framework set out by the ESS and the SO at the
System level.

In order to facilitate the choice of suitable contractual arrangements for each CT, the rights and
obligations between the relevant System providers and System users must be clearly outlined.
This work is subject to the D3.2: Part I - Governance Templates.

In order to make sure that the use of the Solution complies with at least by the general legal
principles and rules in the area of cybersecurity, data protection and the domain-specific laws in
official statistics, the relevant legal requirements need to be mapped and analysed with regard
to their potential application. This work is subject to the D3.2: Part II - Data Protection Impact
Assessment Template

In order to assist with evaluating potential residual risks in case of each CT, impacts of using
the Solution must be properly assessed from both the data protection view as well as from the
cybersecurity aspects. This work is subject to the D3.2: Part IT - Data Protection Impact Assessment
Template and the technical risk analysis in D4.3 System Specification and Architecture - Final version,
respectively.
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6 Security aspects

This chapter outlines the primary security goals of the JOCONDE System, emphasising that the
security provided by the system must not be less than the status quo. The chapter also presents an
analysis of the attack surface, including potential points of vulnerability, and the layered security
strategies that are employed to mitigate security risks.

6.1 Security goal

In the usage scenarios of the System, the data require a very high level of protection at all stages
of the Computation Task execution including transmission, storage and processing. To meet this
requirement, SPC technologies are employed.

We define the security of the System relative to the status quo where the System is not used.
The data sets processed within the System are never the primary copies of these data, the pri-
mary copies reside with the Input Parties who hold the data in the first place. The IPs upload the
data (more precisely, the subset of data that are strictly necessary to perform the CT at hand)
in a protected form. The data remain protected throughout the whole lifecycle of the CT, and
are eventually deleted. Only the final result is revealed (i.e., leaves the protected form) to the
intended Output Party.

In principle, an attacker interested in obtaining these data sets has a choice between attacking
the System and attacking the data sources at the IPs’ premises.

Given this scenario, the primary security goal of the System can be stated as follows: breaking
the System must not be any easier than breaking the data sources, i.e., the IPs. In other words,
using the JOCONDE System shall not be less secure than the status quo.

From this primary security goal, more follow. For example, before the IP data are uploaded in the
System, they must be protected so that there exists no single point within the System where the
data could be retrieved from. Therefore, it follows that the data must also be protected during
the CT. After the CT is finished and the OPs have received their output, all inputs and other data
must be deleted from the System.

Status quo approaches contain a single point of failure, the data origin, where one IP's data is
stored, presumably protected by conventional measures such as access control or disk encryp-
tion. For the System to be harder to attack than the data origin, it must not contain any single
point of failure. Therefore, a distributed system which is resistant against infiltration of more than
one participant must be used. This requirement warrants the use of multi-party computation in
the System.

A detailed list of system requirements related to the security of the System is presented in Sec-
tion 6.3.

6.2 Attack surface of the JOCONDE System

The attack surface of the System consists of all points in the system where an attacker could
compromise data confidentiality or integrity. The following section lists the points of the System
which are relevant to the use of SPC technologies.
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Data Input and Output. The IPs submit their data to the System using software from the Sys-
tem software provider. During data submission, the IP’s data leaves their organisation. Thus, a
data protection mechanism has to be applied before data submission. A conventional encrypted
tunnel, using public key encryption, is not sufficient as the end point of the tunnel in the System
must not see the data in plain (otherwise it would constitute a single point of trust).

Data output has a similar problem, as Output Data produced by the CT must be submitted to the
OPs in such a manner that no other parties, even the CPs carrying out the CT, can see the output
in plain. An encrypted tunnel is not a sufficient protection mechanism as the entry point of the
tunnel must not see the Output Data.

Data Storage. Input Data submitted to the system must be stored until all inputs of a CT have
been submitted and the CT can be completed. The output of the CT must be stored until all OPs
have received it. Conventional encrypted storage is again insufficient as it would entail a single
encryption key held by one party.

Computation Task Specification. An IP or OP defines a CT using a programmable interface. The
CT can include data aggregation and statistical analysis. The output of the CT is received by the
OPs designated by the CT. An incorrectly defined CT can reveal too much about its inputs. The
Computation Task Specification (CTS) is a major opportunity for an attacker to hide a vulnerability
in the system, thus it is important that technical and organisational measures are adopted to
ensure that the CT outputs only what is intended to the OPs.

Computation Task Execution. The computation on Input Data can not take place in plaintext as
that would entail collecting all computation inputs into a single point. Instead, data protection
mechanisms must stay in place during the computation. Furthermore, it must be verifiable that
the correct CT was executed and that nothing besides the agreed upon computation was done
with the Input Data.

Identity Management. In a distributed system like the JOCONDE System, participants also rely
on organisational measures to ensure that the security goals are met. For example, all IPs must
agree on the CTS including agreeing on the identities of the CPs and OPs. Such organisational
measures rely on robust identity management. Otherwise, an attacker could impersonate a Sys-
tem Member to, e.g. forge a signature on a CTS.

Other Security Considerations. Concerning availability, in a multi-party system like this, attacks
on availability are trivial as a single CP can refuse to take part in the computation and effectively
halt the whole process. This risk is mitigated by using organisational controls to incentivise CPs
to participate. Other conventional attack on availability, such as denial-of-service attacks, are mit-
igated using cybersecurity measures such as firewalls. Therefore, we do not consider availability
as one of the main objectives in this chapter and concentrate on confidentiality and integrity.

The risk of a quantum breakthrough which renders current public key cryptography vulnerable is
mitigated by building a modular system where cryptographic components can be swapped out
with newer technologies. The same controls that avoid vendor lock-in (see Section 4.6) also help
against aging technologies such as obsolete secure tunnel protocols or vulnerable versions of
public key infrastructure. As post-quantum secure versions of these components become avail-
able, incorporating them should be straightforward if the System architecture is designed in a
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modular way. For symmetric cryptography, it is recommended to pick key sizes that are secure
against quantum computers already today.

The System should use post-quantum secure cryptographic primitives and key sizes.

6.3 Proposed security measures

To meet the stated security goals and protect the attack surface of the System, SPC technolo-
gies are used in conjunction with conventional cybersecurity tools, practices and organisational
methods.

Secure Multi-Party Computation (MPC) enables dividing data and computation between a num-
ber of participants such that no single participant can see the data. MPC entails using secure
protocols for inputting, outputting, and storing data, and for computing algorithms and com-
plex workflows on said data.

The technology underlying MPC works by splitting data into parts which are indistinguishable
from random to any party holding one of these parts. However, by combining them, the original
data can be reconstructed. Crucially, this data splitting must have a homomorphic property. In
other words, random-looking parts of data can be used to compute functions such that the out-
putis in the same split up representation. Recombining this split representation gives the output
which is equal to as if the function had been evaluated in plain text. In short, MPC allows data
protection to remain in place during computation.

Many specific methods exist for the data splitting, the most notable of which are arithmetic secret
sharing, garbled circuits, and homomorphic encryption. In this document, data protected by
splitting into random parts is referred to as simply Protected Data.

The specific secure data representations and secure protocols for computing with that represen-
tation differ in the security guarantees that they offer. The main variables are: does the protocol
protect only data privacy or also data integrity, how many CPs are required for the protocol and
how many of these CPs can collude without revealing the Protected Data. A detailed discussion
of the security of different multi-party computation methods is given in D2.7 Technology Survey
and Analysis.

To enable the secure processing of data with the highest sensitivity and granularity, very strict se-
curity requirements are set in place that restrict the choice of multi-party computation methods
used within the System. To enable the secure processing of data with the highest sensitivity and
granularity, very strict security requirements are set in place that restrict the choice of multi-party
computation methods used within the System.

The System shall use techniques that split the Input Data elements and/or the encryption keys across
multiple nodes through the application of secret sharing, multi-key homomorphic encryption, or other
MPC schemes in combination with secure hardware.

The technology and implementation of choice for any operation on Protected Data shall be robust to

collusion of two out of three Computing Parties.
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SYS-1.3 Requirement (System security)
The System shall be robust to intrusions at up to two out of three Computing Nodes.
SYS-1.4 Requirement (System security)

The System shall detect attacks on data integrity during the execution of a Computation Task, causing
it to halt; an attack shall not cause the deliverance of an incorrect result which cannot be distinguished
from a correct result.

SYS-1.5 Requirement (System security)
Upon detecting an attack on data integrity the System should reveal the party at fault.

Trusted Execution Environment (TEE) enables the protection of executing software and its
working set (memory, storage, networking and other resources) against inspection and ma-
nipulation, essentially providing confidentiality and integrity of data during computation. Al-
though there exist software-based TEEs (e.q., isolated environments provided by virtualisation
hypervisors'), hardware-based TEEs provide stronger protection and are more common in cloud
computing. In the JOCONDE System, only hardware-based TEEs are considered and a detailed
overview is given in D2.1 Technology Survey and Analysis.

With hardware-based TEEs, the CPU itself manages the protection of the code and working set
in a secure enclave, such that even the operating system or hypervisor are unable to break the
confidentiality or integrity guarantees. The CPU uses additional secrets to provide remote at-
testation and data sealing features. Remote attestation allows a remote party to verify that the
software running inside the TEE is the expected software. Remote attestation is also used to cre-
ate a secure tunnel between a remote party and the secure enclave, for example for inputting
data. Sealing is used to extend the protection of the data created by the enclave beyond the
lifetime of the enclave, such that state can be persisted across restarts, or large swaths of data
outsourced to a larger storage medium. Together, a TEE provides protection for data in transit,
during computation and at rest.

In the JOCONDE System, both MPC and TEE technologies provide protection of data in transit,
during storage and during computation. To increase the level of protection these two technolo-
gies are layered on top of one-another, i.e. the software executing within the TEE is the multi-party
computation protocol. The remote attestation of the TEE allows the System Members to verify
that the correct MPC software is executing in the System. In Section 6.4, the added protection of
the overlaid technologies is illustrated.

Additionally and crucially, TEEs enable the secure deletion of data which is required to minimise
the residual security risk after the System has been used.

Note about physical security of TEEs. Current generations of widely available TEE platforms,
such as Intel TDX and AMD SEV-SNP, are not designed to provide strong protection against phys-
ical attacks. As demonstrated by the TEE.fail attack?, physical attacks that break TEE security
guarantees are feasible in practice. Therefore, CPs must be trusted to provide adequate physical
security measures that protect TEE hardware from physical attacks.

"Microsoft. Virtualization-based security (VBS) enclaves, https://learn.microsoft.com/en-us/windows/win3
2/trusted-execution/vbs-enclaves. Last accessed: October 2024

2TEE fail: Breaking Trusted Execution Environments via DDR5 Memory Bus Interposition. Internet: https://tee.
fail/ (24.12.2025)
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The robustness of the System can be further increased by using a diverse selection of TEEs from
different hardware providers at the different CPs. With such a strategy, a vulnerability in any one
TEE does not affect the security of the overall System. Furthermore, overlaying MPC over TEE
brings additional benefit, as elaborated in D2.7 Technology Survey and Analysis.

SYS-1.6 Requirement (System security)
The System should incorporate security measures at both the hardware and software levels to secure the
computation environment.

SYS-1.7 Requirement (System security)
The Computing Nodes shall employ secure hardware technologies, e.g. TEE with hardware isolation.

SYS-1.8 Requirement (System security)
The System shall be robust against side-channel attacks.

SYS-1.9 Requirement (System security)
The System shall be robust against software and hardware attacks.

SYS-1.10 Requirement (System security)
The System should use a combination of multiple technologies and security/privacy layers with comple-
mentary security guarantees to achieve the highest possible degree of protection and trustworthiness.

Security measures in the Control Plane. Thanks to the SPC technologies adopted in the Data
Plane (i.e., the combination of MPC and TEE) the System only reveals the final result to the OPs
specified in the CTS. It is the responsibility of the Control Plane to ensure that the CTS is created
and handled exactly as intended by the Clients.

Using the tools and workflows inherent in the Control Plane, the Clients verify the data analy-
sis workflow that will be computed by the System, as well as the identities and roles of all the
parties involved. These details are consolidated in the CTS to be technologically enforced by the
Computing Nodes hosted by CPs.

The enforcement relies on a local component - authorisation of each Client action towards one
Computing Node with respect to the CTS - and the fact that a CT can only be executed collab-
oratively by several independent CPs as described in Section 4.4. Effectively, as long as at least
one Computing Node honours the CTS, no entity can successfully execute a request to the MPC
infrastructure (e.g. to receive Protected Output Data) for which they are not authorised.

To protect against a compromised or malicious System Operator, Clients are enabled to cross-
validate any information presented to them by the SO. If the SO were to attempt to deceive a
Client into approving a maliciously crafted CTS, the Client can detect the attempt by comparing
their view with the views presented to their peers. The most prominent example of this would
be the SO impersonating a Client in a CT with the goal of learning Restricted Data. This manner
of impersonation can be circumvented if the Client validates the identities using communication
channels not under the control of the SO - i.e. out-of-band - before approving.

SYS-2.1 Requirement (Trust)
The System shall enable Users to verify the identities of other System Members contained in the Compu-
tation Task Specification locally. The verification shall not rely on trust in the System Operator.

The approval of a CTS in the Control Plane implies the CT Consortium Member's agreement to
deploy a CT under the exact conditions contained within. For this reason it is important that the
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mechanism of approval guarantees integrity and non-repudiation. It is reasonable to assume
that CT Consortium Members express their approval by digitally signing the CTS.

SYS-2.2 Requirement (Trust)
The System shall use a Computation Task Specification approval mechanism that provides integrity and
non-repudiation.

As the CT is deployed into the MPC infrastructure, each action with it (e.g. uploading of Protected
Input Data) should be preceded by an integrity verification: a check ensuring that each Comput-
ing Node is actively following the CTS approved by the CT Consortium Members. Given that the
CT execution is collaboratively handled by several CPs, it would suffice if all Computing Nodes
report the hash of the active CTS that matches the one signed by the CT Consortium Members.

SYS-2.3 Requirement (Trust)
The System shall allow Input Parties and Output Parties to verify the integrity of the copies of their Com-
putation Task Specifications deployed in Computing Nodes.

6.4 Analysis of potential attacks

The list of attacker profiles that must be considered when designing the security measures of the
System include: The list of attacker profiles that must be considered when designing the security
measures of the System include:

a) an active attacker against the Computing Parties, Input Parties, Output Parties and System
Operator;

b) a compromised or malicious OP, IP or CP;

c) a compromised or malicious cloud provider;

d) compromised or malicious internet infrastructure;
e) a malicious author of the CTS;

f) a compromised or malicious SO; or

g) a colluding clique of multiple System Members together with external attackers.

In this section, four attacks against the JOCONDE System are illustrated, showing how the pro-
posed security measures provide protection against the attacks. For an in-depth technical risks
analysis, see Appendix B of D4.3 System Specification and Architecture - Final version.

Attack Against Computing Parties. In this scenario, let's assume that an attacker has already
obtained login credentials to the CP’s device that is hosting the System. The attacker’s goal is to
obtain Input Data, the CT output or any Interim Data produced by the CT. The CT is executed by
the MPC software inside of a Trusted Execution Environment. Storage and communication are
protected by the TEE's secret key and computation takes place within the TEE. So the attacker
needs to retrieve the TEE's secret key or tamper with the software executed inside the TEE.

To tamper with the software within the TEE, or switch it out with software containing a backdoor,
an attack against TEE attestation is needed. Using attestation, System Members verify that the
hash of the code executing within the TEE matches with the hash of the expected code. To attack
the attestation, the attacker must either find a vulnerability within the attestation process itself or
spoof every System Member who performs attestation. The spoofing entails delivering tampered
MPC software to every attester such that they do not detect the tampering and will compare the
software within the TEE to the already tampered software delivered to them.
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The other attack vector is to retrieve the TEE's secret key, which requires exploiting a vulnerability
in the TEE hardware.

Since the software executing inside the TEE is the MPC software that computes on Protected
Data, exploiting a single TEE is not sufficient to obtain the private data. Security properties of
the chosen MPC software dictate how many TEEs at respective CPs the attacker has to breach
in order to break confidentiality of private data. This task is more difficult when the CPs use a
variety of different TEE hardware.

Attack Against an Input Party. Suppose an attacker targets one of the IPs. Looking from the
outside, the IP sends their Protected Input Data to the CPs through encrypted secure tunnels.
An attacker seeing only this communication between the IP and CPs would have to break the
encryption of all three secure tunnels to obtain the Input Data.

Suppose an attacker exploits another vulnerability to gain administrator access to the IP. Since
the data inputted to the System already exists within the premises of the IPs, the party’s use of
the System makes no difference to such an attack, and the security goal stated in Section 6.1
would be still met

Side-channel Attack Using Physical Access to a Computing Party. An attacker with physical
access to the TEE hardware can attempt to learn about the data inside the TEE by measuring
the TEE chip’s power draw, thermal profile, memory access pattern, cache misses, or other side-
channels. The JOCONDE System is better protected against side-channel attacks than systems
where TEEs are used without MPC. Most side-channel attacks against TEEs require running the
code within the TEE multiple times or interrupting its execution between every code instruction.
Since the program executing within the TEE is a multi-party computation protocol, there are other
parties waiting for messages from the party under attack. Thus, interruptions or re-running of
the protocol code would be detected by the other CPs, meaning that the attacker’s presence is
also detected.

Compromised or malicious System Operator. Acompromised SO can launch attacks on either
the Management Plane or the Control Plane. On the Management Plane, it can impersonate one
or more System Members and sign a CTS on their behalf. On the Control Plane, a compromised
SO can alter the view of CTS contents or its state for a System Member, for example, to deceive
one into signing something that they do not want to.

Both of these attacks are mitigated by the fact that, by design, none of the System’s central com-
ponents are unconditionally trusted by System Members. System Members are enabled and en-
couraged to verify critical steps offline: System Members' identities can be verified out-of-band
and CTSs are expected to be double checked and signed on premises.
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7 System processes

7.1 High-level overview

The JOCONDE System uses MPC to preserve data confidentiality throughout the lifecycle of a sta-
tistical CT. The architecture is based on three planes that represent groups of logically connected
functions: the Data Plane, the Control Plane, and the Management Plane. These planes operate
jointly to ensure that data can be securely processed without compromising privacy.

+ The Data Plane includes all data operations within a given CT, including Input Data prepa-
ration, protecting Input Data for upload, and execution of the Computation itself, utilising
cryptographic techniques like MPC to maintain confidentiality.

+ The Control Plane deals with the creation and lifecycle management of CTs. The functions in
this plane ensure that all CT Consortium Members agree on the CTS before any Computation
is executed.

+ The Management Plane gathers all functions that are independent from specific CTs. It han-
dles System maintenance, auditing, and System Member onboarding, ensuring that the Sys-
tem functions smoothly and remains secure.

With this approach the System aligns with the vision outlined in Chapter 4 of providing an on-
demand, privacy-preserving computation service aimed to be as easy to use as possible, while
providing strong security guarantees to meet the data protection requirements. The use of TEE
technology enhances security by providing isolated environments for Computation.

SYS-3.1 Requirement (Using the System)
Preparation, configuration, and execution of a Computation Task in the System should be as simple and
lightweight as possible for the Clients and should involve only minimal marginal costs.

Complementing the logical planes, the System relies on vital technical components managed by
the SO: the Management Plane Subsystems and the Control Plane Subsystems. The Management
Plane Subsystems facilitate the centralized management of System Members. Through these
subsystems, the SO handles onboarding and offboarding processes and maintains the catalogue
of System Members authorized to interface with the System.

The Control Plane Subsystems serve to coordinate and oversee the admission of CTs. The Control
Plane is set up as a distributed system where each System Member hosts a Service Node that
talks to other Service Nodes of other System Members as needed. Clients use their local Service
Node to view, edit and approve CTSs and interact with a CT.

By Requirements BUS-3.2 and BUS-3.3, the SO must have an overview of, and the ability to pre-
vent CTs running in the System. Moreover, the Control Plane Subsystems make sure that CTs
adhere to System Agreement before they could be deployed to the MPC infrastructure. It is ex-
pected that Service Nodes of both Clients and CPs utilise machine-to-machine interfaces with the
SO's infrastructure, providing admission control and telemetry for CTs.

Client Node (Client’s Service Node) also works on the Data Plane as it provides the user interface
for applying protection to the Input Data, reconstructing Output Data and securely transporting
Protected Data directly between the Client and the MPC infrastructure. It is important to note
that Restricted Data does not pass through SO in any form (unless SO is also in the role of IP, OP
or CP). A comprehensive specification and functionality of Service Nodes is given the deliverable
D4.3 System Specification and Architecture - Final version.
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The roles and responsibilities in the core workflow are as follows:

« A CT Consortium (usually initiated by an OP) conceptualises and proposes a CT.

+ Control Plane Subsystems are used for approving the CTSs and deploying the CT in the Sys-
tem.

+ [Ps prepare and validate the Input Data and apply protection to Input Data before distribut-
ing it among CPs.

+ CPs validate the CT requests before executing the tasks. If successful, they return the Pro-
tected Output Data to the OPs. Finally, CPs securely erase all Protected Data.

After the CTS has been signed by every CT Consortium Member using their Service Node, it is
additionally signed off by the SO. Then, IPs prepare their Input Data, and after validation the
Protected Input Data is delivered to CPs. CPs validate the submissions. If validation fails, the CT
is rejected and subject to corrections by the IPs. When Input Data is accepted, the CPs execute
the given tasks.

Upon completion, the OPs retrieve the Protected Output Data from the OPs and remove the
protection locally to obtain the resulting Output Data.

This described CT lifecycle works across the Control Plane and Data Plane ensuring that all rules
concerning Restricted Data, whether specified in CTS or System Agreement, are followed exactly
as they were defined and agreed upon.

SYS-6.1 Requirement (Task and data lifecycle)
The System shall associate all data with its respective Computation Task to enforce data lifecycle policies.

7.2 Overview of business processes and data objects

Thereis a single System level process “P1 Manage System” and two CT level processes “P2 Initiate
CT” and “P3 Execute CT". An overview of all of the three main processes and their subprocesses
is given in Table 3. Figure 16 shows the relevant subprocesses of P1 and how P2 and P3 relate
to each other. The latter two are called from the two phases of GSBPM “Build” and “Process”,
respectively, and are detailed in further subsections.

For data objects, Table 4 gives an overview of which data objects contain Restricted Data, who
stores them and whether they are stored for long term. In addition to those data elements listed
in the table, there exist various data in SO IT system that is not included in the scope of this anal-
ysis, e.g., Customer Relations Management System, Vendor Management System. These data
objects are managed by rules that are mandated by governing body of the Solution.
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ID Process Start event Automatic In Section Comment
name or condition or manual scope
start (A/M)  (Y/N/P)**
System processes
P1 Manage SO gets mandate from M P Ch. 7.3, System management includes all processes not bound to a concrete
System governing body Fig.16  CT.
P1.1 Setup Sys- P1isstarted M P Ch.7.3.1 Launch the System.
tem
P1.2 Onboard SO decides to considera M P Ch.7.3.2 Add new System Member: perform background checks, decide which
System new member roles they can take in the System.
Member
P1.3 Offboard SO decides to removea M P Ch.7.3.3 Remove credentials of former System Member
System member
Member
P1.4 Procure SPC SO makes a decision to M P Ch.7.3.4 SPCtechnology includes both TEE and MPC.
technology  procure an SPC compo-
nent
P1.5 Monitor SO starts operating the M N Ch.7.3.5 Includes persisting the evidence (logs)
System System; continuous pro-
security cess
P1.6 Audit Sys- SO decides to perform M P Ch.7.3.6 The audits shall ensure trust of the Clients into the Solution.
tem an audit
CT processes
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ID Process Start event Automatic In Section Comment
name or condition or manual scope
start (A/M)  (Y/N/P)™
P2 Initiate CT OP decides to perform M P Ch. 7.4, Executed in GSBPM "Build” phase. Process P2 uses the output of the
SPC calculations on the Fig. 17  preceding GSBPM phase "Design” as input, see Fig. 13. It is assumed
System that OP who starts the P2 is a major stakeholder in GSBPM statistics
production project that consumes the resulting Output Data of given
CT.
P2.1 Create CT OP has started P2 M N Ch.7.4.1 The process concludes the agreement between all CT Consortium
Consortium Members needed to execute the CT.
P2.2 Create CTS OP has started P2 M P Ch.7.4.2 During this process a CTS draft is devised, based on GSBPM "Design”
draft phase output.
P2.3 Consolidate OPsendsdraft CTStoSO M P Ch.7.4.3 The process starts when the initiating OP sends CTS draft to SO. The
cTS result is a signed CTS that follows the Consortium Agreement with
additional technical details.
P3 Execute CT  All CT Consortium Mem- M Y Ch.7.5.2, P3is executed in GSBPM "Process” phase. All performed actions fol-
bers have signed the Fig. 19  low strictly the CTS.
CTS
P3.1 Prepare IP receives a message M Y Ch.7.5.1, Uploading of Protected Input Data and running the quality checks in
and upload about CT being started Fig. 20  CT environment.
Input Data
P3.2 Perform all IPs have uploaded A Y Ch.7.5.2, Includes deletion of Protected Input Data and Interim Data in normal
computa- the required Input Data Fig. 21 scenario. In case of failure P3.4 process handles non-standard data
tion cleanup.
P3.3 Retrieve OP receives a message M Y Ch.7.5.3, Includes deletion of Protected Output Data in normal scenario. In
Output that Protected Output Fig. 22 case of failure P3.4 process handles nonstandard data cleanup sit-
Data Data is available for re- uations.
trieval
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Table 3. Main Solution processes
ID Process Start event Automatic In Section Comment
name or condition or manual scope
start (A/M)  (Y/N/P)™
P3.4 Perform SO receives a message A P Ch.7.5.4 Set of activities performed to handle CT execution failures to ensure
emergency that CT has failed proper deletion of data according to data retention policies. Man-

cleanup aged by SO

**:“In scope” column: Y - Process is in scope, internal structure is detailed. N - Process is governed by the rules of the SO; Details are out of scope

of Prototype. Inputs and outputs are listed when relevant for legal analysis. P - Process is analysed partially to facilitate knowledge transfer of
SPC experts.

Table 4. Main data objects

ID Data object name Contains  Which organi- What pro- Retention Comment
Restricted sation stores cess/activity policy
Data* creates

System level data

E1.1 System Agreement N SO, System P1 long-term Agreement between SO and System Member, signed dur-
Member ing onboarding
E1.2 System IAM&KMS N SO P1 long-term System Identity and Access Management, and Key Man-

agement System contain the data needed to evaluate the
access rights of given System Member that are not related
to a particular CT. Contains user identities, cryptographic
certificates for SO and System Members, assigned access
rights for given identity etc.

E1.3 Store of SPC soft- N SO P1.4 long-term Store contains the software components (VM images, SPC
ware components technology components) approved for use in CTs. SO man-
ages the store, during CT the components are copied from

this store to CPs.
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ID Data object name Contains  Which organi- What pro- Retention Comment
Restricted sation stores cess/activity policy
Data* creates
E1.4 CT Metadata DB N SO P1 long term Stores CT-related artefacts, e.g., CTS versions with change
date and other attributes. Used by SO for managing CTs.
E1.5 Local System Logs N SO, System P1 long term Stores non-CT-specific application logs. Separate instance
Store Member of System Log Storage exists at each stakeholders’IT infras-
tructure. Each stakeholder bears responsibility to adhere to
the retention policy. Used as one input for the audit.
CT level data
E2.1 Consortium Agree- N SO, CT Consor- P2.1 long-term This is a human-readable legally binding contract that con-
ment tium Members tains all main aspects of CT. Consortium Agreement defines
the processing Algorithm, access rights of each CT Consor-
tium Member, and other details.
E2.2 CTS Draft N SO, CT Consor- P2.2 long-term CTS before it is signed by all CT Consortium Members.
tium Members
E2.3 Signed CTS N SO, CT Consor- P2.3 long-term CTS is the technically enforceable document that is based
tium Members, on Consortium Agreement. CTS is machine-readable and
CPs used directly by SPC software.
E3.1 Input Data Y IP P3.1 — Unprotected Input Data exists only in IP perimeter and
never enters the System.
E3.2 Protected Input Y CcP P3.1 delete ASAP  Deleted during P3 as soon as consumed in CT computa-
Data tions
E3.3 Interim Data Y CP P3.2 delete ASAP  Deleted during P3 as soon as consumed in CT computa-
tions. Not accessible by any party.
E3.4 Protected Output Y CcP P3.2 delete ASAP  Deleted during P3 as soon as retrieved by OPs.

Data
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ID Data object name Contains  Which organi- What pro- Retention Comment
Restricted sation stores cess/activity policy
Data* creates
E3.5 Output Data Y OP P3.2 — Unprotected Output Data reconstructed only in OP perime-
ter and never exists in the System.
E3.6 Central Computa- N SO P3.2 long term The store contains CT Log: an archive of all events related
tion Task Logs (CT to execution and lifecycle of all CTs.
Logs) Store
E3.7 Local CT Logs Store N CT Consortium P3.2 long term Local CT Log is present in each Service Node and it contains

Members, CPs

an archive of events about the execution and lifecycle of CTs
that are relevant to given Service Node.

*:“Contains Restricted Data” column: N - contains only technical non-Restricted Data or information that is explicitly directly related to professional
activity covered by Solution-related contract, e.g., name of contact person in relevant organisation, IP address of a personal computer used to
connect to System servers, passwords, etc. Y - dataset contains Restricted Data or a (possibly sensitive) derivative of it.
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7.3 P1 Manage System

The process “P1 Manage System” describes aspects of the System that are specific to the MPSP-
Caa$S nature of the JOCONDE Solution (see Figure 16). Traditional IT system management best
practice aspects are not covered in this document. These are assumed to be provided by the
governing body of the Solution. Taking this scope limitation into account, the following sections
cover each P1 subprocess in more detail.

7.3.1 P1.1 Setup the System

Identity and Access Management (IAM) is a mandatory Management Plane subsystem. The SO
is responsible for maintaining a robust IAM framework for authorisation and authentication of
System Members. Credentials used to interface with the System are provisioned to System Mem-
bers during the onboarding process carried out by the SO. This ensures that external actors who
are not authorised by the SO are not able to harness the System'’s resources.

SYS-4.1 Requirement (Managing the System)
The System shall provide the System Operator with Identity and Access Management (IAM) for System
Member management and access.

Care must be taken to secure the central, SO-operated components in the Management Plane
Subsystems and Control Plane Subsystems (including the Root Service Node) against the com-
mon threats regarding online services - while the aforementioned components never come into
contact with Restricted Data, they do handle documents and operational information that can be
confidential. It is vital that the network of Service Nodes is highly available; as it colloquially is the
front-end for the whole System, it can aid in communicating and repairing Data Plane outages
(which are foreseen as more likely) whilst Clients would still have access to most of the System
functionality necessary for their work.

The System must involve and onboard prospective CPs during the initial setup. The notion of a
default set of CPs ensures the System’s capability to serve CTs on-demand in a "one size fits all”
configuration. Selection of CPs for the default set must follow careful consideration with respect
to their mutual independence (BUS-4.7), interests and motivation to participate, technological
capability to maintain infrastructure, and most critically, their compatibility with the legal set-
ting and perceived public trust. Following these criteria, the SO shall assess the fitness of a set
of candidates to fulfil most Clients’ needs, hence supporting the largest amount of CTs with-
out necessarily onboarding new CPs. From a system security perspective, nothing prevents the
stakeholder in charge of acting as SO to act also as a CP. There needs to be at least three CPs in
the default set to successfully employ the MPC paradigm (BUS-4.6).

SYS-5.1 Requirement (System)
The distributed secure multi-party computing infrastructure of the System shall consist of at least three
distinct Computing Nodes.

The System setup is completed when at least three CPs are onboarded, with their Computing
Nodes fully operational and interfaced with the Control Plane Subsystems, ready for the deploy-
ment of incoming Computation Tasks.
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7.3.2 P1.2 Onboard a System Member

System Members are introduced to the System through standardised onboarding procedures.
Well-defined and rigorous onboarding procedures are key to mitigating risks and privacy con-
cerns. Onboarding is a Management Plane activity arranged by the SO. The process involves
direct interaction between the to-be System Member (Candidate Member) and the SO; it can be
initiated by either entity.

The onboarding process must ensure that all System Members are securely integrated into the
System and shall guarantee compliance with the System’s security, technical, and legal standards.
The System allows System Members to take on multiple roles such as IP, OP, or CP at the same
time, depending on their verified capabilities. The onboarding process combines offline admin-
istrative actions with online authentication processes for identification. If possible, it is advisable
for the System to reuse already existing, state-backed credentials (e.g. those based on crypto-
graphic key pairs and public key infrastructure). In particular, alignment with the European Digital
Identity Regulation No 910/2014" would allow both identity verification and authentication.

The specifics of the onboarding process are dictated by whether the Candidate Member is on-
boarded as a CP or a Client. Nevertheless, both of these roles share the following onboarding
steps:

1. Identity verification: Candidate Members shall comply with any request from the SO to
verify their true identity and affiliation. The SO should only proceed with the onboarding
after validation of these claims. At this stage the SO may reject the candidacy if the criteria
for becoming a System Member are not met.

2. Signing the System Agreement: System Member admission is formalised by signing the
legal contract(s) part of the System Agreement. An important part of the System Agreement is
a list of rules, which outlines the System Members’ responsibilities and the conditions under
which they can interact with the System. As the bare minimum, it contains the following:

+ The System is for ESS members. This means that at least one Client in every CT must be an
NSI or Eurostat. ONAs may replace NSIs in this role, but only with the NSI's approval. This
condition is verified by the SO during the onboarding phase, likely through administrative
procedures.

* Each System Member remains responsible for complying with all national and EU laws
that apply to its membership in and use of the System. For example, the prospective Client
may have to consult their national regulatory or supervisory authority or conduct a fully-
fledged data protection impact assessment (DPIA) preliminarily to agreeing onthe CT. The
technical and legal documentation about the System developed in the Project will support
the prospective Client in performing such duties. By signing a CTS, the CT Consortium
Members assume responsibility that the CTS is compliant with all applicable laws.

+ Clients must accept that the analysis code from the CTS will be made available to the
public. This transparency rule is in line with the European Statistics Code of Practice?,
improves public acceptance and contributes to increase security by allowing independent
scrutiny by external experts.

TeIDAS Regulation. https://digital-strategy.ec.europa.eu/en/policies/eidas-regulation
(30.10.2024)

2European Statistics Code of Practice - 2017 edition. https://ec.europa.eu/eurostat/web/quality/euro
pean—-quality-standards/european-statistics-code-of-practice
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+ Clients must accept that upon termination of the CT all Interim Data, Protected Input
Data and Protected Output Data will be securely erased or made permanently illegible
(see requirement BUS-4.3).

+ Clients accept that logs produced by a CT will be stored permanently and made available
to all CT Consortium Members (as their local CT Log, see requirement SYS-5.3) and to the
SA (as central CT Loqg).

+ System Logs that transcend any specific CT will be made available to the SA and other
relevant auditing and reviewing authorities.

A more detailed list of such rules is part of the System Agreement draft that will be provided
as part of deliverable D3.2: Part I - Governance Templates. All System Members - whether CP,
IP, or OP - must adhere to the System Agreement. Candidate Members must acknowledge
the presented terms and either accept or decline. Upon acceptance, the Candidate Member's
onboarding process will continue; upon refusal, the process is terminated. Both Candidate
Members and, after successful onboarding, full System Members must provide evidence and
supporting documents that the mandatory provisions contained in the System Agreement
are fulfilled. The SO is responsible for ensuring that all System Members remain compliant
with these terms throughout their participation in the System by means of conducting reg-
ular audits and compliance checks.

Subsequent steps in the onboarding process depend on the target role, varying in terms of tech-
nical prerequisites and compliance requirements.

7.3.2.1 Computing Party onboarding

Computing Parties play a pivotal role in the execution of CTs, and their onboarding process is
designed to ensure that they can provide secure, isolated environments for Computations. The
onboarding process includes:

1. Infrastructure Setup: CPs must deploy the necessary infrastructure with properly config-
ured hardware and software security measures. CPs, aided by documentation and guidance
from the SO, provision the necessary resources and integrate their Computing Node to the
System. CPs are free to choose whether to host their Computing Node on premise or out-
source its hosting to a Private Hosting Service Provider as long as they remain in control of
the Computing Node and the independence requirement (see BUS-4.7) of CPs is fulfilled.

2. Compliance Verification: CPs must comply with security standards, which are asserted by
the SO and periodically audited by the SA. This includes ensuring that CPs are independent
from each other to prevent collusion, as well as verifying that the deployed infrastructure
meets all technical requirements.

By ensuring that CPs are properly onboarded, the System assures that CTs can be executed se-
curely, in conformance with the MPC paradigm.

7.3.2.2 Client onboarding

The onboarding of a new Client is initiated by the applicant. Clients can initiate or participate
in new CTs as IPs and OPs only after having successfully completed the onboarding process.
The onboarding process involves the following steps in addition to the general steps outlined in
Section 7.3.2:
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1. Provisioning Tools: Users in the Client organisation use a special software - Client Node -
to interact with the System. Client Node is expected to be hosted by the Client itself. The
SO's role is to prepare new Clients, providing or guiding them to the necessary software and
instructions.

SYS-3.2 Requirement (Using the System)
Technical requirements for the Clients of the System in the role of an Input Party and/or Output Party
should be minimal - without the need to install specialised hardware.

2. Account creation: Client Node generates a cryptographic keypair that is then registered at
the SO. By doing this, the new Client is added to a common address book that allow System
Members to find and identify each other and form CT Consortiums for new CTs.

This up-front onboarding process aligns with the vision of maintaining strict compliance assur-
ances (BUS-2.7) while minimising the complexity of the core workflow (BUS-1.4). Already on-
boarded Clients can jump straight to planning new CTs as described in Section 7.4.

7.3.3 P1.3 Offboard a System Member

In a scenario where System Members leave or are removed from the System, they are first re-
moved from the identity and access management (IAM) by the SO. The SO must consider whether
or not to take action with respect to previously existing and already deployed CTs associated with
the System Member. For example, a termination of a CP under the suspicion of being malicious
must be effective immediately throughout the whole System, i.e. also in the MPC infrastructure
to prevent further possible damage following the CP’s execution of subsequent CTs. Hence the
SO must exercise their power to abort the relevant CTs (see Section 7.5.4). The Control Plane
Subsystems ensure that new CTs that contain offboarded System Members could not be consol-
idated.

SYS-4.2 Requirement (Managing the System)
Offboarded System Members are securely removed from the System by the System Operator.

7.3.4 P1.4 Procure new SPC technology

The JOCONDE Solution aims to provide advanced security guarantees for CTs. Therefore, SO is
tasked to periodically study the state of the art of MPC and TEE technologies and upgrade, replace
or add the relevant SPC technologies, as necessary.

How SO researches and procures a new technology, is outside the scope of this document as it
is covered by SO's internal policy. However, we present some technology specific considerations.

For any MPC implementation to be considered, SO must first understand whether its security
model coincides with that of the Solution (e.g., the level of trust onto individual parties in the
MPC protocol). Next, it must be validated whether it can be interfaced with the System. D4.3
System Specification and Architecture - Final version provides an MPC Engine interface description
that all onboarded MPC implementations must follow (existing frameworks and platforms can be
re-packaged to comply with the required interface). The SO may need to separately procure the
integration, retrofitting the chosen MPC implementation with the common interface and testing
its operation within the System. SO must be assured that the MPC implementation itself as well
as its integration into the System is secure. To that end, they might require a code review, audit
or even certification, depending on their internal policy and applicable law.
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For an optimal use of System’s resources, it's best to offer several MPC Engines with different
security models and presumably different performance in parallel. It is critical to clearly commu-
nicate those differences to the Clients. This allows CT Consortium Members to choose an optimal
MPC Engine for their CT needs.

Adding a new TEE technology follows a similar approach: SO first has to make sure that the se-
curity model of the new TEE technology matches with the Solution and then proceed with the
integration and security assurance. Compared to adding a new MPC implementation, introduc-
ing a new TEE technology is expected to happen seldom. Therefore it requires more effort than
adding a new component that follows a given interface as is the case with MPC Engine. A new
TEE requires changes in the Control Plane Subsystems and in Data Plane components. Due to
TEE technologies being dependent of special hardware, CPs are not expected to support all; re-
alistically, most CPs only have one hardware platform available to them. This constraint does not
apply to MPC. Being software, any MPC Engine should be supported by any CP.

The CT Consortium must decide on one MPC Engine for a CT, but can select a combination of
CPs supporting different TEE technologies.

7.3.5 P1.5 Monitor System Security

Everyday monitoring of System security is the responsibility of SO and is done according to their
internal policies and applicable law. Nevertheless, as a distributed system, every System Member
is also responsible for System components deployed hosted by them.

Logging, an important prerequisite for monitoring, is covered in Section 7.3.6.

7.3.6 P1.6 Audit the System

To provide traceability and auditability, the System keeps two kinds of logs:

« CT Logs contain everything that happens in the context of a specific CT. They contain all of
the events about CT state changes, starting from when a new CTS is created, when its signed
by CT Consortium Members, when IPs provide their Input Data, when the Computation in
executed on the MPC infrastructure, etc. Each System Member keeps a local CT Log with all
of the events that are sent to their Service Node. In addition, SO keeps a central CT Log con-
taining all events of all CTs. As stated in the System Agreement summary (see Section 7.3.2),
this central CT Log is made available to the SA.

+ System Logs contain everything else that is not specific to any one CT. This includes, for ex-
ample, logs pertaining to the Management Plane Subsystems and Control Plane Subsystems,
but also logs about System availability, configuration, etc. Each System Member has an in-
dependent local System Log. These are not centrally collected by SO, but are made directly
available to the SA on request.

SYS-5.3 Requirement (System)
The System shall maintain a log of the proceedings of each Computation Task, containing Computation
Task lifecycle events, and make it available to all CT Consortium Members.

More detailed information about the exact contents of the logs is provided in D4.3 System Speci-
fication and Architecture - Final version.

To maintain trust and ensure compliance with security and privacy policies, the SO appoints an
independent System Auditor who conducts regular audits to assess whether the System is func-
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tioning as expected, particularly focusing on security controls, compliance with legal regulations,
and adherence to privacy guarantees, ensuring that the System remains reliable, compliant, and
secure over time.

SYS-10.1 Requirement (Auditing)
The System shall provide auditing facilities in order to allow ex-post verification and detection of errors,
attacks, and workflow deviation attempts.

The auditor is responsible for:

+ Ex Post review of CT execution: The auditor checks that all CTs have been executed in com-
pliance with the CTSs. This includes verifying that data was handled securely and that no
unauthorised access occurred, ensuring that no deviations occurred that could compromise
confidentiality or integrity of the results.

+ Audit System components: The auditor has access to System Logs, administration inter-
faces and CTSs to detect any irregularities or misbehaviour by any System Member or the
SO. The System maintains an audit trail that logs significant events, including data submis-
sion, signing CTS, CT execution, and output retrieval. The SA ensures that these records are
complete and that no tampering or unauthorised access has occurred.

+ Ensure data lifecycle compliance: The SA ensures that all Protected Input Data and Pro-
tected Output Data is deleted or rendered illegible once the CTs are complete, in line with
the System’s data lifecycle policies.

SYS-10.2 Requirement (Auditing)
The System shall maintain an audit trail that logs significant events, including the signing of Computation
Task Specifications, Input Data submission, Computation Task execution, and Output Data retrieval.

This auditing process provides an additional layer of security and trust, ensuring that the System
operates in accordance with its privacy-preserving objective. The SA is provided with necessary
tools and access rights to all System components, including the subsystems operated directly by
SO. The SA can not obtain similar rights to the infrastructure of CPs (i.e., Computing Nodes), but
shall be given access to the logs produced by all Computing Nodes for auditing purposes.

SYS-10.3 Requirement (Auditing)
A System Auditor should have access to all Computation Task Specifications, Computation Task Logs and
System Logs.

Note that as a part of their auditing tasks, SA is never given access to any Restricted Data. The
latter is true as Restricted Data is not in legible from in any of the System components that the
SA oversees. It only exists in the form of Protected Data in the independent Computing Nodes
to which the SA does not have direct access to.

Note that by default, the SA role does not include auditing or reviewing the software code of
System components. This remains as a task for the SO who is responsible for the System setup
and procuring new technology in general. However, the SO is free to delegate this responsibil-
ity, including to the same stakeholder that is in the role of the SA. More details on the secure
deployment of the System are provided in D6.1 Trust Building Plan.
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Figure 17. P2 covers all CT-related activities during GSBPM phase 3 “Build”.

7.4 P2 Initiate CT
7.4.1 P2.1 Create CT Consortium

The main goal of the System is to allow Clients to collaboratively analyse data under MPC with
minimal effort. It begins with an OP having a need or idea for a new CT that requires input from
several Clients. In fact, any Client can propose a new CT, but we see that in most cases it is the
OP as they are the one interested in the results of the analysis.

First, the initiator contacts all other Clients that are needed for this CT - data owners (IPs) and
possibly also other statistical authorities interested in the computation output (OPs). Together,
these IPs and OPs form a CT Consortium and they agree on the legal and organisational details
of the desired computation by creating and signing a Consortium Agreement. All this is done
outside the System, using already existing processes. What the JOCONDE System changes is that
after the scope of the new CT is clear, the technical details of it are formalised as a Computation
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Task Specification. Consortium Agreement remains the legal document that binds together the

intent of the CT Consortium with the technical details like System-specific identities of the CT
Consortium members, the actual algorithm to be computed under MPC, etc.

7.4.2 P2.2 Create CTS Draft

In this process, the CT Consortium Members use CT design documentation as input and create
a document describing explicit details of CT execution - draft CTS.

<Title>

<Description>

1. Computation specification
11 MPC Engine

<manifest file>

1.2 Main Algorithm

Computation Task Specification

4. Data specification
4.1 Input Data

4.1.1- 4.1.* <Input element>
-+ w-<Consortium member>

5. Deadline specification
5.1 Approval deadline

<date and time>

AN

1P <data schemas 5.2 Setup deadline
<source code> ' e
] <data quality Algorithm> | <date and time>
2. Consortium specification 5.3 Input deadline
3 H 4.2 Output Data
21-2.* <Consortium member> ---: <date and time>
o - ' 4.2.1- 4.2.* <Output element>
<Client identity (certificate)> oP

5.4 Output deadline

<date and time>

--»-<Consortium member>

<data schema>

3. Computing Party specification
31-3.3

<Computing Party>

<Computing_Party identity (certificate)>
<TEE technology>

Figure 18. Contents of the CTS.

The CTS exhaustively specifies all technical details concerning a CT. Owing to requirement SYS-
3.1, a simple and intuitive user interface aids Clients in the creation of a valid CTS. In this section
we expand on the functional role of the CTS, its elements, and the Client's interactions with it;
technical details (e.g. with respect to the encoding of all contained items) will be specified in de-
liverable D4.3 System Specification and Architecture - Final version. An overview of items comprising
a CTS can be found in Figure 18. A detailed description of each item follows.

Definition of the data analysis algorithm delineating the function(s) applied to the Input Data
to produce Output Data. The definition details the exact Algorithm to be executed by the CT. It
has to be both machine- and human-readable, the former to facilitate its automatic translation
into a format that is executable by the MPC technology and the latter to facilitate reviewing the
definition for correctness and potential data leaks. Therefore, this document should consist of
computer source code written in a programming language that is easy for analysts to follow and
review.

One such programming language is SecreC? [3, 4] which enforces the separation of public and
private (protected) data flows. Moving data from the protected to the public domain can only

3The SecreC language. https://github.com/sharemind-sdk/secrec
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be carried out by a single function and the same is true for Computation output (Protected Out-
put Data). Therefore, it is easy for reviewers to search for code segments where a possible data
leak might occur. SecreC comes with a substantial standard library” that allows for quick privacy-
preserving application development, also by non-cryptographers. Furthermore, the language
and its standard library are open-source and protocol polymorphic, i.e. independent of the actual
MPC Engine implementation, following the System design requirement to avoid vendor lock-in.

However, requiring the use of a special programming language to specify analysis code for the
CTS introduces a new challenge for the involved Clients. OPs have to learn a new language to
express their algorithms and IPs (or their contractors) have to learn the language to review the
proposed analysis code. To alleviate this and be more appealing for new Clients, the System
may also support specifying analysis code in a more domain-specific language such as SQL (e.g.
see SECRECY [5], Senate [6], SCQL [7]) or R (e.g. see Rmind® [8]). This also makes it easier to
port existing analysis code to be compatible with the System. Such alternative languages can
be either supported directly by the CTS or there can be tools to transcode programs written in
such languages into the CTS language of choice. In the latter case, the transcoding has to be
verifiable.

List of Clients, assigned roles, and identities clearly defines who does what in the scope of the
CT. The list contains only those Clients who are participating in the CT in IP or OP roles, giving
Clients a clear overview of the participants involved. The configuration of roles must be flexible
to accommodate a wide range of envisioned scenarios: an OP who may also want to provide
Input Data takes both roles; one CT may have several parties interested in the result, requiring
multiple OPs.

SYS-3.3 Requirement (Using the System)
The System shall allow for flexible configuration of Computation Tasks serving different Clients, i.e. in the
role of Input Party, Output Party, or both at the same time.

SYS-8.1 Requirement (Task 1/0)
The System shall support Computation Tasks with at least two Input Parties and at least one Output Party.

SYS-8.2 Requirement (Task 1/0)
The System should support Computation Tasks with more than one Output Party.

Machine-readable or cryptographic Client identities embedded in the CTS serve a dual purpose.
First, they serve as an aid for Clients to reliably identify their peers. As discussed in Section 6.3,
Clients should not rely on the view presented by the SO Service Node lest it become a single point
of trust. Following requirement SYS-2.1, Clients can establish direct trust over out-of-band (OoB)
communication channels (e.g. email), exchange identities and cross-check. Second, it serves as
access control within the MPC infrastructure - for example, a Computing Node only authorises
a request to retrieve Protected Output Data if the OP supplies proof of identity.

Input Data specification is to be specified in minute detail to improve communicability of ex-
pected data structures and to avoid runtime errors caused by ill-formatted Input Data. Input
Data may only be provided in well-defined vector or tabular formats. Data models in the CTS

4SecreC Standard Library. https://github.com/sharemind-sdk/secrec-stdlib
5The Rmind data analysis tool. https://docs.sharemind.cyber.ee/sharemind-mpc/2023.09/developme
nt/rmind.html
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must contain, for each Input Data vector or table, the number of columns and the data type (e.g.
integer, floating-point number, string) of each column. The adherence of uploaded data to the
specified data model is subject to local and server-side validation, explained in Section 7.5.1.

SYS-8.3 Requirement (Task I/0)
The Computation Task shall support Input Data in a vector or tabular format.

SYS-8.4 Requirement (Task 1/0)
The Computation Task shall expect a detailed data model for each Input Data table as a part of the
Computation Task Specification.

Furthermore, each Input Data table must be uniquely identified and associated with the IP who is
responsible for providing the table. This is necessary for Computing Nodes to authorise upload-
ing of Input Data, ensuring that no other Client could submit a table on behalf of the intended
IP. An IP should not be limited to providing a single Input Data table as multifaceted CTs may
require more intricate aggregations across heterogeneous tables.

SYS-8.5 Requirement (Task I/0)
The Computation Task should support multiple Input Data tables per Input Party.

Output Data specification is optional. It is not necessary for a minimal solution where Output
Data constitutes a single set of pre-agreed values accessible to all OPs. In such case the Output
Data is not explicitly specified in the CTS but is derived from the analysis program code. The code
must clearly indicate the values which are to be revealed to the OP®. Output Data comprises one
or more instances of scalar or vector values.

SYS-8.6 Requirement (Task I/0)
The Computation Task shall support Output Data values in scalar and vector formats.

However, it is possible that some prospective use cases may require assigning specific subsets
of Output Data to only be revealed to certain OPs within a single CT. For such use cases, CTS
must contain an explicit declaration of Output Data specification, reminiscent of the Input Data
specification. The Output Data specification must encode the association between the OP and the
computed Output Data value; the MPC infrastructure must technically enforce the associations
as part of access control.

SYS-8.7 Requirement (Task 1/0)
The Computation Task shall support multiple Output Data values.

SYS-8.8 Requirement (Task I/0)
The Computation Task should allow configuring individual Output Data values to only be retrieved by
specific Output Parties.

Data quality assurance algorithms are optional items thatimpose further user-defined restric-
tions on uploaded Protected Input Data, in addition (and extension) to data models, for more in-
volved tests. The algorithms, if present, are specified in similar fashion to the main data analysis
Algorithm, i.e. the same programming language. This is because the data quality assurance step
is itself an invocation of MPC on the Protected Input Data of one IP. It does not however extract

®For example, the SecreC language provides a simple yet flexible publish command for this.

JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
21.05.2026 87/133



D-16-711
Public

or return any Output Data, but contains only the necessary assertions to verify the fitness of the
data ahead of the CT execution. Data quality assurance is further described in Section 7.5.1.

List of Computing Parties assigns the CT to a specific set of CPs. As with the list of Clients, this
item should provide meaningful and reliable information for the IPs and OPs to gain assurance
w.r.t the identities of the CPs. That is, Clients are able to cross-check these facts by contacting a CP
directly. Additional details such as the IP addresses or fully qualified domain names of the Com-
puting Nodes are essential for the client application to communicate with the MPC infrastructure
in the following stages.

Inthe process of conceptualising the CT, Clients might eliminate the System’s default set of CPs as
a viable choice. This might be the case for legal restrictions, or simply due to a desire to increase
security or trust with a custom selection of CPs. To this end, the requirement BUS-3.5 introduced
in Section 4.3 states that Clients are able to choose a custom set of CPs for a specific CT. Moreover,
Clients are also free to specify themselves as the CPs of the task, given they have previously
passed the Computing Party onboarding procedure (Section 7.3.2.1).

SYS-3.4 Requirement (Using the System)
The System shall support Input Parties and/or Output Parties taking the role of a Computing Party in
Computation Tasks which they are a part of.

Deadlines for CT lifecycle stages are embedded in the CTS to strictly define the allotted time-
frames for Client actions. These deadlines are necessary to streamline collaboration and ensure
timely CT execution. The following deadlines are encoded in a date-time representation in the
CTS:

+ Approval deadline: IPs and OPs must sign the CTS within a predefined time-frame since
its submission into the System via a Client Node. Failure to meet this deadline results in
the cancellation of the CTS, annulling all existing signatures, and requiring the CTS to be
reinstated. This is to motivate agile collaboration and avoid lingering CTSs.

+ Input deadline: IPs are required to prepare and upload data within a set time frame after
the CTS is consolidated. This ensures that all the required Input Data is available for a timely
execution of the CT.

+ Output deadline: Any Protected Output Data that is not retrieved by the given deadline will
be automatically erased along with the CT to prevent retention of Restricted Data beyond its
necessity.

SYS-6.2 Requirement (Task and data lifecycle)
The Computation Task shall expect time deadlines for task lifecycle stages, specifically manual I/0 oper-
ations including Protected Input Data upload and Protected Output Data retention.

MPC technology of choice would need to be declared in the CTS to indicate to the Clients the
security characteristics of the CT, and to configure the Data Plane of the MPC infrastructure ac-
cordingly. This item is applicable only if the System supports a modular Data Plane with multiple
production-ready MPC technologies that are selectable on per-CT basis.

SYS-3.5 Requirement (Using the System)
The System should allow System Members to choose the MPC technology for each Computation Task and
specify the chosen technology in the Computation Task Specification.
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7.4.3 P2.3 Consolidate CTS

Once the CTS is drafted, the CT initiator submits it via its local Client Node for review and ap-
proval by the rest of the CT Consortium Members. Client Nodes deployed at each CT Consortium
Member form a network that keep the state of CTS synchronised.

This collaborative process ensures that Clients are aligned on the task details before proceeding.
Each CT Consortium Member uses its own Client Node to review and then sign the CTS using their
System-specific identity. During this approval process, they also add information about more
specific internal sub-identities to the CTS. For example, the CT Consortium Member can specify
which employee has the right to upload Input Data or who is authorised to access Protected
Output Data when CT has finished. CPs later use these these sub-identities (public keys) to grant
access to authorised users. Deliverable D4.3 System Specification and Architecture - Final version
details the CTS approval process from the technical perspective.

When all CT Consortium Members have signed the CTS, SO checks if the CTS is in line with the
System Agreement and forwards it to CPs. At this stage the CT is deployed into the specified
Computing Nodes in an initial state: waiting for Input Data. It is critical that Computing Nodes
admit only CTSs that are forwarded to them by the SO Service Node.

SYS-5.2 Requirement (System)
Computing Nodes shall only accept and enforce Computation Task Specifications sourced by trusted
means.

7.5 P3 Execute CT
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Figure 20. P3.1: Prepare and upload Input Data.

From this point forward, Clients interact directly with the MPC infrastructure, i.e. the Comput-
ing Nodes in charge of the CT, for providing Input Data or retrieving Output Data. Since the
following workflow involves orderly and timely actions from multiple IPs and OPs in an opaque
multi-party infrastructure, coordination is the key to fostering a smooth experience. To aid in the
coordination of subsequent actions, Clients should have access to up-to-date telemetry about

the progress of the CT.

SYS-6.3

Requirement (Task and data lifecycle)

The System should provide telemetry about the progress of a Computation Task to the Input Parties and
Output Parties in order to help coordinate their actions (e.g. if the task is waiting for input from a specific

Input Party).

Protection is then applied in order to form Protected Input Data using cryptographic techniques.
The Protected Input Data is distributed among the CPs, ensuring that no single party has access

to the complete dataset.

SYS-9.1

stated otherwise in the Computation Task Specification.

SYS-9.2

unless explicitly stated in the Computation Task Specification.

Requirement (Privacy)

The System shall not disclose Input Data values to anyone other than the Input Party, unless explicitly

Requirement (Privacy)

No single entity shall have the ability to learn any Input Data values of any individual Computation Task,
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An IP uses its local Client Node to apply protection to Input Data and handle the distribution
of Protected Input Data among Computing Nodes. It is also possible that there is additional
software component that interfaces directly with the IP's existing database system, eliminating
the necessity for the manual data export step mentioned above.

In addition to local data quality validation, the CTS also provides means to optionally include a
separate data validation step that is done right after uploading the Protected Input Data to the
System. This serves several goals. First, since this validation algorithm is run on Protected Input
Data with MPC technology, it brings out possible data formatting and conversion issues that
might arise from the exporting and protection of the original dataset. Second, this data validation
step, being part of the CTS, is agreed upon by all participating Clients. Therefore, it also provides
guarantees for the other participants that the IP in question cannot provide a maliciously-crafted
Input Data that might potentially threaten the confidentiality of other IPs’ data. The Protected
Input Data upload process fails if the server-side data validation step fails.

SYS-8.9 Requirement (Task I/0)
The Computation Task should support server-side data validation or data quality checks during Protected
Input Data upload based on custom data quality assurance algorithms, part of the Computation Task
Specification.

An overview of the Input Data preparation and submission process is shown in Figure 20.

7.5.2 P3.2 Perform Computation

E3.2 Timeout and failure handling
Protected | 7| . ... are present in the process but
Input Data shown only on parent process
[validated] P3

E2.3 Signed CTS ™.

Exit computation
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succeeded on all A3.2.2 Delete
nodes Protected Input

and Interim
Data

Execution finished

E3.3 Interim Data E34
> Protected
Output Data

Set of Computing Parties

Figure 21. P3.2: Perform computation.

Once the CT has been populated with all the expected Input Data tables, the data analysis steps
- or CT execution - is started automatically. Only the exact data analysis function that was previ-
ously approved, i.e., Algorithm, may run.

SYS-9.3 Requirement (Privacy)
The System shall not execute any computing functions other than the ones approved in the Computation
Task Specification.
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The MPC execution is initiated automatically once all Input Data tables are received. Executions
may be long-running, taking anywhere from a few seconds to a few days to complete if the data
sizes and/or the analysis function complexity grows.” For the most part this is unavoidable due to
the use of advanced cryptographic techniques used to hide the data in use. The problem can be
mitigated, however, by opting for a more efficient MPC technology (requirement SYS-3.5), trading
off security guarantees.

Once the Computation is successfully finished and Protected Output Data is stored at CPs, the
Protected Input Data must be automatically deleted. The same is true for Interim Data that is
the side-product of the Computation that noone should access.

SYS-6.4 Requirement (Task and data lifecycle)
The System shall employ technical measures ensuring that all Protected Input Data and Interim Data are
permanently and securely deleted or rendered permanently illegible immediately after the completion of
the Computation Task or upon reaching the deadline.

SYS-9.4 Requirement (Privacy)
Any Interim Data produced in the System during the computation shall not be disclosed to any party.

An overview the CT execution process is shown in Figure 21. The deliverable D4.3 System Specifi-
cation and Architecture - Final version details how MPC and TEE technologies are used together to
provide a secure environment for the Computation.

7.5.3 P3.3 Retrieve Output Data

Once the Computation is complete, the OPs are notified and must retrieve their results in a given
time frame (specified by the retention deadline in the CTS, see Section 7.4.2 for details). Once all
OPs have retrieved the Protected Output Data, all data connected to the CT is deleted. This marks
the successful finalisation of a CT. If, however, any of the OPs fail to retrieve the Protected Output
Data on time, the CT along with the data will be erased.

SYS-6.5 Requirement (Task and data lifecycle)
The System shall employ technical measures ensuring that all Protected Output Data are permanently
and securely deleted or rendered permanently illegible immediately after retrieval by all Output Parties
or upon reaching the deadline.

The retrieval process is coordinated through the Client Nodes by issuing notifications to the OPs
regarding required actions. As with the uploading of Input Data, the Client employs its local Client
Node to download the Protected Output Data from the Computing Nodes and remove protec-
tion in order to reconstruct the final Output Data. When requesting Protected Output Data for
download, Computing Nodes verify the Client's identity against the CTS, authorising only the
pre-agreed OPs to receive the results.

SYS-9.5 Requirement (Privacy)
The System shall not deliver any information to the Output Parties other than the final result predefined
in the Computation Task Specification.

’Please refer to deliverable D5.7 Demonstration Prototype, Test Cases and Test Results for performance figures for
example use cases presented in Chapter 8 of this document.
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Figure 22. P3.3: Retrieve Output Data
SYS-9.6 Requirement (Privacy)

The final computation result shall be disclosed only to the intended stakeholder(s) identified as Output
Parties in the Computation Task Specification.

An overview the CT output retrieval process is shown in Figure 22.

7.5.4 P3.4 Emergency data cleanup

The System actively minimised the amount of time Protected Data, a derivative of Restricted Data,
is kept in the System. Requirements SYS-6.4 and SYS-6.4 dictate how Protected Data is handled
in the normal CT workflow.

However, as shown on Figure 19, CT can be aborted on for three possible reasons: timeout, fault
and manual abort. The latter means that SO has issued the abort command because SO itself or
any CT Consortium Member has noticed a deviation from the System Agreement or Consortium
Agreement. No matter the case, the CT must be terminated and all resources at CPs related
to this CT must be cleaned up. This includes Protected Input Data, Interim Data and Protected
Output Data. Only relevalt System Logs and CT Logs remain for later analysis.
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8 Business use cases for prototype
demonstration

In the previous chapters we have outlined the features of the envisioned JOCONDE System,
whose specifications are developed in the JOCONDE Project. In order to demonstrate the feasibil-
ity of these specifications, the Project also includes development and testing activities involving
a Prototype. The production System and the demonstration Prototype are two different objects:
while the Prototype is developed in the Project, the System will be procured and developed in
follow-up projects (subject to the successful completion of this JOCONDE Project). While in princi-
ple both the System and the Prototype are based on the same set of specifications, the Prototype
should be understood as a “lighter” version of the System with a reduced set of features.

In this chapter we focus on the Prototype and detail a small set of use cases to be implemented for
demonstration purposes within the Project. The use cases presented in this chapter are selected
to be illustrative of the real-world use cases of the future production System. We remark that
the use cases presented hereafter are designed to serve the testing activities in the Project, not
official statistics production. In other words, they serve as illustrative examples for testing the
Prototype implementation, and should not be interpreted as detailed representations of official
statistics products.

The use case descriptions in this chapter are written to be short and understandable to non-
specialist readers. The descriptions emphasise what data attributes are being used as inputs,
what is calculated and most importantly: what output information (the final statistics) is provided to
the agreed OP. The content of this chapter will serve as input to the implementation and demon-
stration activities in the JOCONDE Project.

As specified in the Procurement’ the System must support “all combinations of elementary pri-
vate set operations (private set union, private set intersection, private set difference) along with
simple computations on the items of the resulting set (e.g., counting of items fulfilling some ar-
bitrary equality or inequality conditions on the variable values, aggregation of variable values,
computation of binned histograms of variables values, linear regression between variables).” As
illustrated by UC-1a below, support for exact record matching based on common keys (that can
also be concatenations of variables’ values) is also required, while probabilistic record matching
is deemed highly desirable (see UC-1b).

Operations on private Input Data shall include all combinations of elementary private set operations
(private set union, private set intersection, private set difference) along with simple computations on the
items of the resulting set.

The System shall support exact record-matching based on common keys (identifiers or concatenation of
variables values).

The System should support additional operations (e.g. probabilistic record-matching).

"Tender reference number ESTAT/2023/0P/0004. For further information, please see the TED eTendering website:
https://etendering.ted.europa.eu/cft/cft-display.html?cftId=12503
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As a baseline target figure, the candidate MPC technology should be able to perform basic op-
erations (e.g., set intersection with exact matching) on 100 million records within three days.

Operations shall be able to run on pairs of Protected Input Data sets in a tabular format comprising up
to 100 million records (rows) with up to 40 variables (columns) in less than 72 hours using commercially
available hardware.

8.1 Use case 1: Intersection of country population registers

Each EU country maintains a list of registered residents in the country. The National Statistical
Institute (NSI) of two EU countries (C1, C2) want to analyse dual residency. To achieve this they
need to learn how many people are jointly registered in both countries at some given point in
time. We assume the two NSIs have compiled two sets of records, whereby each record corre-
sponds to an individual person registered in their countries. Each record (row) contains certain
input attributes (columns) detailed below. The two NSIs are interested to compute the number of
records at the intersection between the two sets, whereby the intersection operation is defined
by some matching criteria defined below. We assume the goal of the CT is to disclose only the
number of intersection records, while their identities must remain protected. In other words, we
want to discover How many, not Which ones have dual residency.

Input attributes:
1. Birth date: day, month, year in format dd.mm.yyyy
2. Name (Standardised): string of characters from the English alphabet

3. Sex: (M, F, others) because the countries can have different encodings of the attribute it needs
standardisation

4. Country of birth (Standardised)
Matching criteria by attribute

To better evaluate System performance?, this use case is split into two versions - UC-1a and
UC-1b - that differ on how attribute matching is accomplished.

UC-1a is based on exact matching on all attributes:
+ Birth date: exact match
+ Name: exact match
+ Sex: exact match
+ Country of birth: exact match

Recalling SYS-7.4 we require that, for this use case, the computation run in less than 72 hours
when with Input Data tables C1 and C2 containing 50 million rows (around 100 million records
in total).

UC-1b is based on a mixture of fuzzy matching for Name and Sex attributes and exact matching
for the remaining attributes:

2While the fuzzy matching used in UC-1b needs to be developed for the operational system, to be robust to collusion
of, and intrusion into, two out of three computing parties, the testing in the Prototype may be conducted with lowered
security assumptions and working times extrapolated for predicting those of the final system.
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1. Name: matching based on Levenshtein distance (or other similar string distance metric)
falling below a given threshold. The rationale for considering this criterion is rooted in possi-
bly imperfect name standardisation due to alphabet differences across various EU languages
(e.g. a person registered as “Kébler” in Germany may be registered as “Koebler” or “Kobler”
in Italy).

2. Sex: matching based on the truth table below. The rationale for this criterion is that a non-
binary person may have the possibility to declare themselves as “non-binary” in one country
but not in the other, e.g., due to perceived risk of discrimination in the other country, or
simply because the non-binary option is not available therein. The following truth table for
the equality function is proposed (T - matching: true; F - matching: false):

Sex Male Female Non-binary
Male T F T
Female F T T
Non-binary T T T

Output result. For both versions UC-1a and UC-1b, the following indicator will be computed and
delivered to the OPs:

* N - number of residents common in C1 and C2 registers (size of set intersection).

8.2 Use case 2: Roaming Mobile Network Operator data

This use case was inspired by the work conducted in the parallel project Multi-MNO?=.

Let us consider a sample EU country X with 3 MNOs X1, X2 and X 3. During a reference period
of W = 6 months, N = 10 million mobile users from other countries come to visit country X
and roam across the mobile networks of the three MNOs. These mobile users represent inbound
roamers from the perspective of the visited MNOs. We consider three flows of inbound roamers:

Tourists: Each tourist & arrives to and departs from the country at times
tCLk
and
tdy, = tag + dy,

wherein dj, represents the length of stay, from less than one day to multiple weeks. For simplicity’s
sake we assume a single visit per tourist, i.e. tourists do not return to country X after the first
visit.

Border residents: They live in border areas and roam into the network for short periods of time

due to differences in network reception in places they move in. Their appearance in operator
data is sporadic.

Long-term roamers: They stay in the country continuously during the whole observation period.

During their stay, the visitors generate signalling events across multiple MNOs, according to some
distribution. These events are recorded by the MNOs and summarised into digests for each visi-
tor. The digest represents a summary of the signalling events seen by each MINO for the individual
roamer k in the 24 hour time window. Digest contains the following attributes.

3Multi-MNO project page: https://cros.ec.europa.eu/landing-page/multi-mno-project. See specifi-
cally the Deliverable D2.2 - Methodology framework: high-level architecture, requirements, use cases and methods.
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Input Attributes:
1) Mobile Country Code (MCC) of the inbound roamer.
2) Mobile Network Code (MNC) of the inbound roamer.

3) Pseudonym of the mobile user.
Important: We assume the MNOs adopt a coordinated pseudonymisation function so that
they all assign the same pseudonym to the same mobile user.

4) Temporal distribution Bitmap representing the temporal distribution of the events seen by
the MNO for the individual inbound roamer. We assume the 24-hour period is slotted into
one hour intervals. For each generic slot, the bit is set to 1 if at least one event was seen in
that slot for user k, 0 otherwise. The maximum length of the bitmap (when it encodes the
whole 6-month period, i.e., 180 days) is therefore 24 x 180 = 4320 bits (0.53 kilobytes). Since the
distribution of the length of stay is skewed towards a shorter stay (tourists will spend between
1 day and 2 weeks in the country), more efficient encodings are possible (e.g. encode explicitly
the first and last time slots, and limit the bitmap to encode only the interval between these
two).

Record matching
* MCC, MNC, pseudonym - exact matching

For each visitor k, generate a combined bitmap by performing bitwise OR on the bitmaps from
the different input parties. Identify and filter away Border residents and Long-term roamers, based
on heuristic rules. When designing these heuristic rules, it is important to keep in mind that the
chosen algorithm is to be implemented for an MPC system. Therefore, a known heuristic that is
used for plaintext data (e.g., finding the longest substring of repeating ones in the given bitstring)
might not be performant enough. For MPC systems, simple computations that take advantage of
the “single instruction, multiple data” principle, are preferred. For example, in this specific case, it
is possible to divide the whole bitstring into y-bit slices and count (in parallel) how many of those
slices are all ones. This also carries information on whether someone stayed in the network for
y contiguous hours.

During the calculation of aggregated outputs per user indicators need to be calculated first.
Please note that this data is not Output Data but is used in further computations in protected
form. For each remaining tourist k (after filtering out Border residents and Long-term roamers),
generate descriptive indicators:

a) Pseudonym;

b) Number of nights spent in the country;

c) Total length of the stay;

d) Date of arrival in the country: min() operation between the first event seen by each MNO;

e) Date of departure from the country: maz() operation between the last event seen by each
MNO

Output result. For UC-2 the following indicators will be computed and delivered to the OPs:
a) Number of border residents;
b) Number of long-term roamers;
c) Histogram of quantified length of stay;
d) Histogram of number of nights spent in the country;
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e) Histogram of date of arrival;
f) Histogram of date of departure
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Glossary

Algorithm
Function(s) applied to the Input Data to produce Output Data, detailing the exact analysis to
be executed by the CT. Part of the CTS.

Candidate Member
An entity that is in the process of becoming a System Member.

Client
A System Member using the System to perform CTs in role of IP or OP.

Client Node
Service Node of the Client.

Computation
Execution of the CT.

Computation Task (CT)
A coordinated activity governed by a contract where CPs process Restricted Data from IPs to
deliver a specific result to OPs through the use of SPC technologies.

Computation Task Consortium (CT Consortium)
Collaboration between the stakeholders who fulfill the IP and OP roles in a given CT.

Computation Task Log (CT Log)
Logs concerning a specific CT, e.qg. its state changes and any logging output produced by the
Algorithm itself.

Computation Task Specification (CTS)
Definition of a CT including (among other details) a human-readable description, the cor-
responding computation Algorithm, data-model, identities of all CT Consortium Members,
involved CPs, Users and assignment of roles. CTS is first created as a draft and after signing
by relevant parties becomes a signed CTS.

Computation Task Virtual Machine (CT VM)
A TEE-based virtual machine provisioned to host the functions of one CT at one CP.

Computing Node
Service Node of the CP.

Computing Party (CP)
An independent System Member who owns, operates or otherwise provides a Computing
Node for hosting CTs.

Consortium Agreement
Agreement signed by the CT Consortium. Together with the CTS, forms the full description
of the CT.

Contractor
A legal or natural person contracted by the SO, a System Member or the CT Consortium to
supply products or services, or perform work related to the Solution, such as software au-
diting, data science, or cloud provisioning. These parties operate under formal agreements
and are not System Members, however, they may have derived obligations due to relations
with System Members and access to the System.
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Control Plane
The Plane for the planning, deployment, and coordination of CTs.

Control Plane Subsystems
Software and deployments which consolidate Control Plane functionality.

CT Consortium Member
One partner organisation (either IP or OP) in the CT Consortium.

Data Plane
The Plane encompassing any operation on Restricted Data.

European Commission (Commission)
The European Commission is the executive body of the European Union.

Eurostat
The statistical authority of the EU.

Foundational Principle (FP)
Core design principles established during the business analysis phase to guide the develop-
ment of the System and ensure alignment with the goals of the Solution.

Input Data
The pre-existing data used as input for a CT.

Input Party (IP)
Client who uploads Input Data for a CT.

Interim Data
The temporary data created during CT execution and not included as output of CT.

JOCONDE Project (Project)
the project JOCONDE" launched in cooperation between Eurostat and Cybernetica AS to de-
velop a detailed set of specifications for the envisioned System and to demonstrate its feasi-
bility through the implementation of a prototype version based on these specifications. For
more information, please see the JOCONDE website in the Internet: https://cros.ec.eu
ropa.eu/joconde/.

JOCONDE Solution (Solution)
Subject of the Project; an ICT solution together with supporting processes, agreements and
policies implementing the MPSPCaaS concept, whereby ESS members and their partners
could perform on-demand SPC tasks on their respective data without sharing it in intelligible
form, neither with each other nor with an external TTP.

JOCONDE System (System)
A deployable ICT system, part of the Solution that employs SPC technologies to enforce poli-
cies set forth by the Solution.

Management Plane
The Plane for System management and auditing activities.

Management Plane Subsystems
Software and deployments which consolidate Management Plane functionality.

MPC Engine
An abstraction layer for a software component to plug-in MPC implementations from differ-
ent System Vendors.

Multiparty Secure Private Computation-as-a-Service (MPSPCaaSs)
MPSPCaas is a model where a shared MPSPC infrastructure is developed and operated by a
network of institutions and made available to users on demand as a service.
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Output Data
The new data resulting from a CT.

Output Party (OP)
Client who downloads Output Data from a CT.

PET for Input Privacy (I-PET)
Privacy-Enhancing Technology designed to solve input privacy requirements.

PET for Output Privacy (O-PET)
Privacy-Enhancing Technology designed to solve output privacy requirements.

Plane
Top-level conceptual element of the System that categorises responsibilities and functional-
ity.

Private Hosting Service Provider
An entity offering on-demand computing services - like storage, networking, and processing
power - over the internet.

Protected Data
A representation of data that is made illegible by applying cryptographic techniques specific
to the chosen MPC technology. In most cases data values are secret shared, i.e. split into sev-
eral pieces so that no set of shares smaller than the given threshold reveals any information
about the data. The representation allows the System to perform computations on the data
without removing the protection.

Protected Input Data
A secret-shared version of the Input Data. This protection is applied at the IP.

Protected Interim Data
Interim Data in secret-shared form.

Protected Output Data
A secret-shared version of Output Data.

Restricted Data
Input Data or Output Data that must be kept secret from other System Members and third
parties due to regulatory (e.g. data protection or confidentiality requirements) or other rea-
sons.

Root Service Node
The Service Node of the SO.

Secure Multiparty Computation (MPC)
Technique for evaluating a function with multiple parties so that the agreed party learns the
output value but not each other’s inputs.

Service Node
A server which is hosting System components, offering a concrete set of functionalities to
other Service Nodes and Users. Usually further classified by its main role: Root Service Node,
Client Node, Computing Node.

Statistical Principle
A principle established in Treaty on the Functioning of the European Union (TFEU) Article 338
Section 2, which the production of European statistics shall conform to.

Statistical Quality Criteria
The criteria established in RES Art. 12(1) for ensuring the quality of European statistics.
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System Agreement
Alegally enforceable agreement between a System Member and the SO regarding the mem-
bership in and use of the System.

System Auditor (SA)
An authorised entity (independent from the SO) who provides auditing services to verify the
correctness of the operation of the System by, for example, detecting errors, attacks or at-
tempts to deviate from the intended workflow.

System Log
Logs that transcend any specific CT.

System Member
Legal persons or other entities with autonomous information systems who have been ac-
cepted by the SO to interface with the System in role of IP, OP, or CP.

System Operator (SO)
Eurostat (European Commission) within the capacity to manage membership and coordinate
communication between System Members.

System Vendor
An entity that, in cooperation with the SO, delivers components (Service Node, MPC Engine)
that make up the System.

Trusted Execution Environment (TEE)
An input privacy technique based on specific CPU extensions.

User
Natural person authorised by a Client to use the System.
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Acronyms

DPIA
data protection impact assessment.

EUDPR
EU Data Protection Regulation (EU) 2018/1725.

EDPB
European Data Protection Board.

EDPS
European Data Protection Supervisor.

ESS
European Statistical System.

EU
European Union.

ENISA
European Union Agency for Cybersecurity.

GDPR
General Data Protection Regulation (EU) 2016/679.

GAMSO
Generic Activity Model for Statistical Organizations.

GSBPM
Generic Statistical Business Process Model.

IAM
identity and access management.

MNO
Mobile Network Operator.

NCB
National Central Bank.

NSI
National Statistical Institute.

ONA

other national authority.
PET

Privacy-Enhancing Technology.
RES

Regulation on European Statistics.
SPC

Secure Private Computing.

SDC
Statistical Disclosure Control.

TFEU
Treaty on the Functioning of the European Union.
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TTP
Trusted Third Party.
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List of deliverables

Work in the JOCONDE Project is divided into six tasks, each producing one or more deliverables.
The following list provides an overview of all project deliverables. The items in grey font refer
to interim versions and should be considered as deprecated. All final deliverables are publicly
available from the project page https://cros.ec.europa.eu/joconde.

+ Task 1 - Usage scenarios and system requirements

- D1.1 Usage Scenarios and System Requirements - Interim version (deprecated)
- D1.2 Usage Scenarios and System Requirements - Final version (this document)

+ Task 2 - Technology analysis
- D2.1 Technology Survey and Analysis
+ Task 3 - Legal aspects

- D3.1 Legal Analysis
- D3.2: Part I - Governance Templates
- D3.2: Part IT - Data Protection Impact Assessment Template

+ Task 4 - System specifications and architecture

- D4.1 System Specification and Architecture - Interim version (deprecated)
- D4.2 System Specification and Architecture - Revised version (deprecated)
- D4.3 System Specification and Architecture - Final version

+ Task 5 - Demonstrator prototype and functional testing

- D5.1 Demonstration Prototype, Test Cases and Test Results
* Task 6 - Trust building plan

- D6.1 Trust Building Plan
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Appendix A Controls

A.1 Organisational controls

By the ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection - Information
security controls standard, control is “a measure that modifies or maintains risk”'.

Organisational controls are designed to support Solution processes and technical controls. Or-
ganisational controls focus on the governance, personnel and operational obligations organisa-
tions must fulfil to participate in the System.

Organisational controls presented in this section are derived from system analysis in (this docu-
ment), technical analysis and design described in D4.3 System Specification and Architecture - Final
version and combining experience of developing analysis systems with or without SPC technolo-
gies.

For ease of use, organisational controls are presented by role: all System Members, OP, CP, IP
and SO. Furthermore, controls are grouped by the relevant top-level process as given in Chapter 7
(except for on- and offboarding that are separately given as second-level processes).

A.1.1 Controls for all System Members

No Control -
P1 Manage System

OC-5 Manage cryptographic keys with automatic rotation (recommended every 6 months)
and revocation procedures.

OC-75 Review source code of outsourced System components

OC-76 Accept only signed binaries for System components or compile them locally from
source code

P1.2 Onboard a System Member
OC-1  Identify authorised legal signatory for agreements

OC-2  Sign the System Agreement to acknowledge the policies and accept the rules and re-
sponsibilities

OC-3  Agree to provide evidence and supporting documents that the mandatory provisions
of the System Agreement are fulfilled

OC-4  Deploy a Service Node within own infrastructure.

"ISO/IEC 27002:2022 Standard. https://www.iso.org/obp/ui#iso:std:iso-iec:27002:ed-3:v2:en
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A.1.2 Controls for Output Party
No Control -
P2 Initiate CT
OC-6  Conceptualises and proposes a new Computation Task
OC-7  Forms a Computation Task Consortium with the other Clients
OC-8 Considers output confidentiality risks and informs IPs about them
OC-9  Drafts a Computation Task Specification defining the task
OC-10 Assigns an employee to oversee Computation Task consolidation
OC-11 Ensures that the Computation Task Specification includes a machine- and human-
readable analysis algorithm
OC-12 Verify identities of other CT Consortium Members and Computing Parties "out-of-
band”
OC-13 Assigns an employee authorised to retrieve results
OC-14 Submits the CTS to the System via its local Client Node
OC-15 Approves and signs the CTS as part of the CT Consortium approval process
OC-16 Ensures that the data quality assurance algorithm is applied to data of relevant IPs
P3 Execute CT
OC-17 Uses its local Client Node to retrieve the Protected Output Data from the System
OC-18 Retrieves Protected Output Data within the retention deadline
A.1.3 Controls for Computing Party
No Control -
P1.2 Onboard a System Member
OC-19 Assigns an IT administrator responsible for maintaining the Computing Node infras-
tructure.
OC-20 Deploys necessary infrastructure with properly configured hardware and software se-
curity controls
OC-21 Integrates Computing Node into the System with support from the SO
OC-22 Ensures that Computing Nodes are fully operational and interfaced with the Control
Plane Subsystems
P2 Initiate CT
OC-23 Must be a legally independent entity from other CPs in the same CT to prevent collu-
sion
OC-24 No single entity may control >1 CP in a specific CT.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2

21.05.2026

109/133



D-16-711

Public
A.1.4 Controls for Input Party
No Control -
P1 Manage System
OC-25 Refrains from attacking other IPs’ data confidentiality by constructing malicious input
data that reveals confidential data of other IPs
P2 Initiate CT
OC-26 Forms a CT Consortium with the other Clients
OC-27 Informs CT Consortium about data confidentiality needs
OC-28 Review and sign the CTS to authorise data use
OC-29 Appoint employee to access/upload Restricted Data agreed in the Computation Task
Specification (CTS)
OC-30 Extracts agreed dataset(s) from internal records
OC-31 Applies necessary transformations to prepare Input Data in the form agreed in the
CTS
OC-73 Verify identities of other CT Consortium Members and Computing Parties "out-of-
band”
OC-32 Validates Input Data locally
P3 Execute CT
OC-33 Use local Client Node to apply protection to Input Data
OC-34 Use local Client Node to distribute Protected Input Data among Computing Nodes
A.1.5 Controls for System Operator
No Control -
P1 Manage System
OC-48 Monitor and enforce that all System Members comply with the System Agreement
throughout their participation
OC-49 Enforce that all System Members provide evidence and supporting documents that
the mandatory provisions of the System Agreement are fulfilled
OC-50 Conduct regular audits and compliance checks to verify ongoing adherence to the
System Agreement
OC-51 Verify that Computing Nodes are fully operational and interfaced with the Control
Plane Subsystems
OC-52 Operate Management Plane Subsystems and Control Plane Subsystems (Root Service
Node, IAM)
OC-53 Periodically verify, that log retention periods of the System Agreement are adhered to
OC-54 Ensure that CT Logs are made available to all parties participating in a given CT
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OC-55 Ensure that System Logs are made available to the SA
OC-56 Ensure that all logs are retained for the period specified in the System Agreement, to
allow for audit and transparency
OC-57 Ensure that all System Members provide CT Logs to the SO after each CT within the
time period specified in the System Agreement
OC-58 Maintain the ability to terminate a CT at any time to mitigate abuse.
OC-59 Manage Root Service Node keys using offline Hardware Security Module (HSM).
OC-60 Retain evidence of conducted processes and provide them to the SA
OC-74 Appoint an independent SA to perform ex-post verification and detection of errors,
attacks, and workflow deviation attempts of CTs
OC-77 Review source code of outsourced System components
OC-78 Accept only signed binaries for System components or compile them locally from
source code
OC-79 Ensure that all Control Plane and Management Plane software components are open
source
P1.2 Onboard a System Member
OC-35 Define log retention periods in the System Agreement
OC-36 Manage the onboarding of new System Members into the System
OC-37 Conduct a standardised onboarding process for all prospective System Members
OC-38 Verify the true identity and affiliation of prospective System Members
OC-39 Reject a System Member candidate if the onboarding criteria are not met
OC-40 Provide credentials to System Members during onboarding
OC-41 Onboard at least three Computing Party to enable the MPC paradigm
OC-42 Verify that CPs comply with security standards and maintain independence from each
other
OC-43 Select the default set of CPs based on mutual independence, technological capability,
legal compatibility, and public trust
OC-44 Ensure that the default set of CPs is capable of serving CTs on-demand
OC-45 Verify that Computing Nodes are fully operational and interfaced with the Control
Plane Subsystems
OC-46 Ensure the System does not allow access to restricted data for non-authorized parties
OC-47 Appoint anindependent SA to monitor system behaviour and detect misconduct
P1.3 Offboard a System Member
0OC-62 Manage the offboarding of System Members from the System
OC-63 Ensure that the leaving member hands over all CT Logs in its possession before off-
boarding
OC-64 Revoke the System Members' credentials when they leave the System
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0C-65

0OC-66

0C-67

0C-68

0C-69

0C-70

OoC-71
0C-72

Consider whether to take action with respect to previously existing and already de-
ployed CTs associated with the System Member

Exercise their power to abort the relevant CTs if a CP is terminated under suspicion of
being malicious

Ensure that the Control Plane Subsystems will abort the relevant CTs if a CP is termi-
nated under suspicion of being malicious

Ensure that all CTs associated with the offboarded System Member are terminated
immediately

Ensure that data associated with an offboarded System Member is securely retained
for audit purposes for the retention period specified in the System Agreement

After the retention period ensure that data is securely deleted or rendered perma-
nently illegible

Ensure proper logging of all offboarding actions

Verify that the access rights and authentication tokens of offboarded System Members
are revoked

P2 Initiate CT

OC-61

verify that at least one Client in every CT is an NSI or Eurostat, or an ONA with NSI
approval

A.2 Technical controls

As opposed to organisational controls that are enforced by policies, technical controls are en-
forced by the System itself. Once deployed and set up, technical controls are applied automat-
ically. Nevertheless, some technical controls can be optional, i.e. they can be either enabled or

disabled,

depending on the deployment needs.

D-16-711
Public

Technical controls presented in this section are gathered from the detailed System description
in Chapter 7 as well as from deliverable D4.3 System Specification and Architecture - Final version.

ID Technical control

Input Data is protected by secret sharing.
TECH-1

Chosen MPC protocols are secure against collusion of two out of three Computing Parties,
TECH-2 i.e., dishonest majority.

Use MPC Engine that provides active security.
TECH-3

Use MPC Engine that provides verifiable security and on identifies the misbehaving party.
TECH-4

Use TEE technology
TECH-5

Input Parties and/or Output Parties can take the role of a Computing Party in Computation
TECH-6 Task which they are a part of.
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ID Technical control

CTS allows to define custom data quality assurance algorithms that are run in the CT envi-
TECH-7 ronment (TEE+MPC). These are specified per Protected Input Data for each IP.

CTS contains a set of CPs chosen to execute the CT.
TECH-8

MPC protocols in use do not leak Protected Data values unless explicitly stated in the pro-
TECH-9 tocol or CTS Algorithm.

Several independent TEE technologies can be used in a single CT.
TECH-10

CTS is approved by digitally signing it, providing integrity protection and non-repudiation.
TECH-11

Service Node provides an intuitive interface to interface with the System, hiding technical
TECH-12 details.

Service Node is a self-contained locally deployed component.
TECH-13

Root Service Node provides the SO with identity and access management (IAM) for System
TECH-14 Member management and access.

CPs only accept CTSs forwarded by the SO.
TECH-15

CT lifecycle events are stored in CT Logs.
TECH-16

The System shall associate all data with its respective Computation Task to enforce data
TECH-17 lifecycle policies.

CTS sets compulsory deadlines CT lifecycle events.
TECH-18

The System provides telemetry about the progress of a Computation Task
TECH-19

Computation Task Virtual Machine (CT VM) automatically deletes Protected Input Data and
TECH-20 Interim Data after CT execution completes;

CT VM automatically deletes all Protected Data and Interim Data when the CT deadline is
TECH-21 reached

All Protected Data and Interim Data are encrypted in CT VM and the encryption key is kept
TECH-22  only in memory.

CT VM automatically deletes Protected Output Data after retrieval by all Output Parties.
TECH-23

MPC Engine is specified in the CTS.
TECH-24

The System supports Computation Tasks with more than one Output Party.
TECH-25
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ID Technical control
The CTS supports Input Data in a vector and tabular format.
TECH-26
CTS requires a detailed data model for each Input Data table.
TECH-27
CTS supports multiple Input Data tables per Input Party.
TECH-28
CTS allows to specify Output Data values in scalar and vector formats.
TECH-29
CTS supports specifying multiple Output Data values.
TECH-30
OP can only retrieve Output Data that is assigned to it in CTS.
TECH-31
Data access policy is in the CTS.
TECH-32
CPs only execute the main Algorithm and optional data quality algorithms described in
TECH-33 (TS,
CT Logs are collected for audit.
TECH-34
Clients can invite other Clients to take part in their Computation Task as Input Parties or
TECH-35 Output Parties.
SO is able to terminate a CT at any time.
TECH-36
[P is able to terminate a CT at any time.
TECH-37
Use symmetric encryption algorithm key size that is secure against quantum computer.
TECH-38
All communication channels between stakeholders are encrypted.
TECH-39
Authenticity of Computing Node is remotely attested by Clients and other CPs.
TECH-40
Cryptographic key pairs of Service Nodes are rotated automatically.
TECH-41
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Appendix B Mapping requirements and
controls

B.1 Mapping business and system requirements to controls

Table 11 maps system (SYS) and business (BUS) requirements to organisational and technical
controls implemented in the JOCONDE Solution. It also maps system requirements to business
requirements, where applicable.

Table 11. Mapping of system requirements (SYS) to business requirements (BUS) and technical/or-
ganisational controls (TECH/ORG)

BUS SYS TECH/ORG
SYS-1.1 TECH: TECH-1 secret sharing protection of Input Data; complemented by TECH-
5 TEE-based protected execution context.
SYS-1.2 TECH: TECH-2 MPC protocol choice robust against collusion of two out of three
Computation Parties.
SYS-1.3 TECH: TECH-2 dishonest-majority robustness; ORG: OC-41/0C-42 onboarding
and independence verification of CP set.
SYS-1.4 TECH: TECH-3 active-security MPC engine to detect integrity attacks and halt
unsafe execution.
SYS-1.5 TECH: TECH-4 verifiable MPC security with fault attribution to misbehaving
party.
BUS-5.6 SYS-1.6 TECH: TECH-5 TEE usage + software controls; ORG: OC-{20} configured hard-
ware/software security controls for CP infrastructure.
BUS-5.6 SYS-1.7 TECH: TECH-5 secure hardware/TEE deployment on Computing Nodes; ORG:
OcC-20.
SYS-1.8 TECH/ORG: hardened CP setup via OC-20 and TEE-based isolation (TECH-5) ad-
dressing side-channel resistance objectives.
SYS-1.9 TECH: TECH-39 encrypted channels, TECH-40 remote attestation; ORG: OC-
75/0C-76/0C-77/0C-78 code and binary trust controls.
BUS-5.6 SYS-1.10 TECH/ORG: layered controls combining MPC+TEE (TECH-1, TECH-5, TECH-10);
key-management governance (OC-5, TECH-35, OC-59).
SYS-1.11  TECH: TECH-38 quantum-resistant symmetric key size guidance.
BUS-2.8 SYS-2.1 ORG: out-of-band identity verification by CT members (OC-12, OC-73).
SYS-2.2 TECH: TECH-11 CTS digital signatures (integrity + non-repudiation).
SYS-2.3 TECH: TECH-11 signed CTS integrity, enforced admission path via TECH-15.
BUS-1.4, SYS-3.1 TECH: TECH-12 Service Node UX abstraction for lightweight CT preparation/ex-
BUS-5.1 ecution.
BUS-5.1 SYS-3.2 TECH: TECH-13 self-contained local Service Node minimizing client-side pre-
requisites.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
21.05.2026 115/133



D-16-711

Public
BUS SYS TECH/ORG
SYS-3.3 TECH: TECH-12, TECH-25, TECH-35 enabling multi-party and flexible CT role
composition.
SYS-3.4 TECH: TECH-6 IP/OP can also act as CP in the same CT when configured.
BUS-5.4  SYS-3.5 TECH: TECH-24 MPC engine selection bound into CTS.
SYS-4.1 TECH: TECH-14 IAM through Root Service Node; ORG: OC-36, OC-40, OC-52.
SYS-4.2 ORG: OC-62-0C-65, OC-69-0C-72 offboarding governance and evidence re-
tention controls.
BUS-4.6 SYS-5.1 ORG/TECH: OC-41 at least three CP onboarding + operational integration (OC-
22, OC-45).
SYS-5.2 TECH: TECH-15 CPs accept only CTS received from trusted SO channel.
SYS-5.3 TECH: TECH-16 CT lifecycle logging + TECH-34 audit collection; ORG: OC-54.
BUS-4.3 SYS-6.1 TECH: TECH-17 strict data-to-CT association for lifecycle enforcement.
BUS-4.3 SYS-6.2 TECH: TECH-18 CTS-defined lifecycle deadlines.
BUS-5.2 SYS-6.3 TECH: TECH-19 CT telemetry/status visibility for IP/OP coordination.
BUS-4.3 SYS-6.4 TECH: TECH-20, TECH-21, TECH-22 automatic secure deletion/illegibility for
Protected Input and Interim Data.
BUS-4.3 SYS-6.5 TECH: TECH-21, TECH-22, TECH-23 secure Protected Output Data deletion after
retrieval/deadline.
SYS-7.1, Dependent on chosen MPC Engine, demonstrated by Prototype, see D5.1
SYS-7.2, Demonstration Prototype, Test Cases and Test Results
SYS-7.3,
SYS-7.4
SYS-8.1 TECH/ORG: party coordination through CTS consortium and client invitation
flow (TECH-35, OC-7, OC-26).
SYS-8.2 TECH: TECH-25 support for multiple Output Parties in CT.
BUS-5.3 SYS-8.3 TECH: TECH-26 tabular Input Data support in CTS schema.
BUS-5.3 SYS-8.4 TECH: TECH-27 detailed per-table data model specification in CTS.
SYS-8.5 TECH: TECH-28 multiple input tables per Input Party.
SYS-8.6 TECH: TECH-29 scalar/vector Output Data typing in CTS.
SYS-8.7 TECH: TECH-30 multiple Output Data values in CTS.
BUS-3.1 SYS-8.8 TECH: TECH-31 per-OP output entitlement enforcement.
SYS-8.9 TECH: TECH-7 server-side data-quality algorithms executed in CT environment
(TEE+MPC).
BUS-3.1 SYS-9.1 TECH: TECH-32 CTS data-access policy + confidentiality controls (TECH-1, TECH-
9).
BUS-3.1 SYS-9.2 TECH: TECH-32 policy enforcement + MPC non-disclosure model (TECH-1,
TECH-9).
SYS-9.3 TECH: TECH-33 execution restricted to approved CTS algorithms only.
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BUS SYS TECH/ORG

BUS-3.1 SYS-9.4 TECH: TECH-32 no interim disclosure policy + secure interim-data handling
(TECH-20, TECH-21, TECH-22).

BUS-3.1 SYS-9.5 TECH: TECH-32 and TECH-33 constrain outputs to preapproved result defini-
tions.

BUS-3.1 SYS-9.6 TECH: TECH-31 recipient-level output restriction + TECH-32 policy basis in CTS.

BUS-2.5, SYS-10.1  ORG: OC-47, OC-74 auditor appointment and ex-post verification; TECH: TECH-
BUS-3.7 34 audit log collection.

SYS-10.2  TECH:TECH-34+TECH-6 event trail; ORG: OC-54, OC-55, OC-56, OC-57 log avail-
ability/retention.

BUS-1.1, IP, OP, CP role descriptions, no specific TECH or ORG controls

BUS-1.2,

BUS-1.3

BUS-1.5 TECH: TECH-35 client invitation flow for adding Input/Output Parties to CT.

BUS-1.6 TECH: TECH-11 CTS digital signature for integrity protection and non-
repudiation.

BUS-2.1 ORG: OC-36 log retention period definition; OC-37 standardised onboarding

process; OC-38 identity verification; OC-39 rejection of non-compliant candi-
dates; OC-41 minimum three CP onboarding; OC-42 security standards and
independence verification; OC-44 on-demand service capability; OC-45 opera-
tional integration of Computing Nodes.

BUS-2.2 ORG: OC-41 minimum three CP onboarding for MPC paradigm; OC-43 CP selec-
tion based on independence, capability, legal compatibility, and public trust.

BUS-2.3 ORG: OC-47 appointment of independent System Auditor for monitoring and
misconduct detection.

BUS-2.4 TECH: TECH-11 CTS digital signature; TECH-13 self-contained local Service
Node. ORG: OC-12, OC-73 out-of-band identity verification of CT members.

BUS-2.6 ORG: OC-47 independent System Auditor for monitoring and detection of er-
rors and attacks.

BUS-2.7 ORG: OC-2 signing System Agreement to acknowledge policies; OC-3 agree-
ment to provide evidence of mandatory provisions fulfilment.

BUS-3.2 TECH: TECH-15 Computing Nodes accept only CTS forwarded from trusted Ser-
vice Node.

BUS-3.3 TECH: TECH-36 SO ability to terminate CT at any time. ORG: OC-58 SO oper-

ational power to terminate CT for abuse mitigation; OC-66, OC-67 abort CT
upon CP termination suspicion; OC-68 immediate CT termination on member
offboarding.

BUS-3.4 TECH: TECH-37 Input Party ability to terminate CT at any time.
BUS-3.5 TECH: TECH-8 CTS contains the set of Computing Parties chosen to execute the
CT.
BUS-3.6 ORG: OC-38 standardised onboarding process; OC-40 credential provision dur-
ing onboarding; OC-12, OC-73 out-of-band identity verification.
BUS-4.1 TECH: TECH-32 CTS data-access policy enforcing confidentiality constraints.
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BUS SYS TECH/ORG

BUS-4.2 TECH: TECH-1 secret sharing protection; TECH-22 encryption of Protected Data
with keys kept only in memory; TECH-32 data-access policy.

BUS-4.4 TECH: TECH-11 CTS digital signature for integrity protection and non-
repudiation.

BUS-4.5 TECH: TECH-32 data-access policy; TECH-33 execution restricted to approved
CTS algorithms.

BUS-4.7 ORG: OC-42 verification of CP security standards compliance and mutual inde-
pendence.

BUS-4.8 ORG: OC-24 no single entity may control more than one CP in a specific CT to
prevent collusion.

BUS-5.5 ORG: OC-79 all Control Plane and Management Plane software components

must be open source.

B.2 Legal requirements mapping

Table 12 maps the legal requirements (LEG) from deliverable D3.7 Legal Analysis to the technical
(TECH) controls (Section A.2) and the contractual clauses from deliverable D3.2: Part I - Governance
Templates:

* SA - System Agreement

+ CA - Consortium Agreement

+ CSA - Computation Service Agreement

+ SP - Solution Policy

Table 12. Mapping of legal requirements (LEG) to technical controls (TECH) and contractual clauses

Legal Requirement (from D3.1) Tech Measure (D1.2) or Contract Clause (D3.2)
1. Cybersecurity Requirements (LEG-1)
LEG-1.1: Cybersecurity maturity assessments SP Sec 6, 19; SA Art 11 (Audit)

LEG-1.2: Technical and organisational measures TECH-16, TECH-34; SA Art 14; SP Sec 11.3
for risk management

LEG-1.3: Abide by Union institution cybersecu- SP Sec 1.5, 11.2

rity plan

LEG-1.4: Cyber crisis management plan SP Sec 11.7; SA Art 14.10

LEG-1.5: Component contract compliance SA Art 3; SP Sec 8.2

(CD2017/46)

LEG-1.6: Preservation of CIA TECH-1, TECH-5, TECH-39, TECH-40; SA Art 14.12

LEG-1.7: Documentation of maturity and risk SA Art 10.3, 14.3; SP Sec 17.3.4
measures

LEG-1.8:Incident reporting and evidence collec- TECH-16, TECH-34; SA Art 14.3; SP Sec 12, 17.4.5
tion

Continued on next page...
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Legal Requirement (from D3.1)

LEG-1.9: Incident cooperation and communica-
tion

LEG-1.10: Role-based access control
LEG-1.11: Security monitoring and logging
LEG-1.12: Cybersecurity review audits
LEG-1.13: Zero-trust principles

LEG-1.14: Multi-factor authentication

LEG-1.15: Cryptography and encryption

LEG-1.16: Malware and spyware protection
LEG-1.17: Software supply chain security
LEG-1.18: Procurement info sharing rules
LEG-1.19: Procurement incident reporting
LEG-1.20: Admittance security standards
LEG-1.21: Risk management process

LEG-1.22: Provision of security policy references

LEG-1.23: with

CD2015/443

Agreement  compliance

2. Official Statistics Requirements (LEG-2)

LEG-2.1: Qualification as European or national
stats

LEG-2.2: Limited to dev/prod of statistics
LEG-2.3: Results by statistical authorities
LEG-2.4: Marking of confidential data

LEG-2.5: Prohibit non-statistical/unauthorized
use

LEG-2.6: Prohibit unauthorized disclosure

LEG-2.7: Prevent use for verification/adminis-
trative purposes

LEG-2.8: Implementation of quality criteria
LEG-2.9: Sharing restricted to ESS

LEG-2.10: Protect stats confidentiality and trade
secrets

LEG-2.11: Dev vs production stats classification

3. Data Protection Requirements (LEG-3)
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Tech Measure (D1.2) or Contract Clause (D3.2)
SA Art 14.10.2; SP Sec 11.7, 12

TECH-14, TECH-32; SA Art 5; SP Sec 10.3.7
TECH-16, TECH-34; SA Art 14.2, 14.5; SP Sec 19.2
SAArt 11, 14.9; SP Sec 19.4

TECH-13; SA Art 14.12; SP Sec 5.2.3

SA Art 5.8, 14.12.2; CSA Art 11.3.2

TECH-1, TECH-11, TECH-39; SA Art 14.12.1; CSA Art
11.3.1

SA Art 14.12.3; CSA Art 11.3.4; SP Sec 10.3.4
SA Art 14.12.3; CSA Art 11.3.5

SO internal policies

SO internal policies; SP Sec 11, 12

SA Art 3, 14.11.1; SP Sec 6.7

SA Art 14.1; CSA Art 11.2.2

SA Art 1.2; SP Sec 1.8

SP Sec11.5

MA Sec 2; SA Art 4.1; CA Art 4.1

SP Sec 2.2 (FP2); CA Art 1, 4.1

SA Art 10.2; CAArt 12.5.3

TECH-26, TECH-27; CA Art 8

TECH-32, TECH-33; SP Sec 15.2; CAArt 12.3.4

TECH-1, TECH-9; SP Sec 18; SA Art 17, CA Art 14
SP Sec 15.2, 17.4.5; CA Art 4.1, 10.5.1

TECH-7; CAArt7
SP Sec 15.2; CAArt12.3.5

TECH-1, TECH-5, TECH-32; SA Art 15.2, 17; CA Art
12.3.2,14

CAArt3.2.1,41

Continued on next page...
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Legal Requirement (from D3.1)

LEG-3.1: PET technical/org safeqguards

LEG-3.2: Data minimisation

LEG-3.3: Compatibility assessment

LEG-3.4: Pseudonymity by default

LEG-3.5: Controller identifiability determination

LEG-3.6: Accountability measures

LEG-3.7: Data protection by design

LEG-3.8: Data protection by default

LEG-3.9: Joint-controller arrangement

LEG-3.10:
LEG-3.11:

LEG-3.12:
(ROPA)

LEG-3.13:
ity

LEG-3.14:

LEG-3.15:

LEG-3.16:
tions

LEG-3.17:

LEG-3.18:
troller

LEG-3.19:

LEG-3.20:
ject

LEG-3.21
nications

LEG-3.22:
LEG-3.23:
LEG-3.24:
LEG-3.25:
LEG-3.26:
LEG-3.27:
LEG-3.28:
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Designation of EU representative
Use of processors with guarantees

Records of processing activities

Cooperation with supervisory author-

Security of processing (Art 32)

Regular review of security measures

Natural persons acting on instruc-

Breach notification to authority

Processor breach notification to con-

Documentation of breaches

Breach communication to data sub-

: Confidentiality of electronic commu-

Directory marketing prevention
DPIA requirement

Stakeholder consultation for DPIA
Prior consultation if risk high
Sub-processor authorization
Processor contract binding

Processor instruction enforcement
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Tech Measure (D1.2) or Contract Clause (D3.2)
TECH-1, TECH-5, TECH-22; SP Sec 17

CA Art4.2; CSAArt 11.3.2

CA Art4; SP Sec17.4.3

TECH-1, TECH-9; SP Sec 8.2

SP Sec 17.3.6, 17.3.8; CA Art 13.2; CSA Art 12.2
TECH-34; SA Art 10.3, 14.3; SP Sec 14, 17.4.5
TECH-32, TECH-33; SP Sec 1.4; SA Art 4.7
TECH-20, TECH-21, TECH-32; SA Art 13.3
CAArt5,13.3

SP Sec 17; SA Art4; CAArt8,12.4,12.13
SAArt3,14.11.1; CSAArt 11.2.3, 12.10

SA Art 10.3; CA Art 13.5.3; CSA Art 12.7

SP Sec17.2,17.5; CAArt 13.5.4

TECH-1, TECH-5, TECH-39, TECH-40; SA Art 14; CSA Art
12.8

SA Art 14.9; SP Sec 19.2.3, 20.2; CSA Art 11.2.2
SA Art 14.12.2; CSA Art 7.1.9, 11.5

SA Art 12; SP Sec 11.7; CA Art 13.6.1
CSA Art 11.7.1

SA Art 12.3; SP Sec 12.3, 14.1
SP Sec17.5.1; CAArt 13.6.5

TECH-39; SA Art 14.12.1; CSA Art 11.3.1

SA Art 5.7

SP Sec 17.4.3; CAArt 12.4.5
D3.2pt2Sec5.1.6

D3.1 Sec 8.3.4; D3.2 pt 2 Sec 5.1.7
CSAArt12.9

CSAArt12.1,12.3

TECH-33; CSA Art 12.4,12.5

Continued on next page...
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Legal Requirement (from D3.1)

LEG-3.29: Union institution status determina-
tion

LEG-3.30: Dataset type classification
LEG-3.31: Special category data specification

LEG-3.32: Confidential vs personal data qualifi-
cation

LEG-3.33: Allocation of controller role
LEG-3.34: Allocation of processor role

LEG-3.35: Purpose and compatibility assess-
ment

LEG-3.36: Primary vs secondary processing

LEG-3.37: Compatible purpose for secondary
processing

LEG-3.38: Separate processing operation map-
ping

LEG-3.39: Legal basis determination

LEG-3.40: Fairness in processing

LEG-3.41: Transparency in processing

LEG-3.42: Data kept up to date

LEG-3.43:
tion

Storage limitation permit identifica-

LEG-3.44: Ensure appropriate security

LEG-3.45:
tion

Provide/receive sufficient informa-

LEG-3.46: Facilitate exercise of rights

LEG-3.47: Refuse if unable to identify

LEG-3.48: Distinguish data source

LEG-3.49: Obtain confirmation

LEG-3.50: Appropriate safeguards

LEG-3.51: Receive copy of personal data

D-16-711
Public

Tech Measure (D1.2) or Contract Clause (D3.2)
SP Sec1.8,17.3.2

CA Art 8; CSA Art 12.1
CAArt8
CAArt8,10.5.4

CA Art 13.2; CSA Art 12.2
CSA Art 12.3
CAArt4;SPSec1.3,17.4.2

D3.1 Sec 8.3.3.2; D3.2 pt 2 Sec 3.1.1, Table 7
CAArt4.1; CSAArt12.13

D3.1 Sec 8.3.3.2; D3.2 pt 2 Sec 3.1.1, Table 7

CA Art 8.1; CSA Art 12.13

SP Sec 1.5; SA Art 1.3; CA Art 1.1

SP Sec 14.1, 26; CA Art 5.5

CA Art 8.5.2, 8.8.1

TECH-18, TECH-20, TECH-21; SA Art 13.3.9

TECH-1, TECH-5, TECH-39, TECH-40; SA Art 14
SP Sec 17.5; CAArt13.5.4

SP Sec 17.5.1; CAArt 13.5.4, 13.8
SP Sec 17.5.2; CAArt 13.8
CAArt8

see D3.1 Appendix D for possible derogations; SP Art
17.5

SAArt4.7,13.3; CSAArt 11.9.1; SP Art 17.5

see D3.1 Appendix D for possible derogations

LEG-3.52: Rectify inaccurate data CAArt8.7.4,10.4.2
LEG-3.53: Erasure without undue delay TECH-20, TECH-21, TECH-23; SA Art 13.3.7, 13.3.8
LEG-3.54: Restriction of processing see D3.1 Appendix D for possible derogations
LEG-3.55: Inform recipient of rectification/era- see D3.1 Appendix D for possible derogations
sure
Continued on next page...
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Legal Requirement (from D3.1)
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Tech Measure (D1.2) or Contract Clause (D3.2)

LEG-3.56: Data portability
LEG-3.57: Object to processing

LEG-3.58: Right of information (further process-
ing)
LEG-3.59: Supplementary transfer safeguards

see D3.1 Appendix D for possible derogations
see D3.1 Appendix D for possible derogations
SP Sec 20.5

TECH-1, TECH-5, TECH-9; CA Art 9; CSA Art 12.13
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Appendix C Business requirements

Business requirements focus on the goals and objectives that the System is intended to achieve; they are identified by the prefix BUS. To provide
context, business requirements are arranged into five groups: System roles, governance roles, powers, policies, and supplementary.

C.1 System roles

ID Requirement

BUS-1.1 Input Parties shall make their Input Data available in protected form to the Computation Task.

BUS-1.2 Output Parties shall extract results of the Computation Task to use in a statistical product.

BUS-1.3 Computing Parties shall contribute resources to ensure availability of the System to carry out secure computations on demand.

BUS-1.4 Clients shall be able to initiate new Computation Tasks with minimal manual intervention by other entities such as the System Operator or
Computing Party to streamline operations and lessen personnel workload.

BUS-1.5 Clients can invite other Clients to take part in their Computation Task as Input Parties or Output Parties.

BUS-1.6 All Input Parties and Output Parties must accept and approve the details of the planned statistical computation as defined in the Consortium

Agreement and Computation Task Specification, and acknowledge any residual risk, before the Computation Task is executed.

C.2 Governance roles

ID Requirement
BUS-2.1 The System Operator organises the selection, onboarding, and attestation of Computing Parties, checking compliance with all legal and
technical requirements before they are admitted to operate in the System.
BUS-2.2 The System Operator appoints three Computing Parties to act as the default for all Computation Tasks for which the CT Consortium have
not identified specific Computing Parties.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
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ID Requirement
BUS-2.3 The System Operator appoints System Auditors.
BUS-2.4 The System Operator operates the System components responsible for collaboration and coordination mechanisms in a manner which,
within the scope of the considered attack model, rules out any possibility of attacks against System Members and their data.
BUS-2.5 A System Auditor shall audit the System to detect misbehaving components or actors including the System Operator, System Members,
Computing Parties, and external entities that could put Restricted Data at risk.
BUS-2.6 The System Auditor should be independent of the Computing Parties.
BUS-2.7 System Members shall undergo a manual onboarding procedure with the System Operator to ensure conformance with all legal and technical
requirements set in the System Agreement before being able to use the System.
BUS-2.8 The System Operator shall not represent a single point of trust.
C.3 Powers
ID Requirement
BUS-3.1 System Members shall have their access rights associated with a given Computation Task, limited in accordance with the principle of least
privilege to permit only the minimal set of actions necessary for their role(s) in the Computation Task at hand.
BUS-3.2 By default, all Computation Tasks shall be approved by the System Operator before execution in order to enforce compliance to System
Agreement. The System Operator shall be able to disable this option if the context of the deployment allows it.
BUS-3.3 The System Operator shall be able to terminate a Computation Task at any time to mitigate a System violation, abuse, or possible harm when
detected.
BUS-3.4 Each Input Party shall be able to terminate an ongoing Computation Task at any time, in line with conditions outlined in the System Agree-
ment, if it detects a potential violation of the Computation Task Specification.
BUS-3.5 CT Consortium shall be able to agree on a custom set of Computing Parties to use for a specific Computation Task.
BUS-3.6 CT Consortium Members shall be able to reliably verify the identities of each other and the Computing Parties to mitigate attacks involving
impersonation.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
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Requirement

BUS-3.7

A System Auditor should be able to audit the correctness of a Computation Task after its completion.

C.4 Policies

ID Requirement

BUS-4.1 Restricted Data access controls for the Computation Task shall be expressed in a non-proprietary formal language.

BUS-4.2 No single entity shall have the possibility to reveal the Restricted Data (Input Data, Interim Data, or Output Data), unless explicitly stated in
the Computation Task Specification.

BUS-4.3 Protected Data connected to a Computation Task shall be securely deleted or rendered permanently as soon as possible.

BUS-4.4 A Computation Task shall be executed only after approval by all CT Consortium Members.

BUS-4.5 Computing Parties shall strictly follow the Computation Task Specification for all decisions in order to counter any possibility of data being
used outside of the pre-agreed context.

BUS-4.6 There shall be at least three Computing Parties for any particular Computation Task.

BUS-4.7 A Computing Party shall be a legal entity independent of other Computing Parties.

BUS-4.8 No single entity shall have control over more than one Computing Party involved in a Computation Task.

C.5 Supplementary

ID Requirement
BUS-5.1 All operations within the System shall be as simple and lightweight as possible for the Clients.
BUS-5.2 The System shall provide Clients with an up-to-date overview of active workflows and status updates for ongoing Computation Tasks.
BUS-5.3 Computation Tasks shall expect Input Data in a well-defined vector or tabular format.
BUS-5.4 The Data Plane shall support a portfolio of multiple different MPC and TEE technologies.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
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ID Requirement
BUS-5.5 All Management Plane and Control Plane components shall be open-source.
BUS-5.6 The System should incorporate security measures at both the hardware and software levels, complementing one another in order to secure
the computation environment and achieve the highest possible degree of protection and trustworthiness.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
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System requirements focus on the technical aspects of the software, identified by the prefix SYS. To provide context, system requirements are
arranged into ten groups: System security, trust, using the System, managing the System, System, task and data lifecycle, computational capa-
bilities, task I/0 (input and output), privacy, and auditing.

Requirements are classified as either hard or soft - a soft requirement is qualitative (or aspirational) in nature, meaning it poses an important
dimension to maximize, while a hard requirement is quantifiable (or prescriptive) and must be met as-is. The requirements classified as hard can
be further separated into tiers. Hard requirements marked as required are deemed critical for the success of the System, while recommended
requirements are desirable, but not mandatory. Optional requirements can be seen as desirable in certain scenarios, but are also not mandatory.

D.1 System security

ID

SYS-1.1

SYS-1.2

SYS-1.3

SYS-1.4

SYS-1.5
SYS-1.6

Requirement

The System shall use techniques that split the Input Data elements and/or the encryption keys
across multiple nodes through the application of secret sharing, multi-key homomorphic encryp-
tion, or other MPC schemes in combination with secure hardware.

The technology and implementation of choice for any operation on Protected Data shall be robust
to collusion of two out of three Computing Parties.

The System shall be robust to intrusions at up to two out of three Computing Nodes.

The System shall detect attacks on data integrity during the execution of a Computation Task,
causing it to halt; an attack shall not cause the deliverance of an incorrect result which cannot be
distinguished from a correct result.

Upon detecting an attack on data integrity the System should reveal the party at fault.

The System should incorporate security measures at both the hardware and software levels to
secure the computation environment.

JOCONDE D1.2 Usage Scenarios and System Requirements - Final version
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hard

hard

hard

hard
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required
required
required

required

optional

Plane

data

data
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ID Requirement Class Tier Plane
SYS-1.7 The Computing Nodes shall employ secure hardware technologies, e.g. TEE with hardware isola- hard required data, control
tion.
SYS-1.8 The System shall be robust against side-channel attacks. soft - data
SYS-1.9 The System shall be robust against software and hardware attacks. soft - data
SYS-1.10 The System should use a combination of multiple technologies and security/privacy layers with soft - data, control
complementary security guarantees to achieve the highest possible degree of protection and
trustworthiness.
SYS-1.11 The System should use post-quantum secure cryptographic primitives and key sizes. soft  recommended data, control
D.2 Trust
ID Requirement Class Tier Plane
SYS-2.1 The System shall enable Users to verify the identities of other System Members contained in the hard required control
Computation Task Specification locally. The verification shall not rely on trust in the System Oper-
ator.
SYS-2.2 The System shall use a Computation Task Specification approval mechanism that provides in- hard required control
tegrity and non-repudiation.
SYS-2.3 The System shall allow Input Parties and Output Parties to verify the integrity of the copies of their hard  required control

Computation Task Specifications deployed in Computing Nodes.

D.3 Using the System

JOCONDE D1.2 Usage Scenarios and System Requirements - Final version
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ID Requirement Class Tier Plane

SYS-3.1 Preparation, configuration, and execution of a Computation Task in the System should be as sim- soft - control
ple and lightweight as possible for the Clients and should involve only minimal marginal costs.

SYS-3.2 Technical requirements for the Clients of the System in the role of an Input Party and/or Output soft - data, control
Party should be minimal - without the need to install specialised hardware.

SYS-3.3 The System shall allow for flexible configuration of Computation Tasks serving different Clients, hard required control
i.e. in the role of Input Party, Output Party, or both at the same time.

SYS-3.4 The System shall support Input Parties and/or Output Parties taking the role of a Computing Party hard  required data, control
in Computation Tasks which they are a part of.

SYS-3.5 The System should allow System Members to choose the MPC technology for each Computation hard recommended data, control
Task and specify the chosen technology in the Computation Task Specification.

D.4 Managing the System

ID Requirement Class Tier Plane

SYS-4.1 The System shall provide the System Operator with Identity and Access Management (IAM) for hard required management
System Member management and access.

SYS-4.2 Offboarded System Members are securely removed from the System by the System Operator. hard required control, man-

agement
D.5 System
ID Requirement Class Tier Plane
SYS-5.1 The distributed secure multi-party computing infrastructure of the System shall consist of atleast hard required data, manage-

three distinct Computing Nodes.

ment
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ID Requirement Class Tier Plane
SYS-5.2 Computing Nodes shall only accept and enforce Computation Task Specifications sourced by hard required control
trusted means.
SYS-5.3 The System shall maintain a log of the proceedings of each Computation Task, containing Com- hard required control, data
putation Task lifecycle events, and make it available to all CT Consortium Members.
D.6 Task and data lifecycle
ID Requirement Class Tier Plane
SYS-6.1 The System shall associate all data with its respective Computation Task to enforce data lifecycle hard required data, control
policies.
SYS-6.2 The Computation Task shall expect time deadlines for task lifecycle stages, specifically manual I/O hard required control
operations including Protected Input Data upload and Protected Output Data retention.
SYS-6.3 The System should provide telemetry about the progress of a Computation Task to the Input Par- hard recommended control
ties and Output Parties in order to help coordinate their actions (e.qg. if the task is waiting for input
from a specific Input Party).
SYS-6.4 The System shall employ technical measures ensuring that all Protected Input Data and Interim hard required data
Data are permanently and securely deleted or rendered permanently illegible immediately after
the completion of the Computation Task or upon reaching the deadline.
SYS-6.5 The System shall employ technical measures ensuring that all Protected Output Data are perma- hard required data

nently and securely deleted or rendered permanently illegible immediately after retrieval by all
Output Parties or upon reaching the deadline.

D.7 Computational capabilities
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ID Requirement Class Tier Plane
SYS-7.1 Operations on private Input Data shall include all combinations of elementary private set opera- hard required data

tions (private set union, private set intersection, private set difference) along with simple compu-

tations on the items of the resulting set.
SYS-7.2 The System shall support exact record-matching based on common keys (identifiers or concate- hard required data

nation of variables values).
SYS-7.3 The System should support additional operations (e.g. probabilistic record-matching). soft - data
SYS-7.4 Operations shall be able to run on pairs of Protected Input Data sets in a tabular format comprising hard  required data

up to 100 million records (rows) with up to 40 variables (columns) in less than 72 hours using

commercially available hardware.

D.8 Task I/0

ID Requirement Class Tier Plane
SYS-8.1 The System shall support Computation Tasks with at least two Input Parties and at least one Out- hard  required control

put Party.
SYS-8.2 The System should support Computation Tasks with more than one Output Party. hard recommended control
SYS-8.3 The Computation Task shall support Input Data in a vector or tabular format. hard required data, control
SYS-8.4 The Computation Task shall expect a detailed data model for each Input Data table as a part of hard required control

the Computation Task Specification.
SYS-8.5 The Computation Task should support multiple Input Data tables per Input Party. hard recommended data, control
SYS-8.6 The Computation Task shall support Output Data values in scalar and vector formats. hard required data
SYS-8.7 The Computation Task shall support multiple Output Data values. hard required data
SYS-8.8 The Computation Task should allow configuring individual Output Data values to only be retrieved hard recommended data, control

by specific Output Parties.
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ID Requirement Class Tier Plane

SYS-8.9 The Computation Task should support server-side data validation or data quality checks during hard recommended data, control
Protected Input Data upload based on custom data quality assurance algorithms, part of the Com-
putation Task Specification.

D.9 Privacy

ID Requirement Class Tier Plane

SYS-9.1 The System shall not disclose Input Data values to anyone other than the Input Party, unless hard required control
explicitly stated otherwise in the Computation Task Specification.

SYS-9.2 No single entity shall have the ability to learn any Input Data values of any individual Computation hard required data
Task, unless explicitly stated in the Computation Task Specification.

SYS-9.3 The System shall not execute any computing functions other than the ones approved in the Com- hard required control
putation Task Specification.

SYS-9.4 Any Interim Data produced in the System during the computation shall not be disclosed to any hard required control
party.

SYS-9.5 The System shall not deliver any information to the Output Parties other than the final result hard required control
predefined in the Computation Task Specification.

SYS-9.6 The final computation result shall be disclosed only to the intended stakeholder(s) identified as hard required control
Output Parties in the Computation Task Specification.

D.10 Auditing
ID Requirement Class Tier Plane
SYS-10.1 The System shall provide auditing facilities in order to allow ex-post verification and detection of hard required management

errors, attacks, and workflow deviation attempts.
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ID Requirement Class Tier Plane
SYS-10.2 The System shall maintain an audit trail that logs significant events, including the signing of Com- hard required management
putation Task Specifications, Input Data submission, Computation Task execution, and Output
Data retrieval.
SYS-10.3 A System Auditor should have access to all Computation Task Specifications, Computation Task hard  required management
Logs and System Logs.
JOCONDE D1.2 Usage Scenarios and System Requirements - Final version 1.2
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